The Doppelganger Bot Attack:
Exploring Identity Impersonation

in Online Social Networks

Oana Goga (MPI-SWS), Giridhari Venkatadri (MPI-SW5S),

Krishna P. Gummadi (MPI-SW5S)

IMC 2015, October 28th

]

Max

Planck

Institute

for

Software Systems



Weak identities

Are unverified identities that do not require users to prove their
online identities match their offline person.



Weak identities

Are unverified identities that do not require users to prove their
online identities match their offline person.

/Lower sign-on barriers, provide anonymity

X Leave systems vulnerable to Sybil attacks (fake identities)



ldentity impersonation attacks

Special class of fake identities attacks: the attacker spoofs the
identity of another real-world user.



ldentity impersonation attacks

Special class of fake identities attacks: the attacker spoofs the
identity of another real-world user.

How Jonah Hill's Twitter Impersonator
Wrecked H|s HoIIywood Re»p

celebrlty |mpersonat|on attack l




ldentity impersonation attacks

Special class of fake identities attacks: the attacker spoofs the
identity of another real-world user.

| Impersonator contmuouslycrelg fake 4
| celebrlty |mpersq Facebook profiles of a well known
Bakersfield pastor

Impersonator asks for money from his followers




ldentity impersonation attacks

Special class of fake identities attacks: the attacker spoofs the
identity of another real-world user.

How Jonah Hill's Twitter Impersonator - -
~Wrecked His Hollywood Rep | social englneerlng attack < |

Impersonator contmuouslycreatmg fake
Lceleb”ty |mperso Facebook profiles of a well known
Bakersfield pastor

Impersonator asks for money from his followers

» Damage the online image of victims & affect victims in the
offline world!




ldentity impersonation attacks

Special class of fake identities attacks: the attacker spoofs the
identity of another real-world user.

How Jonah Hill's Twitter Impersona
Wrecked HIS Hollywood Rep $

Impersonator contmuouslycrelg fake
Lcelebrlty |mperso Facebook profiles of a well known
Bakersfield pastor

Impersonator asks for money from his followers

» Damage the online image of victims & affect victims in the
offline world!

+ Impersonation attacks are increasingly easy to mount due to
the availability of personal information online!
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Current situation

» Lack of understanding of impersonation attacks online!
» No large dataset about real-world impersonation attacks

» Lack of frameworks to automatically detect impersonation
attacks online

» Detection relies on manual reports
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Challenge |:
|dentifying doppelganger pairs

» Identify pairs of identities that most humans believe they
portray the same person

Every identity has a name, location, bio and photo

Automated rule-based matching scheme (trained on
human-annotated data, determines when the profile
attributes of two identities matches sufficiently)
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Solves challenge 3 as well!

impersonating identity = suspended identity

|dentify victimWonator pairs

- Exploit Twitter suspension signals: when Twitter suspends
one but not both identities

|dentify avatar-avatar pairs

» Exploit interactions between identities: clear indication
that one identity is aware of the other
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RANDOM DATASET

initial accounts | .4 million

doppelganger pairs

avatar-avatar pairs

unlabeled pairs 16,489
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Types of impersonation
attacks

Most |mpersonat|on attacks do not target aset)

celebrities or try to mount social
engineering attacks! ified

* Social engineering attacks 4—\1'2% (in the random dataset)

What is p055|bly motlvatlng the attackers?

Detection: attacker contacts victim’s friends
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HI: The attackers create these identities to abuse Twitter (and
not the victims)

H2: The attackers attempt to create real-looking fake identities
to evade the Twitter Sybil defense system
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Doppelganger bot attacks
hypothesis

HI: The attackers create these identities to abuse Twitter (and
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doppelganger bot attacks
# doppelganger pair!

13



Twitter dataset

RANDOM DATASETé
initial accounts | .4 million
doppelgingerpars | see2
Vitmimpersonstor pairs | 166
waravarpars | 2000
wibeledpirs | a8

14



Twitter dataset

RANDOM DATASETé BFS DATASET
initial accounts | .4 million 142,000
doppelgingerpars | se2  men
vetmimpersonstor pairs | 166 16408
waravrpars | 2000 o
wibeledpirs | o489 a5

14



Twitter dataset

RANDOM DATASETé BFS DATASET
initial accounts | .4 million
doppelgingerpars | se2  men
vetmimpersonstor pairs | 166 16408
waravrpars | 2000 o
wibeledpirs | o489 a5

14



Twitter dataset

RANDOM DATASET% BFS DATASET

initial accounts

unlabeled pairs

| .4 million

142,000

.............................................................

..................................................................................................................
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(and not the victims)

Evidence:
* Large number of impersonators follow the same users

* The users they follow are suspected of having bought fake
followers (http://trulyfollowing.app-ns.mpi-sws.org/)

follower fraud
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Doppelganger bot attacks
evidence for hypothesis 2

H2: Attackers create real-looking fake identities to evade the
Twitter Sybil defense system
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Doppelganger bot attacks
evidence for hypothesis 2

H2: Attackers create real-looking fake identities to evade the
Twitter Sybil defense system

Evidence:

- Twitter took in median 278 days to suspend the impersonating
identities

*  Other traditional Sybil detection schemes perform badly
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Doppelganger bot attacks
evidence for hypothesis 2

H2: Attackers create real-looking fake identities to evade the
Twitter Sybil defense system

Can we do something to detect

Eviden
° ° ° ° ° 7
. Twix IMpersonating |dlent|t|els faster.l sonating
identities

*  Other traditional Sybil detection schemes perform badly
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Detection of
impersonation attacks

| doppelganger pair |

| avatar-avatar pair

| victim-impersonator pair
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Detection of
impersonation attacks

Rule-based
matching scheme

- avatar- i

 victim-impersonator pair |

The impersonating
/ identity is newer and
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has a lower reputation
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Automated detection of
victim-impersonator pairs

SVM classifier to distinguish between victim-impersonator pairs
and avatar-avatar pairs

» Training and testing:
» labeled doppelganger pairs from our dataset
» Features that characterize pairs of identities:

* user-names, screen-names, location, profile photos, bios,
interest similarity; number of common followers, followings,
users mentioned, and retweeted; time difference between
creation dates, first and last tweets, outdated account
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Automated detection of
victim-impersonator pairs

SVM classifier to distinguish between victim-impersonator pairs
and avatar-avatar pairs

N Trainin; deteCtS

+ label 90% of victim-impersonator pairs

* Featre  80% of avatar-avatar pairs

- user . o bios,
inter at less than 5% false positive rate \wings,

users mentioned, and retweeted; time difference between
creation dates, first and last tweets, outdated account
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Classifying unlabeled
doppelganger pairs

RANDOM DATASET% BFS DATASET

doppelganger pairs 18,662 35,642
victim-impersonator pairs 166 16,408
avatar-avatar pairs 2,010 1,629

unlabeled pairs
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Classifying unlabeled
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RANDOM DATASET% BFS DATASET

doppelganger pairs 18,662 35,642

detected avatar-avatar 4390 4,964
pairs '

20



Classifying unlabeled
doppelganger pairs

RANDOM DATASET% BFS DATASET

doppelganger pairs

unlabeled pairs

detected victim-
iImpersonator pairs

detected avatar-avatar
pairs

IR ARD L A4)

one year later 50% were suspended!

166 16,403

................................................................................................................

2,010 ,629

16,489

4,390
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Summary

First study to characterize and detect identity impersonation
attacks online

Method to gather real-world large-scale data about
impersonation attacks

Beside celebrity impersonators and social engineering attacks
there are doppelganger bot attacks

- Attackers target a wide range of users, anyone can be a
victim!

Method to automatically detect impersonation attacks online
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Features

CDF

= Victim-Impersonator
----- Avatar—Avatar

0.5
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Screen-name similarity

CDF
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~* |==Victim-Impersonator
''''' Avatar—Avatar

# of common followers

CDF

05

—Victim-Ilmpersonator
''''' Avatar—Avatar

1000 2000
Difference creation date

* Victim-impersonator pairs have more similar profile attributes

* Victim-impersonator pairs have no social neighborhood overlap

» Bigger time difference between accounts creation date in
victim-impersonator pairs
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Doppelganger bot attacks:
characterization

Who are the victims!? EWho are the attackers!?

- 60 followers™
How popular? 73 followers . *lower than victims, higher
. than random

100 tweets™

higher numbers of retweets,
favorite and followings but
not excessive

|81 tweets™
How active!? *(Q for random users, 20 for
random users with one post
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