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Preface
Dear reader,

It is our pleasure to bring to you our thought leadership report, ‘The future ahead: Evolving cyber security priorities in India’, which is a 
continuation of our ‘Cyber security: India market’ report. Launched in December 2019 during the Annual Information Security Summit 
(AISS), the previous report offered insights into the growth in domestic demand for cyber security in India. With the latest report, we have 
attempted to gauge how cyber security priorities are evolving during and post the pandemic.

The cyber security ecosystem is at a critical point. The increasing number and complexity of cyberattacks, coupled with rapid digitisation 
driven by the pandemic, have emphasised the importance of cyber security in businesses of all sectors and sizes. To find out what’s next in 
cyber security, we conducted a study with over 100 business and technology executives in India.
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Based on our study, this paper highlights the key trends for the future of business, the evolving cyber security priorities and the various ways of optimising the cyber security function. In 
addition, it underlines the shift of focus towards digitisation, increasing significance of business resiliency, rapid adoption of cloud computing, localisation of supply chain ecosystems, and 
the need for optimised allocation of resources.

We hope you will find this report to be an insightful read.
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1 Introduction
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Businesses not just in India but across the globe are undergoing rapid transformation and adopting new technology-driven ways of working. Though technology intervention helps 
streamline processes and customer service delivery, it also expands the security threat landscape, necessitating a shift in cyber security priorities. As a result, organisations are looking to 
enhance their capabilities in order to successfully navigate the changing threat landscape and evolving priorities and ensure protection of their data and continuance of business.

Hence, to assess this evolving landscape, we conducted a survey and analysed responses from more than 100 Indian organisations on the changing cyber security priorities in some key 
focus areas. This report presents an analysis of the responses, together with our point of view on the same.
We looked at the priorities of stakeholders (CIOs, CISOs, technology heads, among others), along with what drives the need to have effective cyber security mechanisms across different 
sectors. Our survey covered organisations across the following sectors: banking, financial services and insurance (BFSI); government and public sector (G&PS); consumer industrial 
products and services (CIPS, i.e. automotive, pharma, chemical, industrial manufacturing); technology, media and telecom (TMT); hospitality; leisure; transportation; logistics; infrastructure; 
and capital projects.

Domains of the study

Enabling the future of business

Gauges the point of view on the future of 
business of the survey respondents’ 
industry/organisation.

Threat landscape

Seeks to understand how the security threat 
landscape is changing
for the survey respondents’ 
industry/organisation.

Security optimisation

Seeks to understand how executives are 
trying to optimise cyber security
investments in their organisation.

Cyber security priorities

Identifies the priorities for the survey 
respondents’ organisations with respect to
security initiatives and plans for enhancing 
the security posture.

Introduction
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Organisations of varying sizes and from across various sectors participated in the survey. Participant demographics 
are shown below.

24% 23%

13%
9%

4%

26%

BFSI CIPS TMT G&PS Energy Others

Sector-wise breakup of participants

Question: What is your organisation’s primary 
industry sector?*

*Source: DSCI-PwC survey

Demographics of survey participants

36%

17% 19%

9%

19%

<=5% 5%-7% 8%-10% 11%-15% >15%

Cyber security budget as a percentage of IT 
budget

38%

18%
22%

6%

16%

<=5% 5%-7% 8%-10% 11%-15% >=15%

Average IT budget as a percent of annual 
turnover

Question: What is the average IT budget of your 
organisation as a percentage of the revenue?*

Question: What is the cyber security budget of your 
organisation as a percentage of the IT budget?*
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*Source: DSCI-PwC survey

6%

13%

10%

26%

11%
13%

21%

Not applicable <INR 100 crore INR 101-500
crore

INR 501-5,000
crore

INR 5,001-
10,000 crore

INR 10,001-
50,000 crore

>INR 50,000
crore

Annual turnover

16%

6%

34%

20%
17%

8%

<250 251-500 501-5,000 5,001-25,000 25,001-1,00,000 >1,00,000

Employee strength

Question: What is the annual turnover of your organisation?* Question: What is the overall employee strength of your organisation?*
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2 Future of business and the evolving threat landscape
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Organisations are transforming their ways of working

48.64%

43.24%
40.54%

37.83%

12.16%

43.24%

48.64%
51.35%

45.94%
47.29%

6.75% 5.40%
8.10%

14.86%

32.43%

0%
2.70%

0% 0%

6.75%

1.35% 0% 0% 1.35% 1.35%
0.00%

10.00%

20.00%

30.00%

40.00%

50.00%

60.00%

Digital
transformation

Business resilience Optimisation of
resources

Cloud adoption Supply chain
transformation

Business priorities for the future

Strongly agree Agree Can't say Disagree Strongly disagree

Question: From the parameters below, please choose those which are 
priorities for the future of your business.

As India emerges from the ongoing impact of the pandemic, businesses, consumers and communities are changing their ways of working faster than ever before to address the profound 
challenges that they face, making the most of the tremendous opportunities ahead of them.
In our survey, we asked executives to respond to the following parameters surrounding the future of business:

Source: DSCI-PwC survey

Nearly 49% of the respondents strongly 
agree to the fact that digital transformation 
will play a key role going forward.

01 Digital transformation

Over 43% of the executives strongly agree 
that investing in building or enhancing 
business resilience.

02 Business resilience

Around 38% of the 
executives strongly agree 
that cloud will play a major 
role in the future of 
business.

03 Cloud adoption

Over 12% of the executives 
strongly foresee a shift in 
the focus of procurement 
towards local suppliers.

04 Supply chain 
transformation

Efficient performance with 
optimised allocation of 
resources is one of the top 
priorities for nearly 41% of 
the executives.

05 Optimisation of 
resources
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Cyberattacks are not only increasing in number…
There has been a rise in cyber incidents following the COVID-19 outbreak. In the past few months, the number of cyberattacks on Indian organisations has increased significantly.
The ongoing crisis has given malicious actors a favourable opportunity to launch cyberattacks as countries worldwide are busy handling the pandemic.

0.52%

2.08%

4.16%

4.16%

5.20%

8.33%

9.89%

10.41%

25%

30.20%

Man-in-the-middle attack

URL poisoning

Zero-day exploit

SQL injection

Data exfilt ration

Distributed denial of  service (DDoS)

Ransomware

Social engineering

Malware

Phishing/smishing/vishing

Top cyberthreats faced by Indian organisations

Question: What are the top types of cyberattacks that 
your industry/organisation is facing?

Cyberattacks, which were already on the rise, are increasing 
exponentially and becoming more targeted

Source: DSCI-PwC survey
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49,455 50,362 53,117

2,08,456

3,94,499

11,58,208

2015 2016 2017 2018 2019 2020

Number of cyber security incidents

Source: CERT-In

Note: The figures reflect the number of cyber security incidents in 
India from the year 2015 to the year 2020.

increase in cyber security incidents 
in 2020 as compared to 2019

3x

…but also becoming more and more targeted.
• There is a surge in cyber security attacks as well as a shift towards more targeted cyberattacks on businesses.
• Some of the types of pandemic-themed cyberattacks include COVID-19 themed phishing attacks, ransomware attacks and 

sharing of infected emails containing COVID-19 themed documents.
• Phishing, malware and social engineering are the top cyberattacks targeted at organisations.
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Today, cyber security touches every part of the business, driving the 
need to re-calibrate cyber security priorities

Are we following 
applicable privacy 
laws and regulations?

Are we taking 
appropriate steps to 
protect our 
organisation against 
cyber risks?

Do we approach cyber 
security using a risk-
based approach?

How do we establish a 
culture of shared 
cyber responsibility 
across the business?

Are we compliant with 
the applicable laws 
and regulations?

Do we have the 
information we need 
to oversee cyber 
risks?

Are we collecting 
more data than 
required or 
unnecessary data?

Owing to the changing 
cyber risk landscape, 
do we need to relook 
at our cyber security 
priorities?

Do we understand the 
risks emerging out of 
increasing digitisation 
and cyberattacks?

Have we secured our 
supply chain, and are 
we prepared for a 
disruption in it?

Are we resilient 
enough for a 
cyberattack?

Are we still secure in 
this remote working 
scenario?

CPOCIO/CISOCROCOOCEOBoardroom

Business leaders already had numerous concerns about cyberattacks…

…and the pandemic and rising number of cyberattacks have further aggravated these concerns.

Hence, recalibration of cyber security priorities can help businesses sustain in the long run.
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3 Changing cyber security priorities
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Businesses are looking to re-prioritise their cyber 
security focus areas

Question: Rank the areas below in order of priority for your organisation (1: highest 
priority, 6: lowest priority).

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing

Strategising cyber priorities
Our survey reveals that ‘improving threat management capabilities’ is the 
top priority for Indian businesses, with 67.86% of the executives listing it as 
one of their top three priorities. 

It is followed by ‘advancing identity and access management (IAM) 
solutions’ and ‘securing the work-from-anywhere environment’, which 
58.92% and 53.56% of the survey respondents, respectively, ranked as 
one of their top three priorities.

We asked our survey respondents to rank the focus areas below in order of 
priority:
• improving threat management capabilities

• advancing IAM solutions

• securing the work-from-anywhere environment
• proactive monitoring through user behaviour analytics

• securing cloud computing technologies
• optimising/enhancing the cyber security function.

23.21%

7.14%

5.36%

23.21%

19.64%

21.43%

8.93%

12.50%

19.64%

10.71%

19.64%

28.57%

16.07%

8.93%

17.86%

19.64%

19.64%

17.86%

25%

19.64%

19.64%

8.93%

12.50%

14.29%

10.71%

21.43%

17.86%

21.43%

16.07%

12.50%

16.07%

30.36%

19.64%

16.07%

12.50%

5.36%

Cyber security priorities of Indian organisations

Priority 1 Priority 2 Priority 3 Priority 4 Priority 5 Priority 6

Top three priorities: 67.86% of the executives

Top three priorities: 58.92% of the executives

Top three priorities: 53.56% of the executives

Top three priorities: 42.86% of the executives

Top three priorities: 28.57% of the executives

Top 3 priorities: 48.21% of the executives

Improving threat management capabilities

Advancing IAM solutions

Securing the work-from-anywhere environment

Proactive monitoring through user behaviour analytics

Securing cloud computing technologies

Optimising/enhancing the cyber security function

Source: DSCI-PwC survey
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01: Improving threat 
management capabilities
Threat management with risk-based vulnerability prioritisation is 
currently the topmost priority of Indian executives

say improving their organisation’s threat 
management capabilities is their 
topmost priority

68%

Source: DSCI-PwC survey

Note: This figure indicates the percentage of executives, rounded to the nearest whole number, who 
selected ‘improving threat management capabilities’ as one of their top three priorities.

Question: Rank the areas below in order of priority for your 
organisation (1: highest priority, 6: lowest priority).

Organisational priorities are shifting, with a focus on getting a complete view of the risk 
landscape and proactively responding to emerging threats.
Of the 68% of the executives who selected ‘improving threat management capabilities’ as one 
of their top three cyber security priorities, 50% have chosen ‘risk-based vulnerability 
prioritisation’ as a measure to do so. Further, many executives are moving towards automation, 
with over 21% selecting ‘automated intelligent remediation’ and over 13% selecting ‘automated 
orchestration for remediation’.

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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We asked survey respondents to rank the following measures to address threat management requirements in order of priority:

Source: DSCI-PwC survey

13.16%

15.79%

21.05%

50%

15.79%

44.73%

10.53%

28.94%

31.57%

5.26%

47.36%

15.78%

39.47%

34.21%

21.05%

5.26%

Measures for efficient threat management

Priority 1 Priority 2 Priority 3 Priority 4

Automated intelligent remediation

Automated orchestration for remediation

Risk-based vulnerability prioritisation

Unified view of risks across the landscape

Note: The figures below reflect the views of the executives (68%) who chose ‘improving threat management capabilities’ as one of their top three cyber 
security priorities.

Question: Please rank the following measures for efficient threat management in order of priority for your 
organisation (1: highest priority, 4: lowest priority).

• automated intelligent remediation using machine learning to reduce remediation time and eliminate human errors

• remediation of security vulnerabilities through automated orchestration
• risk-based vulnerability prioritisation to reduce risk across the ecosystem by focusing on remediation efforts based on threats and available data

• a single, unified view of risks across the entire cyber security landscape.

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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02: Advancing IAM 
solutions
Organisations are actively looking to enhance IAM solutions

say they are prioritising
the advancement of IAM solutions

Source: DSCI-PwC survey

Note: This figure indicates the percentage of executives, rounded to the nearest whole number, who 
selected ‘advancing IAM solutions’ as one of their top three priorities.

Question: Rank the areas below in order of priority for your 
organisation (1: highest priority, 6: lowest priority).

Organisations aim to governing complex ecosystems from anywhere and at any time:

• The industry has begun to recognise the importance of existing IAM solutions. Of the executives (59%) 
who selected advancing IAM as one of their top three cyber security priorities, over 42% have prioritised
enhancement of these solutions.

• Businesses are focusing on agile solutions for IAM-specific necessities and implementing various turnkey 
solutions, with over 39% and over 18% of the executives prioritising these measures respectively.

59%

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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We asked survey respondents to rank the following measures for addressing IAM requirements in order of priority:

• enhancing existing IAM solutions and focusing on increased control and security

• implementing agile IAM solutions to ensure flexibility and scalability
• implementing turnkey solutions for effective identity governance and access management

• implementing advanced predictive analytics to understand risk and user behaviour.

18.18%

39.39%

42.42%

39.39%

9.09%

30.30%

21.21%

24.24%

45.45%

18.18%

12.12%

36.37%

27.28%

12.13%

24.25%

Measures for advancing IAM solutions

Priority 1 Priority 2 Priority 3 Priority 4
Source: DSCI-PwC survey

Implementing advanced predictive analytics for effective governance

Implementing turnkey solutions for efficient identity governance and access management

Enhancing existing IAM solutions

Implementing agile solutions to augment and integrate the identity management programme

Note: The figures below reflect the view of the executives (59%) who selected advancing IAM as one of their top three cyber security priorities.

Question: Please rank the following IAM measures in order of priority for your organisation (1: highest 
priority, 4: lowest priority).

0%

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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03: Securing the work-from-
anywhere environment
Organisations are stepping up to the challenge of securing 
remote working, with an emphasis on creating a stronger 
security culture through awareness

are prioritising securing the work-
from-anywhere environment

Source: DSCI-PwC survey

Note: This figure provides the percentage of executives, rounded to the nearest whole number, who 
selected ‘securing the work-from-anywhere environment’ as one of their top three priorities.

Question: Rank the areas below in order of priority for your 
organisation (1: highest priority, 6: lowest priority).

The number of employees working remotely has increased significantly. As per our survey, 54% of the 
executives expect over 50% of the workforce to work remotely in the near future. Additionally, nearly 14% of 
the executives indicate that the percentage of the remote workforce could go as high as 80%.

To secure these perimeter-less networks, of the executives (54%) who selected securing work-from-
anywhere as one of their top three cyber security priorities, over 40% have prioritised promoting cyber 
security awareness and culture, and over 26% are focusing on data security.

54%

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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We asked survey respondents to rank the following measures for securing the work-from-anywhere environment in order of priority:

• cyber security awareness and culture for employees and associated partners

• data security to protect data from unauthorised sources
• endpoint security to protect employee end-user devices such as laptops

• implementation of zero-trust architecture by treating all users as potential cyberthreat sources

• strategic threat intelligence and analysis to drive high-level cyber security planning.

Note: The figures below reflect the views of the executives (54%) who selected securing work-from-anywhere as one of their top three cyber security priorities.

Question: Please rank the following measures for securing the work-from-anywhere environment in order of 
priority for your organisation (1: highest priority, 5: lowest priority).

10%

10%

13.33%

26.67%

40%

16.67%

6.67%

40%

23.33%

13.33%

16.67%

6.67%

26.67%

33.33%

16.67%

20%

33.33%

16.67%

13.33%

16.67%

36.66%

43.33%

3.33%

3.34%

13.33%

Measures for securing the work-from-anywhere environment

Priority 1 Priority 2 Priority 3 Priority 4 Priority 5
Source: DSCI-PwC survey

Cyber security awareness and culture

Securing endpoints

Strategic threat intelligence and analysis

Zero trust architecture

Data security

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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04: Proactive monitoring through 
user behaviour analytics
Organisations are looking to leverage advanced data analytics to 
proactively monitor anomalous user behaviour

are prioritising proactive 
monitoring through user behaviour
analytics

Source: DSCI-PwC survey

Note: This figure provides the percentage of executives, rounded to the nearest whole number, who 
selected ‘proactive monitoring through user behaviour analytics’ as one of their top three priorities.

Question: Rank the areas below in order of priority for your 
organisation (1: highest priority, 6: lowest priority). 

Of the 43% executives who chose monitoring through user behaviour analytics as one of their top three 
cyber security priorities, over 62% have prioritised advanced data and behaviour analytics to help detect 
anomalous user behaviour.

While the above is an obvious preference for most executives, for 12.5% of the respondents, implementation 
of artificial intelligence (AI) and machine learning (ML) to prioritise threats, advancement of the incident 
response mechanism and continuous threat detection are each a bigger focus area.

43%

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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We asked survey respondents to rank the following measures for proactive monitoring through user behaviour analytics requirements in order of priority:

• advanced data and behavioural analytics to detect anomalous user behaviour, contextualising alerts in relation to users, devices and events

• use of AI and ML to filter billions of actions on a network and list down prioritised cyberthreats
• intelligent incident response mechanism, reviewing incidents by prioritising anomalous entities and tracing associated activities and events, to accelerate security 

investigations

• programmed and continuous threat detection for effective and quick remediation.

Note: The figures below reflect the views of the executives (43%) who chose monitoring through user behaviour analytics as one of their top three cyber 
security priorities.

Question: Please rank the following measures for proactively leveraging user behaviour or analytics in 
order of priority for your organisation (1: highest priority, 4: lowest priority).

12.5%

12.5%

12.5%

62.5%

20.83%

41.66%

29.16%

8.33%

37.5%

16.67%

29.17%

16.67%

29.17%

29.17%

29.17%

12.5%

Measures for proactive monitoring through user behaviour analytics

Priority 1 Priority 2 Priority 3 Priority 4

Advanced data and behaviour analytics to detect anomalous user behaviour

Implementation of AI and ML to prioritise threats

Intelligent incident response mechanism to rapidly investigate incidents

Programmed and continuous threat detection

Source: DSCI-PwC survey

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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05: Securing cloud computing 
technologies
Organisations are considering enhancing the security maturity 
of their cloud environment

are prioritising securing of cloud 
computing technologies

Source: DSCI-PwC survey

Note: This figure indicates the percentage of executives, rounded to the nearest whole number, who 
selected ’securing cloud computing technologies’ as one of their top three priorities.

Question: Rank the areas below in order of priority for your 
organisation (1: highest priority, 6: lowest priority).

Businesses are seeking efficiency, reduced overheads and commercially viable solutions that guarantee 
cyber security. 
Of the executives (29%) who chose securing cloud computing technologies as one of their top three 
cyber security priorities, nearly 43% are working towards enhancing the security maturity of their existing 
cloud environment, while over 28% are trying to accelerate secure cloud adoption.

29%

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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We asked survey respondents to rank the following measures to secure cloud computing technologies in order of priority:

• enhancing the security maturity of existing cloud environments

• accelerating secure cloud adoption
• complying with relevant laws and sector-specific requirements

• securing cloud operations through monitoring and detection capabilities.

Note: The figures below reflect the views of the executives (29%) who chose ‘securing cloud computing technologies’ as one of their top three cyber 
security priorities. 

Question: Please rank the following measures for securing the cloud ecosystem in order of priority for 
your organisation (1: highest priority, 5: lowest priority).

7.10%

21.42%

28.57%

42.85%

28.57%

28.57%

21.42%

21.42%

42.85%

21.42%

14.28%

21.42%

21.42%

28.57%

35.71%

14.28%

Measures for securing cloud computing technologies

Priority 1 Priority 2 Priority 3 Priority 4

Accelerating secure cloud adoption

Achieving and maintaining compliance with regional and sector-specific requirements

Enhancing the security maturity of the existing cloud environment

Securing cloud operations through monitoring and detection capabilities

Source: DSCI-PwC survey

Threat management Identity and access management Work from anywhere User behaviour Securing cloud computing
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4 Dichotomy between enhanced security and optimisation
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Though cyber security budgets are increasing, decision makers still face 
business pressure to optimise the cyber function
As cyber security priorities evolve, a dichotomy has emerged between enhancing the 
security capabilities of an organisation and optimising available resources.
Organisations are facing ever-increasing cyber risks and need to prioritise the enhancement 
of their security capabilities. At the same time, due to financial pressure, cyber security 
budgets are not increasing at the same pace as requirements. Hence, cyber spending may 
not be aligned with the most significant risks.

On one hand, 72% of the executives predict that the YoY cyber security budgets will 
increase by over 5%. On the other, for over 48%, optimising/enhancing the cyber security 
function is among their top three cyber security priorities.

This has given rise to a dichotomy between enhancing cyber security capabilities on the one 
hand and optimising the available resources on the other.

Businesses face a dichotomy between

enhancing cyber security capabilities

optimising cyber security resources

Question: Rank the areas below in order of priority for your organisation 
(1: highest priority, 6: lowest priority).

Source: DSCI-PwC survey

predict that their YoY cyber security 
budget will increase by over 5% in the 
next three years 

72%

Question: What is your foresight on the cyber security budget (year-on-year) 
in the upcoming 3 years for your organisation?

Source: DSCI-PwC survey

say that optimising/enhancing the cyber 
security function is one of their top three 
cyber security priorities

48%
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5 Optimisation as a key imperative
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Organisations are working on three key levers to 
optimise cyber security spends

28

The DSCI-PwC survey asked executives to share their views on the three key dimensions of their cyber security functions.

Automation Technology optimisation/enhancement Optimising security operations

Businesses can optimise their security landscape 
through technology consolidation and leverage an 
open-source technology stack to reduce costs.

Technology 
optimisation/enhancement

02

Leveraging automation as the foundation for 
managing security processes will help in 
optimising the effort and resources required for 
handling cyber security.

Automation 01

Security operations can be optimised through 
managed security services, cloud-based service 
delivery and transaction-based pricing models.

Optimisation of security 
operations

03

We asked survey respondents to rank the following measures to optimise/enhance 
cyber security cost in order of priority:
• automation in cyber security

• technology optimisation/enhancement

• optimisation of security operations.
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Source: DSCI-PwC survey

Question: Please rank the following measures for cyber security cost optimisation/enhancement in order of 
priority for your organisation (1: highest priority, 4: lowest priority).

17%

35%

48%

44%

35%

20%

39%

30%

32%

Measures to optimise/enhance cyber security cost

Priority 1 Priority 2 Priority 3

Automation in cyber security

Technology optimisation/enhancement

Optimisation of security operations

Automation Technology optimisation/enhancement Optimising security operations
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Leveraging automation for routine tasks01
For 31% of the executives, automating threat detection and response capabilities is the number one priority, while the corresponding figure for automation in deployment leveraging 
continuous integration (CI) and continuous delivery (CD) is 35%. Similarly, for 31% of the executives, the first priority is automating security monitoring tools.
Nearly 92% of the executives are also looking at automating the security vulnerability management lifecycle and 92% are considering orchestration/automation, including DevSecOps/SOAR 
in the next 12 months.

These automation requirements stem from the fact that businesses are looking to automate repetitive functions, streamline workflows and orchestrate security tasks due to 
staff shortage and cost pressures.

Source: DSCI-PwC survey

Note: The figures in the graphs above reflect the views of the executives (48%) who chose automation in cyber security as the first priority 
for cyber security cost optimisation/enhancement.

say that over 10% of manual work can be 
reduced through automation70%

Question: In your view, roughly what percentage of your manual work can be reduced through automation?

30

Automation Technology optimisation/enhancement Optimising security operations
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Question: Rank in order of priority the areas of automation which would help enhance the cyber security 
posture of your organisation (1: highest priority, 4: lowest priority).

0%

31%

35%

31%

39%

38%

19%

8%

42%

27%

8%

23%

19%

4%

38%

38%

Areas of automation

Priority 1 Priority 2 Priority 3 Priority 4

Source: DSCI-PwC survey

Question: When do you plan to adopt/invest in security automation?
Option 1: Our organisation is likely to invest in automating the security vulnerability management lifecycle. 
Option 2: We are likely to consider orchestration/automation (including DevSecOps/SOAR) to enhance 
security capabilities through automation.

17%

19%

46%

46%

29%

27%

8%

8%

Plan for automation

No plans Within 6 months Between 6 months to 1 year After 1 year

Automation in deployment leveraging CI and CD

Automation in security monitoring tools

Security workflow automation

Threat detection and response automation

Our organisation is likely to invest in automating the security vulnerability management lifecycle

We are likely to consider orchestration/automation (including DevSecOps/SOAR) to enhance 
security capabilities through automation
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Source: DSCI-PwC survey

Note: The figures in the graphs above reflect the views of the executives (48%) who chose automation in cyber security as the first priority 
for cyber security cost optimisation/enhancement.
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Understanding and consolidating the security 
technology landscape

02
Scope for improvement in redundant security tools and technologies
82% of the executives acknowledge the presence of redundant security tools and technologies in their businesses. They realise the need to regularly assess their existing security 
technology stack for relevance as the functions of various security solutions tend to overlap. Hence, it becomes imperative to optimise the implementation of security technologies across all 
the layers in an organisation for comprehensive security coverage.

agree/strongly agree that there is scope for improvement 
in redundant or underutilised 
tools/technologies/software licences

89%

Question: Is there scope for improving the redundant or underutilised 
tools/technologies/software licences in your organisation? 
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Source: DSCI-PwC survey

Note: The figures in the charts above reflect the views of the executives (35%) who chose technology optimisation as the first priority for 
cyber security cost optimisation/enhancement.
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Consolidating security technologies can also support optimisation
91% of the executives agree that it is cumbersome to manage multiple security tools and technologies and prefer using a single technology that can offer many benefits. This is 
important as consolidation of technologies can help in optimising cyber security as security tools require seamless integration with multiple functions of a business and their management is 
an entirely different challenge.

agree/strongly agree that they are more likely to 
use security tools providing multiple capabilities95%

Question: Is the management of numerous security tools and technologies a cumbersome task, 
and would you prefer to use a security tool that provides multiple capabilities?

Open-source security stacks are helping businesses keep pace with cyber security risks
Many businesses are already using open-source security software stacks. As per our survey, 82% of the executives say that they will consider the use of open-source software or cyber 
security solutions manufactured by domestic start-ups. Agility is a critical requirement in a highly dynamic function such as cyber security. Hence, businesses are looking at flexibility and 
innovation as a necessary requirements. This is where open-source security stacks establish their durability and advantage.

executives agree/strongly agree that they are more likely 
to use economical security solutions (open source, Make 
in India, start-ups)

68%

Question: Would you consider the use of economical security solutions (including open-source tools, Make in India/start-
up cyber security solutions) to enhance the security posture of your organisation and ensure cost-effectiveness?
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Source: DSCI-PwC survey

Note: The figures in the charts above reflect the views of the executives (35%) who chose technology optimisation as the first priority for 
cyber security cost optimisation/enhancement.
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Optimising cyber security operations03
Transaction-based pricing models ensure that funds are allocated efficiently. As such, businesses (89%) are re-evaluating their security investments and exploring variable cost models for 
better return on investment.
Businesses today are exploring avenues to optimise their spending pattern as 67% executive strongly agree or agree that they are more likely to procure packaged and bundled services as 
compared to individual service offerings. Bundling security services allows vendors to offer a more cost-optimised package.

Currently, executives have outsourced vulnerability management activities, incident detection and response, incident investigation, malware and forensic analysis, data privacy, and 
regulatory compliances (33% each), closely followed by security operations centre (SOC), and user behaviour analytics (22% each).

In the near future, 44% of the executives are planning to outsource IAM, followed by security culture and SCADA/IoT security (33% each).

Question: Does the variable costing model allow cost-effective outsourcing of 
cyber security services as compared to an in-house function?

agree or strongly agree that they are more 
likely to adopt a variable costing model as 
compared to an in-house function for cost-
effective outsourcing

89%

Source: DSCI-PwC survey

agree or strongly agree that they are more 
likely to procure packaged and bundled 
services as compared to individual 
service offerings

67%

Question: Is your organisation more likely to procure packaged and bundled 
services (e.g. managed security services) as compared to individual service 
offerings?

Source: DSCI-PwC survey

Note: The figures in the charts above reflect the views of the executives (17%) who chose optimisation of security operations as the first priority for cyber security cost optimisation/enhancement.
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33%

22%

11%

22%

0%

0%

33%

33%

33%

0%

33%

11%

11%

22%

11%

33%

33%

11%

22%

11%

44%

11%

Vulnerability management/red and blue team

User behaviour analytics

Securing work from anywhere model

Security monitoring (SOC)

Security culture

SCADA/IoT security

Regulatory compliances

Incident investigation, malware and forensic analysis

Incident detection and response

IAM

Data privacy

Executives who have outsourced or are planning to outsource various cyber security
areas

Looking forward to outsourcing Current ly outsourced

Question: Which cyber security areas have you currently outsourced/are looking 
forward to outsourcing in your organisation? Select all that apply.
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Note: The figures in the charts above reflect the views of the executives (17%) who chose optimisation of security operations as the first priority for cyber security cost optimisation/enhancement.
Source: DSCI-PwC survey
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Emergence of new cyber security priorities

37

Across businesses, the ways of working are undergoing significant transformation. Organisations are migrating towards a work-from-anywhere-anytime model. Cyber security strategies 
should evolve with the changing business requirements. The need of the hour is to align an organisation’s visions and goals, and not only its IT requirements, with its cyber security strategy.

Organisations are looking to uphold digital trust 
and develop cyber security strategies that help in 
both creating and protecting business value. 
Meanwhile, cyberattacks have increased and 
become more targeted during the pandemic. 
Hence, there is a need to reset organisational
cyber strategy in order to enhance capabilities and 
focus on key areas.

New cyber security priorities require organisations to focus on some key solutions for 
maximum effectiveness

Organisations with an existing cloud environment are focusing on enhancing its security maturity, and 
others are prioritising secure cloud adoption.

Organisations are leveraging advanced data and behaviour analytics to detect anomalous 
user behaviour.

Organisations are doubling their efforts on security awareness and culture and focusing on endpoint 
protection in the context of the work-from-anywhere-anytime environment.

Organisations with an existing IAM solution are aiming to enhance the same, and others are considering 
agile solutions and advanced predictive analytics for effective governance.

Organisations are looking at enhancing threat management capabilities by leveraging risk-based 
vulnerability prioritisation and automated intelligent remediation.

Cyber security priorities have evolved, and a few specific 
areas that require more attention are: 
• threat management capabilities

• IAM solutions

• security of the work-from-anywhere environment
• monitoring through user behaviour analytics

• securing cloud computing technologies.
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Increased focus on cyber security optimisation

38

Organisations should enhance their cyber security capabilities while optimising available resources. They need to prioritise the development of a cyber security programme that looks at the 
available resources holistically and tries to enhance operational excellence through optimisation.

The organic rate of growth in cyber 
security budgets is not commensurate 
with current security requirements. 
Organisations need to optimise resources 
and rethink their cyber budgets to meet 
evolving security requirements.

Automation: Organisations can identify routine tasks within security processes and automate them to 
reduce the administrative burden and optimise overall security management.

Technology optimisation/enhancement: Organisations need to evaluate their network and optimally 
deploy technology based on their overall security posture. 

Optimisation of security operations: Organisations can analyse how they handle security operations 
and associated costs by exploring managed security services, cloud-based service delivery and 
transaction-based pricing models.
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