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The non-governmental sector: Pro-Russia tools masquerading as independent voices
Melissa Hooper

Introduction

There has already been much discussion in the Russia-watching world about the tools Russia uses to spread its
influence, and it is quite an arsenal.’® They include a worldwide media programme with an annual budget of over
USS300 million, the use of social media trolls and co-option of tiny media outlets to generate false grassroots
‘movements’ and stories consistent with Kremlin messaging, sometimes adopted by unsuspecting Europeans and
Americans, that target minority communities said to threaten national ‘values’ to the point that they spur physical
threats, as well as garden variety hacking and outright buying of influence.'® One of the most-discussed has been
Russia’s support to disruptive political parties in Europe,’®® including those on the far-right (Front National)®® and
centre right (sections of the Republicans)'® in France, radical right and far right parties such as the Alternative fur
Deutschland in Germany!28, Liga Nord in Italy,'® Jobbik!®® and Viktor Orban’s Fidesz in Hungary®®?, and the far-left
(Syriza'®? and Golden Dawn'®? in Greece, Podemos!®* in Spain, as well as a number of Green parties throughout
Europe’®?). However, support to political parties is just one piece of a larger network of interconnected technologies
and tools. These tools rest on the foundation of a worldwide media program with an annual budget of over US$300
million,*?® set to broadcast in 30 languages,*®” conducted through RT, Rossiya Segodnya, and Russia Beyond the
Headlines, including a Youtube channel, print, and TV media in English, Arabic, Spanish, German, and French, as well
as Russian, that peddles disinformation,'®® half- or partial-truths,®® false stories,’®® and weaponises false media
narratives?*! especially about minority populations such as migrants?®? or LGBT communities?%. Their online vitriol
targeting minority communities, sometimes unwittingly adopted by the mainstream media,?** can lead to offline
physical threats.

An important component in the Kremlin’s corrupt networks of false messaging are what look like legitimate
grassroots-developed journalistic outfits and NGOs2% that support Russia’s anti-refugee and pro-nationalist and
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authoritarian messaging — but are actually government-linked organisations®°® that act as if they were real
foundations,?%” think tanks,2% or civic interest groups?®. However, these organisations exist to echo back, seemingly
using an independent voice, the strategic messages placed by the Kremlin that target minority communities in
service of sowing conflict and countering democratic visions of human rights. Some of these ‘non-governmental’
organisations are formed around Orthodox religions,?1° conservative Christian values,?'! or Russian language?? and
culture?'3, Some even include paramilitary?!* support to far-right activists?*> and training for youth?'® to ‘provide
protection’ against the scary foreign influence of migrants and refugees. Interestingly enough, the foreign influence
deemed a threat are people fleeing violence that is itself supported and fomented by Russia, as it has supported
Assad’s brutal war in Syria.

The faux civil society groups funded by the Kremlin and its agents include organisations that engage in observation
(though not actual monitoring?!’) of elections, legal cases, and demonstrations, to protect the sovereignty of the
state (instead of rights to fair elections, trials or freedom of speech). They include associations,?!® conferences?'® and
forums,??° some of which bring together separatist movements??! or conservative far-right movements??? and
parties together in Russia to share ideas, and some of which bring westerners to interact with anti-western
ideologies??? in the hope that the pro-Russia ideas will catch on. All share a disdain for what they perceive as
western concepts of individual rights, democratic processes, and protections for minority groups such as migrants,
Muslims and LGBTQ groups. These organisations do not work alone to foment narratives about the danger of
minority groups or lack of security in democracies. Their work is buttressed by other tools, such as hacker
collectives??* that strategically release information to foment fear, and economic incentives to influence key policy-
makers; a tool that allows non-governmental entities to collaborate in affecting policy with Russian sympathisers in
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the Governments or Parliaments of the Czech Republic??®, Hungary??%, Estonia??’, Latvia®??, Lithuania??® and
Bulgaria?3°.

NGOs can also be used for intelligence-gathering. In 2013, Yury Zaytsev, the head of the Russian Center for Science
and Culture, was investigated for spying.?3! The Center had been setting up all-expense paid trips?3? for young
professional Americans, including young advisors to politicians, apparently as an effort to cultivate them as
intelligence assets. Other investigations have turned up outsized donations from NGOs to pro-Russian political
parties,?3 or suspicions that the organisation is a listening post. 234

How GONGOs, zombies and fake NGOs promote ideologies harmful to human rights

The Russian government uses think tanks and foundations that either it has funded, or Russian-government-
associated oligarchs have funded, to spread false messages that target minorities in achieving their goals of (1)
presenting the EU as unsafe; (2) presenting democracy as a failed experiment; and (3) urging the need for an
alternative to democracy — often proposed as the Eurasianist ideology of Alexander Dugin. Specifically, these think
tanks and foundations disseminate messages that migrants and Muslims are overwhelming the EU, are taking
resources that should be spent on the ‘rightful’ citizens of the nation, or that the EU and its democracy are a
degraded institution because it is too accepting of LGBTQ communities. The harm in this approach is that, unlike the
democracy-promotion agenda of the west, it is based onlittleornoscientificevidence oranalysis,andittargetsminority
communitiesinwaysthatcan predictablyleadtoviolenceandharmbeingcommittedagainstthese communities.

Russian use of non-governmental tools to spread anti-Western messaging often takes the form of NGO ‘experts’ that
legitimise destabilising messages, or legitimise Russian-slanted forums (such as a single French ‘expert’ presenting at
the Dialogue of Civilizations). The messages they legitimise often point out weaknesses in Western policies and push
them to an overwrought conclusion. For example, they argue that the West cannot guarantee the safety of citizens
due to infiltration by too many threatening migrants, or the idea that the EU cannot deliver on its economic
promises, making it a worthless endeavour for those eyeing membership (Georgia, Armenia, Moldova, Serbia). Three
specific strains of this argument are prominent.

First, false NGOs and associations posit that Russia, the leader of the Russian cultural world, must act to protect its
compatriots from threats.?3> This philosophy comes straight from the fascist theory of Eurasianism?3¢ put forth by
Putin’s advisor Alexander Dugin,?3” who believes that the Eurasian world of compatriots must unite against the
West. These compatriots can be of Russian heritage?3® (such as Germans from Russia or Russlanddeutsche?3),
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Russian speakers?*? (in Crimea or the Baltics?*!), or even Slavs (Serbia)?*2. The theory has also been used to offer
protection to peacekeepers?*? in the perceived Russian sphere of influence (Georgia in 2008), or those that simply
agree with Russia’s ideas. It relies on a distorted view of the ‘responsibility to protect’ language?** that was used to
justify the US bombing of Kosovo in 1999, and further distorts the principle from one that aims to protect against
crimes against humanity to one that sanctions military involvement?* to protect against discrimination and alleged
language rights violations.?*® Russia urges these groups to see the West as antagonistic and migrants or refugees as
enemies who are offered benefits that they are not provided.?*” Russia has established paramilitary organisations
sometimes registered as NGOs (for example in Slovakia?*®, Ukraine?*?, Serbia®*?, the Baltics®*?), allegedly so Russian
compatriots can protect themselves, since European governments will not do so.

Second, Russia seeks to create an infrastructure of groups that support ‘sovereign democracy’?>? and state security
at the expense of individual rights, portraying universal human rights as a Western ‘perspective’.?*3 Russia argues
that minority groups are given protections despite their threatening®>* (migrant, Muslim, LGBT) ways of life, at the
risk and expense of other citizens. This view buttresses the increasing nationalism?*> seen in places like Germany,
France, Hungary, Poland and indeed the United States and United Kingdom — some of which in Europe is also
supported by Russia through the funding of far-right and far-left political parties. As set out above Russia has been
documented as providing some kind of support — either financial, information-based, or other in-kind support, to
both far-right parties — such as the Front National in France, Alternative fur Deutschland in Germany, and Freedom
Party in Austria, and far-left parties such as Syriza in Greece, socialist parties in Bulgaria and Moldova, and Green
parties in Europe; it also has supported separatist movements in places as diverse as Spain, Ireland and the US states
of Texas and California.?*® These nationalist groups urge their governments to return to a prior, theoretically safer,
time in their history — including a return to greater power to the nationalist and fascist government or movement.

Third, Russia claims leadership in the community that seeks to protect ‘traditional values’**” domestically and
internationally. It has introduced at least four resolutions?>® in support of ‘family values’ and against LGBTQ rights, in
the UN Human Rights Council, and passed one in 2016.2>° Russian religious right NGOs worked to contribute to these
resolutions, providing a false veneer of legitimacy as ‘experts’,?®° since the information they provide is not based on
scientific studies conducted through a peer-reviewed process, and are often merely opinions, not facts. They also
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organised the religious right as an international political bloc,®* and argued that the US and EU have denigrated
their morals because they recognise and accept the rights of LGBTIQ communities.?%?

It is important to note that the dissemination of false ideas and stories by Russian-funded outlets and NGOs is
different from lazy journalism?®3 that fails to fact-check information before publishing it. These organisations are
strategically used as an arm of Russian foreign policy in that they are provided funding from Russia and they
disseminate specific and calculated forms of messaging that emphasise false failures or weaknesses of the West,
with the goal of destabilising democratic societies.

Example one: The Vladimir Yakunin network

Vladimir Yakunin, formerly the chair of Russian Railways, is a close associate and former fellow-KGB associate of
Vladimir Putin’s, and is under sanctions in the United States as a result.?* He has developed high-profile
organisations, including exchange programmes, discussion forums and values-based organisations, in at least five
European states: Germany, Switzerland, Austria, France and Greece, and has close ties to the US religious right. It
was Yakunin’s payments — through his NGO?%> — to politician Edgar Savisaar that provided the basis for Estonia’s
investigation into Savisaar’s acceptance of bribes in 2015.2%¢ Yakunin helped pay for the religious-right World
Congress of Families Moscow Conference in 2014, amid controversy over Russia’s invasion of Crimea, and he has
funded a variety of Orthodox charities supporting the ‘traditional values’ movement.?%” Yakunin is on the Board of
Trustees of Russkiy Mir, one of the Russian government’s global aid organisations that?®® funds programmes for
Russian compatriots globally. He has close ties with Konstantin Kosachev, head of the biggest Russian international
aid organisation, Rossotrudnichestvo.?®® Yakunin’s network deserves suspicion as a dissemination point for Kremlin
ideologies with links to cases of alleged corruption such as Savisaar.

Yakunin’s network includes the St. Andrew the First Called Foundation, established in Geneva in 2013, the Dialogue
of Civilizations Research Institute, established in Berlin in 2016, 2’° and the World Public Dialogue of Civilizations,
originally established in Vienna?’! but now taken over by an associate, Walter Schwimmer (also involved in the Berlin
organisation). All three follow the same ideological line, disseminating reports and presenting conferences
supporting the idea that democracy is “failing’ due to its acceptance of LGBT rights and of migrants, such that a new
— authoritarian and Eurasianist — model must be developed (with a reference to Putin advisor Alexander Dugin) that
would be better able to ensure national security. Yakunin also has an Endowment in Geneva intended to provide
funding to this NGO empire. 272

In Paris, Yakunin and Assemblée Nationale member Thierry Mariani jointly lead the conservative Dialogue Franco-
Russe,?’ whose stated aim is cooperation between the two countries. Members include prominent conservative
and establishment figures such as former French president Valery Giscard d’Estaing and companies such as Airbus,
Alstom, and Bouygues.?’* Mariani, through the Dialogue, invited (and paid for) a group of Assemblée Nationale
members to travel to Moscow and Crimea in July 2015, despite warnings that they were being exploited.?’®
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These organisations serve to spread eurosceptic, anti-LGBT, and anti-migrant views throughout the capitals of
Europe.?’® The Berlin think tank reportedly will serve as a headquarters of a worldwide network aimed at making
‘Russia’s view of the world popular’.?’”” The World Public Dialogue of Civilizations Research Institute hosts a network
of those that ‘share the values of the Foundation’ in each of the 43 states in the European Union.?’® His Paris
organisation’s influence was cited, alongside the new Orthodox Church (discussed below),?” as a reason for the
uptick in pro-Russian sentiment among French politicians.

Yakunin’s World Public Forum also organises the Rhodes Forum annually in Greece as a platform for conservative
researchers, scientists, politicians to discuss ‘alternative models’ to democracy.?®° The 2016 Forum included the
Prime Ministers of Hungary and Slovakia, Victor Orban and Robert Fico, and the Czech President Milos Zeman.?8!

Yakunin is also a major funder of religious right propaganda against LGBTQ communities. His wife, Natalya, is
President of the Sanctity of Motherhood organisation?®? - a ‘pro-family movement’ which aims to instill the ‘image of
a traditional family with three and more children as the social norm’.?8® He is one of the leading members of the
World Congress of Families, an American organisation?®* that holds an international conference each year to
strategise around implementation of far-right religious policies globally. In 2014, the conference was supposed to be
held in Moscow, but some US organisations pulled out,?® appalled at Russia’s invasion of Crimea. The conference
was held under a different name — with funding from Vladimir Yakunin and Konstantin Malofeev?®® and the
participation of at least five?8” US organisations. Leaders of WCF?®8 include Bryan Fischer, Pat Buchanan, Franklin
Graham, Jack Hanick (formerly of Fox News) from the US, and Vladimir Yakunin, Konstantin Malofeev, Natalia
Yakunina, Yelena Mizulina (Duma member who introduced both the anti-LGBT propaganda law in 2013 and the
recently-passed law decriminalising domestic violence) and Alexei Komov (director of external affairs of the Russian
Orthodox Church) from Russia.

Yakunin’s network is one to watch, not least because he is a true believer in Kremlin propaganda. In a June 2016
interview conducted through his St. Andrew the First Called Foundation, Yakunin echoed the view that the Kremlin is
only defending itself in developing media and foundation-based propaganda, stating that “The Kremlin is properly
counteracting anti-Russian propaganda,” with its actions.

Example two: The French network

In addition to Yakunin’s Dialogue Franco-Russe, which has developed solid links between the Kremlin and politicians
and businesses, several new Russian-funded organisations have been established in Paris to spread Russia’s
favoured anti-human rights ideologies. This is a worrying trend in light of France’s presidential election this year with
pro-Russia candidates and parties having a chance to gain power. Recent construction of a huge Russian Orthodox
Church in Paris is also causing a stir.

The Institute for Democracy and Cooperation (IDC) modelled on the US NGO Freedom House, was created in 2008 to
‘help citizens understand Russia’s position on human rights and democracy’.?®® The organisation defends the idea of
‘managed democracy’ and human rights based on traditional values, subjugated to national interests. The Paris
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office, I'Institute de la Democratie et de la Cooperacion, is headed by Natalya Narochnitskaya,?*® a former Duma
member for the ultranationalist Rodina (Fatherland) party. It invites representatives of the Catholic and radical right
to its conferences, legitimising their fringe views.?®* The IDC NGOs have been described by Andrey Makarychev as
‘propaganda platforms rather than... intellectual think tanks’.?%?

The Alliance France-Europe-Russie (AAFER) is chaired by Fabrice Sorlin, a former far-right National Front party
candidate, and head of the far-right nationalist Dies Irae?®3, which has been accused of racist and anti-Semitic
behaviour. The organisation has stated in the past that it is dedicated to ‘uniting the Anglo-Saxon world (sic) based
on shared ‘Christian values.’?** Sorlin, along with Brian Brown from the United States (see below) collaborates with
the conservative religious movement in Russia, specifically with Yelena Mizulina, Vladimir Yakunin and Konstantin
Malofeev of the World Congress of Families to promote ‘Christian values’.?®

Vladimir Potanin, owner of Norilsk Nickel, is an active Russian Orthodox promoter who finances the Russian
Orthodox (Church) University. Potanin was also awarded contracts by Putin to build and operate Olympic facilities
for the 2014 Sochi Olympics. His Potanin Foundation supports cultural exchanges, a French-Russia bilateral training
programme for youth, and student fellowships.2%

The Eurasian Observatory for Democracy in Elections is both a think tank?®” and a faux election monitoring
organisation.?®® It is considered a ‘shadow’ or ‘faux’ election-monitoring organisation because it appears to have
been created solely for the purpose of ‘monitoring’ the Crimean referendum; its monitors (whose identities were
not made public) were apparently chosen based on their ideological views and not on their expertise on election
issues; and because its report failed to consider issues of threats and intimidation against voters, and an abnormally
forshortened time period for information dissemination prior to the vote.?®® It has connections to France’s Front
National, and follows closely the ideology of Alexander Dugin. It disseminates pro-Russian media regarding the
failings of the US and Europe and the strength of Russia’s Duginist ideology. The organisation sent a Front National
representative to observe (and approve) the Crimean referendum on joining Russia.3%

The new Kremlin-funded Royal Orthodox Church, just steps away from the Eiffel Tower, serves several strategic
goals. It has been called an intelligence listening post®®%, located next to the apartment of the Secretary General of
Defence, with other ministries nearby. By adding cultural services inside the building, the Russian Embassy
designated it a diplomatic location, preventing French investigation of its activities.3%? (Similar concerns have been
raised regarding the Russian Orthodox Church in Strasbourg, conveniently located close to the European
Parliament).3%3

Russian Compatriot Policy operates in France through the Russian Center for Science and Culture which provides
cultural programmes to dual nationals, whom they refer to as ‘binationals’.3%* The Conseil de coordination du Forum
des Russes de France also offers trips to Russia for French young people3%® — presumably with an eye toward
developing their sympathies or gaining intelligence.

2% The Institute of Democracy and Cooperation, About IDC, last visited March 2017, http://www.idc-europe.org/en.
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Finally the World Without Nazism is a global organisation funded by Russian ex-politician Boris Shpigel,3% who is
close to, and gets funding from, the Kremlin. It is registered in France, though it operates throughout the EU,
particularly in the Nordic and Baltic states, and the US, to foment disruption associated with ideologies that the EU is
unsafe and democracy deteriorating. 307

Conclusion

In the last few years, we have learned much about the Russian government’s view of ‘foreign influence’ through its
development and application of foreign agent laws restricting relationships between NGOs and media and foreign
individuals and governments. Russia’s concern has always been based on its view that whoever provides funding to
an entity controls the messages it puts out. While this has not been true of US and European government funding —
by and large, as long as recipients were not committing human rights violations themselves, their messages were not
restricted — we now see that when Russia wields its development funding (and the funding of its oligarch partners)
as a foreign policy tool in support of foundations and think tanks, it expects to and does control the narratives and
messages put out. Indeed, it finely hones those messages as part of a global strategy aimed at combating universal
application of human rights standards and to present Westerndemocracyasafailedexperimentthatmustbereplaced.

The ideologies supported and fomented by these Russian-agents acting as ‘independent’ non-governmental
organisations are not only human rights-violating, they threaten the security of the states where they operate, and
regional security in the EU and NATO. By stirring up hatred of migrants and refugees, Russia urges a denial of
assistance and services to communities in dire need, contributing to the growth of violent extremism as
communities lose hope. By fomenting anti-LGBTQ hatred, and anti-Muslim hatred, Russia contributes to an increase
in xenophobic crimes committed against these groups —and perceived members of these groups — all over Europe.
The US and Europe must initiate strategies to combat this messaging, and the tools that drive it, in order to preserve
not only democratic governance, but also human rights values themselves.

Recommendations

Enforce existing transparency regulations that require the filing of annual reports by NGOs and media outlets in
countries like France, Germany and the Baltics. European NGOs report that Russian-funded NGOs working in their
regions simply do not comply with local rules and laws requiring that they make their donors public and provide
annual reports. If organisations are not filing the reports where required, the state or EU regulatory agency should
develop a mechanism to make follow-up requests and even apply sanctions or fines for lack of transparency. Reports
should be publicly available under NGO transparency rules.

The European Parliament has aimed to make the EU Registry of Lobbying Organizations a mandatory registry for
several years, the registry is currently voluntary. It should do so. It should also require disclosure of receipt of
government funding as part of the registry. The EU and its member states should know when a foreign-funded
organisation is behind the policy proposals being put forth by a foundation or think tank.

The EU and US intelligence entities should coordinate theirresearchandinvestigation of theseties. Thisisinrecognition
of the fact that Russian-funded foundations and think tanks are not intended to function legally, so oftentheywillnot
willingly comply with local regulations. In thesesituations,aninvestigative mechanismmustexisttoidentifythesources
of their funding and policies. This also means the US should partner with the EU to support large-scale journalistic
investigation groups, under the model of the cross-border Organized Crime and Corruption Reporting Project
(OCCRP) or the International Consortium of Investigative Journaliststhatinvestigatedandanalysed the PanamaPapers.

While ideally, US and EU cooperation on these issues would yield the most effective responses to support
transparency and the greatest support for human rights-protecting organisations, as populist factions creep into
governmental positions across a number of Western democracies, the best strategy now may be for intelligence
agencies and/or civil society organisations and journalists themselves to take on the task of exposing the funding
sources and links of faux think tanks and foundations. Indeed, doing so may be one bulwark against the rise of
xenophobic and populist attitudes that threaten to crowd out the culture of human rights protection on both sides
of the Atlantic.
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