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A Overview

These Rules of the MasterCard payment system
in Russia (the “Russia Rules”) are determined by
MasterCard OOO as the operator of the
MasterCard payment system in Russia (the
‘payment system”).

The Russia Rules are published on the Internet
on the following website:
http://www.mastercard.com/ru/company/ru/rules-

A OO6ume nonoxeHus

Hactoswwe [MpaBuna nnaTéxHonW CUCTEMDI
«MactepKapa» B Poccum  («Poccumckue
npaBuna») ycraHoBneHol «MactepKapa» OO0,
BbICTyMNaoLL MM B KayecTBe  onepartopa
nnatéxHon cuctembl «MactepKapa» B Poccun
(«nnaTéxHas cucrtemay).

Poccuiickne npaBuna nybnukylotca B CETU
UHTepHeT Ha cavite:
http://www.mastercard.com/ru/company/ru/rules-

fees.html with exception of Section 19 of these
Russia Rules “Data Security Requirements and
Procedures for Ensuring Data Security in the
Payment System”, which is confidential.

The Russia Rules apply to all products issued in
Russia, including MasterCard, MasterCard
Electronic, Cirrus and Maestro.

The Russia Rules are applicable to Domestic
Transactions of Participants.

The Russia Rules are binding upon Participants,
Payment Infrastructure Service Operators and
Payment System Operator with regard to topics
addressed by the Russia Rules. The Russia
Rules do not create any rights or obligations for
Cardholders or Merchants. Cardholders and
Merchants do not participate in relations
governed by the Russia Rules.

B Terms and Definitions

Acquirer — a Participant in its capacity as an

acquirer of a Transaction.

Bank of Russia — Central Bank of the Russian

Federation (Bank of Russia).

fees.html, 3a wucknwo4yeHnem pasgena 19
HacTosiIlmx Poccuiicknx npaeun « TpeboBaHus kK
3awute nHpopmMaumm n nopsiaok obecneveHus
3aWNTbl MHOPMaLUN B NIATEXHOW CUCTEMEY,
KOTOpPbIN ABNsieTCA KOHMAEHLMANbHbBIM.

Poccuickne npasuna pacnpocTpaHsoTCsa Ha Bce
BbllyCKaemMble B Poccuun NpPOAYKTbI, BKIO4ada
MasterCard, MasterCard Electronic, Cirrus wu
Maestro.

Poccuinckne npasuna OeWCTBYHOT B OTHOLUEHWMU
BHyTpMHaUMOHanbHbIX onepaumi Y4acTHUKOB.

Poccuiickne npaBuna  obsizatenbHbl  Ans
YyactHukoB, OnepaTtopoB ycnyr nnaTtexHoun
WHpacTpyktypel ©n  Onepatopa nnaTexHown
cucTeMbl NO BCEM BOMpocaMm, 3aTparmBaeMbiM B
Hux. Poccuiickve npaBuna He co3daloT Kakux
nnbo npas unu obasatenscTB Anga [epxartenen
KapT unn Toprosbix Toudek. [epxaTtenu KapTt u
ToproBble TOYKM HE Y4acTBYIOT B OTHOLLEHUSX,
perynupyemMbix Poccuinckumy npasunamm.

B TepMuHbI ¥ onpepeneHus

OkBamrpep — Y4acTHUK, BbICTYNaKLLUA B Ka4ecTBe
akBanpepa no Onepauyuu.

BaHk Poccun — LleHTpanbHbIn 6aHk Poccuiickom
depepauum (baHk Poccun).
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Banking Day — a business day in Russia as
defined by the Labor Code of the Russian
Federation.

Card — a banking card or other electronic payment
device, which may be used by Cardholders to
undertake Transactions.

Card Acceptor — the party that accepts a Card for
purposes of making a Transaction, for example,
the Merchant in the case of a purchase by a
Cardholder of goods or services or the ATM
Acquirer in the case of a cash withdrawal by a
Cardholder at an ATM.

Cardholder — an individual or legal person that is
the legitimate user of a Card.

Civil Code RF (CC RF) — Civil Code of the Russian
Federation (as amended).

Clearing Files — clearing files of Participants
together with Participants’ instructions regarding
Transactions prepared by them for payment
clearing.

Control — as used herein, Control means to have,
directly or indirectly, alone or together with another
entity or entities, the power to direct the
management and policies of another legal entity.

Direct Exchange — exchange of the Electronic
Documents between the economic entities without
the EDM Operator.

Direct Participant — A Participant having opened
a Settlement Account and having joined these

BaHkoBCckuM geHb — pabouun geHb B Poccuu B
cooTBeTCcTBUM C TpyaoBbIM Kogekcom Poccuiickomn
depepayuu.

KapTta — 6aHkoBcKas kapTa unm MHoe aNeKTPoOHHOe
cpeacTeo nnarexa, KoTopoe MOXeT
ucnonb3doBatbcs  [epxatenammu  Kapt  gnsd
ocywecTBnenunst Onepaumn.

AkuentaHT KapTbl — cTOopoHa, npuHMMatoLlasi
KapTy ans ocywecteneHus Onepaumum, Hanpumep,
ToproBas Touyka B cnydyae npuobpeTteHus
Hepxatenem KapTbl TOBapoB WNX yCryr wunu
OaHkomaT OJkBavWpepa B CIlyd4ae  CHATUSA
Oepxatenem KapTel HanuuHbIX geHer B
OaHkomarTe.

HDepxatenb Kaptbl —  dwusnyeckoe wunm
IopyanMdeckoe nmuo, ABMAOLWEEcs NpPaBoOMOYHBIM
nonb3oBatenem KapTbl.

FpaxpaHckun kopmekc P® (K P®P) -
paxxgaHckmi kogekc Poccuiickon ®epepaumm (B
OeViCTBYIOLLEN peJakuun).

KnupuHrosblie chanmnbl — KnupuHroeble cannbl
YYacTHMKOB C pacnopsKeHUsaIMn YYacTHUKOB No
Onepaumsiv, NOAroTOBMEHHbIEe MM ang
OCYLLIEeCTBIEHMSA MNaTEXHOrO KNMpUHra.

KoHTponb, KoHTponupoBaTb — B HacTOsLUX
Poccuncknx npasunax TepmuH  «KoHTponb»
O3HayaeT Hanuuve (NPSMO MMM KOCBEHHO,
€0WHOSMYHO MITM COBMECTHO C APYrUM JIMLOM U
niuamm) NOTHOMOYMMI no ynpaeneHnto
pPYyKOBOACTBOM n NONUTUKON Apyroro
IopMAMYECKOro nuua.

Mpsimon oO6MeH — o0OMeH JneKTPOHHLIMU
AOKyMeHTaMu mexay XO3ANCTBYHOLUMMM
cybbektamu 6e3 yyactua OnepaTopa 340.

MpAMoM y4yacTHUK — Y4acCTHUK, OTKPbIBLUNWA
PacyéTHbin  cyeT ©n  NPUCOEANHMBLUMIACA K
HacTodAwmMM Poccuinckum npasunaMm, Kak 3TO



Russia Rules as provided for by Section 21.1
hereof as Direct Participant.

Domestic Transaction — a Transaction for which
the Issuer and the Acquirer are Participants and
that occurs in Russia.

EDM Operator — the organization responsible for
the exchange of public data and confidential
information via the telecommunications channels
within the EDM between the Payment System
Operator and the Participants.

Electronic Document (ED) — the information in
digital form suitable for processing in the
accounting system of MasterCard OOO and the
Participants.  Electronic document can be
formalized (in content and/or form approved by the
competent authorities) or non-formalized (in
content and form agreed by the Payment System
Operator and the Participant).

Electronic Document Management (EDM) — the
process of the exchange of the Electronic
Documents signed by an Encrypted and Certified
Digital Signature between the Payment System
Operator and the Participants.

Encrypted and Certified Digital Signhature
(Encrypted and Certified DS) — a type of
enhanced encrypted and certified digital signature
which verification key is specified in the qualified
certificate issued by an accredited certification
center.

Financial Failure — any situation where a
Participant or the Settlement Center fails to timely
fulfill its settlement obligations.

npegycMoTpeHo B pasgene 21.1 HacToswmx
Poccuncknx npasun, B KadectBe [lpsmoro
yyacTHuKa.

BHyTpuHauvoHanbHas onepauus — Onepauus,
B KOTOpOW OMUTEHT u JKBanpep SABMSKTCS
YyacTHUKkaMu 1 KoTopasi npoucxogut B Poccum.

OnepaTtop 300 - opraHusauus,
obecneunBatoLLas obmeH OTKpbITON "
KOH(hbnaeHumansHom WMHopMaumen no
TENEeKOMMYHVKALUMOHHBIM ~ KaHanam CBA3W B
pamkax OO0 wmexagy OnepaTopom nnaTtexHomn
CUCTEMBI U YYacTHUKaMMU.

OneKTPOHHbIN AO0KYMeHT (1) — nidopmaumns B
ANEKTPOHHO-LUMdpoBON GOpMe, WUCMOSfb30BaHME

KOTOPOM  BO3MOXHO B  y4eTHOM  cuUcTeme
«MactepKapa» 000 n Y4yacTHMKOB.
OneKTPOHHbIN AOKYMEHT MOXeT ObITb

copmanm3oBaHHbIM (cogepxaHune w/unu dopma
KOTOporo YTBEPXKAEHO YNOJSTHOMOYEHHBIMU
opraHamu BnactM) U HedopmannaoBaHHbIM
(copgepxaHne n gopma KOTOpPOro COrfiacoBaHbl
OnepaTopom NraTeXXHOW CUCTEMbI U YHACTHUKOM).

OneKTPOHHbLIN AOKyMeHTooGopoT (3A0) -
npouecc obmeHa ONEKTPOHHBLIMW AOKYMEHTaMMU,
noanucaHHbIMU KeanuduumnpoBaHHom
3NEKTPOHHOM noanuceto, Mexagy OnepaTopom
nnaTeXxHom CUCTEMbI 1 YYacTHUKaMW.

KBanucpuumpoBaHHaa 3neKTpOHHas NoANUCb
(KsanudmumpoBaHHaa 3l1) — Bug ycuneHHon
KBannMUUMpPOBaHHOMW  3NEKTPOHHOW  Mognucu,
KNty npoBepku KOTOpOW yKasaH B
KBanuduumpoBaHHoM ceptudukate, BblaaHHOM
aKKkpeaMTOBaHHbLIM YAOCTOBEPSIOLLUM LIEHTPOM.

PuHaHcoBOe HapyweHue — nwbas cutyauus,
Korga  Y4yacTHMK  mnn  PacyéTHbIn  LEHTp
CBOEBPEMEHHO HE WCMONHAET CBOU paCYETHble
obsizaTenbcTBa.



FTS of Russia — the Federal Tax Service of the
Russian Federation.

Indirect Participant — A Participant having opened
a bank account with a Sponsoring Direct
Participant.

Issuer — a Participant in its capacity as an issuer of
a Card.

Marks — the names, logos, trade names,
logotypes, trademarks, service marks, trade
designations, and other designations, symbols,
and marks that MasterCard International
Incorporated, a company incorporated under the
USA laws, the registered office at 2000 Purchase
Street, Purchase, New York 10577-2509, USA (the
“MasterCard”), owns, manages, licenses, or
otherwise controls and makes available for use by
Participants and other authorized entities. A “Mark”
means any one of the Marks. The contract between
MasterCard and a Participant granting the
Participant the right to use one or more of the
Mark(s) is a “License”.

Merchant — a commercial entity or person that,
pursuant to a Merchant agreement, is authorized to
accept Cards for payment when properly
presented.

MoneySend® — a money transfer service whereby
a Cardholder may use a MasterCard®, Debit
MasterCard®, MasterCard Electronic™, Cirrus® or
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®HC Poccuun — degepanbHasa Hanoroeas cnyxba
Poccunckon ®egepaumn.

KocBeHHbIN y4YaCTHUK — Y4YacCTHUK, OTKPbIBLUUM
GaHkoBCckMn cyeT y ChoHCMpyoLWero npsiMoro
yyacTHuKa.

OMUTEHT — YYaCTHUK, BbICTYNaLWNA B KayecTse
amuTeHTa KapThbl.

3HaKu — HaumeHoBaHusl, aIMBnemMbl, PMpMeHHbIe
HaMMEHOBaHUSA, TOroTUMbI, TOBApPHbIE 3HaKMW,
3HaKK obcnyxvBaHus, KOMMep4eckune
0603Ha4yeHuss n gpyrme 0603HaYeHMs, CUMBOIbI U
3HaKw, npaesoobnagarenem unm nuuom,
NCMNONb3yOLWMM KOTOpble, SABMASETCA KOMMaHus
«MactepKapng WHTepHewHn WHkopnopentea»
(MasterCard International Incorporated),
yypexaeHHasi B COOTBETCTBUM c
3akoHogaTtenscTeom CLUA, 3apermctpupoBaHHbIv
omc KoTopou HaxoguTca no agpecy: 2000
Mepueins Ctpur, Mepyeiis, Hoto Mopk 10577-2509,
CLA (2000 Purchase Street, Purchase, New York
10577-2509, USA) («MactepKapg»), unn Ha
KOTOopble OHa MNpeAoCTaBnseT JULEH3UWU, WU
WHbIM 06pPa30M KOHTPONMPYET UNM NpegocTaBnseT
ONs  MCnonb30oBaHMsA  YYyacTHUMKaM U Apyrnm
YMOSTHOMOYEHHbIM opraHusaumsim. «3HaK»
o3HavaeT nobon mn3 3HakoB. KoHTpakT mexay
MacTtepKapg v YdacTHukoMm, npegocTtasnswoLwmm
Y4yacTHUKY MpaBO MCNonb3oBaTb OAUH 3HaK unu

Heckonbko  3HaAKoOB, npeacTtaBnsieT  cobon
«JlnueHsno».

ToproBas Touka — Opugudeckoe nuuo,
ocyLlecTBnsoLLee npegnpuHMMaTesibCKyto
0eaTenbHOCTb, unm WHOUBMAYaNbHbLIN
npegnpuHMMaTtenb, KOTOpPbleE Ha OCHOBaHMMU
cornawleHna o npueme KapT YNOMAHOMOYEHbI
NPUHUMaTb npeabsBreHHbIE Hagnexawum

obpasom KapTbl k onnare.

MoneySend® — cepBuc nepesofa [AEHEXHbIX
CpeacTB, € NoMoLUbo koToporo JepxaTenb KapThbl
MOXeT ucnonb3oBatb Kapty MasterCard®, Debit



Maestro® Card to send money to another person
and/or receive funds transfers to a Card account.

NPS Law — the Federal Law on the National
Payment System dated 27 June 2011 Ne 161-FZ
(as amended).

NSPK — National System of Payment Cards JSC.

NSPK OPCC Rules —the NSPK rules of rendering
operational services and payment clearing
services.

Operations Center — a legal entity rendering
operational services including the exchange of
electronic messages.

Ownership — as used herein, ownership has such
meaning as is appropriate given the context of the
usage of the term and all facts and circumstances
that it is appropriate to consider. As a general
guideline, ownership often means to own indirectly,
legally, or beneficially more than 50% of a legal
entity.

Payment Clearing Center — a legal entity
rendering payment clearing services including
calculation of the Payment Clearing Position.

Payment Clearing Position — amounts to be
credited or debited to/from Settlement Accounts
further to the payment clearing.

MasterCard®, MasterCard Electronic™, Cirrus®
unu Maestro® ans oTnpaBKku OEeHEXHbIX CPEeACTB
apyromy nuady v (Unu) nonyvyeHus AeHEeXHbIX
nepeBogoB Ha CYET KapThl.

3akoH o HIMC - depgepanbHbIl 3aKOH OT

27.06.2011 Ne 161-®3 «O HaumoHanbHown
nnaTexHomn cucteme» (B OencTeyloLLen
pegakumm).

HCIK — AkunoHepHoe obuectso "HaumnoHanbHas
cucTema nnaTexHbIX kKapT".

MpaBuna OMNKL HCMK - npasuna HCIIK,
perynupytoLne nopsaok okazaHus onepawMoHHbIX
YCIYr 1 YCINyr NiaTeXHOro KrMpuHra.

OnepauMoOHHbIM LEHTP — lopuanM4eckoe nuuo,
okasblBalollee ornepaunoHHble YCIyri, BKIoYast
0OMeH 3MEKTPOHHBIMU COOBLLIEHUSIMMU.

MpaBo cob6cTBeHHOCTU, COOBCTBEHHOCTbL — B
HacTosLwmx Poccuincknx npaemnax TEPMUH «NpaBo
COOCTBEHHOCTMY» MMeeT TO 3HayeHue, KoTopoe
ABnseTca  uenecoobpasHbiM B KOHKPETHOM
KOHTEKCTe MCMONb30BaHWUA TEPMUHA U C YYETOM
BCeX 3HauuMMbix paktoB K obctoATenscTB. [lo
obwemMy npaBwuny, «MnpaBO COOCTBEHHOCTU»
Oo3HavaeT  BrageHue  (lopuaudeckoe UM
akTnyeckoe) bonee yem 50% ponen yyactusi B
IopMaNYECcKoOM nuue.

MnaTéxHbIn KITUPUHIoBbIN LleHTp -
lopuanydeckoe  nMuUO,  OKasblBalllee  ycryru
NnaTeXHOro  KNuMpuHra, BKNtOYas  pacyét

MnaTéxHOon KNUPUHroBON NO3NLIMN.

MnatéxHas KAUPUHroBas MO3ULUS — CYMMb,
3auncrnisiemble Ha PacuyéTtHble cyeTa wnm
CnuCbIBaeMbIE C HUX MO pe3ynbTaTam MraTexHoro
KNUpUHra.



Payment Infrastructure Service Operator — a
collective term for the Operations Center, Payment
Clearing Center and Settlement Center.

Payment System Operator — MasterCard OOO.

Payment System Participants (Participants) —
legal entities stated in paragraph 1 part 1 of clause
21 of NPS Law and that have accepted the Russia
Rules for the purpose of rendering funds transfer
services. The types of Participants are Direct
Participants, including Sponsoring Direct
Participants, and Indirect Participants. Participants
may also be referred to as Issuers or Acquirers.

Payment System Subjects (Subjects) — all of the
Payment System Operator, Payment Infrastructure
Service Operators and Payment System
Participants.

Receiving Party — the Payment System Operator
or the Participants who receive the Electronic
Document from the Sending Party via
telecommunications channels.

Risk Management Policy — the document issued
by the Payment System Operator named «Risk
Management Policy» and dated 3-rd July 2014
including following amendments.

Sending Party — the Payment System Operator or
the Participants who send the Electronic Document
via the telecommunications channels to the
Receiving Party.

Settlement Account — the bank account opened
and maintained with the Settlement Center by a
Direct Participant.

OnepaTop ycnyr nnaTteXHon nHepacTpyKkTyphbl
— obwwmin TepmmH ana OnepaumoHHOro LEeHTpa,
[MnaTtéxHoro KNUPUHroBoro ueHTpa u PacyéTtHoro
LeHTpa.

OnepaTtop nnaTéxHom
«MactepKapa» OOO.

CUCTeMbl -

Y4YacTHUKU NNATEXHOW cucTeMbl (YUYaCTHUKHK)-
lopMaMYeckme nuua, ykasaHHble B nyHkTe 1 yactu
1 cratbn 21 BakoHa o HIIC wu npuHaBwWUe
Poccuiickve npasuna Ansa uenen okasaHus ycnyr
no nepeBofy OeHexHbIx cpeacTtB. K YuacTHukam
oTHocATCcA:  [lpsiMble  y4acTHUKM,  BKNOYas
CnoHcupytoLwmnx NpsiMbIX y4YaCTHMKOB, n
KocBEHHbIE Y4aCTHUKW. YYacTHMKaMM Takke MoryT
ObITb Ha3BaHbl «OMUTEHTLI» UNN «KBaANPEPDLI».

CybbekTbl nnatexHon cuctembl (CyobekTbl) -

npM  COBMECTHOM  ymnoMuHaHuu  OnepaTop
NNaTtexHoW  cucTemsl, Onepatopesl yenyr
NIaTeXHOM  UHPACTPYKTYpbl U YYacCTHUKK

NIaTEXHOM CUCTEMBI.

Monyuatrowan cropoHa — OnepaTop nnaTexHomn
CUCTEMBI UMW YYacCTHWKM, nonyyawwme oT
HanpasnstoLien CTOPOHbI ONEKTPOHHbIV
OOKYMEHT MO TeneKOMMYHUKAUMOHHBIM KaHanam
CBSA3W.

Monutuka ynpaBneHUsi pUCKamMu - OOKYMEHT
Onepatopa nnatéxHon cuctembl «llonutuka
ynpasneHus puckammy» ot 3-ro uonga 2014 roga ¢
nocneaywumMmm N3MeHeHUsIMK.

HanpaBnsiowas CTOpOHa -
nnaTtexHomn cucTembl unm YYacTHUKM,
HanpaBnsowme ONeKTPOHHbIA  OOKYMEHT Mo
TENEKOMMYHUKALMOHHbIM KaHanam CBA3N
Mony4atowen cTopoHe.

OnepaTtop

PacuyéTHbIN CYET — GAHKOBCKUA CYET, OTKPbITbIN
MpsiMbIM yyacTHMKOM B Pac4éTtHoM LieHTpe.



Settlement Center — an organization holding
Settlement Accounts of Direct Participants and
effecting settlement between them based on
instructions or Payment Clearing Positions
received from the Payment Clearing Center.

Settlement Obligation — a financial obligation of a
Direct Participant arising from a Payment Clearing
Paosition.

Software — software used by the Payment System
Operator and the Participants and satisfying the
requirements stipulated by the Russian legislation.

Sponsoring Direct Participant — the Direct
Participant holding a bank account of an Indirect
Participant for purposes of settlement with other
Direct Participants.

Stand-In Parameters — a set of authorization
requirements established by the Issuer that are
accessed by the Operations Center using the
Stand-In Processing Service to determine the
appropriate responses to authorization requests.

Stand-In Processing Service — a service in which
the Operations Center authorizes or declines
Transactions on behalf of the Issuer and uses
Stand-In Parameters provided by the Issuer (or in
some cases, by the Operations Center). The
Stand-In Processing Service may respond when
the Issuer is unavailable, the authorization request
does not reach the Issuer, or the Issuer exceeds
the response time parameters set by the
Operations Center.

PacuyéTHbIN LeHTp — opraHusauus, B KOTOPOW
OTKpbITbl PacuyéTHble cyeTa NMpsAMbIX y4aCTHUKOB U
KOTOpas OCyLeCTBNAET pacyeTbl MEXAY HAMWU Ha
OCHOBaHWM  pacrnopsbkeHun wunun  lnaTtexHbix
KMWPUHIOBBIX  MO3MUWUA,  MOCTyMmawwmMx  OT
MnaTéxHoro KNUPUHroBOro LeHTpa.

PacuétHoe o00si3aTenbCTBO —  [JEHexXHoe
0b6s3aTenbCTBO Mpsamoro yyacTHuKa,
BO3HMKatowee K3 [1naTtéxHon  KIMpUHIoBOM
no3nunn.

MporpammHoe obecneyeHue (NO) -
nporpaMmMHoe  obecneveHne,  UCMNOJIb3yeEMOe

OnepaTopom NNaTEXHOW CUCTEMBI U YYaCTHUKaMM
M oTBevawllee TeXHUYeckum TpeboBaHMsAM,
YCTaHOBMEHHBIM 3aKoHOAATeNbLCTBOM Poccuu.

CnoHcupyrowmn NpAMON y4yacTHUK — [lpsamon
YYaCTHUK, KOTOPbIA OTKpbIN OaHKOBCKUWA cyeT
KocseHHOMY Yy4aCTHUKY ans uenewn
OCYLLIeCTBIEHUSA pacyeToB C Apyrumu [MpambiMn
y4YacTHUKaMW.

MapameTpbl anbTepHaTUBHOW aBTOpU3auUU —
Habop TpeboBaHui K aBTOpM3aLuu,
yCcTaHaBnMBaeMblX AMUTEHTOM, AOCTYM K KOTOPbIM
ocyuiecTnsieTcs Yepe3 OnepaunoHHbIA LIEHTP C
ucrnonb3oBaHmem CuUCTEMbl  anbTepHaTUBHOWN
06paboTkn, AnA YCTAHOBMEHWUS Hagnexalux
OTBETOB Ha aBTOPM3ALMOHHbIE 3aMnpochl.

Cuctema anbTepHaTUBHOM O0OpaboTKM —
cepBuc, B KoTopoM OnepaunoHHbIA  LEHTP
aBToOpM3yeT unun He asTopusyeT Onepauum oT
umeHn JImMuUTeHTa W ucnonbdyeT [lapameTpbl
anbTepHaTUBHOWM aBTOpU3aLMN,
npefocTaBneHHble OMUTEHTOM (MnKn, B psige
cnyyaeB, OnepauuoHHbIM UeHTpoMm). Cuctema
anbTepHaTMBHOM 06paboTKM MOXET cpabaTbiBaTh,
korga  OMWTEHT  HedoCTyreH, 3anpoc  Ha
aBTOpPU3aLMI0 He [OOXOAMT A0 J3MUTEeHTa unu
OMUTEHT nNpeBbllaeT napaMeTpbl BPEMEHU



Tax Code — Tax Code of the Russian Federation
(as amended).

Transaction — a funds transfer arising from the
proper acceptance of a Card by a Card Acceptor.

Transaction Data — any data required to be used
to process or settle a Transaction or that the
Payment System Operator or any Payment
Infrastructure Service Operator requires to be
provided under these Russia Rules, the NSP Law
and executed agreements.

Uncovered Payment Clearing Position — debit
Payment Clearing Position for the execution of
instruction of which the monetary funds on
Settlement Account are not sufficient.

Unless otherwise indicated by the context, in these
Russia Rules “payment clearing” and “settlement”
are used in the meaning of the NPS Law.

OTKIMKA, YCTaHOBJIEHHbIE OnepaunoHHbIM
LEeHTPOM.

HanoroBbin kKogekc — HanoroBbii Kogekc
Poccwuiickonn  depepauumn (B OENCTBYOLLEN
pegakumm).

Onepauua — nepeBon [OEHEXHbIX CPEeacTs,
BO3HMKAOLUMMA Ha OCHOBaHUW Haanexawllero

akuenTta KapTbl AKLENTaHTOM.

HdaHHble Onepauumn — nobble gaHHble, KOTOpble
OOIMKHbI  MUcnonb3oBatbcs  Ans obpaboTku
Onepauun wunu pacyéta no Onepaumm unm
npegocTaBneHns KoTopbix TpebyeT Onepartop
nnaTtexHom cuctembl unu kakon-nnbo Onepartop
ycnyr nnaTexHomn WMHPaCTPYKTYphI B
COOTBETCTBMM C  HacTtosAwmm  Poccuiickumn
npasunamm, 3akoHoMm o HIIC u 3aknoyYeHHbIMU
[0oroBopamu.

HenokpbiTas MnartexHasn KITMpUHrosas
no3uuma — gebetosas lNnartexHas kKnMpuHrosas
nosvunsi, Ons WCMNOMHEHUS] PaCMOpPsHKEHMs Mo
KOTOpPOM [AeHexHble cpeactBa Ha PacueTHom
cyeTe HedoCTaTOuHbI.

Ecnu nHoe He cnefyeT u3 KOHTEKCTA, B HACTOSALLMX
Poccuncknx npasunax TepMUHbI
KIMUPUHM» N «PacvET» MUCMNOMb3YHTCS B 3HAYEHUM
3akoHa o HI1C.

«MNaTéXHbIn



1. Procedure for Interaction among the Payment
System Operator, Payment System Participants
and Payment Infrastructure Service Operators

Unless otherwise provided by the Russia Rules,
the Payment System Operator, Payment System
Participants and Payment Infrastructure Service
Operators interact as set out below for the
purposes of transfers of cash funds.

1.1 An Acquirer sends an authorization request to an
Issuer through the Operations Center. The Issuer
responds to the authorization request with an
approval or decline. If the Issuer approves, the
Acquirer submits files containing approved
Transactions for clearing to the Payment Clearing
Center through the Operations Center.

1.2 The Payment Clearing Center performs payment
clearing including processing of the Transactions
and sending them via the Operations Center to the
relevant Issuers. The Payment Clearing Center also
informs Participants via the Operations Center on
the relevant Payment Clearing Positions being sent
for execution to the Settlement Center.

1.3 The Settlement Center transfers funds between
the Settlement Accounts of the Participants on the
basis of instructions of the Payment Clearing Center
(or, if the Settlement Center acts as a central
payment clearing counterparty, instructions of such
Settlement Center) in the amount of the determined
Payment Clearing Positions.
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1. Mopsaaok B3aumogencTeus Mexay
OnepaTtopom NNaTéxHom CUCTEMbl,
YyacTHuUKamu nyaTeéXxHown cucTembl ]
OnepaTtopammu yenyr NNaTéxHoun
MHPaACTPYKTYpbI

Ecnu B Poccuiicknx npaBunax He yCTaHOBIEHO
uHoe, OnepaTtop  NMNATEXHOW  CUCTEMBI,
YyacTHUkM nnaTéxHon cuctembl 1 OnepaTopbl
ycnyr nnaTéxHon MHPACTPYKTYPbI
B3aMMOJEWNCTBYIOT, KaK yKa3aHO HuXe, B Lensax
OCYLLECTBMEHUS nepeBoaoB OEHEXHbIX
cpencTs.

1.1 Oksampep HanpasensetT aBTOPM3ALMOHHbLIN
3anpoc IAMuUTeHTy 4Yepe3 OnepaunoHHbIA LEHTP.
OMWUTEHT OTBeYaeT Ha aBTOPM3ALMOHHbLIN 3anpoc
cormacmem wnu oTkasom. B cnyvae cornacus
OmuteHTa OJkBampep Hanpasnsdet dannbl €
ogobpeHHbiMM  Onepaumamu AN KAMpUHTra B
MnaTexHbIn KMMPUHIrOBbIN LeHTp yepes
OnepauunoHHbIN LEeHTP.

1.2 TnaTéXHbI KNMPUHIOBBIN LEEHTP OCYyLLeCcTBNSAET

NNaTeXHbld  KAMPWHE,  BKModass  obpaboTky
Onepauunn " HanpaBneHue nx yepes
OnepauunoHHbIn LeHTp COOTBETCTBYHOLLMM
OmuteHTam. [INatéxHbld  KIMPUHIOBBIN  LIEHTP
TaKkke nHdopMupyet YuacTHukoB yepes
OnepauuoHHbI  LEHTp O  COOTBETCTBYIOLLUX
MnaTéxHbIx KMUPUHIOBbIX no3vumsXx,

OTNPaBfiEHHbIX Ha WCMNOSNIHEHME B PacyéTHbIn
LEeHTp.

1.3 PacuyéTHbli UeHTp OcyllecTBnseT nepesoq
OEHEXHbIX cpeacTB mexay PacuéTHbiMu cyeTamm
YYaCTHUKOB Ha OCHOBaHWM MOCTYMMBLUUX  OT
MnaTexxHoro KNMPUHroBOro LeHTpa pacnopsiKeHuin
(vnn, ecnun PacyeTHbIW LEHTP BbICTYNaet B
KayecCTBe LIeHTParnbHOro NMaTeXHoro KNMpUHroBoro
KOHTpareHTa, Ha OCHOBaHUWN PacnopsXXeHNN Takoro
PacuyeTHoro LeHTpa) B pa3svepe CyMM
onpegerneHHbix MNnaTeXHbIX KIMMPUHIOBbLIX NO3ULIUNA.



1.4. According to the NPS Law Payment
Infrastructure Service Operators may not unilaterally
suspend or terminate their services to Participants,
whose participation in the payment system is not
suspended or terminated by the Payment System
Operator under Section 4 of these Russia Rules,
except for cases when the Participant has
Uncovered Payment Clearing Paosition.
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1.4 B cootBeTcTBUMM ¢ 3akoHom o HIMC Onepatopbl
ycnyr nnaTéxXHoOW MHPaCcTPyKTypbl HE Bnpase B
OLHOCTOPOHHEM Mopsgke MPUOCTAHOBUTL
npekpaTUTb OKalaHuWe ycryr Y4yacTHMKaMm, y4yactue
KOTOPbIX B nnaTéxHom cucteme He
NPMOCTAHOBIEHO U He npekpaweHo OnepaTopom
NnaTéXHoM CUCTEMbI B COOTBETCTBMM C pasaesiom 4
HacTosWmMX Poccuiicknx npaBus, 3a UCKIIOYEHNEM
cnydaeB Hanumuua y YdyacTHuka HenokpbiTon
MnaTexxHon KIMMPUHIOBOM MNO3ULINN.

nnn



2. Procedure for Control over Compliance with
the Russia Rules

2.1 The Payment System Operator oversees
compliance with the Russia Rules by Participants
and Payment Infrastructure Service Operators,
except for Bank of Russia acting as Settlement
Center and a central payment clearing
counterparty. The procedure for control over
compliance with the Russia Rules, including
checks and audits, does not apply to Bank of
Russia.

2.2 Compliance with the Russia Rules may be
handled on a proactive or reactive basis.

2.3 The procedure for proactive monitoring of
compliance with the Russia Rules is as follows:

The Payment System Operator will inform the
Participant or Payment Infrastructure Service
Operator to be monitored in writing of the plan
to check compliance and specify which
provisions of the Russia Rules the check will
relate to. Proactive monitoring shall be
undertaken at the discretion of the Payment
System Operator. The Payment System
Operator will communicate in writing the date(s)
on which the check will be conducted.
Monitoring may include, for example, a visit to
the Participant’s or the Payment Infrastructure
Service Operator’s premises and/or review of
information provided by the Participant and/or
Payment Infrastructure Service Operator
pursuant to Section 12.2 hereof.
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2. TlopsApoK ocyuwecTBNEHUA KOHTpoOns 3a
cobniogeHuem Poccuncknx npaBun

2.1 OnepaTtop NnaTéxHON CUCTEMbI OCYLLIECTBNAET
KOHTpOMb 3a cobnogeHneM Poccuiickux npasun
Y4yacTtHukamm n Onepatopamu ycnyr nnatéxHoun
MHPACTPYKTYPbI, 3a UckNtoyYeHnem baHka Poccum
npw BbINOMAHEHUN UM (DyHKUMI PacyeTHOro ueHTpa
W LEeHTpanbHOro  NraTeXHoro
KOHTpareHTa. Mopsagok ocyLeCcTBEHNsT KOHTPONS
3a cobniogeHnem Poccuiickux [MpaBun, B TOoM
yucrie, npoBedeHne MpOBEpPOK W ayauTta, He
pacnpocTpaHsieTca Ha baHk Poccun.

KIMNPUHIoBOro

2.2 KoHuTponb 3a cobniogeHunem Poccumnckux
npaeun MOXeT  ObiTb  npeaBapuUTeNbHbIM
(MpeBEeHTMBHBIM) MMM NOCNEAYOLWUM (Kak peakums
Ha HapyLLeHue).

2.3 Mpoueaypa npeaBapuTesibHOro
(npeBeHTMBHOrO) KOHTpPONA 3a cobniogeHnem
Poccuiickux npasun 3aknoyaeTca B cnegyroLlem:

OnepaTtop nnaTéxHom cUCcTEMbI
npouHdopmupyeT YyactHuka unm OnepaTtopa
ycnyr  MnaTexHoW  UHPACTPyKTypbl O
NpoBeAEeHUN B OTHOLUEHUW HUX MNPOBEPKN B
NMUCbMEHHOM BMAe, C COOOLUEHMEM O MnaHe

NpoBeEpKU " yKkasaHvem KOHKPETHBbIX
nonoxeHnn Poccuncknx npasun, KoTopble
OyoyT 3aTpoHyTbl npoBepkow. [lposBegeHve

npeaBapuUTENbHOro KOHTPOIS OcyLlecTBnAeTcs
no ycmotpeHuto OnepaTtopa nnaTexHoun
cuctembl. Onepatop NNATEXHOW CUCTEMBI
COO6BLWMT B NMUCbMEHHOM BuAae Aaaty (unu gatbl)
npoesefeHns nposepkn. [MpoBepka MoxeT
BKMOYaTb, HANPUMeEP, NOCELLEHNE NOMELLEHUI
YyacTtHuka mnu OnepaTopa ycnyr nnaTtexHon
WHPaCTPYKTyphl n (nnn) aHanus
MHdOPMaUUKN, NpeaocTaBneHHON Y4YacTHMKOM
n (urm) OnepaTopoMm ycryr nnaTexHoun
WH(PaCTPYKTYpbl B COOTBETCTBUM C pasgenom
12.2 HacToswmx Poccunckmx npasusn.



2.4 The procedure for reactive monitoring of
compliance with the Russia Rules is as follows:

Any party may inform the Payment System
Operator on a Participant's or a Payment
Infrastructure Service Operator's suspected
noncompliance with the Russia Rules. The
allegation of noncompliance must be submitted
in writing to the Regional Legal Counsel and
must contain sufficient details to allow for
investigation of the allegation.

Within 3 months after receipt of such an
allegation, the Payment System Operator may
contact in writing the Participant or the relevant
Payment Infrastructure Service Operator to
which the allegation relates if it believes that the
allegation of noncompliance is justified. The
Participant and/or the Payment Infrastructure
Service Operator will have the opportunity to
present an explanation, which must be
submitted in writing within 30 calendar days
after receipt of the written communication from
the Payment System Operator in which the
suspected noncompliance is described.

If noncompliance with any provision of the Russia
Rules is suspected, the Payment System Operator
has the right to conduct an audit or examination of
any Participant or any Payment Infrastructure
Service Operator. Any such audit or examination is
at the expense of the Participant or Payment
Infrastructure Service Operator and a copy of the
audit or examination results must be provided to
the Payment System Operator upon request. A
third party may be commissioned to carry out the
audit or examination. Please refer to Section 12.3
hereof for additional rules applicable in case of an
audit or examination.
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2.4 MNpouepypa nocnegywoLwero (Kak peakums Ha
HapylweHne) KOHTpons  3a  cobniogeHvem
Poccuiickmx npasun 3akniovaeTcs B CrnegyroLem:

Jllobass ctopoHa MoxeT nponHpopMUpoBaTh
Onepatopa nnaTéxXHom CUCTEMbI o]
nogo3peHnn B HecobniogeHun Poccunckmx
npasun YdactHukoMm unu Onepatopom ycnyr
nnaTexHon uHdpacTpyktypbl. CooblieHne o
npegnonaraeMomMm  HecoOMAeHUN  OOIDKHO
nogasaTbCs B NMCbMEHHOM BMOE
PervoHanbHOMY OPUCKOHCYNbTY W [AOMMKHO
coaepXaTb AOCTAaTOYHO AaHHbIX, YTOObI HA4YaTb
NPOBEPKY B CBA3W C AaHHbIM COOOLLeHMEM.

B TeuyeHne 3 mecaueB C gaTbl MOMyYeHWs
Takoro coobuweHns Onepatop MNaTEXHON
CUCTEMbl MOXeT CBA3aTbCA B MUCbMEHHOM
BMAe ¢ YyacTHukoM unm ¢ Onepatopom ycnyr
NNaTeXxHoW WHMPACTPYKTYpbl, B OTHOLUEHUU
KOTOporo 6bIfio MogaHo cooblueHne, ecnu y

Onepatopa  nnaTéXHoOW  CUCTEMbI  €CTb
OCHOBaHWsl nonaratb, 4TO coobleHne o
HecobnwgeHUn aABnseTcs  0DOOCHOBAHHbLIM.

YyacTHuk u/unu Onepartop ycnyr nnaTexHon
WH(pPaCTPyKTypbl OyaeT MmMeTb BO3MOXHOCTb
AaTb CBOM OOBbSACHEHUS, KOTOPbIE OOIMKHbI ObITh
npeactaeneHbel B TeveHne 30 kaneHaapHbIX

OHelW OT pJaTbl MOMyYEHUs MUCbMEHHOrO
coobweHna ot Onepatopa nnaTéxHoOM
CUCTEMBI, B KOTOPOM onucelBaeTcs

npeanonaraemoe HecobnaeHve.

B cnyyae nogospeHns B HeCcobnogeHNN Kakoro-
nnéo nonoxeHus Poccuickux npasmn OnepaTop
nnaTexHoW CUCTEMbI MMeEEeT MnpaBO MNPOBECTU
ayauT unuM npoBepky nboro YyacTHuka wnm
noboro Onepatopa ycnyr nnaTexHom
WHppacTpykTypbl. Jllobon Takon ayaut wunm
npoBepKka MPOBOAMTCS 3a CYeT YyacTHuKa unm
OnepaTtopa ycnyr nnaTexHon MHpacTpyKTyphl,
npyM 9TOM KOMWs pe3ynbTaToOB MNPOBELEHHOro

ayouta  unM - NpoOBEpKM  OOIkHaA  OblTb
npegocTasneHa OnepaTopy nnaTexHoi
cucTeMbl No TpebGoeaHuioo. [Ons npoBeneHus

ayauTa unum nNpoBepKn MOXET ObITb NpuBreYeHa
CTOPOHHAS opraHu3aums. B pasgene 12.3



Provisions relating to an audit of the Payment
Infrastructure Service Operators by the Payment
System Operator may be agreed between the
Payment Infrastructure Service Operators and the
Payment System Operator in the agreements
executed between them. This provision does not
apply to the Bank of Russia.

2.5 In the case of proactive or reactive monitoring
of compliance, if noncompliance with any provision
of Russia Rules is confirmed, the Participant or the
relevant Payment Infrastructure Service Operator
will be required to remedy the noncompliance
within the timeframe set by the Payment System
Operator. The timeframe will not be less than 30
days. The Noncompliance Framework set out in
Section 3 hereof may be applied. Persistent or
material noncompliance may result in suspension
or termination of participation, or termination of an
agreement  with the relevant Payment
Infrastructure Service Operator.

HacToswmx Poccumnckmx npasun  npueeaeHbl
aononHuTenbHble MNpaBuia, TMNpUMEeHUMbIE K
npoesegeHunto ayamta unm npoBepKun.

Mopsgok ayauta OnepaTopoB YCNyr NraTexHomn
UH(ppacTpyktypbl  OnepaTtopomM  MMaTeXHON
cucTeMbl MOXeET ObITb cornacosaH Onepatopamu
ycnyr nnaTexHoun NMHpPaCTPYKTYpbI "
Onepartopom nnaTexHom cuUcTeMbl B
3akno4aemMblx Mexay HMMK goroopax. [aHHoe
NnonoXeHne He pacnpocTpaHsieTca Ha baHk
Poccuu.

2.5 Tlpu npoBegeHMnM npeaBapUTENbHOIO UK
nocriegyoLero KOHTpOnS, B cny4yae
noaTBepxaeHus akta HecobniogeHUs Kakoro-
nnbo nonoxeHus Poccuiicknx npaBun, Y4YacTHUK
COOTBETCTBYOLLNI OnepaTtop ycnyr
nnaTexHon MHApacTpykTypbl 0653aH yCTpaHUTb
Tako (oakT HecobnioaeHUs B TeYeHMe Cpoka,
ycTaHaBnmBaemoro  OnepaTopoM  MAATEXHOM
cuctembl. Takon CPOK AOOSMKEH COCTaBMnATb He
meHee 30 agHen. B gaHHoOM cBA3N MOXeT ObiTb
npuMmeHnma knaccudurkaums HapyLLEeHWN,
onucaHHasa B pasgene 3 Hactoswmx Poccunckux
npaesun. PerynapHble  unu  CyWeCTBEHHble
HapyLeHMs MOTyT MPUBECTU K MPUOCTAHOBIIEHUIO
UNM NpekpaLeHnio yyacTusl, Unu pacTopXKEeHUIo
Jorosopa € CoOTBEeTCTBYOLWMM OnepaTopom ycnyr
nnaTexHon NHPPacTPyKTyphbI.

nnn
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3. Liability for Noncompliance with the Russia
Rules

The specific sanction for violating any provision of
Russia Rules may be mentioned herein. Where
no specific sanction is mentioned herein, the
Noncompliance Framework set out later in this
Section is applicable. A Participant or a Payment
Infrastructure Service Operator may be required
to take such action, and the Payment System
Operator itself may take action necessary to
ensure compliance with the Russia Rules and
safeguard the reputation, value and usability of
the payment system. In the exercise of such
discretion, the Payment System Operator may
consider the nature, willfulness, number and
frequency of occurrences and possible
consequences resulting from a failure to comply
with the Russia Rules. The Payment System
Operator may provide notice to the alleged
violator and determine time to cure such
noncompliance before imposing a noncompliance
penalty fee.

The Payment System Operator has the authority
to impose monetary noncompliance penalty fees
as provided in this Section upon the Participants.

These monetary noncompliance penalty fees will be
collected from Direct Participants for themselves and
their sponsored Indirect Participants according to
procedure established for payment of fees to the
Payment System Operator (Section 11.1 of these
Russia Rules), except that the act of service
acceptance will not be provided with reference to
these monetary noncompliance penalty fees.
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3. OTtBeTCTBEHHOCTb 3a HecobnrgeHune
Poccuincknx npaBun

KOHKpeTHble CaHKLMK 3a HapyLUEHWEe KaKunx-
nmbo nonoxeHu Poccuicknx  npa.un
MoryT yKa3bIBaTbCA B HaCTOSLLMX
Poccunckmx npasunax. Ecnn B HacTosawmx
Poccuiickux npaBunax He ykasaHbl HUKakne
KOHKpETHbIe CcaHKuun, NpUMeHsieTcst
Knaccudvkauusa HapyleHun, npysegeHHas
HWXKe B HacTosiwem pasgene Poccuickux
npasun. YyactHuk unu Onepatop ycnyr
nnaTtexHon WHDPACTPYKTypbl  00s3aHbI
npeanpuHATL Takne gencteud, a Onepartop
nnaTteXxHom  cuctembl  MMEeT  npaBo
npeanpuHATb OEUCTBUS, KoTopble OyayT
HeobxoauMbI ans obecneyeHus
cobniogenna Poccuiickux npaBun m gns
3alnUTbl 4ENOBON penyTauum, CTOUMOCTU U
3KCMNnyaTaumMoHHOMW rOTOBHOCTM MNaTEXHON
cuctembl. [lpy  NpUHATUM  pelleHnss o
Noao6HbIX OencTBusix OnepaTtop
nnaTeXXHoW CUCTEMbl MOXET MNPUHSATbL BO
BHMMaHWe Xapaktep, npegHaMepeHHOCTb,
UMCIIO M YacTOTy HapyLeHun, a Takke
BO3MOXHbIE MOCNeACTBUA B pesynbrate
HecobntoaeHus Poccuimncknx npaswun.
Onepatop nnaTtexHoOW CUCTEMbI MOXET
yBEeOOMUTL MpeanonaraeMoro HapyLmTtens
N onpegenuTb CpPoKM ANA UCNpaBreHus
YKa3aHHOrO HapylWeHUss 00 MpUMEHeHUs
LTpadHbIX CaHKLMA.

Onepatop nnaTexHom cucTeMbl
YMNOMMTHOMOYEH  MPUMEHATb  WTpadHble
CaHKUMK, NpeayCMOTPEHHbIE HACTOSALLNM
pasgenom, B OTHOLLEHUM YYacTHUKOB.

[aHHble wTpadHble caHKUMn oyayT
ynnayueatbcs [NpsaMbIMU y4acTHUKaMKM 3a cebst
M 3a CroHcupyembix Takumu  [psmbivu
yyacTHMKamMn  KOCBEHHbIX  Y4aCTHUKOB B
COOTBETCTBMU C NpoLeaypon, yCTaHOBMNEHHOMN
ana onnatel ycnyr OnepaTtopa nnaTexHom
cuctemsbl (pasgen 11.1 HacToAwmx Poccumnckux
npaewumn), 3a WCKIMOYEHMEM TOro, 4TO akKT



3.1 Noncompliance Framework

3.1.1 Category A - Payment System Integrity

Category A noncompliance affects payment system
integrity. “Payment system integrity” violations
include, for example, failure to safeguard Card or
Transaction information.

3.1.2 Category B - Evident to Customers

Category B noncompliance addresses conduct
that is evident to Cardholders and Merchants.
“Evident to customers” violations include, for
example, the setting by a Merchant or Acquirer of
a minimum Transaction amount below which
Cards will not be accepted, noncompliance by an
Acquirer with the maximum amount of a
Transaction provided for in Section 7.3 of these
Russia Rules, and failure by an Acquirer to pay a
Merchant for Transactions.

3.1.3 Category C - Efficiency and Operational
Performance
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OKa3aHuA ycnyr He 6y,qu npenocTtaBnATbLCA B
OTHOLWEHUN OaHHbIX UJTpa(*)HbIX CaHKLMA.

3.1 Knaccudukaumsa HapyLieHuin

3.1.1 Karteropusa A - HapylueHns LenocTHoOCTH
NAaTEXHOWM CUCTEMBI

HapyweHuna «kateropum A BnusloT  Ha
LLeNTOCTHOCTb NNaTéxHom CUCTEMBI.
HapyweHunsa «LENoCTHOCTH nnaTéxHomn

CUCTEMBI» BKIHOYAIOT, Hanpumep, HapylleHus
TpeboBaHWi 3alwmTbl KapTbl nnn nHgpopmaumm
06 Onepauun.

3.1.2 Kateropus B - HapyweHus, Buanmble gns
KIMEHTOB

HapyweHua «kaTteropyum B cBs3aHbl C
OencTemaMn, BuanmbiMn ana [depxartenen
Kapt u ToproBbix Toudek. «Bugumble ans
KITMEHTOB» HapyLUeHus BKto4vatoT,
Hanpumep, ycTaHoBneHne TOoproBow TOYKON
unm OKBanMpepomM MUHUMAsbHOM CYMMbI
Onepauun, Hwxe «koTopon KapTbl He
NpUHUMatoTCH, HecobntoaeHve
OKBaMpepoM  MakCMMarnbHOro  pasmepa
Onepauun, yctaHOBNEHHOro pasgenom 7.3
HacToswmx Poccunickux npasun, wUnu
HeonnaTta OkBanpepom ToproBol TOYKe 3a
Onepauun.

3.1.3 Karteropya C -
KayecTBO paboThbl

3(pPeKkTnBHOCTL U



Category C noncompliance addresses efficiency
and operational performance. “Efficiency and
operational performance” violations include, but
are not limited to, submission by an Acquirer of
Transactions to the Payment Clearing Center for
payment clearing outside the specified timeframe
(see Section 15 of these Russia Rules), not
supplying Merchants with materials required for
Transaction processing (see Section 7 of these
Russia Rules) and failure of a Participant or a
Payment Infrastructure Service Operator to
provide the Payment System Operator with
requested information (see Sections 2 and 12 of
these Russia Rules).

3.2 Noncompliance Penalty Fees

The Payment System Operator applies the penalty

fees provided for herein in its absolute discretion.

3.2.1 General Noncompliance Framework

Noncompliance Basis for Calculation

Category / of the Penalty Fee /

KaTteropus OcHoBaHue ans

HapyLlieHus pacyeTa CYMMbI
wTpacHOro nnarexa

A Per Violation /

3a kaxpgoe HapylwleHune

17

HapyweHuna «kateropum C OTHOCATCA K
adeKTMBHOCTM K KadecTBy  paboTbl.
HapyweHuna «adpekTuBHOCTM M KavecTBa

paboTbl» BKIHOYAOT, HE OrpaHWYMBasChb,
BbICTaBneHne SkBaripepom Onepauun
MnaTéXHOMy KIWPUHIOBOMY LIEHTPY Ha
NNaTéxHbld  KNMUPUHT  C  HapyLlleHMeM
YCTaHOBMEHHbIX CpokKoB (cM. pasgen 15
HaCTOALLMX Poccunckmx npaswun),
HenpeacTaBneHne ToproBbim TOYKam
mMaTepuanoB, Tpebyembix Ang o6paboTku
Onepauun  (cMm. pasgen 7  HacTOALWMX

Poccuiickmx npasun), unu HenpeactaBneHme
KakmM-nnbo YYacTHUKOM UNN  KakMM-nvbo

OnepaTtopom yenyr nnaTexHomn
WMH(pacTpykTypbl Tpebyemor wnHdbopmauum
Onepatopy nnaTtexHon cuctembl  (CM.

pasgenbl 2 u 12 Hactoawmx Poccuinckmnx
npaswun).

3.2 WTpadHble caHKLuMKU 3a HapyLeHns

Onepatop nNatexHoW CUCTEMbl MPUMEHSIET
npeaycMOTPEHHbIe HUXKE LUTpadHble CaHKLUM
no cBoeMy abCoMNOTHOMY YCMOTPEHUIO.

3.2.1 O6wme HauucneHus

Penalty Fee Level /
Fpapaumsa wTpadHbIX CaHKLUK

First violation: up to EUR 25,000 / 3a nepBoe
HapyweHue: go 25 000 espo

Second violation within 12 months: up to EUR
50,000 / 3a BTOpOEe HapylleHue B TedyeHue 12
mecsaues: go 50 000 espo

Third violation within 12 months: up to EUR
75,000 / 3a TpeTbe HapyllieHue B TedeHue 12
mecsues: oo 75 000 eepo

Fourth and subsequent violations within 12



Variable Occurrence
(by device (e.g. terminal or
mobile phone) or
Transaction) /
MNepemeHHas wKana
crnyy4yaeB HapylleHusa (no
KonnyecTtsy YyCTPONCTB

(Takmx Kak TepMuHan vnu
MOBUNBHBIN TenedoH) nunm
Onepauun)

Variable Occurrence
(by number of Cards) /
MepemeHHas wkana

crnyyaeB HapyweHus (no
konuyecTtBy KapT)

18

months: up to EUR 100,000 per violation / 3a
yeTBEPTOE U MOCMeayllmne HapylleHuss B
TeueHne 12 mecsues: oo 100 000 esBpo 3a
HapyLleHne

Up to EUR 2,500 per occurrence for the first 30
days of noncompliance / o 2 500 eBpo 3a oguH
cnydan ang nepsbix 30 AHeEW HapyLleHUs

Up to EUR 5,000 per occurrence for days 31-60
of noncompliance / o 5 000 eBpo 3a oauH
cnyyanm B nepumon c¢ 31-ro no 60-bin OeHb
HapyLleHus

Up to EUR 10,000 per occurrence for days 61—
90 of noncompliance / 1o 10 000 eBpo 3a oauH
cnyyanm B nepuog ¢ 61-ro no 90-b AeHb
HapyLleHus

Up to EUR 20,000 per occurrence for
subsequent violations / Jo 20 000 eBpo 3a oguH
cnydan ans nocnegyroLwmnx HapyLleHui

Up to EUR 0.5 per Card / [lo 0,5 eBpo 3a Kapty

Minimum EUR 1,000 per month of noncompliance
[ MnHumym 1 000 eBpo B MecsLL, B KOTOPOM ObII0
HapyLleHve

No maximum per month / Be3s orpaHuyeHus
MaKCUManbHOW CyMMbl 32 MecsL,

No maximum per month of noncompliance / bes
OrpaHVYeHnss MakcMmarnbHON CyMMbl 3a Mecs,
B KOTOPOM BbINO HapyLLeHne



Per Violation /
3a Kaxagoe HapylleHue

Variable Occurrence
(by device (e.g. terminal or
mobile phone) or
Transaction) /
MepemeHHas Wwkana
crnyyaeB HapyweHusa (no
Konm4ecTBy YCTPONCTB
(Takux Kak TepMuHan vnu
MOBUNBHBIN TeNedoH) unm
Onepauun)

Variable Occurrence
(by number of Cards) /
MepemeHHas wkana
crnyyaeB HapyweHusa (no
konnuyectBy KapT)
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First violation: up to EUR 20,000 / 3a nepsoe
HapyweHue: go 20 000 espo

Second violation within 12 months: up to EUR
30,000 / 3a BTOpOE HapylieHue B TeuveHue 12
mecsues: go 30 000 eepo

Third violation within 12 months: up to EUR
60,000 / 3a TpeTbe HapylleHue B TedeHue 12
mecsues: go 60 000 espo

Fourth and subsequent violations within 12
months: up to EUR 100,000 per violation / 3a
YeTBEPTOE W MOCRefylLlne HapylweHus B
TeueHne 12 mecsueB: go 100 000 eBpo 3a
HapyLleHne

Up to EUR 1,000 per occurrence for the first 30
days of nhoncompliance / o 1 000 eBpo 3a oguH
cnyyan anga nepsbix 30 AHEN HapyLIeHUs

Up to EUR 2,000 per occurrence for 31-60 days
of noncompliance / Jo 2 000 eBpo 3a oguH
cnydan B nepuog ¢ 31-ro no 60-bii AOeHb
HapyLleHns

Up to EUR 4,000 per occurrence for 61-90 days
of noncompliance / Jo 4 000 eBpo 3a oawH
cnydan B nepuog ¢ 61-ro no 90-bii AeHb
HapyLleHus

Up to EUR 8,000 per occurrence for subsequent
violations / [lo 8 000 eBpo 3a oaunH cny4van ons
nocrieAyoLwmx HapyLeHnin

Up to EUR 0.3 per Card / o 0,3 eBpo 3a KapTty

Minimum EUR 1,000 per month of
noncompliance / MuHumym 1 000 eBpo B MecsL,
B KOTOPOM ObINO HapyLleHne

Maximum EUR 20,000 per month of
noncompliance / Makcumym 20 000 eBpo B
Mecsil, B KOTOPOM ObIfo HapyLUueHne

Maximum EUR 40,000 per month of
noncompliance / Makcumym 40 000 eBpo B



Per Violation /
3a Kaxagoe HapylleHue

Variable Occurrence
(by device (e.g. terminal or
mobile phone) or
Transaction) /
MepemeHHas Wwkana
crnyyYaeB HapyweHusa (no
Konm4yecTBy YyCTPONCTB

(TakMx kak TepMuHan wnu
MOBUNBHBIN TenedoH) unm
Onepauun)

Variable Occurrence
(by number of Cards) /
MepemeHHas Wwkana
crny4yaeB HapyleHusa (no
konnuyectBy KapT)
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MecsiL, B KOTOPOM ObINo HapyLleHune

First violation: up to EUR 15,000 / 3a nepBoe
HapyweHue: go 15 000 eBpo

Second violation within 12 months: up to EUR
25,000 / 3a BTOpOE HapylleHue B TeyeHune 12
mecsues: oo 25 000 espo

Third violation within 12 months: up to EUR
50,000 / 3a TpeTbe HapylieHue B TedeHue 12
mecsues: oo 50 000 espo

Fourth and subsequent violation(s) within 12
months: up to EUR 75,000 per violation / 3a
YeTBEPTOE W MOCMeaylLlne HapylleHuss B
TeueHne 12 mecsueB: go 75 000 eBpo 3a
HapyLleHne

Up to EUR 1,000 per occurrence for the first 30
days of nhoncompliance / o 1 000 eBpo 3a oauH
cnyyan ang nepsbix 30 AHEN HapyLIeHUs

Up to EUR 2,000 per occurrence for days 31-60
of noncompliance / o 2 000 eBpo 3a oauH
cnydan ansa gHen ¢ 31 no 60 HapyLleHus

Up to EUR 4,000 per occurrence for days 61-90
of noncompliance / Jo 4 000 eBpo 3a oguH
cnydan ansa gHei ¢ 61 no 90 HapyLueHus

Up to EUR 8,000 per occurrence for subsequent
violations / [lo 8 000 eBpo 3a oaunH cny4van ons
nocrieAyoLwmx HapyLeHnin

Up to EUR 0.15 per Card / Jo 0,15 eBpo 3a
Kapty

Minimum EUR 1,000 per month of
noncompliance / MuHumym 1 000 eBpo B MecsL,
B KOTOPOM ObIfi0 HapyLleHne

Maximum EUR 10,000 per month of
noncompliance / Makcumym 10 000 eBpo B



In the above table all days refer to calendar days
and violations are tracked on a rolling 12-month
basis.
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MecsiL, B KOTOPOM ObINo HapyLleHune

Maximum EUR 20,000 per month of
noncompliance / Makcumym 20 000 eBpo B
Mecsil, B KOTOPOM ObIfo HapyLUeHne

B npuBegoéHHom Bbllwe Tabnuue OHK
O3HavalT KaneHgapHble OHW, a CuYéT
HapyLwleHun BegeTtcsa no nepexogsawemy 12-
MeCsiHHOMY nepuoay.



4. Criteria for Participation in the Payment
System, and for Suspension and Termination of
Participation in the Payment System

4.1 Types of Participants

The payment system has the following types of
Participants: Direct Participants and Indirect
Participants.

4.2 Criteria to Participate

Participation in the payment system will be
allowed if the applicable criteria as set out below
are met.

4.2.1 Criteria for Direct Participants

The Direct Participant must have an effective
License applicable for the relevant territory.

An applicant for Direct Participant status must
have stable financial condition, which is proved
by relevant documents.

An applicant for Direct Participant status must
successfully complete anti-money laundering
compliance review and must sign a joining
agreement to these Russia Rules.

An applicant for Direct Participant status must
successfully complete settlement risk review.
The applicant must not have a failing rating with
any credit rating agency.
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4. Kputepun yvyactvus, NpuvoCcTaHOBNEHUA U
npekpaLleHusi y4acTUsA B NNaTEXHOM cucteme

4.1 Buagbl Y4acTHUKOB

B nnaTexHom cucteme MMEOTCS cneayoLiune
BMObl Y4yacTHUKOB: [IpsiMble y4acTHUKM W
KocBEHHbIE y4aCTHUKM.

4.2 Kputepum y4yactuns

Y4yacTme B NnNaTéxHon cnucteme gonyckaercs
NP1 yCroBWM BbINOSTHEHWS COOTBETCTBYHOLLMX
Kputepuen, U3NOXEHHbIX HUXe.

4.2.1 Kputepum ans MNpambix y4acTHUKOB

Mpamon Y4aCTHUK DOSKeH UMeTb
AENCTBYIOLLYI0 Jlnuensnio,
pacnpoCTPaHSAOLLYHOCS Ha
COOTBETCTBYIOLLYIO TEPPUTOPUIO.

3agaBuTenb Ha nony4yeHune crartyca I'Ipﬂmoro
y4aCTHUKa  OOJ1KeH NMMETb yCTOI7I‘-II/IBO€
q)l/IHaHCOBOG nonoxeHme, noarsepxpgaemoe
COOTBETCTBYHOLWMMU OOKYMEHTAMW.

3aaBuTenb Ha nonyyeHue cratyca [psmoro
y4acTHUKa  [OIDKEH  YCMEeLWHO  NPOWTH
npoBepky  COBMAEeHUS  MOMOXEHWA O
NPOTUBOAENCTBMU  neranusaumn  JOXOAO0B,
MOMYYeHHbIX  MPECTYMNHbIM nyTem, "
noanucaTe [OrOBOP O MNPUCOEAUMHEHUU K
HacTosAwmmM Poccuickum npasunam.

3asBuTenb Ha nonydyeHne cratyca lMpsmMoro
y4YacTHUKA OOMMKEH YCMeLIHO NPONTM aHanus
OLIEHK/ PWCKOB, CBSA3aHHbIX C pacyeTamMu.
3asgBUTENb HE OOMKeH MMeTb MNafatroLero
peiTuHra nio6oro KpeauTHOro PenmTUHIOBOro
areHTCTBa.



An applicant for Direct Participant status must
participate in the system of deposits insurance as
it is provided for by the legislation of the Russian
Federation, if it envisages bank accounts
opening for individuals.

An applicant for Direct Participant status must be
capable of connecting technically to the payment
system and supporting the technical formats for
authorization and payment clearing messages.

An applicant for Direct Participant status must
agree to undergo a project to implement the
appropriate technical formats and establish
connectivity.

An applicant for Direct Participant status must be
a money transfer operator (including electronic
money operator).

To the extent the Bank of Russia acts as
Settlement Center and a central payment
clearing counterparty in the payment system,
each Direct Participant must execute a
supplemental agreement to its account
agreement with the Bank of Russia in the form
and substance satisfactory to the Bank of Russia
providing for:

(@)

performance by the Bank of Russia of
the settlement services;

(b) performance by the Bank of Russia of
the functions of the central payment
clearing counterparty and Settlement
Center;

(c) an obligation to pay to the Bank of
Russia an amount of its Uncovered
Payment Clearing Position due to
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3asButenb Ha nonyyeHune cratyca lpsmoro
y4yaCTHMKA [OOJDKEH y4acTBOBaTb B CUCTEME
CTpaxoBaHUs BKNagoB, Kak npegycMOTPeEHO
3aKoHOJaTeNnbCTBOM Poccuinckon
degepaumm, ecrnv OH NNaHUpyeT OTKpbITUE
BGaHKOBCKMX CHETOB (OM3NYECKMM NLiaM.

3asButenb Ha nonyyeHune cratyca lMpsmoro
yyacTHMKa OofmKeH obnagatb TEXHUYECKUMM
BO3MOXHOCTAMW AN MOAKMYEHUs K
NnNaTexHoW cuctemMe W Ana  NoS4epXKKu
TexHu4yeckux popmatoB asTopmsaumm wu
NNaTeXHbIX KIUPUHIOBbLIX COOBLLEHNIA.

3asBuTenb Ha nonyyeHune crtatyca lpsimoro

yyacTHMKA  [OO/DKEH  CcOrfacutbCcs  Ha
peanusauuio MpoekTa Mo  YCTaHOBIIEHWIO
noaKnoYeHns c cobntoaeHvem
COOTBETCTBYIOLLMX TEXHNYECKUX
napameTpoB.

3asButenb Ha nonyyeHune crtatyca [lpsimoro
yyacTHMKa [JOMmKeH ObiTb onepaTtopoMm Mo
nepeBoAdy [AeHEeXHblX cpeacts (Bknovas
onepaTopoB MO MNEPEBOAY  3NEKTPOHHbIX
AEeHexXHbIX cpeacTs).

B Tex cnydvasx, korga baHk Poccun
BbICTyNaeT B kadecTBe PacyeTHoro LeHTpa u
LEeHTpanbHOro NfaTeXHoro KIAMPUHIOBOro
KOHTpareHTa B pamkax MraTexHOoW CUCTEMBI,
Kaxkabin Mpsamon y4acTHUK 0683aH 3aKnounTb
OOMOMHUTENbHOE COrnalleHne K CBOeMy
aorosopy cyeTta ¢ baHkom Poccuun, no dpopme
N cogepxaHuio yposnetsopsiiowee baHk
Poccun 1 npegycmartpuBatoLLee:

@) npegoctaBneHme baHkom Poccumn
pacyeTHbIX YCHyT;

(b) BbIMOMHEHNE BaHkom Poccuu
YHKLUMIA LeHTpanbHOro nnaTtexHoro
KNMUPUHIOBOTO KOHTpareHTa "
PacueTHoOro ueHTpa;

(© 0bsi3aTenbCcTBO NO BbIiNnate baHky

Poccun cymmbl cBoen HenokpbiTorn
lMnaTtexHon KAVPUHIoBOW MNO3ULMK



insufficiency of funds on its Settlement
Account opened with the Bank of Russia;
and
(d) an obligation to pay a fine to the Bank of
Russia for any day of non-payment of an
Uncovered Payment Clearing Position in
the amount of key interest rate of the
Bank of Russia (“Penalty”).

To the extent NSPK acts as Operations Center
and Payment Clearing Center, each Direct
Participant must adhere to the NSPK OPCC
Rules (subject to adherence timelines prescribed
by the NSPK OPCC Rules) and ensure
connection to NSPK.

4.2.2 Criteria for Indirect Participants

The Indirect Participant must have an effective
License.

An applicant for Indirect Participant status must
identify a Direct Participant that is willing to
sponsor it in the payment system.

An applicant for Indirect Participant status must
have stable financial condition, which is proved
by relevant documents. The applicant must not
have a failing rating with any credit rating agency.

An applicant for Indirect Participant status must
successfully complete anti-money laundering
compliance review and must sign a joining
agreement to these Russia Rules.

An applicant for Indirect Participant status must
participate in the system of deposits insurance as

24

BBUAY HEOOCTAaTOYHOCTU CPEeACTB Ha
cBoeM PacyeTHOM cyeTe, OTKPLITOM B
BaHke Poccuu; n

(d) 0bsi3aTenbCTBO NO ynnaTe wTpada
baHky Poccum 3a kaxgbii  OeHb
Hennatexa no Kakon-rmbo
HenokpbiTon MnaTtexHomn

KIMPUHIOBON MO3MUMKM B pasMepe
KntoyeBon cTaBknm baHka Poccumn

(«WTpad»).

B cnyuae, korga HCIK BeicTynaeT B kavecTse
OnepauuoHHoro ueHTpa wu [naTexHoro
KIMPUHIOBOrO  LieHTpa, Kaxablin [pamon
y4yacTHMK  00s3aH  NpuUCOeauMHUTBCA K
Mpasunam OTKL, HCIIK (c y4etom cpokos,
npeaycMOTPEHHbIX Mpasunammn ornkKy
HCTIK) n obecneunts nogknioveHune k HCIK.

4.2.2 Kputepum ansa KoCBEHHbIX y4aCTHUKOB

KocBeHHbIN  y4aCTHMK UMeTb

aencteyoLyto JinueHsuto.

JOMmKeH

3asButennb Ha nornyveHve cratyca
KocBeHHOro yvactHuka OOMmKeH onpeaenvtb
Mpsamoro y4acTHuUKa, XenaroLero
CMOHCMpPOBAaThL ero B NNaTéXHON cucTeMe.

3asButensb Ha nonyveHue cratyca
KocBeHHOro yyacTHUKa [OMKeH UMeTb
yCTONYNBOE ¢rHaHcoBOE NnonoxeHwue,
noaTeepxgaemoe COOTBETCTBYOLLNMHU

OOKyMeHTamu. 3asBuTENb HE OOMKEH UMETb
nagjatouiero pentuvHra nboro KpeguTHOro
PENTMHIOBOro areHTCTBa.

3asaBuTens Ha nony4veHvne cTaTyca
KocBEHHOro y4acTHuMKa [OJPKEH YCMELIHO
NPONTN NPOBEPKY COBMOAEHNS MONOXEHWIA O
NPOTUBOOENCTBUN  fleranMsaumm [OOXOAOB,
Nony4YeHHbIX NPEeCTYNHbIM nyTem, "
nognucate [AOrOBOP O MNPUCOEONHEHUU K
HacToswmm Poccuinckum npasmnam.

3asButenb Ha nonyveHue cratyca
KocBeHHOro y4yacTHuMka JOMKEH y4acTBOBaTb



it is provided for by the legislation of the Russian
Federation, if it envisages bank accounts
opening for individuals.

An applicant for Indirect Participant status must
be capable of connecting technically to the
Sponsoring Direct Participant and supporting the
technical formats for authorization and payment
clearing messages.

An applicant for Indirect Participant status must
be a money transfer operator (including
electronic money operator).

4.3 Suspension of Participation

If a Participant ceases to meet the criteria in
Section 4.2 above, which it has to comply with at
the time when it applied for participation, or
violates any provision of the Russia Rules, or
discontinues or fails to carry out payment system
activity for a period of 26 consecutive weeks, the
Payment System Operator may suspend its
participation in the payment system. At the time
of suspension or after, the Payment System
Operator may set a timeframe of not less than 30
calendar days for remedying the reason for the
suspension.

Unless otherwise provided in the natification,
suspension and resuming of participation of the
Direct Participant in the payment system takes
effect as of the moment the Payment System
Operator sends the natification to such Direct
Participant’s contact person via electronic mail.
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B CuUCTeMe CTpaxoBaHuUsi BKMNafoB, Kak
npeaycMoTPeHo 3aKkoHO4aTeNbCTBOM
Poccuiickon ®epepauun, ecnu oH nnaHupyeT
OTKpbITUE BaHKOBCKUX CYETOB (OU3NYECKUM
nuuam.

3assutenb Ha nony4veHune cTaTyca
KocBeHHOro yuyactHuka [ormkeH obnagatb
TEXHUYECKUMHU BO3MOXHOCTSIMM ans
nogkntoyeHus Kk CnoHcupytoLemy npsMomy
YYaCTHUKY W Ans MOOAEPXKKM TEXHUYECKUX
dopmMaToB aBTOpM3aUUM U NNATEXHbIX
KMMPUHIOBbIX COOOLLEHWIA.

3asButenb Ha nornyveHve cratyca
KocBeHHOro  yyacTHMKa  OOMDKEeH  ObITb
ornepaTtopoM No nepeBody  OEHEXHbIX
cpencTs (BKMoYasi onepaTtopoB Mo nepesoay
SMNEKTPOHHbIX AEHEXHbIX CpeacTB).

4.3 lMpuocTaHoBneHne Yyactus

Ecnn YuyactHuk Gonee He cooTBeTCTBYET
KpUTEpPUSIM  y4acTusi, NpPUBEOEHHbIM B
pasgene 4.2 HacToawmx Poccrnckux npasun,
KOTOpbIM OH Bbln1 06513aH COOTBETCTBOBATL Ha
MOMEHT NOoAayn 3asBNEHNS Ha y4yacTme, unm
HapywaeT nwboe nonoxeHne Poccunckmx
npaeun, WM  npekpawaer unM  He
OCYLLECTBMAET AEATENbHOCTb B MIAaTEXHON
cucTemMe B TeyeHwe 26 Hegenb noapsand, TO
OnepaTop nNnaTteXHoOW CUCTEMbl MOXET
NPUOCTaAHOBUTb €ro y4vactue B MMaTeXHON
cucteme. B MOMEHT unum nocne NpuoCcTaHOBKM
yyactua OnepaTtop NIaTEXHOW CUCTEMBbI
MOXET YCTaHOBUTb CPOKW, COCTaBMSIOLLNE HE
MeHee 4Yem 30 kaneHOapHbIX AHEW, Ans
YCTPaHEHWS MPUYMHBI MPUOCTAHOBKM.

Ecnun vHOe He ykaszaHO B YyBedOMIIEHUU,
npuocTaHoBEeHNe 1 BO30OHOBMNEHWEe yYacTusi
[MpsiMoro yyacTHuWka B nNnaTeXHOW cucTeme
BCTyNaeT B CUNy B MOMEHT HarnpasneHus
OnepaTopom nnaTexHomn cucTembl
yBEOOMIIEHUS KOHTakTHOMY INULy Takoro
[MpsiMOro yyacTHuKa rno SNeKTPOHHOW rnoyTe.



Unless otherwise provided in the noatification,
suspension and resuming of participation of the
Indirect Participant in the payment system takes
effect as of the moment the Payment System
Operator sends the notification via electronic
mail to the contact person of the Sponsoring
Direct Participant of such Indirect Participant.

A Participant that has been suspended must
continue to comply with the Russia Rules, but
may not engage in activities provided for herein.
Payment infrastructure services shall not be
offered to such Participant.

In order to have the suspension lifted, the
Participant must demonstrate to the Payment
System Operator that the reason for suspension
has been remedied within the timeframe
specified by the Payment System Operator.

If the reason for suspension is not remedied
within the timeframe set by the Payment System
Operator, participation in the payment system
may be terminated by the Payment System
Operator.

There may be partial suspension of participation
in the payment system (e.g. in part relating to a
particular area of payment system functioning, or
if a particular part of License was suspended or
terminated). All abovementioned provisions are
applicable to such partial suspension to the
extent relevant.

4.4 Termination of Participation

Participation may terminate in the following
ways: on the initiative of the Participant
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Ecnu unHoe He ykasaHO B yBeLOMIIEHWN,
NpuocTaHOBMEHME M BO30GHOBNEHNE y4acTus

KocBeHHOro  y4acTHMka B NnaTexXHoOW
cuctemMe BCTynaeT B Cuily B MOMEHT
HanpaBneHna  OnepaTtopoM  NMaTEXHOW
CUCTEMbI YBEOOMIIEHWNSI KOHTaKTHOMY nuly

CnoHcupytoLero NpsMoro y4acTHuKa Takoro
KoCBEHHOrO y4yacTHMKa MO  3NEeKTPOHHOM

noyre.

YyacTHUK, 4Yb€ y4dacTue MNpPUOCTaHOBJIIEHO,
[OMKeH no-npexxHemy cobniogaTtb
Poccunckne npaBuna, HO He  MOXeET
npyHMMaTb yyacTuss B  OEATENbHOCTH,
npeaycMOTPEHHON HacTOALWMMM
Poccuinckmmm npasunamu. Takomy

Y4yacTHUKY npuocTaHaBnMBaeTCA oOKa3aHue
yCnyr nnaTexHon MHPaCTPYKTypbl.

[Ons BO30OHOBNEHMs y4acTus Y4acTHUK
JomkeH pgokasatb Onepatopy nnaTéxHoOn
CUCTEMbI, YTO MPWUYMHA €ro MpPUOCTaHOBKM
yCTpaHeHa B TeyeHue CpoKa,
ycTaHoBneHHoro OnepaTopoMm MnaTeXxHoN
CUCTEMDbI.

Ecnv npuumMHa ana npuocTaHOBKU y4acTus
He yCTpaHeHa B TeyeHune CpokKa,
ycTaHoBrneHHoro OnepaTopoMm nnaTexHown
CUCTEMbI, TO y4acTue B NnaTexHon cucteme
MoxeT ObiTb npekpaweHo OnepaTtopom
nnaTeXXHOW CUCTEMBI.

B nnatexHon cucteme  ponyckaetcs
NPUOCTaHOBIIEHWE  yyacTus  YyacTHuKa
YaCTMYHO (Hanpumep, B YacTW, OTHOCALLIENCA
K ornpefeneHHon cdepe PyHKUMOHMPOBaHUSA
NnnaTexxHonW CUCTEMBbI, UMM ecnn [encTeue

JInueHsnn NPUOCTAHOBIIEHO nmnn
npekpaLleHo B COOTBETCTBYOLLEen Yyactu). K
Takomy NPUOCTAHOBIEHMIO B

COOTBeTCTByPOLLI,eIZ 4acTn NpuUMeHAKTCA BCe
npasuna, onnMcaHHble Bbille.

4.4 TlpekpalleHue yyacTus

YuacTne MoxeT ObITb MpekpalleHo: Mo
MHMUMaTMBe  YyacTHUKa (Oo6poBosibHOE



(voluntary termination), including due to
disagreement with the proposed amendments to
these Russia Rules expressed as set out in
Section 21.2.2.3 of these Russia Rules or on the
initiative of the Payment System Operator.

4.4.1 Voluntary Termination

A Participant may voluntarily terminate its
participation.

In order to voluntarily terminate its participation,
the Participant must give written notice
addressed to the Regional Legal Counsel by
registered or certified mail, return receipt
requested, or by personal or reputable courier
service.

The notice must:

(a) State that the notice is a notice of

termination;

(b) Be received by the Regional
Counsel;

Legal

Fix a date from which the termination will
be effective, which must be at least 30
calendar days after the notice is sent to the
Regional Legal Counsel.

(©

4.4.2 Termination
Operator

by the Payment

A Participant may be terminated as a Participant
by the Payment System Operator as provided
below. The Payment System Operator may
effect such termination with sending a notice if
any of the following happens:

System 4.4.2
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npekpailieHve), B TOM 4uUcrie no npuynHe
Hecornacus c npegnaraeMbiMm
N3MEHEHNSIMU HacCTOSALLMX Poccuiickmx
npasun B COOTBETCTBMM C pa3genom 21.2.2.3

HacTodAwmx Poccunckux npasun, wunM no
WHULMaTMBe Onepatopa nnaTexHowm
CUCTEMBI.

4.4.1 [o6GpoBonbHOE npekpalleHne

Y4yacTHUK MOXeT [0OpOBOMbLHO NpeKkpaTUTb
CBOE y4acTue.

[nsa Toro, 4Tobbl AO6POBONBLHO OTKA3aTbCA OT
y4yacTusi, Y4yaCTHUK [JOMKEH  HanpaBWTb
NMMCbMEHHOE YBeAOMMEHVe, aapecoBaHHoe
PervoHanbHOMY HOPUCKOHCYNbTY, 3aKa3HbIM
NMCbMOM C YBEOOMITEHMEM O BPYYEHUU, UMK

OOCTaBKOW COOCTBEHHBIM  KypbepoM, Wiu
[OCTaBKOW 4Yepe3 W3BECTHYIO KypbepCKyto
cnyxoy.

YBeaomMreHue AormKHO:

(a) comepxaTb ykasaHMe Ha TO, YTO OHO
aBnseTca yBeoMeHnemM o
npekpaLLleHUn y4acTus;

PervoHanbHbIM

(b)

ObITb nony4yeHo
FOPUCKOHCYNbTOM;
(c) ykasbiBaTb AaTy, HayvHas C KOTOpOM
npekpalwjaeTcs ydactve B NNaTexHown
cucteme. YkasaHHaa paTta  [dorkHa
HacTynaTb He MeHee 4em u4epes 30
KaneHgapHbIX AHen nocne
HanpasreHns yBeOMINEHUS
PernoHanbHOMY FOPUCKOHCYMbTY.

lMpekpalleHre yyacTus No uHMUmMaTmBee
Onepartopa nnaTexxHom CUCTEMBbI

YyacTtue YyacTHuka MOXET ObITb
npekpaweHo  OnepaTopoM  MNNaTeXHOW
CUCTEMbI B YKa3aHHOM HWXKe Mopsiake.
OnepaTop nnNaTteXHoOW CUCTEMbI  MOXET
npekpatutb y4actMe C  HanpaBrieHUeM



@)

(b)

(©)

(d)

The Participant suspends payments in the
sense that its activity is suspended by
order of the supervisory authorities, or if
the Participant ceases to make payments;
or

The Participant takes the required action
by vote of its directors, stockholders,
members, or other persons with the legal
power to do so, or otherwise acts, to cease
payments and to wind up the business of
the  Participant, such participation
termination to be effective upon the date of
the vote or other action; or

The Participant becomes insolvent, seeks
the protection, by the filing of a petition or
otherwise, of any bankruptcy or similar
statute  governing  creditors’  rights
generally, or a third party files a petition of
bankruptcy against the Participant; or

The government or the governmental
regulatory authority having jurisdiction
over the Participant (including, but not
limited to, the Bank of Russia) serves a
notice of intention to suspend or revoke, or
suspends or revokes, a banking license, or
charter of the Participant; or
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yBegoMIneHna npu HactynmneHun noboro u3
cnegyruwunx criyvyaes:

(@)

(b)

(€)

(d)

Y4yacTHUK MpUOCTaHaBNMBaET MnaTexu
B Crnyd4ae ecnum ero AesaTenbHOCTb
NPUOCTaAHOBIEHA MO  PACMNOPSHKEHUIO
HaO3opHbIX  OpraHoB, WNM  ecru
YuyacTHUK MpeKpallaeT OCYLLEeCTBNATb
nnaTexu; unu

YyacTHuK npuH1UMaeT pelueHne
rorocoBaHMEM YIIEHOB CBOEro CoBeTa
OVPEKTOPOB, aKUMOHEPOB, Y4aCTHUKOB
unu WHbIX niu, obnapatowmx
MOMHOMOYUSAMM AMst NPUHATUA Takoro
pelleHnsi, WM  COBepLUaeT  WHble
nencteus, HanpasreHHble Ha
npekpalleHue nnaTexen n
cBOpayvBaHue [eaTenbHOCTU
YyacTHUKa; B 3TOM cnyyae
npekpaLleHne y4actums BCTynaeT B CUny
C [aTbl TONocCoOBaHMSI WINKU  MHOTO
JencTeust; unu

YyacTHUK CTaHoBUTCS
HECOCTOSATENbHbIM, nbiTaeTcs
BOCMNOMNb30BaTbCA  3aliMTOM  MYTéM
nogayv xogatalcTea O NpuU3HaHWKU ero
GaHKPOTOM WNN MHbIM 00pa3oM Mo
3aKoHOAATENbLCTBY O GAHKPOTCTBE UMK
MHOMY nofdobHOMY 3akoHoOaTeNbCTBY,
B LUenomM 3aTparvealroliemy npaea
KpeauTopoB, MMM ecnn TPeTbe Nuuo
nogaeT WUCK O MpU3HaHUKM YyacTHUKa

GaHKpoTOM; Unn

NpaBUTENBCTBO UMW FOCY4aPCTBEHHBIN
HaO30pHbLIM  opraH, obGnagarwmn
NONMHOMOYUSAMM B OTHOLLEHUN
YyacTtHuka (BKkntovas, HO He
OorpaHnymMBascChb, BbaHk Poccum),
HanpaensieT yBeOOMIIEHNE O CBOEM
HamMepeHM MPUOCTAHOBUTL OENCTBUE
WIM 0To3BaTb, UMK NPUOCTaHaBNUBaET
UIn oT3bIiBaeT, GaHKOBCKYHO NMULIEH3MWIO
unu yctae YyacTHWKaA; Unu



(e)

(f)

()

(h)

(i)

A liquidating agent, conservator, or
receiver is appointed for the Participant, or
the Participant is placed in liquidation by
any appropriate governmental, regulatory,
or judicial authority; or

The Participant’'s right to engage in
payment system activity is suspended by
the Payment System Operator due to the
Participant's failure to comply with
applicable law or regulation or for any
other reason set out in Section 4.3 hereof,
and such suspension continues for 26
consecutive weeks or the reason for
suspension is not remedied within the
timeframe set by the Payment System
Operator; or

The Participant’s License is terminated ; or

The Participant is found to have submitted
materially inaccurate financial or other
information when it applied to participate,
or continue to participate, in the payment
system; or

An audit of the Participant pursuant to
Section 2 of these Russia Rules identifies
material noncompliance with the data
security requirements or any other
element of the Russia Rules or such
noncompliance is revealed in other ways.

Unless otherwise provided in the notification,
termination of participation of the Direct
Participant in the payment system takes effect as
of the moment the termination notice being
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(e) Aanga YyacTtHuka HasHa4yeH NukemaaTop,
apOuTpaXKHbIN nnu KOHKYPCHbII

yrnpaBnsoLWnii unu Havarta
nuKkeMaaLums YyacTHuKa
KOMMETEHTHLIMA  FOCYAAPCTBEHHbIMU,
HaO30pPHbIMI nnu cynebHbIMK

opraHamu; nnm

(f) npaBo YyacTHuMKa Ha y4vacTne B
OeATEeNnbHOCTU NIaTeXHOW CUCTEMBI

MPUOCTaHOBIEHO OnepaTopom
nnaTexHom cuCTeMbl BBMAOY
HecobnoaeHus YyacTHVKOM
NMPUMEHUMbIX 3aKOHOB nnm

HOPMAaTMBHbIX akTOB, WAM MO WHON
npu4MHe, ykasaHHoW B pasgene 4.3
HacToswmx Poccuicknx npasun, wu
Takoe  MPUOCTaHOBEHWE  AnuTCS
bonee 26 Hepenb nogpsn nmMbo He
yCTpaHeHa npuyrHa ans
NMPUOCTAHOBKM y4acTusi B TeuveHue
cpoka, onpegeneHHoro OnepaTtopom
nnaTeXHoW CUCTEMBI; UK

(0) pewctBue  JluueHsum  Y4yacTHuUKa
npekpaLiaeTcs; unu

(h) BbIACHMMNOCH, YTO BO Bpems nogayu
3asBMeHNs Ha y4yacTue B MiaTeXHON
C/UCTEeME MUIn BO BPEMS TaKoro y4actums
Y4yacTHUK ykasan oMHaHCOBYHO 1 UHYHO
WHpopMaumlo € CyLEeCTBEHHbIMM
HETOYHOCTAMM; UK

() B xopme ayauta YyacTHuka B
COOTBETCTBMM  C  pasgenom 2
Poccuickmx npasun BbIABMEHbI
cny4vau CYLLLeCTBEHHOIO
HecobntogeHuns TpeboBaHui K 3awmTe
AaHHbIX UK N06Oro MHOro NONOXEHUs
Poccuiickux npaeun, nubo Takoe
HecobniogeHve BbISIBNIEHO B MHOM
nopsake.

Ecnm uvHoe He ykasaHO B YyBeJOMIEHWUU,
npekpaiieHme yqactus MNpsmoro yyacTHuka B
nnaTtexHoW cuctemMe BCTyNnaeT B CuUNy B
MOMEHT [OCTaBKW WM MOMbITKN BPYYEHUS



delivered, or attempted to be delivered, to the
Participant’s premises at its address of which the
Payment System Operator is aware, even
though the factual receipt of the notice failed for
any reason.

Unless otherwise provided in the natification,
termination of participation of the Indirect
Participant in the payment system takes effect as
of the moment the termination notice being
delivered, or attempted to be delivered, to the
Sponsoring Direct Participant (of such Indirect
Participant) premises and name at its address of
which the Payment System Operator is aware,
even though the factual receipt of the notice
failed for any reason.

4.4.3 Rights, Liabilities,
Terminated Participants

Without prejudice to any provisions of the Russia
Rules all of the following apply with respect to a
terminated Participant:

(a) A terminated Participant is not entitled to
any refund of dues, fees, assessments, or
other payments and is obliged to promptly
pay to the Payment System Operator or
relevant Payment Infrastructure Service
Operators (i) any and all dues, fees,
assessments, or other charges as
provided in the Russia Rules, and (ii) all
other charges, debts, liabilities, and other
amounts arising or owed in connection
with the Participant’s activities, whether
arising, due, accrued, or owing before or
after termination of such participation;

and Obligations of
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yBeOOMIIEHUS MO agpecy  Y4YacTHuKa,
N3BECTHOMY Onepatopy nnaTexxHou
CUCTEMB, naxe ecnu dakTnyeckoe

nonyyeHve yBe4OMIIEHUSI HE COCTOSNOChH MO
nobor NprynHe.

Ecnn unHoe He yka3aHO B yBeOOMMEHWM,
npekpatieHue yyacTtumsa KocseHHoro
y4YacCTHMKa B NMaTeXHoW CMcTeMe BCTynaeT B
cuny B MOMEHT [OOCTaBKM WU  NONbITKU
BPYYEHMSA yBEAOMIIEHUS NO agpecy W Ha nms
CroHcupytoLLero NpAMoro yyactHuka (Takoro
KoceeHHoro y4yacTHuKa), N3BECTHOMY
OnepaTopy nnaTexXHOW CUCTEMbI, AaXe eCcnu
dakTuyeckoe nonyyeHwe yBeAOMIIEHUSA He
COCTOSANOCH MO Mo6oN NpUYMHe.

4.4.3 TlpaBa, obs3arenbcTBa "
OTBETCTBEHHOCTb YYaCTHUKOB, 4b€ y4dacTue
npekpaLleHo

bes yuwepba pgns nOObIX  NONOXEHWUN
Poccuiickmx npaswu, B OTHOLLEHMUMU
YyacTHMKa, 4b€ Yy4yacTue npeKpaLleHo,

OENCTBYIOT CriefytoLLme NOSTOXEHUS:
(&) Y4yacTHuK, Yb€ yyacTue npekpaLlleHo,
He nmMeeT npasa TpeboBaTb Bo3BpaTa
Kakmx-nnbo BbIMnaT, HA4YUCNEHNA UMK
Apyrnx nnarexen " 0653aH
cBoeBpemMeHHO ynnaTtute OnepaTopy
nnaTexHon CUCTEMBI nnm
cooTBeTCcTBYOWMM OnepaTopam ycnyr
nnaTtexHon  MHPacCTPYKTypbI (i)
nobble  BbIMAATbl, HaYUCMAEHUA W©
apyrve nnatexu, npeaycMOTPEHHble
Poccuiickumn npasunamu, u (i) Bce
apyrve cbopbl, gonru, obssarenscrea
W Npoyre CyMMbl, BO3HUKLLME B CBA3M
C 0eATeNnbHOCTbIO YYacTHMKa, KOTopble
BO3HUKMM, CPOK BbIMfaThl KOTOPbIX
HacTynun, KoTopble OblNn HauncneHsl
UnM cTanu npuuMTaTbCs K onnarte Ao
UNn nocne mnpekpalweHuss Takoro
yyacTus;



(b)

(©)

(d)

(e)

()

If aterminated Participant does not take an
action that the Russia Rules require, the
Payment System Operator may take that
action without prior notice to the
terminated Participant and on behalf of
and at the expense of the Participant;

A terminated Participant has no right to
submit for authorization or payment
clearing any Transactions effected after
the date of termination to any other
Participant, unless otherwise is provided
by the Payment System Operator;

A terminated Participant stops to have the
rights and obligations set forth in the
Russia Rules as of termination moment,
unless the Payment System Operator
determines otherwise or the Russia Rules
provide otherwise;

A terminated Participant has a continuing
obligation to provide promptly to the
Payment System Operator, on request,
any information about its activities
connected with participation in the
payment system;

A terminated Participant must, at the
option of the Payment System Operator,
immediately either destroy, or take such
steps as the Payment System Operator
may require regarding all confidential and
proprietary information previously
received as a Participant, unless the
Payment System Operator has advised
otherwise in writing.
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(b)

(©)

(d)

(e)

()

Ecnm  YuactHumk, 4b€  yyacTtue
npekpaLleHo, He coBepliaet
aencTeue, kotTopoe TpebyeTca OT Hero
Poccuiickumn npasunamn, Onepatop
nnaTexHoun CcUCTEMBI MOXET
npeanpuHATb Takoe pJdenctBue 6e3
npeaBapuTenbLHOro yBe4OMIEHMUS
Y4yacTHuKa, Yb€ ydyactme npekpalleHo,
OT UMEHU U 3a CHET YUacTHUKa;

YyacTHuK, Yb€ yyacTme npekpalleHo,
He umeeT npaBa nNpeacTaBnATb Ha
aBTOpM3aLmio nnu nnaTeXHbln
knupuHr  Onepauun, COBEpPLUEHHbIE
nocre pAaTbl MNpeKpalleHus yyactus,
Kakomy-nnbo  apyromy  YYacTHWKY,
ecnu OnepaTtopom nnaTexxHoun
CUCTEMbI HE NPEAYCMOTPEHO VHOE;

MpaBa n obsA3aTenbcTBa,
YCTaHOBJIEHHbIE Poccuiickumm
npaBunnamu, Y4yacTHuka
npekpaLjarTcs c MOMeEHTa
npekpalleHnMss ero y4yactus, €ecnu
TOSbKO Onepatop nnaTexHom
CUCTEMbl HE YCTaHOBUT MWHOMO WK

MHOe He onpegeneHo Poccuickumu
npasunamu,;

YYyacTHUK, Yb€ y4dacTMe npekpalleHo,
coxpaHsieT 3a coboil 0653aHHOCTb
HesamennuTesnbHO npegocTaBnsaTb
Onepatopy nnaTexHon CUCTEMbI MO
ero TpeboBaHuio Nby MHOPMaLNIO
O €ero [eATEenbHOCTU, CBSI3aHHOW C
yyacTueM B NraTexHon cucteme;

YyacTHUK, Yb€ y4acTue npekpalleHo,
0bs3aH no ycmoTtpeHuto OnepaTopa
nnaTexHoM CUCTEMBI
He3ameanUTENbHO YHUMTOXWUTL UMK
NpeanpuHATbL Takue OEWCTBUS, Kakue
OnepaTtop NnaTexHom CUCTEMbI MOXET
noTpeboBatb B OTHOLIEHWM BceW
KOHMAEHUMANbHON ©  CcriyxeOHomn
MHGOpMaLMK, paHee Nony4YeHHON UM B
KayecTBe Y4yacTHUKa, KpOME CIy4aes,
korga Onepartop NnaTeXxHon cUcTeMbI
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yBegomMun o6 MHOM B MUCbMEHHOM
BUae.



5.
Infrastructure

for
Service

Procedure Engaging

Operators

Maintenance of the List Thereof

5.

1 Payment Infrastructure Service Operators

Payment
and

The requirements of this Section are publicly
accessible as part of these Russia Rules, which are

published on the Internet on the following website:
http://www.mastercard.com/ru/company/ru/rules-

5.

5.

fees.html.

1.1 The Operations Center

The Payment System Operator engages a legal
entity as the Operations Center in accordance
with an agreement for rendering operational
services concluded between the Payment
System Operator and such entity. The
Operations Center renders operational services
in accordance with the Russia Rules and
respective agreement. The Operations Center is
liable towards the Payment System Operator,
Participants and other Payment Infrastructure
Service Operators for failure to render or
improper rendering of the operational services.

1.2 Payment Clearing Center

The Payment System Operator engages a legal
entity as the Payment Clearing Center in
accordance with an agreement for rendering
payment clearing services concluded between
the Payment System Operator and such entity.
The Payment Clearing Center renders payment
clearing services in accordance with the Russia
Rules and respective agreement. The Payment
Clearing Center is liable towards the Payment
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5. Mopsipok npuBnevyeHna OnepaTopoB
ycnyr nnaTtéXHou UHGPaCTPYKTypbl U
BeAEHUS MNepeyvyHA  onepaTtopoB  ycnyr
NNaTéXHOW NH(PACTPYKTYpPbI

51 Onepatopbl nnaTéxHom

NHpPaACTPYKTYpSI

ycnyr

TpeboBaHus
cocTaBHast

HacToslero  pasgena Kak
yacTb Hactodawmx Poccumnckmx
npaBumn SBAAKTCA MyONUYHO AOOCTYMHBIMU U
onybnukoBaHbl B ceTu WHTepHeT Ha cawrte:
http://www.mastercard.com/ru/company/ru/rules-
fees.html.

5.1.1 OnepaumoHHbIN LEHTP

Onepatop nnaTtéxHoW cucTtembl NpuBMekaeT
ropuguyeckoe nmuo B KayecTBe
OnepaunoHHOro UeHTpa B COOTBETCTBUM C
OOroBOPOM, MpedycMaTpuBaloLWMM OKa3aHue
onepaumoHHbIX YCIyr, 3akfio4aeMbiM Mexay
OnepaTopoM NNaTtexHoOMW CUCTEMbI U Takum
topugndeckum nuuom. OnepaumoHHbIA LIEHTP
OoKasblBaeT onepaumnoHHbIe ycnyrm B
cooTBeTCTBMM C Poccuickummn npaBunamm u
COOTBETCTBYIOLLNM [OroBOPOM.
OnepaunoHHbIn LEeHTp HeceTt
OTBETCTBEHHOCTb nepeg OnepaTopom
nnaTeXHom cucTembl, Y4YacTHUKaMU U UHBIMK
OnepaTtopamu yenyr nnaTexHoun
WHPACTPYKTYpbl 32  HeokasaHue  unwu
HeHagnexaulee okasaHuMe OnepaLUOHHbIX

ycnyr.

5.1.2 TnaTéXHblA KNMPUHTOBbLIA LIEHTP

OnepaTop NnaTexHon CUCTEMbI NpUBIEKaeT
lopyamyeckoe nNuUo B kadecTBe [naTexHoro
KMMPUHIOBOrO LIEHTPA B COOTBETCTBUM C
AOroBOpoM, NpegycMaTpuBaloLLMM OKasaHune
YCNyr NnaTeXHOro KIUpWHra, 3aknoyaeMbim
mMexagy OnepaTopom NfaTexHOW CUCTEMBI U
TakMM  Lpuanyeckum nuuom. [lnaTexHbin
KNMUPUHIOBBIA  LIEHTP  OKasblBaeT  yCnyru
NNaTeXHoro KrnMpuHra B COOTBETCTBUM C


http://www.mastercard.com/ru/company/ru/rules-fees.html
http://www.mastercard.com/ru/company/ru/rules-fees.html
http://www.mastercard.com/ru/company/ru/rules-fees.html
http://www.mastercard.com/ru/company/ru/rules-fees.html

System Operator, Participants and Settlement
Center for failure to render or improper rendering
of the payment clearing services.

5.1.3 Settlement Center

The Settlement Center performs its activities based
on the Russia Rules and agreements with the
Participants and an agreement (if any) with the
Payment Clearing Center.

The Settlement Center may also perform functions
of a central payment clearing counterparty in the
payment system. In such case, settlement in the
payment system shall be carried out by the
Settlement Center by means of debiting and
crediting of funds on the account of the Settlement
Center on the basis of the payment instructions
prepared by the Settlement Center based on the
information on Clearing Payment Positions provided
by the Payment Clearing Center.

The Settlement Center, which performs functions of
a central payment clearing counterparty, must:

(a) have resources sufficient for fulfilling its
obligations as a central payment clearing
counterparty in the payment system;

(b) monitor on a day-to-day basis risks of non-

performance (undue performance) by the
Participants of their obligations to ensure
that sufficient cash funds are available on
the Settlement Accounts of Participants for
performing the Settlement; and
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Poccuiickumu npasunamm "
COOTBETCTBYIOLLUMM O0roBOpOM. [MnaTtexHbin
KNUPWHIOBbLIN LEHTP HECET OTBETCTBEHHOCTb
nepeg OnepaTtopoM MNIATEXHON CUCTEMBI,
YyacTHMkamn M PacyeTHbIM LEHTPOM 3a
HeokasaHue WM HeHaanexaliee okasaHue
NNaTeXHbIX KMUPUHIOBBIX YCIYT.

5.1.3 Pac4éTHbIN LUeHTp

PacuéTHbll  LEeHTp OcCyLlecTBnseT CBOK
neaTenbHOCTb B COOTBETCTBUM c
Poccwuiickumn npaBunamu, cornallieHusiMm ¢
Y4yacTHUKaMmM 1 cornalleHnem (Npy Hanu4um)
¢ MNnaTexHbIM KNMPUHIOBLIM LLIEHTPOM.

PacyeTHbI LEHTP Takke MOXET BbINOMHATb
DYyHKLMN LeHTpanbHoro nnaTexHoro
KNMMPUHIOBOrO  KOHTpareHTa B  NnaTexHou
cucteme. B Takom cnydae pacyeTbl B NniaTexXHON
cucTeme ocyLlecTBNATCA PacyeTHbIM LLeHTpoM
nocpeacTsoM  CnucaHus M 3a4ucneHus
OEHeXHbIX cpeactB no 6GaHKOBCKOMY cyeTy
PacueTHOro ueHTpa Ha OCHOBaHUW MNNaTeXHbIX
pacnopsbkeHun, MoAroToBneHHbIX PacyeTHbIM
LLeHTPOM Ha ocHOBe MHopMaumm o MNnaTexHbIx
KNUPUHIOBBIX  MO3UUUAX, NpedocTaBnsieMon
MnaTtexHbIM KIMMPUHIOBbLIM LLEHTPOM.

PacyeTHbIn UEHTp, BbIMNOMHAKWNA  YHKLUK

LEHTpanbHOroO  MNaTeXHOro  KMMPWHIOBOrO
KOHTpareHTa, 006s3aH:
(a) obnagaTb [AEHEeXHbIMW  CpeacTBamu,

OOCTaTOYHBbIMU ONs1 UCMOMHEHMST CBOUX
00513aTeNbCTB B KA4YeCTBE LieHTpanbHoro
NnaTeXHoro KNMPUHIoBOro KOHTpareHTa
B MNaTeXHoOW cucteme;

(b) €Xe[JHEeBHO OCYLLEeCTBNATb KOHTPOMb 3a

puckamm HEeUCnosTHeHNUs

(HeHagnexalero UCNONHEHNS)

YyacTHMKaMmn cBoux o6s3aTenbCcTB Mo

obecneyeHno Hannums Ha PacyeTHbIX

cyeTax Y4yacTHUKOB AOCTaTOYHbIX

CpencTB Ansi ocyLlecTBreHnst Pac4eTos;



(©)

with respect to the Participants, the financial

condition of which indicates an elevated

risk,

recommend the Payment System

Operator to require such Participant to

provide additional security.

5.1.4 Requirements applicable to

Infrastructure Service Operators

Payment Infrastructure Service Operators must
be able to provide for uninterrupted functioning of
the payment system. For this purpose, the
Operations Center and the Payment Clearing
Center must have back-up facilities from which
all services may be provided if primary facilities
go down. Payment Infrastructure Service
Operators must be able to ensure the restoring
the proper functioning of the payment system
within the period not later than 72 hours from the
moment of suspension (termination) of services;
at the same time in case of suspension
(termination) of money transfers the proper
functioning of the payment system shall be
restored not later than 24 hours from the moment
of such suspension (termination).

Payment Infrastructure Service Operators must
have sufficient financial liquidity to carry out their
functions. They must each have minimum net
assets amount of RUB 10 million, with the
exception of the Settlement Center.

Payment

5.2

Maintenance of the List of Payment

Infrastructure Service Operators
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(c) B OTHOWEHMW  YYaCTHUKOB,  Ybe
hrHaHcoBOE COCTOsiHME
CBMAETEeNbCTBYET O MOBbILLUEHHOM PUCKe,
pekomeHaoBaTb OnepaTtopy nnaTexHown
cuctembl  notpeboBaTb  OT  Takoro
YyacTHuka npegocTaBneHns
OOMNONHUTENBHOro obecneyveHuns.

5.1.4 TpeboBaHns k OnepaTopam ycnyr
NNaTéxHon MHAPACTPYKTYpbl

OnepaTtopsl ycnyr nnaTéxHomn
MHPPaACTPYKTYpbl AOMKHBI ObITb CNOCOGHBI
obecneuntb B6ecnepeboinHoe

dYHKUMOHNPOBAHNE NNATEXHOW CUCTEMBI.
Ona aton uenn OnNepauMoOHHBIA LEHTP WU
[MnaTexHbld KNUPUHIOBLIA LEHTP OOJTKHbI
UMETb PE3EPBHYID CMCTEMY, KOTOpasi MOXET

ucnonb3oBatbCs  ANs  NpefocTaBfeHns
nonHoro obbema ycnyr B cryyae, €cnu
OCHOBHblE CUCTEMBI HeaOoCTYMHbI.
OnepaTtopbl ycnyr nnaTéxHom

NHAPACTPYKTYPbI AOMMKHbI ObITb B COCTOSIHUM
obecneuntb BOCCTAHOBMNEHME HaAnexallero
PYHKUMOHMPOBAHNSA NNaTeXHOW CUCTEMbl B
CPOK He no3gHee 72 4acoB C MOMEHTa
NPUOCTaHOBMEHNs (NMpeKpaLleHns) okasaHus
yCcnyr, Npy 3TOM B Cry4yae npuvocTaHOBMEHNS
(npekpalleHns) ocyLlecTBeHUss NepeBoaoB
OEHEeXHbIX CPeACcTB  OHO  OOMKHO  ObiThb
BO306HOBNEHO He no3gHee 24 vacoB C
MOMEHTa NPUOCTaHOBIEHNS (MPEeKpaLLEeHNs).

OnepaTopbl yenyr nnaTexHom
WH(PPaCTPYKTYpbI OOIXKHbI UMeTb
OOCTaTOYHY OEHEXHY NUKBMAOHOCTb NS
OCYLLIEeCTBIIEHUS CBOUX PYHKUMA. Kaxabi ns
HUX (kpome PacyeTHoro LueHTpa) OOMmKeH
UMETb YUCTbIE aKTUBbI B CymMe He meHee 10
MITH. pybnen.

5.2 BeneHve nepeyHs OnepatopoB ycnyr
NNaTéxHon MHPaCTPYKTypbI



The Payment System Operator shall maintain
the list of Payment Infrastructure Service
Operators according to requirements stated
below and in the form provided for by the Bank of
Russia. The list is maintained in writing and held
on the premises of the Payment System
Operator. The General Director of the Payment

System Operator is responsible for its
maintenance.

Any addition or deletion of a Payment
Infrastructure Service Operator should be

reflected in the list within ten business days of
taking effect.

5.3 Banking Secrecy Provision

The Operations Center and the Payment
Clearing Center may not disclose data on
transactions and accounts of the Participants and
their clients, obtained through rendering
operational and payment clearing services,
except for data transfer to the Payment System
Operator and Settlement Center and instances
provided for by the federal laws.
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OnepaTop nnaTeXHOW CUCTEMbl [OOIDKEH
BecTM nepeyeHo  OnepatopoB  ycnyr
nnaTéxHomn WH(PPaCTPyKTyphI B
COOTBETCTBUM C  yKasaHHbIMU HUXe

TpeboBaHusiMn, no ¢opme, YCTaHOBIEHHOW
BbaHkom Poccun. T[lepeyeHb Bepetca B
NMCbMEHHOM Buae n xpaHutca y OnepaTopa
nnaTexHom CUCTEMbI. "eHepanbHbIn
oupektop Onepatopa nnaTeXxHoW CUCTEMbI
OTBeYaeT 3a BefleHNe NnepeyHs.

Jlloboe BHeceHMe B CNUCOK HOBOMO WU
ucknioueHme n3 cnucka OnepaTopa ycnyr
NNaTéxHomn NHMPACTPYKTYPbI OOJIKHO
NPOM3BOAUTLCHA B TeYeHune JecAatu paboumx
OHen nocne BCTYNNeHWs B Cuiy Takoro
Ha3Ha4YeHNs UM UCKMIYeHNs.

5.3 ObecneyeHne 6aHKOBCKOM TalHbl

OnepauunoHHbin  ueHTp U1 [natexHbin
KNUPUHIOBBIA LEHTP HEe BMNpaBe pacKpblBaTb
TpeTbMM Nn1LaM cBeaeHust 06 onepauusix 1 o
cyeTax YYaCTHMKOB WU WX  KIWEHTOB,
nony4eHHble NPU okazaHWM OnepaLnoHHbLIX U

naTeXHblX KIMMPUHIoBbIX ycnyr, 3a
UCKMIOYEHMEM  nepefayv  MHGOpMaLmm
OnepaTopy  nnaTexHon cUCTEMbI n
PacyeTHOMy LEHTPY, a Takke Crny4aes,
npeaycMOTPEHHbIX deanepansbHbIMU
3aKOHaMM.



6.

Types of Cashless Settlement

In the payment system the following forms of
cashless settlement may apply:

a)

b)
<)

d)

Money transfer as requested by the
payee (direct debit);

Credit transfer;
Electronic funds transfer;

Cash letter transfers.

6.
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MpumeHsemble dopMbl O6e3HaNUYHbIX
pacuyéTtoB

B nnatéxHom cucteme MOryT MNpPUMEHSITLCH
cnegyowmne dhopmbl 6e3HaNMYHbIX PacYETOB:

a) nepeBOA  AEHEXHbIX CPeACTB MO
TpeboBaHWO  nonyyatens  cpeacTB
(npsimoe pebeTtoBaHue);

b) pacuyeTbl NNaTEXHLIMK NOPYYEHUAMMY;

C) NepeBOA  SMEKTPOHHbLIX  AEHEXHbIX
CpeacTs;

d) pacyeTbl MHKACCOBbLIMM NOPYYEHUSAMM.



7. Procedure for Funds Transfers within
the Payment System, including Moments of

Irrevocability, Unconditionality and Finality

7.1 Overview

MasterCard, MasterCard Electronic and Maestro
Cards allow Cardholders to make payments or
purchases without using cash, to withdraw cash
at Automated Teller Machines (ATMs) and in
bank branches, to make payments at ATMs and
to send funds to the Card or account of another
person, perform other payment operations.
Cirrus Cards allow Cardholders to withdraw cash
at ATMs, make payments at ATMs and perform
MoneySend® Transactions.

A typical purchase Transaction involves four
parties: Cardholder, Merchant, Issuer and
Acquirer.

In a typical purchase Transaction, a Cardholder
(Payer) purchases goods or services from a
Merchant (Recipient) using a Card or other
payment device. After the Transaction is
authorized by the lIssuer, the Issuer pays the
Acquirer via the settlement process an amount
equal to the value of the Transaction, minus the
interchange fee, and posts the Transaction to the
Card or otherwise deducts the amount of the
Transaction from funds provided by the
Cardholder in a way it determines by itself. The
Acquirer pays the amount of the purchase to the
Merchant, minus the merchant service charge.
Acquirers must supply Merchants (or ensure
Merchants are supplied by third parties) with
materials (such as POS terminals) required for
Transaction processing.
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7. Mopsigok  ocylwlecTBeHUsA nepeBoaa
OEHeXHbIX cpeacTB B paMKax MiaTéxHoM
CUCTEMbI, BKIKOYasA MOMEHTbl HacTynJyieHMA ero
0e30T3bIBHOCTH, 6e3ycnoBHOCTU 7]
OKOH4YaTeNnbHOCTU

O6Lwme nonoxeHus

Kaptel MasterCard, MasterCard Electronic n
Maestro No3BONAOT Hepxatensam Kapt
nNpou3BOAMTL  MNNaTtexu unu  nokynkm  6es
MCMNOMb30BaHNA HamnW4YHbIX [OEHEXHbIX CpeacTs,
CHMMaTb HamnuyHble [eHexXHble cpeacTtea B
GaHkomaTtax 1 B oTaeneHusix 6aHka, NpoM3BoauTb
nnatexu Yepesz 6GaHkomaTel W OTNPaBNsSATb
cpeactea Ha Kapty mnm Ha cyéTt gpyroro nuua,
coBeplaTtb MHble MNnaTtexHble onepaumn. Kaptbl
Cirrus nossonsawT [epxaTensm kapT nonyyatb
HannyHble B BaHKoMaTtax, NPou3BOAUTL MraTexwu
yepes OaHkoMaTbl W ocywecTensaTe Onepauun
MoneySend®.

B TunnyHon Onepauun Kynnu-npoaaxu y4acTByoT
yeTblpe cTopoHbl: [epxatenb KapTbl, Toprosas
TOYKa, IMUTEHT U JKBaMpep.

B TUMNYHON Onepauuu Kynnu-npogaxu
Oepxatens Kaptbl ([Mnatenbwimk) npuobpetaet
ToBapbl MM ycnyru y  TOpProBomM  TOYKM
(MonyyaTtensb) ¢ wucnonb3oBaHnem KapTbl unu
WMHOro nnaTtéxHoro cpegcTtea. [locne Toro, kak
Onepauus aBTopu3oBaHa IMUTEHTOM, OMUTEHT
nnaTutT JkeBampepy B COOTBETCTBUU C NpoLeaypom
pacyéTta cymmy, paBHyto ctoumocty Onepauum, 3a
BblYETOM MeXOaHKOBCKOM KoMuccum n
ocyuwlectensiet Onepauuio no Kapte vnv uHbIM
obpaszoMm cnucbiBaetr cymmy Onepaumm u3
cpencTtB, npepocTasBrieHHbIx Oepxatenem KapTobl
onpegensiembiM UM cnocobom. JkBarpep nnaTut
CyMMY MOKyMku TOproBon To4Ke 3a BblYeToM cbopa
3a obcnyxvBaHMe TOProBbIX TOYEK. OKBaMpepbl
00s13aHbl NPeaoCcTaBnsATb TOProBbIM ToYkaM (Mnm
obecneyntb, 4YTOObI TOpProBbIM TO4YKaM Obinn
TPETBUMU NMLAMK MPELOCTaBIEHbl) MaTepuanbl
(Takne kak TepMUHanbl B TOProBbIX TO4Kax),
Tpebyemble anga obpaboTtku Onepauumi.



A Transaction generally begins with an
authorization request sent by the Card Acceptor
to the Issuer via the Operations Center. The
authorization request contains information that
enables the Issuer to either approve or decline
the Transaction. For example, it may contain PIN
data that the lIssuer is able to verify and so
conclude that the person carrying out the
Transaction is the true Cardholder. Codes in the
authorization request will indicate whether the
Card data has been read from the magnetic
stripe or chip, keyed into the terminal manually,
transmitted by mobile phone, or entered by a
cardholder shopping on the Internet. The Issuer
is also able to compare the authorization request
with other authorization requests on the same
Card and so determine the likelihood that the
Transaction is fraudulent.

The Issuer is also able to check that the
Cardholder has sufficient funds to undertake the
Transaction. Based on its evaluation of the
Cardholder’s ability to pay for the Transaction, the
Issuer will either authorize, in full or in part, or
decline the authorization request. If the Issuer
responds to the authorization request with an
approval, the Card can be used to complete the
Transaction for the approved amount.
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Kak npaBuno, Onepauusa HayuMHaeTcHa C 3anpoca
aBToOpu3auMu, Hanpaengemoro  AKUenTaHTOM
KapTbl IMUTEHTY 4Yepe3 OnepaumoHHbIN LIEHTP.
3anpoc aBTOpuM3auMM COAEPXUT MHopMauuio,
KoTOpasi No3BonseT OMUTEHTY NN ogodpuUTb Unu
OTKNOHUTE Onepauunio. Hanpumep, OH MOXeT
cogepxatb pAaHHble [MAH, koTopble JOMUTEHT
MOXeT  npoBepuTb W, TakuM  obGpasom,
YAOCTOBEPUTBLCH, YTO MMLO, OCYLLECTBrsoLEee
Onepauuio, ABnsieTCcs NpaBOMOYHbIM [lepxatenem
Kaptel. Kogbl B 3anpoce aBTopusauum ©OyayT
CBUOETENLCTBOBATbL O TOM, ObiMM NM  OaHHble
KapTbl cuMTaHbl C MOMOLLbIO MarHUTHOW NEHTbI UNn
yuMna, BBEAEHblI B TEPMUHAN BPYYHYLO, NepeaaHsbl

no mobunoHomy TenedoHy wnNn  BBEAEHbI
Hepxatenem KapTbl, coOBepLUalOWMM MOKYMKM
yepe3d WHTepHeT. OJMUTEHT Takke uUMeeT

BO3MOXHOCTb CpaBHWTb 3anpoc aBTopu3auuu C
ApyruMy  3anpocamu aBTopu3auMu No TOW ke

Kapte w©n, Takmm obpasomMm, onpeaenntb
BEPOATHOCTb TOoro, 4to Onepauust dBnsieTcs
MOLLEHHNYECKON.

OMUTEHT Takke MMeeT BO3MOXHOCTb NPOBEpPUTb
AocTaTtovHocTb cpeacTts y [epxartens KapTel ans
ocywecTteneHns Onepaumm. Ha  ocHoBaHuu
npoBegeHHon nm OLEHKM BO3MOXXHOCTM
Oepxatens Kaptel onnatute Onepauunio, OMUTEHT
nMBo MOMHOCTBID MMM YacTUYHO aBTopu3yeT
3anpoc, nMbo OTKMOHWUT 3anpoc asTopu3aLuK.
Ecnn OmuteHT opobpseT 3anpoc asTopusauuu,
Kapta MoxeT ucnonb3oBaTbCa AN 3aBepLUeHns
Onepaumnun Ha 0J0BPEHHYI0 CYMMY.



Requirements for payment clearing and
settlement of Domestic Transactions are
addressed under Section 10 of these Russia
Rules.

Participants may engage banking payment
agents and banking payment agents may
engage banking payment subagents pursuant to
provisions of the NPS Law and for the purposes
stated in the NPS Law. Participants must notify
the Payment System Operator in writing of the
engaged banking payment agents and banking
payment subagents 10 calendar days after such
engaging.

7.2 Irrevocability, unconditionality and finality

Irrevocability of funds transfer,
electronic money transfer, starts from
moment a Transaction is undertaken.

excluding
the

Electronic money transfer becomes irrevocable
after acceptance by the Participant of the payer’s
instructions and after payer’s electronic money
balance is decreased in the amount of electronic
funds transfer.

Finality of funds transfer starts:

€) in case Acquirer and Issuer are the
same, excluding electronic money
transfers, at the moment of funds
transfer on recipient’s bank account or at
the moment of ensuring cash receipt; or
(b) in case Acquirer and Issuer are
different, excluding electronic money
transfers, at the moment of funds
transfer on Participant’s/Settlement

Center’s account.
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TpeboBaHusA K NNATEXHOMY KNUPUHTY 1 pacdéTam

no BHyTprHaumnoHanbHbIM onepauusam
onucbiBalotca B pasgene 10  HacTosiwmx
Poccuinckmx npaswn.

YyacTHMKM  MOryT  npuBrnekatb  6aHKOBCKUX

nnaTeXHblX areHToB, a OaHKOBCKME nnaTeXHble
areHTbl - BaHKOBCKMX MNMaTeXHbIX cybareHToB B
cooTtBeTcTBMM ¢ 3akoHom o HINC wn ana uenen,
ykasaHHbIx B 3akoHe 0 HIC. YyacTHMKU OOMKHbI
nNUCbMEHHO YyBegoMuTb Onepatopa nnaTtexHomn
cuUcTeMbl o npueBneKaemMbix ©aHKOBCKNX
nnaTexHblX areHTax K cybareHTax OGaHKOBCKMX
nnaTexHblx areHToB B TeyeHne 10 KaneHaapHbIX
OHEN C MOMEHTa TaKoro NpuBIeYeHNs.

7.2 Be30T3bIBHOCTD,
OKOHYaTesIbHOCTb

6e3y0ﬂOBHOCTb n

Be30T3bIBHOCTL NepeBoa AeHEXHbIX CPEACTB, 3a
WCKIMOYEeHEeM NepeBoda 3NMEKTPOHHbIX JEHEXHbIX
cpeacTtB, HacTynaeT C MOMEHTa COBepLUeHMs
Onepauun.

I'IepeBo,u, QNEKTPOHHbIX  OEHEXHbIX
cTaHoBUTCA  0©e30T3bIBHBIM  MOCHe NPUHATUA
pacnopsaxeHua nnartenbLinKa YyacTHMKOM,
06CJ'Iy)KI/IBaI'OLLI,VIM nnartenblmnka, N yMmeHbLUeHUA
OCTaTKa ONEeKTPOHHbIX OEHEeXHbIX cpencTe
nnarenblnka Ha CymMMy nepeBoda 3J1€KTPOHHbIX
OEHeXHbIX cpeacTB.

cpeacTs

OkoH4aTenbHOCTb NepeBoda OEHEXHbIX CPeacTB
HacTynaert:

(a) ecnu OkBanpep 1 OMUTEHT ABNAOTCA OAHUM U
TEeM e YYacTHWKOM, 3a UCKIOYEHNEM nepeBoda
SMNEKTPOHHbIX [OEHEXHbIX CpeacTB, B MOMEHT
3a4YMCIEHUNS] OEHEXHbIX CPEeACTB Ha GaHKOBCKUM
cyeT nony4vaTens unu obecrnedeHns nonyvyaTernto
BO3MOXXHOCTM MONYyYEHUS1 HamNUYHbIX OEHEXHbIX
CpeacTs; unu

(b) ecnn 3kBanpep 1 AMUTEHT ABNAOTCHA pa3HbIMU
Y4yacTHuKamu, 3a UCKMYEeHMeM  MepeBofa
SMNEKTPOHHBIX [JEHEXHbIX CpeacTB, B MOMEHT



Electronic money transfers are final when the
recipient’'s balance of electronic money is
increased by the Participant that provides
services to recipient.

A funds transfer, including an electronic money
transfer, becomes unconditional when all
conditions for the authorization and verification of
the Transaction, and for identification and/or
authentication required by Russian law and
these Russia Rules, are met.

7.3 Maximum and minimum amounts

The maximum amount of a Transaction may not
equal or exceed RUB 100 million or its equivalent
in a foreign currency calculated as per the
exchange rate of the Bank of Russia as of the
moment the Transaction takes place.
Participants may not set a minimum amount of a
Transaction.

7.4 Electronic funds transfer

The procedure for the electronic funds transfer
and the applicable limits of the electronic funds
transfer must comply with the NPS Law.

Procedure for electronic funds transfer is the
following:

Electronic funds transfers are initiated on
instruction of the Cardholder captured with the
use of electronic means of payment (or its data
fields), including Cards.

Electronic money funds transfers performed by
Cardholders within the payment system are
executed by simultaneously decreasing the
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3avncneHna pOeHeXxHbIX CcpeactB Ha cyer

YyacTHuka/Pac4yeTHOro LeHTpa.

OkoHYaTeNbHOCTb nepeeoaa 3NEKTPOHHbIX
OEHEeXHbIX CpeAcTB  HacTynaet B MOMEHT
yBenuyeHuns Y4yacTHUKOM, obcnyxumsaoLwmm
nonyyartensi, OcCTaTka 3JIEeKTPOHHbIX [OEHEXHbIX
CpeAcTB nonyyaTens Ha CyMMy nepeBoja.

Be3ycnoBHOCTb nepeBoda AEHEXHbIX CPEACTB,
BKIIOYas MepeBOA  ANEKTPOHHbIX  OEHEXHbIX
CpeAcTB, HAacTynaeT B MOMEHT BbIMOMTHEHUSA BCEX
yCNoBUA  aBTopM3auum U YOOCTOBEPEHMS
Onepauun, a Tawkke wgeHTUukaumm wu/vnu
ayTeHTMduKauum B COOTBETCTBUM c
TpeboBaHusIMN 3akoHogaTenbcTBa Poccuickon
denepaumm n HacTosAwmMx Poccninckuin npasus.

7.3 MakcumanbHble U MUHUMarbHbIE CYMMbI

Cymma Onepauun gomkHa 6biTb meHee 100 mMnH.
pybner wnm wux SKBMBaANeHTa B WHOCTPAHHOM
BanTe no Kypcy baHka Poccun Ha MOMEHT
ocywecTsneHns Onepauun. Y4acTHUKN He BNpase
yCTaHaBnMBaTb MUHMMAarnbHY cymmy Onepauun.

7.4 TepeBopg 3NEKTPOHHbIX AEHEXHbIX CPEACTB

Mopsaok ocyLleCcTBNEHNsI NepeBoaa INEKTPOHHBIX
OEHEXHbIX CpPeAcTB U MPUMEHUMbIE  JIUMUTbI
nepeBofa SrEKTPOHHbIX [AEHEXHbIX [AODKHbI
cooTBeTcTBOBaTh TpeboBaHusim 3akoHa o HIC.

nOpﬂﬂ,OK ocyLlecCTBieHud nepesoa 3J1EKTPOHHbIX
OEeHEeXHbIX CpeaCTB:

Onepaumnu No nepeBoay 3MEeKTPOHHbIX OEHEXHbIX
CpeacTB OCYLLECTBMSTCA MO PacnopsKeHUsM
Hepxatenen Kapr, 0POpPMIIEHHBLIM c
MCMNOMb30BaHNEM 3ANEKTPOHHBIX CPEeACTB nnaTexa
(nnn nx peksusnToB), B ToM uncre Kaprt.

lMepeBog  3NEKTPOHHbIX  OEHEXHbIX CpPencTB
Hepxatenen KapT B pamkax nnaTeXxHonW CUCTEMBbI
npon3BoaMTCS nytem OAHOBPEMEHHOIO



payer’s electronic money balance with its
Participant and increasing the receivers
electronic money balance at their Participant.
However, an electronic money funds transfer
with use of a prepaid Card may take up to 3
Banking Days as from the moment of receipt by
the Participant of the payers instruction.
Determining the Participant’'s Payment Clearing
Position is performed by adding the equivalent of
the funds transfer amount to the net Payment
Clearing Positions of the Participants. The
settlement for funds transfers with the use of
electronic money follows the standard procedure
as defined by the Russia Rules.

Upon completion of the payment operation,
including with a Card, and following the
exchange of electronic messages, primary
accounting documents (receipts, slips) are
created electronically and/or in hard copy. These
documents serve as the basis for the preparation
and transmission of payment instructions of the
holder of the electronic means of payment
(including Cards) sent to the Participants.
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YMEHbLUEHNS1 OCTaTKa 3MEKTPOHHBLIX [OEHEXHbIX
cpencTtB nnartenblivMka B OOCHyXMBalOLWEM €ro
Y4YacTHUKE M YBENUYEHUSI OoCcTaTka 3NEKTPOHHbIX
OEHEXHbIX CcpencTs nonyyartens B
obcnyxuBatowiem ero YyactHuke. OpgHako Ha
ocyLlecTBneHne nepesoga AMNEKTPOHHBIX
OEHEXHbIX CpencTs c MCMNONb30BaHUEM
npegonnadvyeHHon Kaptel MoxeT noTpeboBaTtbcs
Ao 3 BbaHkoBCKMX OHEN C MOMeHTa Mony4YeHus
Y4acTHUKOM pacnopsikeHust nnarenbLuka.
OnpepaeneHune MNnaTtexxHon KNMPUHIOBOM NO3UL MK
Y4yacTHUKa Mpou3BOAUTCS MyTEM  BKIOYEHMWSA
SKBMBaNeHTa CyMMbl NepeBoda 3NEKTPOHHbIX
OEHEeXHbIX cpefcTB B [naTexHble KMMPUHIOBbIE
no3muum Y4acTHUKOB, OMNpedensiemMble Ha HeTTo-
ocHoBe. PacyeTbl Mo onepauusm nepesoga
SMNEKTPOHHbIX AEHEXHbIX CPeaCcTB NPOM3BOAATCS B
obLiem nopsigke B COOTBETCTBUM C Poccumncknumm
npaBunamMu.

[Mocne coseplueHns nnaTexHon onepauun, B TOM
yncrie ¢ nomowpbto  Kapt, npm obmeHe
coobLeHnsAMH B 3NEeKTPOHHOM Buae,
COCTaBMSTCSA NEPBUYHbIE pACHETHbIE JOKYMEHTbI
(4ekn, cnunbl), odopMnsieMble B 3NEKTPOHHOM
Buage wu/mnu Ha OGymaxHom HocuTene. [aHHble
OOKYMEHTbI cnyxaTt OCHOBaHUeEM ans
COCTaBMEHMS N Nepedaym NNaTexXHbIX NHCTPYKLUIA
JepxxaTtens anekTPoHHOro cpeacTsa nnaTexa (B T.
4. KapTbl), HanpaensembiX Y4acTHUKaM.



8.

Procedure under which a Funds Transfer

is to be Accompanied by Information about the
Payer as Required by Russian Anti-money
Laundering Legislation, if Such Information is
not Included in the Instruction of a Payment

System Participant

This requirement does not apply to the payment
system as all money transfers in this system are
payment card transfers (cl. 7.2. of Federal Law
as of 07.08.2001 N 115-FZ "On counteraction to
legalization (laundering) of proceeds from crime
and terrorist financing™).
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8.
OEeHEeXHbIX
nnartesnbLyuKe
TpeboBaHUAMU
3aKkoHogaTtenbCTBa O MNpPOTUBOAENCTBUMU
OTMbIBaHUIO [AoxoaoB., nony4eHHbIX
npecTynHbIM NyTeMm, B Cllyyae, ecfiui OHU He
cogepxaTcsi B pacrnopsikeHunM Y4yacTHMKa
nnaTexxHou CUCTEMbI

Mopsgok conpoBoXAeHMUA nepeBoaa
cpeacTB cBeAeHUsAMU o
B COOTBETCTBUMN c

pPOCCUINCKOro

K nnaTtéxHoln cucteme gaHHoe TpeboBaHue
He NpMMEeHsieTCs, NMOCKOMbKY BCe MepeBOAbl
OEHEeXHbIX CpeAacTB B JaHHOM cucTeme
OCYLLIeCTBISAOTCA c ncrnonb3oBaHMeM
nnaTexHblX KapT (ctatbd 7.2. PegepanbHOro

3akoHa ot 07.08.2001 N 115-#3 "O
NpoTUBOAENCTBMM neranusauuu
(oTMbIBaHMIO) J0OX0[0B, Nony4YeHHbIX

NPecTynHbIM MNyTeM,
Teppopuama").

N (PUHAHCMPOBaHWUIO



9. Procedure for Payment for
Transfer Services
Funds transfer services are paid by

Cardholders to Participants in cash or cashless
form pursuant to agreements entered into
between them, which must provide for a uniform
procedure for paying for the money transfer
services. These Russia Rules do not provide for
a minimum amount of fee for money transfer
services.

Funds 9.

Mopsipok onnatbl ycnyr no nepeBoay

AeHeXHbIX cpeacTB
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Ycnyrm no nepeBOoAy AEHEXHbIX CPeacTs
onnaymBalTCcs Hepxatenamu Kapt
YyacTHUKaM B HanuyHou wunu 6e3HanunyHom
hopMe Ha OCHOBaHWM 3aKIHOYEHHBIX MeXay

HUMMU [I0rOBOPOB, KoTopble OOJKHbI
obecneuymBatb  eaMHOOGPAa3HbI  MOPSAOOK
onnaTbl ycrnyr no NepeBoAy [AEHEXHbIX

cpencTtB. Hactosawwme Poccuinckue npasuna He
npeaycMatpvBaloT MUHUMAnbHOrO pasmepa
onnaTtbl ycnyr MO nNepeBoAy [AEHEXHbIX
CpeAacTB.



10. Procedure for Payment Clearing and 10. Mopsinok ocywecTBNEHUS NNaTEéXHOro
Settlement within the Payment System KNUpUHra M pacyéta B pamMKax nnaTéxHowm
cucTemMbl

10.1 Payment Clearing 10.1 NMnaTéXHbIA KNNPUHT

) The Payment Clearing Center does (a) MnaTéxXHbl KNUPWHI  OCYyLLECTBNSAETCA
payment clearing. MnaTéxHbIM KNMPUHTOBBLIM LIEHTPOM.

(b) The Payment Clearing Center clears (b) MnaTtéxHbIn KNMPUHIOBbIN LEeHTp
Clearing Files submitted by the OCYLLECTBNSIET KNMUPUHT  KNMPUHroBbIX

Participants for payment clearing within
the payment system and calculates the
amounts due from or to each Participant
as a result of the payment clearing process
(the Payment Clearing Positions) as

dannoB, nepegaHHbIX Y4YacTHUKaMn ons
NNaTéxXHOro  KNupuMHra B pamkax
NNaTtéxHoW CUCTEMbI, U pacCuMTbIBaeT
CYMMbI, MpUYMTalOWLMEC C  KaXgoro
YyacTHMKaA UNn KaxxgoMy Y4YacTHUKY B

further described below. pesynbtarte npouecca NNaTéXHOro
knupuHra  (MnatéxHble  KIMPUHroBble
nos3vuun), kak a3Tto Oonee nogpoGHO

The Payment Clearing Center also
determines the sufficiency of funds to
execute Participants’ payment instructions

OornncaHo Hmxe.

[NaTéXHbIA KNUPUHIOBLIN LIEHTP TaKke
onpegensier O0CTaTOYHOCTb AEHEXHbIX
CpeactB ANA  WCMONHEHMS NNAaTEXHbIX

contained in the Clearing Files in the pacnopskexnn YHaGTHUKOB,
following manner. The Payment Clearing coaepxalynxcs B6KnMpMHr°B'I’_'IX q)?””axj
Center determines the Payment Clearing cnep,yrou.mlvlu 00pa3oM. NaTexHe

KNMUPUHIOBbIN LEeHTp onpegenset

Position and sends it to the Settlement
Center as provided below. Each Direct
Participant is required to have sufficient

MnaTexHylo KIUPUHIOBYID MO3ULMIO U
HanpaBnseT ee B PacyeTHbIN LEHTP, Kak

) i 3T0 npegycMoTpeHo Huxe. Kaxabin
funds on its Settlement Account to meet its MpsMOi  yuacTHUK  [OMKeH  MMeTb
Settlement  Obligation.  The  Payment OO0CTaTO4YHO AEHEXHbIX CPEACTB Ha CBOEM
Clearing Center assumes that each Direct PacueTHOM cueTe AN WCMOMHEHMS
Participant is in compliance with this cBoero PacueTHoro  o6s3aTenbCcTEa.

requirement. If funds held by a Direct
Participant on its Settlement Account are
not sufficient to meet its Settlement

MNaTéXHbIN KIMPUHIOBLIN LIEHTP UCXOaUT
M3 TOro, 4to Kaxabli NpaAMON y4aCTHUK
BbINOMHSAET AaHHoe TpeboBaHue. Ecnn y

Obligation, then the Settlement Center Mpsimoro  y4yacTHuKa HeJoCTaTO4YHO
informs the Payment Clearing Center and [eHexXHbIX cpefcts Ha ero PacuyeTHom
the Payment System Operator thereof as cyete Ans  ucnonHeHus  PacyétHoro
provided for by agreements entered into obssatenbctsa,  PacueTHbii  UEeHTp
between them. nHopmupyer 06 3Ttom  nNaTéxHbin

KNMpUHroesbin  ueHTp ©  OnepaTtopa

NNaTexHoW  CUCTEMbl B MOPSIOKE,
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()

(d)

(e)

()

Each sending Direct or Indirect Participant
(i.e. Participant sending Clearing Files)
creates and sends to the Payment
Clearing Center Clearing Files recording
its Transactions via the Operations
Center. Transactions submitted by Indirect
Participants shall be included in the
inbound Clearing Files sent by their
Sponsoring Direct Participants.

The Payment Clearing Center verifies that
the inbound Clearing Files conform to
established requirements, validates them,
calculates the interchange based on the
information provided by the Payment
System Operator, and sorts the files for the
purpose of sending Transactions to each
receiving Participant.

The Payment Clearing Center informs
each Participant that sends a Clearing File
whether its inbound files have been
approved or rejected. This information is
being sent via the Operations Center.

The Payment Clearing Center merges all
Transactions addressed to a receiving
Participant; generates and sends
outbound  files  (comprising  such
Transactions) via the Operations Center to
the relevant receiving Participant.
Transactions addressed to Indirect
Participants shall be included in the
outbound files sent to their Sponsoring
Direct Participants.
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()

(d)

(e)

()

npeaycMOTPEHHOM cornatleHusamu,
3aKIOYEHHBIMU MEXAY HUMM.

Kaxgbin otnpasnsowmn Mpamon unu
KocBeHHbI  y4yacTHUMK (T.e. Y4YacCTHMK,
Hanpasnsawowmui - KnupuHrosble  dannbl)
co3gaét wun otnpaensetr KnvpuHrosble

dannel ¢ 3anucblo ceomx Onepauun
[MnaTéxXHoMy KIMPUHIOBOMY LEHTPY Yepe3
OnepauunoHHbIn LIEHTP. Onepauuu,
Hanpasnsiemble KocBeHHbIMM
y4yacTHUKamu, BKMOYaAKOTCA B
noctynawowme KnupuHrosble dannsl,
otnpaensiemble  Mx  CnoHcupyoLwWmMmn

MpsAMbIMKA y4acTHUKaMMK.

MnaTéxHbIn KNMPUHIOBbLIN LeHTp
nposepsieT noctynawowme KnmpuHrosble
dawnbl Ha COOTBETCTBME
YCTaHOBMEHHbIM TpeboBaHuAM,
nposepsieT nx OO0CTOBEPHOCTb,
paccunTtbiBaeT MeX0aHKOBCKYHO
KOMWUCCUIO Ha OCHOBe WHdOpMauuK,
npeaocTaBreHHOW OnepaTtopom
nnaTexHonW Ccuctembl, W copTupyeT

dannbl ¢ uenbto oTtnpaBku Onepauui
KaXkQoMy nornyyaroLlemy Y4acTHUKY.

MnaTéxHblin KITMPUHIOBbLIN LEeHTp
coobLwaer Kaxxgomy Y4acTHuKy,
Hanpasnswowemy KnupuHrosble dannsl,
opobpeHbl MM HeT ero nocrynawowme
dannbl. JJaHHas nHpopmauns npegaetca
yepes3 OnepaLmoHHbIV LIEHTP.

MnaTéxHblin KITMPUHIOBbLIN LEeHTp
obbeanHsaeT BCE Onepauun,
afpecoBaHHble OAHOMY MonyYatLwemy
Y4yacTHuKy; co3gaét wu  oTnpasnset
nexopsme dannbl (c Takumu
Onepauusamn) 4epe3 OnepaumOHHbIN
LEeHTP COOTBETCTBYIOLLEMY

nony4vawowemMy YdactHuky. Onepauum,
agpecoBaHHble KOCBEHHbIM y4YacTHUKaM,
BKMOYAOTCA B uUcxogdwme  pannbl,
HanpaBnsemble ux  CnoHCUpyOLWKM
MpsMbIM yyacTHUKaM.



(@)

(h)

@

10.2

The Payment Clearing Center calculates
the Payment Clearing Position on net
basis. The Payment Clearing Position of a
Sponsoring  Direct  Participant  also
includes amounts due to it from Indirect
Participants sponsored by it or from it in
favor of such Indirect Participants as a
result of their activity. The Payment
Clearing Position shall be calculated in
RUB. If a Transaction currency is other
than RUB, the Payment Clearing Center
applies a relevant official rate of exchange
established by the Bank of Russia as of
the date of calculation of the Payment
Clearing Position.

The Payment Clearing Center sends to the
Settlement Center payment instructions in
the form of register of net positions based
on each Direct Participant’'s Payment
Clearing Position or, if the Settlement
Center acts as a central payment clearing
counterparty, Direct Participants’ Payment
Clearing Positions in the form of register of
net positions. These payment instructions
or Payment Clearing Positions are being
sent via the Operations Center.

The Payment Clearing Center informs
Direct Participants on their Payment
Clearing Positions being sent for
execution to the Settlement Center. This
information is being sent via the
Operations Center.

Settlement

(@) The Settlement Center does settlement.

47

(@)

(h)

(i)

(a) PacuéTtHbie

MnatéxHbin KIUPUHIOBbIN LEeHTp
paccuuTbiBaeT NNaTéxHyo KINMPUHIOBYIO
no3vumio Ha HeTTo-ocHOBe. [MnaTéxHas
KnupuHrosas nosvumsa CrnoHcMpyloLero
MpsiMoro y4yacTHWka Takke BKMYaeT
CyMMbl, MoAnexawme ynnare emy
CMOHCHpYeMbIMU UM KocBeHHbIMM
yyacTHMKaMn unm um TakmuMm KocBeHHbIM
y4yacTHUKaMm B pesynbTarte nx
aeaTtenbHocTu. [natexHasi KnMpuHrosas
nosvums paccuyutbiBaeTcsas B pybnsax.
Ecnu Bantoton Onepaumm He siBNseTcs
pybnb, MnaTtexHbl KNMPUHIOBLIN LEHTP
npuMeHsieT oduumnanbsHbli Kypc obmeHa,
ycTaHoBneHHbIn baHkom Poccun Ha gaty
pacyeTa cooTBeTcTByloLWeNn [MnaTexHon
KITMPUHIOBOWN NO3NLINN.

MnaTéxHblin KITMPUHIOBbLIN
oTnpaenseT B  PacyétHbin  ueHTp
nnaTexHole pacrnopshkeHuss B Buae
peecTpa HETTO-NO3ULNIA, OCHOBAHHbIE HA
MnaTtéxHon KITMPUHIOBOM no3numnu
kaxgoro lNpsamoro yyactHuka, unu (ecnum
PacuyeTHbIN LEHTP BbICTYNaeT B Ka4ecTBe
LeHTparnbHOro NIaTeXHOro KIMPUHIOBOro
KOHTpareHTa) lnaTexHble KIMPUHroBble
nosvumm [lpsaAmbIX yd4acTHUKOB B BuAe
peecTtpa HEeTTO-MO3UNLINA. [aHHble
nnaTtexHble pacnopskeHus unu
lMnaTexHble  KNMPUWHrOBbIE  MO3MLMUK
nepepgatotcs  4depe3d  OnepaumoOHHBIN
LEeHTp.

LeHTp

MnaTéxHbIn KNUPUHIOBbLIN LEeHTp
nHdopmupyeT MNpambIX y4acTHUKOB 06 nx
MnaTéxXHbIX  KMMPUHIOBBIX  NO3ULMSAX,
OTNpaBnsieMbIX Ha  WCMOSIHEHWE B
PacuyéTHbin ueHTp. JaHHas nHdopmaums
nepepaetca  4Yepesd  OnepaunOHHbIN
LeHTp.

10.2 Pacuér

ycnyrum
Pac4éTHbIM LeHTpOM.

OKa3blBakOTCA



(b)

(©)

(d)

Each Direct Participant shall open a
Settlement Account with the Settlement
Center. In case of any inconsistency
between the Russia Rules, and any
agreement between a Participant and
the Settlement Center, the former shall
prevail.

The Settlement Center executes funds
transfers in accordance with the
payment instructions provided by the
Payment Clearing Center in the form of
register of net positions or, if the
Settlement Center acts as a central
payment clearing counterparty, in
accordance with the payment
instructions that the Settlement Center
prepared based on the Payment
Clearing Positions provided by the
Payment Clearing Center in the form of
register of net positions to appropriately
debit or credit a Direct Participant’s
Settlement Account. After these funds
transfers are executed, the Settlement
Center sends confirmations to Direct
Participants as provided for by
agreements they have entered into or by
the rules of the Settlement Center to
which Direct Participants adhered.

In case the functions of the Settlement
Center are performed by the Bank of
Russia, on the day following the day of
receipt of the register of net positions, if
the Participant has Uncovered Payment
Clearing Position, the Settlement Center
shall prepare and submit cash letter to
the Participant’s Settlement Account in
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(b)

(©)

(d)

Kaxgpin MpsmMon yy4aCTHUK OTKpbIBaeT
PacyéTtHbIn c4HET B PacyéTHOM LieHTpe. B
cny4ae nobblX HECOOTBETCTBUIN MEXAY
Poccuiickumn  npaBunamm 1 nobbiM
cornawleHnem mexay Y4YacTHUKOM W
PacuyéTHbim LEHTPOM
NPevMyLLECTBEHHYID  CuUny  UMeIoT
nosnioXxeHnst Poccninckux npasun.

PacyéTtHbln  UeHTp  ocyulecTBnseT
nepeBodbl  AEHEXHbIX CpeacTB B
COOTBETCTBUU c nnaTexHbIMm

pacnopsikeHusamMu, npegoctaBnaembiMu
[MnaTtexHbIM KIMPUHIOBbLIM LEHTPOM B
BMae peectpa HeTTo-nosvumn, wunm
(ecnn PacuyeTHbI UEHTp BbICTynaeT B
KayecTBe LEHTparnbHOro nraTexHoro
KIUPUHIOBOTO KOHTpareHTa) B
COOTBETCTBUM c nnaTexHbiMu
pacnopsikeHUs M1,  NOArOTOBIEHHBIMMU
PacyeTHblIM  LEHTPOM Ha OCHOBe
[MnaTtexHbIX  KIMPUHIOBBLIX — NO3ULUNA,
npeaocTaBneHHbIX MnatexHbim
KNUPUHIOBBIM LEHTPOM B BUAE peecTpa
HEeTTO-No3uUMI A58 COOTBETCTBYIOLLEro
cnucaHusa cpencts ¢ PacuéTHoro cyéTta
[MpsMoro ydacTHMKa wWnNu 3a4yncreHus
cpencTs Ha Hero. Mocne
OCYLLeCTBMEHNS  Takux  nepeBoaOB
JeHexHbIX cpeacTtB PacyeTHbI LeHTp
HanpaenseT noareepxaeHus [Mpsambim
y4yacTHMKaMm B nopsiake,
npeaycMoTpeHHOM 3aKIMoYEeHHbIMU
MeXOy  HUMM  OOoroBopamu unu
npasurnamu PacyeTHOro ueHTpa, K
KOTOpbIM  npucoeguHunuce [psvble
YYaCTHUKMN.

B cnyyae BbINONHeHWs  OyHKUUIA
PacueTtHoro ueHTpa bBaHkom Poccuun, B
OeHb, cregyowmin 3a gHEM NONyYeHns
peecTpa HeTTO-NO3ULUIA, NPU HANMYUN Y

YyactHuka Henokpbiton [MnaTtéxHon
KNUPMHroBon  nos3vumm  PacyeTHbIn
LEeHTp COCTaBnsieT W npeabsBnser

WHKaccoBoe nopyyeHue k PacueTHomy
cyety YyacTHuKa, MMEKLEro



(e)

(f)

the amount of such position and
Penalty.

Direct Participants must monitor
fulfilment of any payment instructions
and cash letters of the Settlement
Center to their Settlement Account.

In the event of Financial Failure of the
Settlement  Center, the affected
Participant must notify the Payment
System Operator immediately when
such failure occurs using the contact
information specified in Section 18 of
these Russia Rules.
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(e)

(f)

HenokpbiTyto [NaTéxHyto KNMpUHIroByto
no3vumio, B pasMepe Takon no3uvumun un
LWrpada.

lMpAMble y4acTHUKM 005A3aHbl BeCTU
MOHWUTOPWHI ~ UCNONHEHMs  nibbiIx
nnaTexHblX pacnopsiXeHnn "
MHKacCcOBbIX nopy4yeHwun PacyeTHoro

LUEeHTpa B OTHOWEHUN ux PacyeTHbIx
CYEeTOoB.

B cnyyae ®vHaHCOBOro HapyLleHUsa co
CTOPOHbI PacyéTHoro LieHTpa Y4acTHuK,
KOTOpoMy Obin HaHeceH yuepb, obsa3aH
He3amMeanmMTensHO YBEOOMUTb
OnepaTtopa nnNaTexHoW CcucTembl O
Takom HapyLLIeHnHK, ncnonb3ys
KOHTaKTHYHO NHdopmaumtio,
npuBeaEHHYI0 B pasgene 18 HacToswmx
Poccunckmx npasun.



11. Payment Procedure for

Infrastructure Services

Payment

11.1 Fees for operational and payment clearing
services

The fees for operational and payment clearing
services rendered to the Direct Participants within
the payment system are provided for in
Addendum 1 to these Russia Rules and published
on the Internet on the following website:
http://www.mastercard.com/ru/company/ru/rules-
fees.html.

If NSPK performs functions of the Operations
Center and the Payment Clearing Center,
MasterCard OOO is the party receiving the
respective operational and payment clearing
services from NSPK and the party offering them
to Direct Participants at its own expense.

The fees for operational and payment clearing
services rendered to the Direct Participants within
the payment system shall be collected by
MasterCard OOO from Direct Participants
pursuant to billing reports (see below) as part of
their Payment Clearing Positions. These fees
shall be included into the Payment Clearing
Position of the bank (being a Direct Participant)
which provides services to MasterCard OOO, and
such bank shall transfer the amount of fees so
collected to a bank account of MasterCard OOO.

The fees are denominated in EURO, but will be
collected in RUB in accordance with the
MasterCard exchange rate as of day of the
respective billing report. The exchange rate is
provided in the billing report.
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1. Mopsipok onnatbl ycnyr nnaTteXxHom
MHPaACTPYKTYpbI

11.1 MNnaTa 3a onepaumoHHbIE YCyrn 1 yCryrm
NNaTéxXHoro KMpuHra

Tapudbl Ha onepaunMoHHble YCNYrM W YCIyru
NNaTéxHoro KIMpuHra, okasbiBaemble [1psmMbiM
y4aCTHMKaM B paMKax nnaTexHomn CUCTEMBbI,
npeactaeneHbl B lNMpunoxeHun 1 K HacToSAWMM
Poccuiickum npaBunam n onybnmnkoBaHbl B CeETU
WHTepHeT Ha cawre:
http://www.mastercard.com/ru/company/ru/rules-
fees.html.

Mpn BbIMOSIHEHUN HCIK yHKUMI
OnepauunoHHoro  ueHtpa w  [MnaTtéxHoro
KnupuHroBoro ueHTpa «MactepKapg» OOO

ABMNSIETCA CTOPOHOW B MOSTyYEHMMN OMEepaLMOHHbIX
yCnyr u ycnyr nnatexHoro knupunra ot HCIK un
CTOPOHOWN B X OKa3aHuu MNMpambIM yyacTHMKaM 3a
CBOW cYeT.

Mnata 3a onepauWOHHbIE YCMyrM W YCryru
NNaTéxXHOro KnvMpuHra, okasbiBaemble [psambiM
y4yaCcTHMKaM B pamKax nfaTexHoOW CUCTEMbI,
Baumaetca «MactepKapa» OOO c¢ [pambix
YYaCTHMKOB B COOTBETCTBUM C NnaTeXHbIMU
oTyeTamy (Kak yKasaHO Hwxe) B COCTaBe WX
[MnaTexHbIX KIMMPUHIoBbIX NO3vumMK. Takaa nnaTa
BKNoyaeTca B [lnNaTexHylo  KNUPUHrOBYHO
nosuuuio OaHka, obcnyxuBaroLero
«MactepKapa» OOO (aBnstoweroca [MpamMbim
YYaCTHUKOM), 1 NpW 3TOM Takon H6aHK nepeBoamnT
B3MMaeMyto nnary 3a ycryrum Ha 6aHKOBCKUI cyeT
«MactepKapa» OOO.

Tapudbl HOMMHMPOBaHbI B €BpO, HO OyayT
BaUMaTbCA B pybnax B COOTBETCTBMM C
obMeHHbIM KypcoM MactepKapag Ha [OeHb

COOTBETCTBYHOLLErO NaTeXHoro otyeta. [JaHHbIn
OOMEHHbIN KypC OyaeT BK/MOYEH B MIATEXHbIN
oTyer.


http://www.mastercard.com/ru/company/ru/rules-fees.html
http://www.mastercard.com/ru/company/ru/rules-fees.html
http://www.mastercard.com/ru/company/ru/rules-fees.html
http://www.mastercard.com/ru/company/ru/rules-fees.html

The fees are paid by Direct Participants for
themselves and their sponsored Indirect
Participants. The Indirect Participants settle with
their Sponsoring Direct Participants according to
the procedure agreed between them.

11.1.1 Procedure of document management
execution in hard copies

A billing report detailing fees is made available
by MasterCard OOO to the Direct Participants
via eService on MasterCard Connect on a
weekly basis. A separate VAT invoice is issued
by MasterCard OOO to each Direct Participant
on a monthly basis. This monthly VAT invoice
comprises the total of the 4 or 5 billing reports
dated during that month. MasterCard OOO VAT
invoice is issued within 5 Banking Days upon the
month close and sent to the Direct Participant’s
official address along with 2 signed originals of
the act of service acceptance. The Direct
Participant accepts services for itself as well as
for its sponsored Indirect Participants. The
Direct Participant must send one countersigned
original of the act of service acceptance within 5
Banking Days from its receipt to MasterCard
OOO addressed to Chief Accountant to the
address of MasterCard OOO specified in the
Register of Payment System Operators
maintained by the Bank of Russia.
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Onnata ycnyr ocywectensetcs  [MpsMbiMu
yyacTHMKamMM kak 3a ceba, Tak U 3a
CroHcHpyeMbliX UMK  KOCBEHHbIX y4aCTHMKOB.
KocBeHHble y4aCTHMKM MPOM3BOASAT pacyeTbl CO
CBOUMM CnoHcupyoLwmmm NpPSMbIMU
y4yacTHMKaMu B COOTBETCTBUMM C Mpouedypamu,
COrnacoBaHHbIMU MeXay HAMMU.

11.1.1 Mopsagok OCYLLEeCTBEeHNA
OOKymMeHToobopoTa Ha ByMaXHbIX HOCUTENSIX

[naTexHbld OTYeT, cogepXawum nnaTty 3a
yCryrn,  exeHefenbHO  npefocTaBnsercd
«MactepKapg» OOO T[psimbiM y4acTHMKaM
yepe3 OMNeEKTPOHHbIM cepBuc  (eService)
cnyx6bl MasterCard Connect. Kpome aToro,
«MactepKapg» OOO ©OygeTr exemecadHo
BbICTaBMATb Kaxaomy [1psMOMYy y4acTHUKY
cueT-pakTypy. Takas cyeT-gpakTypa
BKNtovaeT 0606LieHHble AdaHHble 4 wnn 5
NNaTéxHbIX OTYETOB, OaTNPOBaHHbIX
cooTBeTCTBYOLWNM Mecsuem. CuyeT-gakTypa
«MactepKapg» OOO BbicTaBngerca B
TeyeHne 5 baHKOBCKMX OHeW No 3aBepLUeHUn
Mecsila M BbICbINMaeTca Ha oduunanbHbIN
agpec lMpsAMoro y4actHuMKa BMecTe C ABYMS
noanucaHHbIMu 3K3eMnnspamm akta
oKasaHus yCIyr. Mpsmon y4acTHUK
NPUHUMAET YCMyrn Kak B OTHOLLEHMM ceb4, Tak
N B OTHOLLEHWNW CNIOHCUMPYEMbIX UM KOCBEHHbIX
ydyacTHuKoB. [paAMOM  y4acCTHUK  OOSKEH
BbICMaTb OOUH MOAMNUCAHHbIVA 3K3EMMMSP akTa
okasaHus ycnyr «MactepKapa» OOO (Ha ums
lmaBHoro Oyxrantepa) B TedyeHue 5
BaHKoBCKMX OHEN C MOMEHTa ero nonyvyeHus
no agpecy «MactepKapa» OOO, ykazaHHOMY
B Peectpe onepaTtopoB nnaTtexHbiX CUCTEM,
KoTopbIi BeaeT baHk Poccun.



In case of any disagreement regarding the
amounts indicated in the VAT invoice of
MasterCard OOO, the Direct Participant is
entitled to dispute such amounts within 20
calendar days from the moment MasterCard
OO0 sent such VAT invoice to the Direct
Participant. In case the adjustment is agreed by
MasterCard OOO, the adjustment will be
executed in a future invoicing period.

In the event that the Direct Participant has not
sent its claim to MasterCard OOO within the
above period or the act of service acceptance
signed by the Direct Participant is not received
by MasterCard OOO within 25 calendar days
from the moment it was sent by MasterCard
00O to the Direct Participant, the services shall
be deemed to be provided by MasterCard OOO
and accepted in full by the Direct Participant and
its sponsored Indirect Participants without any
reservation or claim as to their quality.

11.1.2 Procedure of Electronic Document
Management execution

In case Electronic Document Management is
implemented, MasterCard OOO and the
Participants agree to exchange and recognize
the sent and received Electronic Documents as
equivalent to the similar documents in hard

copy.

All provisions of Section 11.1.1 of these Russia
Rules apply to the Electronic Document
Management except that Electronic Documents
are drawn and exchanged instead of hard copy
documents.

For organizing the Electronic Document
Management MasterCard OOO and the
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MpsiMol y4acTHMK MMeeT npaBo NpeabsBUTb
MpeTeHsMiw B  CBA3M C  CyMMamy,
OTpaXXeHHbIMU B cueTe-gpakType
«MactepKapg» OOO, B TeueHue 20
KaneHoapHblX [HEW C MOMeHTa, Korga
«MactepKapg» OOO Bbicran Takyl cyeT-
daktypy  [paAmomy  yvacTHuky.  Ecnu
«MactepKapg» 000 cornacurtcs c
npeTeH3nen, OH OCYLLEeCTBMT nepepacyeT B
crnegywoLwem oTYEeTHOM nepuoge.

B cnyyae, ecnu [lpamMon y4yaCTHUK He
HanpaBuT npeTteHsnto «MactepKapg» OO0 B
YKa3aHHbIA BbIlWE CPOK WM aKT OKa3aHus
yCcnyr, nognucaHHbli MNpaAMbIM  y4aCTHUKOM,
He G6ypet nonyyeH «MactepKapa» OOO B
TeyeHne 25 kaneHgapHbIX QHEeW nocne Toro,
Kak OH Bbin HanpaeneH «MacTtepKapg» OOO
Mpsamomy yyacTHuky, ycnyru «MactepKapa»
OO0 ©Oyayr cuuTatbCa  OKa3aHHbIMMU
Hagnexawym obpa3aomM M MNOJIHOCTbIO
NPUHATLIMU MpsAMbIM  y4aCTHUKOM n
CMOHCUPYEMbIMU um KocBeHHbIMK
yyacTHMKamm, 6e3 kakmx nmbo OroBOPOK UNn
NpeTeH3Mn No Ka4ecTBy.

11.1.2 MNMopagok ocyLecTBAeHnsa ONeKTPOHHOro
JOKyMeHToobopoTa

B cnyyae ocyuectBneHus ONEKTPOHHOro
JokyMmeHToobopoTta, «MactepKapg» OOO wu
Y4YacTHUKM cornawialTcsa NponsBoaMTb OOMeH
M Npu3HaBaTb MONYYEHHbIE U HamnpaBfiEHHbIE
OnNEeKTPOHHbIE  JOKYMEHTbI  pPaBHO3HAYHbLIMU
aHanornyHbIM AOKYMEHTaM Ha BGyMaxHbIX
HoCUTENSAX.

K OneKTpoHHOMY OOKymMeHToobopoTy
NPUMEHSIOTCH BCe NMONOXeHus pasgena 11.1.1
Poccuiickux npasur, 3a UCKNIOYEHUEM TOro, YTO
BMECTO AOKYMEHTOB Ha BGYMakHbIX HOCUTENSAX
COCTaBMATCA U HaNpaBnalTCa JMNEeKTPOHHbIE
OOKYMEHTBI.

«MactepKapg» OOO u  YvacTHukuM Aans
opraHusaumm {40 ncnonb3yoT



Participants use the Encrypted and Certified
Digital Signature, that is to receive the key
certificates of the digital signature verification by
MasterCard OOO and the Participants in
accredited certification center which is included
in the network of accredited certification centers
of the FTS of Russia in accordance with the
provisions of the Federal Law No. 63-FZ dated
06.04.2011 “On electronic signature”
(hereinafter — the “CC”).

MasterCard OOO and the Participants shall
notify each other about the impossibility of
exchanging the Electronic documents signed by
the Encrypted and Certified DS, in case of
technical failure of internal systems of
MasterCard OOO and the Participants. In this
case, MasterCard OOO and the Participants
exchange the documents in hard copy signed by
a handwritten signature during the period of
such failure.

If the Sending Party has not received from the
Receiving Party and / or the EDM Operator of
the Receiving Party, or if the EDM Operator of
the Receiving Party has not received from the
Receiving Party a notice of receipt of the
Electronic Document from the Sending Party
and / or from the EDM Operator of the Sending
Party, and in the absence of notice of failure and
impossibility for the Sending Party to obtain
information from the Receiving Party of the
reasons of non-receipt of notice, the Sending
Party executes the respective document in hard
copy signed by a handwritten signature, the
Sending Party and the Receiving Party consider
it as the original.

In case of impossibility of the further exchange
of Electronic Documents the Sending Party
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KBanndunumpoBaHHYy0 3MEKTPOHHYK MNOAMUCD,
yTO Mpegnonaraet nonyyeHne «MactepKapa»
OO0 u YyacTHMKamn cepTUdUKATOB KIroya
NpOBEPKM 3NEKTPOHHOM nognucu B
aKKpeaAMTOBaHHOM YAOCTOBEPSIIOLLEM LIEHTPE,
BXOOSALLMM B ceTb [OBEPEHHbIX
yaocToBepsitowmnx ueHTpos PHC Poccuu, B
cooTBeTCcTBMM C HopMamn PepeparnbHoOro
3akoHa ot 06.04.2011 N 63-®3 "O6
3neKkTpoHHon nognucn” (nanee — "YLI").

«MactepKapg» OOO u YuacTtHuku o0643aHbl
MHGOPMMPOBATL OPYr ApYyra O HEBO3MOXHOCTU
obmeHa OneKTPOHHbIMU [OKyMeHTamu,
nognucaHHeiMyn  KeanudpmumposanHon O3Il1, B
crny4yae TeXHMYecKoro cbosi BHyTPEHHUX CUCTEM
«MactepKapg» OOO wu YyacTHukoB. B aTtom
crlyyae B nepvop [OeWCTBUS Takoro cbHos
«MactepKapg» OOO u YyacTHMKM Npon3BoaaT
0OMeH AOKyMEeHTaMu Ha GyMaXHOM HocuTene ¢
nognucaHnem cobCcTBEHHOPYYHON NOANUCHI.

B cnyyae ecnu Hanpasnsiowas cTtopoHa He
nonyyuna ot [lonyyawowen CTOPOHbI W/nnn
Onepatopa 300 T[lonyyatowienn CTOPOHbI, a
pasHo ecnn Onepatop 3OO0 [lonyyatouien
CTOPOHbl He nonyuun o7 [lony4vatowen
CTOPOHBI, usBeLleHue 0 nonyyeHuu
OneKkTpOoHHOro AokKymeHTa oT Hanpasnsolien
CTOPOHBI n/unu OnepaTopa 300
Hanpagnsiowen CTopoHbl, W nNpu ycrosuu
otcytctBua ot  [lony4vawowen  CTOPOHbI
yBeAOMNeHNss o cboe M HEBO3MOXHOCTU Ansi
HanpaBnsiowen CTOpOHbI  nonyyYuTs  OT
Mony4yalowen CTOPOHbI  WHOpMaUM O
npuyYnHax Henony4yeHus n3BeLeHns,
Hanpagnstowas CTOpOHa odopmnseT
COOTBETCTBYHOLUUA [AOKYMEHT Ha OymaxHoM
HocuTene ¢ noanMcaHMeM COBCTBEHHOPYYHOWN

nognucbto, Hanpaenswowas cTopoHa w
Monyyvatowas CTOpOHa cyuTaloT ero
opuUrMHanom.

B cnyyae HeBO3MOXHOCTM W Janee
nNpPon3BOaUTb obmeH OnEeKTPOHHbIMU



executes the document in hard copy, and the
Sending Party and the Receiving Party consider
it as the original.

For performance of the exchange of the
Electronic Documents MasterCard OOO and
the Participants use documents’ formats, which
are approved by the orders of the FTS of
Russia. If the document is not approved,
MasterCard OOO and the Participants use the
formats agreed among themselves.

MasterCard OOO and the Participants are
required to use means of cryptographic
information protection certified in accordance
with the legislation of the Russian Federation,
which enable to identify the owner of the
signature key certificate, as well as to establish
the absence of information distortion, and which
are consistent with the means of cryptographic
information protection used in the FTS of
Russia.

Signed by the Encrypted and Certified DS
Electronic Document is deemed to be
equivalent to a similar document signed
onomastically in hard copy and constitutes the
legal consequences in the form of
establishment, modification and termination of
mutual rights and duties of MasterCard OO0
and the Participants, if there is simultaneous
fulfillment of the following conditions:

0] the validity of the certificate of the
Encrypted and Certified DS, with
which the Electronic Document was
signed, is confirmed on the date of
signing;
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(i noaTBepXxaeHa

AOKYMeHTaMm Hanpaensiowas CTOpOHa
odopMmnsieT  OOKYMEHTbl  Ha  BGyMakHbIX
HocuTenax W Hanpaenswowaa cTopoHa WU
Monyyatowas CTOpOHa cumTalT nx
opurMHanamm.

Mpu ocywectBneHun obmeHa ONEKTPOHHBIMU
pokymeHTamn  «MactepKapg» OO0 wm
Y4acTHUKM UCNonb3yoT hopMaThl AOKYMEHTOB,
KOTopble  yTBepxaeHbl npukaszamun PHC
Poccun. Ecnu copmaTbl OOKYMEHTOB He
yTBepxaeHbl, TO0 «MacTtepKapg» OOO wu
Y4acCTHUKM UCMOMb3YIT COMrNacoBaHHbIE MEXAY
cobon hopmaTbl.

«MactepKapa» OOO u Y4yacTHukM 06si3aHbI

ncnonb3oBaThb cepTMdULNPOBaHHbIE B
COOTBETCTBUMN c 3aKoHOaTeNbCTBOM
Poccuinckon degepaumm cpefacrtea

Kpuntorpacguyeckon 3awmTtbl UHGOpMaLMK,
nos3sornsLmne naeHTnduLmMpoBaTh Bnagensua
cepTudukata kmoHa MOANUCKH, a TakKke
yCTaHaBnMBaTb OTCyTCTBUE NCKaXKeHNs
WHcpopmaumm, 1 COBMECTUMbIE CO CpeacTBaMm

Kpuntorpacuyeckon 3awmTtbl  UHOpMaLMK,
ucnonsb3yembimn B PHC Poccuu.

MNopgnucaHHbIn c MOMOLLbIO
KeanuduumpoBaHHoOM orl OnEKTPOHHbIN
OOKYMEHT npusHaeTcs paBHO3HAYHbIM
aHanorm4yHomy noanMcaHHOMY

CODOCTBEHHOPYYHO [OKYMEHTY Ha OymaKHOM
HocuTene u co3gaet ans «MactepKapg» OO0
N Y4YaCTHUKOB tOpuauyveckue nocneacTems B
BUOE yCTaHOBMEHUS, N3MeHeHNs n
npekpaLleH1sl B3auMHbIx npaB 1 0653aHHOCTEN
npv 04HOBPEMEHHOM COBMIOAEHUN CneayoLLmnX
yCrnoBUi:

OEeNCTBUTENbHOCTb
ceptucpmnkata KeanudpuumpoBaHHON
Oll, ¢ NomOoLLbI KOTOPOW MognucaH
OaHHbIN ONEKTPOHHbIA JOKYMEHT, Ha
AaTy noanMcaHus AOKYMEHTa;



(ii) a positive test result on the belonging
of the Encrypted and Certified DS to
the owner of the qualified certificate,
with which the Electronic Document
was signed, was received;

(iii) the absence of amendments to such
Electronic Document after its signing
is confirmed,;

(iv) the Electronic Document falls into the

scope of the Encrypted and Certified
DS certificate, and the Encrypted and
Certified DS, with which it was signed,
is used regarding the limitations which
are stipulated by the Encrypted and
Certified DS certificate.

When these conditions are met the Electronic
Document, the content of which complies with
the requirements of the normative legal acts,
shall be accepted by MasterCard OOO and the
Participants to its account as the primary
accounting documents used as evidence in
court proceedings, granted to public authorities
at the request of the latter.

The signing of the Electronic Document, hard
copy equivalent of which shall contain the
signature and (or) seal of MasterCard OOO and
the Participants, is carried out by the successive
signing of the Electronic Document by
MasterCard OOO and the Participants.

MasterCard OOO and the Participants are
responsible for ensuring the confidentiality of
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(iii) noaTBEPXKAEHO

(i) nony4eH MONOXUTENbHbIA pe3ynbTaT
NpoBepKU NpPUHaANeXHOCTH
Bnagenbuy  kBanuduuMpoBaHHOMO

ceptucpmkata KeanuduumpoBaHHON
Orl1, ¢ NomoLLbl0 KOTOPOW MoanucaH
OaHHbIN ONEKTPOHHbIA AOKYMEHT;

OTCyTCTBUE
N3MEHEHNN, BHECEHHbIX B  3TOT
aﬂeKTpOHHbIVI OOKYMEeHT nocrne ero
noanuncaHua;

(iv) OnEeKTPOHHbIA  JOKYMEHT BXOOUT B

cthepy  penctBus cepTudmkarta
KsanuduumposaHHoN an, a
KeBanudguumpoBaHHas an, c
MOMOLLBI KOTOPOW OH MOAMNUCAH,
ncnonb3yeTcs c y4yeToM
OfPaHUYEeHUN,  CcoAepXalimMxcsi B
ceptucpukate KeanuduumpoBaHHON
arl.

Mpn cobnogeHnm AaHHbIX
OnNEeKTPOHHbIN OOKYMEHT,
KoTOporo COOTBETCTBYET TpeboBaHuAM
HOpPMaTMBHbIX  MPaBOBbIX  aKTOB, OOSKeH
npUHUMaTbLCS «MactepKapa»  OOO "
YyacTHMKamu K y4eTy B KavyecTBe NepBUYHOro
y4yeTHOro [OKyMeHTa, MCronb3oBaTbCAd B
KayecTBe  [okasatenbctBa B  CygebHbIx
pa3bupaTtenbcTBax, npegocTaBnATbCA B
rocyaapcTBeHHble opraHbl NO  3anpocam
nocnegHux.

yCroBui
cogepxaHve

MNognucaHune
OymaxHbIn

OneKTpoHHOro
aHarnor KOTOpPOro OOJDKEH
cogepxatb  mognucu  wM - (unKn)  neyatu
«MacTtepKapa» (0]0]0) 7] Y4acTHUKOB,
OCYLLIECTBMAETCA MyTEM MNocrneaoBaTeNbHOro
noanucaHus [aHHoro OnNeKTPOHHOro
OOKyMeHTa «MacTtepKapo» 000 7]
YyacTHMKkamm.

LOOKYMEeHTa,

«MactepKapg» OOO wu Y4yacTHWKM HecyT
OTBETCTBEHHOCTb 3a obecneyeHne



the Encrypted and Certified DS keys, preventing
the use of the keys belonging to it without its
consent. If a body or a person acting on behalf
of the organization when signing an Electronic
Document is not specified in the Encrypted and
Certified DS certificate, then in each case when
the Receiving Party received the signed
Electronic Document, the Receiving Party
assumes in good faith that the document was
signed on behalf of the Sending Party by the
proper person acting within authorities granted
to him.

Organization of the EDM between MasterCard
OO0 and the Participants does not cancel the
use of other means of production and exchange
of the documents between MasterCard OOO
and the Participants pursuant to the other
obligations of MasterCard OOO and the
Participants.

The terms of use of the Encrypted and Certified
DS means, the order of verification of the
Encrypted and Certified DS, the rules of
handling keys and certificates of the Encrypted
and Certified DS are set by the normative
documents (regulations) of the CC; on these
issues MasterCard OOO and the Participants
refer to the regulations of the CC.

Prior to the implementation of the Electronic
Document exchange, MasterCard OOO and the
Participants exchange documents giving
consent to participation in the EDM, agree to the
EDM Operator and verify the compatibility of the
used Software. No more than 15 (fifteen) days
later the Participants undertake to obtain the
Encrypted and Certified DS certificates at their
own expense.
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KOH(pmMaeHLUManbHOCTH KIoyen
KeanuduumposarnHon 31, HefonylieHne
NCNONb30BaHUSA MNpUHaANexalimx UM Kroyen
0e3 wux cornmacus. Ecnn B cepTudmkate
KeanunduumposaHHoi 3l He ykasaH opraH unm
dusnyeckoe nuuo, AOEUCTBYKOLIEE OT UMEHMU
opraHmsaumMmM npu nognucaHun ANEeKTPOHHOIo
OOKYMEHTa, TO B KaXXAOM Cclyyae nosy4vyeHus
noanMCaHHOro  JMEeKTPOHHOro  JOKyMeHTa
Monyyatowasn CTOpOHa [obpoCcoBECTHO
NCXOANT U3 TOro, YTO AOKYMEHT NnognucaH oT
nMeHn HanpaensoLwen CTopoHbl Haanexawmm
nMuoMm, AENCTBYHOLWMM B Npeaesnax MMeLWmnXcs
Y HEr0 NOSTHOMOYUNIA.

Opranuzauna 300 wmexay «MactepKapa»
OO0 wu  YvyacTHMKaMn  He  OTMeHsieT
MCronb3oBaHWe UHbIX CNoCcOBOB N3roTOBMEHUS
n o6MeHa aokymeHTamu mexay «MactepKapa»

OO0 wu VYvyacTHMKaMn B pamKax WHbIX
obsaszatensctB  «MactepKapg» OOO wu
YyacTHUKOB.

YcnoBus NCNoNb30BaHNs cpeacTs
KeanuduumpoaHHon I, nopsgok nNpoBepku
KeanuduumpoBaHHoOM arn, npasuna

obpaleHns c knwYamy un  ceptudmkaTamu
KesanudpuumposaHHor 31 ycTaHasnuBaloTCs
HOPMaTUBHbIMW JOKYMEHTaMu (pernameHTamm)
YU, no paHHbiM Bornpocam «MactepKapa»
000 M  Y4yacTHUKM PYKOBOACTBYIOTCS
HOpMaTUBHbLIMU JOKyMeHTamu YLL.

Jo Havana OCYLLIECTBIEHNS obmeHa
OneKTpoHHbIMKM AOokymeHTamu «MactepKapa»
000 " YyacTHUKN obmeHunBarTCs
OOKyMeHTamMMm, npegycmaTtpusatoLLMm

cornacue Ha ydyactne B 30, cornacoBbiBatoT
OnepaTopa 300 v npoBepsitOT COBMECTUMOCTb
ucnons3yemoro MO. He no3gHee 4yem vepes 15
(nAaTHaguaTe) AOHeW nocne 3Toro Y4acTHUKU
obsA3yloTCA 3@  CBOM  CYET  MONy4uTb
ceptudukatel KeanuduumposanHomn 3.



11.1.2.(A) Procedure for issuing and receiving
invoices electronically via telecommunication
channels using the Encrypted and Certified DS

When issuing and receiving invoices
MasterCard OOO and the Participants refer to
the regulations stipulated by the Ministry of
Finance in accordance with the Tax Code.

11.1.2.(B) Procedure for issuing, sending and
exchange of bills of lading and acts via the EDM
Operator

The Sending Party creates the necessary
Electronic Document in the Software system,
signs it by means of the Encrypted and Certified
DS, packs it in the transport container and
sends via the EDM Operator to the Receiving
Party.

The EDM Operator verifies the address and
structure of the transport container, and, in case
there are no faults, carries out its delivery to the
Receiving Party. In this case, the EDM Operator
records the date and time of sending the
Electronic Document, creates the Confirmation
of the dispatch date (CDD) and sends it to the
Receiving Party.

The Sending Party verifies the validity of the
Encrypted and Certified DS certificate after
receiving the CDD and saves it in the Software
system.

If the EDM Operator finds an error in the
received container he creates an error report
and sends it to the Sending Party.

Not later than 1 (one) working day as from the
delivery, the Receiving Party forms the Receipt
of notification (RON), which records the fact of
delivery of the Electronic Document, signs it by
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11.1.2.(A) MNopsaok BbICTABNEHUS U MONyYeHUs
cyeToB-haKTyp B 93NEKTPOHHOM Buae Mo
TENEKOMMYHUKALMOHHBIM  KaHanam CcBs3uM C
ncnonb3oBaHnem KeanuduumporanHom 3l

Mpwn BbICTaBNEHUN U NONYYEHNU CHETOB-PAKTYP
«MactepKapg» 000 n YyacTHUKM
PYKOBOACTBYHOTCSA nopsigKom,
ycTaHaBnmBaembiM MuHuctepctBoMm ®uHaHcoB
P® B cooTBeTCTBUM C HanorosBbIM KOOEKCOM.

11.1.2.(B) Mopsagok BbICTaBMNeHUS,
HanpasrneHnst 1 obMeHa HaknagHbIMU N aKTaMm
yepes3 OnepaTopa 340

Hanpasnsitowas CTOpOHa dopmupyeT
HeobxoOuMbIN ~ ONEKTPOHHLIN  OOKYMEHT B
cucteme Mno, noanucbiBaeT ero

KeBanuduumposarHHon O3Il1, ynakoBbiBaeT B
TPaHCMOPTHBIN KOHTEAHEP 1 OTNpaBNAeT Yepes
OnepaTtopa 30 MNonyyatoLlen CTOpoHe.

OnepaTtop 300 npoBepsieT agpec u CTPYKTypy
TPaHCMNOPTHOrO KOHTENHEepa 1, Npu OTCYTCTBUMK
HeJOCTaTKOB, OCYLLIECTBNAET €ro [AOCTaBKy
Monyyatowen ctopoHe. lNMpu atom OnepaTop
OO0 dukcupyeT paty M BpemMs OTNpaBku
OnNeKTPOHHOrO OOKYMEHTa, dopmupyeT
MoateepxaeHne patel otnpasku (M10O) wn
oTnpaenseT ero Hanpasnstowen CTOpoHe.

Hanpagnstowasa ctopoHa npu nonyydyeHuun Mo
nposepsieT OEeNCTBUTENbHOCTL cepTudukaTa
KeanudguumposaHHon Al M coxpaHseT ero B
cucteme M0O.

Mpn obHapyxeHnn OLWMBOK B MONYyYEHHOM
kKoHTenHepe Onepatop 300 dopmupyet
coobueHne o6 ownbke M OTnpaBnsieT ero
HanpasnsitoLuen cTopoHe.

Mony4yatowan ctopoHa He no3gHee 1 (0gHOro)
paboyero OHs nocne pgoctaBku copmupyet
M3BeweHne o nonydyeHun (MOIT), B koTOpOM
dukcupyet akT [oCTaBkM  INEKTPOHHOro



means of the Encrypted and Certified DS and
sends it to the Sending Party via the EDM
Operator.

The Sending Party verifies the validity of the
Encrypted and Certified DS certificate after
receiving the RON and saves it in the Software
system.

The Receiving Party after examining the
Electronic Document may exercise one of the
following actions not later than 1 (one) working
day after such examination:

0] to form a Buyer title (BT) or a Customer
titte (CT), sign it by means of the
Encrypted and Certified DS and send it to
the Sending Party via the EDM Operator
- in case if the Receiving Party agrees
with the content of the Electronic
Document;

(i) in case of disagreement with the content
of the Electronic Document — to form a
Notification for clarification (NFC), stating
the reason for disagreement, sign it by
means of the Encrypted and Certified DS
and send it to the Sending Party via the
EDM Operator.

The Sending Party verifies the validity of the
Encrypted and Certified DS certificate after
receiving the BT (CT) or (NFC) and saves it in
the Software system.

Not later than 1 (one) working day after
receiving the BT (CT) or (NFC) the Sending
Party amend the received document and repeat
the actions stipulated by clause 1 Section
11.2.2.(B) of the Russia Rules.
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OOKYMEHTa, nonuceiBaeT ee
KBannduumposanHonn 3l wn  otnpasnser
HanpaBnstowen ctopoHe u4epe3d Onepatopa
o40.

Hanpaensiowasa ctopoHa, nonyyus WOI,
npoBepsieT AEWCTBUTENbHOCTb cepTudmkarta
KeanuduumposaHHo 3l 1 coxpaHsieT ero B
cucteme M0O.

Monyyatowas CTOpoHa, O3HAKOMUMBLUUCL C
ONEKTPOHHLIM LOKYMEHTOM, MOXET He No3gHee
1 (opgHoro) paboyero pHA nocne Takoro

O3HaKoOMJIIEHVSA COBEpLUNTb 0fHO n3
cnenyroLmnx 4encTBUi:
0] cthopmmpoBaTb TuTyn nokynatens

(TM) wnm Tutyn 3akasumka (T3),
nognucatb ero KesannduunposaHHoON
Ol wn otnpaButb Hanpaensiowen
cTopoHe yepe3 Onepartopa 340 — B
ToM cnyyae, ecnu [lonyyawowas
CTOpPOHA corfiacHa C CoAaepXaHWem
OnNEeKTPOHHOro AOKYMEHTA;

(i) npu Hecornacum C CcoAaep)KaHUeM

OnNeKTPOHHOro OOKYMeHTa -
ccopmumpoBatb YBegomrieHne 00
yTouHeHun (YOVY), ykaszaB npuymHy
Hecornacus, noanucaTtb ero
KeanuduumnpoBaHHoOM arl "
oTnpaBuTb HanpaBnsioLwen CTopoHe
yepes OnepaTtopa 30.

Hanpagnstowas ctopoHa, nonyyuswada TI1 (T3)
nmbo YOY, nposepsieT [EWCTBUTENbHOCTb
ceptudpukata KeanuduumposaHHon 3l nu
coxpaHsieT ux B cucteme 0.

HanpaBnsiwowasa ctopoHa He nosgHee 1
(ogHoro) paboyero gHa nocne nonyveHus T
(T3) rubo YOY BHOCUMT wuCNpaBneHuss B
MOSTyYeHHbI JOKYMEHT 1 NOBTOPSET AEWCTBUS,



11.1.2.(C) Procedure of the Direct Exchange of
the formalized and non-formalized documents

The Sending Party creates the necessary
formalized or non-formalized document in the
Software system, signs it by means of the
Encrypted and Certified DS, and sends the
formalized and non-formalized Electronic
Document to the Receiving Party.

The Receiving Party verifies the validity of the
Encrypted and Certified DS certificate after
receiving the formalized or non-formalized
Electronic Document and saves the formalized
or non-formalized Electronic Document in the
Software system.

The Receiving Party, after examining the
formalized Electronic Document, may exercise
one of the following actions not later than 1 (one)
working day after such examination:

0) to create a Notification of acceptance
(NOA), which is either a BT or CT with an
Encrypted and Certified DS of the
Receiving Party or the Encrypted and
Certified DS of the Receiving Party under
the original Electronic Document, and
send to the Sending Party - in the event
that the Receiving Party agrees with the
content of the Electronic Document;
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yCTaHoBneHHble B N. 1 pasgena 11.2.2.(B)
HacToswmx Poccunckmx npaswmn.

11.1.2.(C) Mopsipok  Tllpsmoro  obmeHa
dhopmanm3oBaHHbIMM n
HedopMann3oBaHHbIMU LOKYMEHTaMM

Hanpasnsiowas CTOpoHa dopmupyeT
HeobxoaMMbIN hbopmanum3oBaHHbIN unu
HecbopManmn3oBaHHbIA DNEKTPOHHbIN OKYMEHT
B  cucrteme Mo, noanucbiBaeT  ero
KeanuduumposaHHoun 3I1, HanpaBngaeT dann ¢
hopManm3oBaHHbIM nnm
HedopManM3oBaHHbIM OneKTPOHHbIM
AOKYMeHTOM B agpec [ony4yatoLernt CTOpOHbI.

Monyvyalowass cTopoHa Mpu  NOMyYeHUU
dopmanm3oBaHHOro unm
HedopmanM3oBaHHOro OneKTPOHHOro
OOKyMeHTa npoBepsieT  AeWCTBUTENbHOCTb
ceptncukata KeanuduumposanHon 3l un
coxpaHsieT dopmanusoBaHHbIN nnu

HecopMann3oBaHHbIA ONEKTPOHHbIN OKYMEHT
B cucteme MO.

Monyyatowaa CcTOpOHa,
dopmManu3oBaHHbIM

03HaKOMMBLUUCL C
OnNeKTPOHHbIM

OOKYMEHTOM, MOXeT COBEpLWUTb OOHO U3
cnegylowmnx aencTesmi He nosgHee 1 (ogHoro)
pabouero OHs c MOMEHTa Takoro
03HAKOMIEHUSI:

0) ccopmupoBatb  YBegomrieHne O
NPUHATUN (yor, KoTopoe
npeactaenset cobon nnéo TN nnn T3
c KeanuduvumposaHHom an
Monyyatowen CTOPOHBI, nmbéo
KBanuduumpoBaHHyto orl
Monyuvatowen CTOPOHBI nog,
NCXOAHbLIM OnNeKTPOHHbIM
OOKYMEHTOM, n OTNpaBUTb

HanpaBnsiowen ctopoHe — B TOM
cnyyae, ecnu lNony4yatowas cTopoHa
cornacHa c cogepXxaHnem



(ii) in case of disagreement with the content
of the Electronic Document — to create a
Noatification for clarification (NFC), stating
the reason for disagreement, sign it by
means of the Encrypted and Certified DS
and send it to the Sending Party.

The Receiving Party after examining a non-
formalized Electronic Document may exercise
one of the following actions:

0) sign the Electronic Document by means
of the Encrypted and Certified DS and
send it to the Sending Party in the event
that the Receiving Party agrees with the
content of the Electronic Document;

(i) in case of disagreement with the content
of the Electronic Document —not sign the
Electronic Document and not send it to
the Sending Party. The Sending Party
shall be notified of such disagreement
within the reasonable time.

The Sending Party verifies the validity of the
Encrypted and Certified DS certificate after
receiving the NOA, NFC, non-formalized
Electronic Document and saves it in the
Software system.

In case of inconsistency of state calendar of
working time of the Receiving Party with the
factory calendar of RF the Receiving Party shall
send a notice of receipt of the Electronic
Document on the first business day according to
the state calendar of working time of the
Receiving Party.
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(i) npu

SﬂeKTDOHHOI'O OOKyMEeHTa;

Hecornacum C coaepxaHvem
OneKTpPOHHOro AOKyMeHTa -
cchopmumpoBatb YOV, ykasaB Nnpu4mHy
Hecornacus, nognucatb ero
KsanuduumposaHHoOM ar "
oTnpaBuTb HanpaensioLen cTopoHe.

Mony4yaowas CcTopoHa, O3HAKOMMBLUUCH C
HedhopManmn3oBaHHbIM OnNEeKTPOHHBIM
OOKYMEHTOM, MOXeT COBepLIMTb OOHO Wu3
cnegyowmnx AenNcTBuNn:

0) nognucatb ONEKTPOHHbLIN JOKYMEHT

KeanuduumnpoBaHHoM arn "
oTnpaBuTb HanpaBnsioLwen CTopoHe
— B TOM criyyae, ecnu [Monyyatowas
CTOpPOHA corfacHa C CoAaepXaHWeMm
ONEKTPOHHOrO JOKYMEHTA;

(ii) npu Hecornacum C CcoAaep)KaHUeM

OneKTPOHHOro  AOKYMEHTa — He
noanucbiBaTb OnNEeKTPOHHBbIV
OOKYMEHT W He OTnpaensATb €ro

HanpasnsioLuen CTOpOHE.
HanpaBnsiowaa cTopoHa [orkHa
ObITb yBeoMmIeHa o} TakoMm

Hecornacum s pa3YMHbIIZ CpPOK.

Hanpagnstowasa ctopoHa, nonyuyuswas YOI,
YOV, HedopmannizoBaHHbIA  ONEKTPOHHbLIN
OOKYMEHT  npoBepsieT  OEeNCTBUTENbHOCTb
ceptucpmkata KeanuduumpoaHHon 3l nu
coxpaHsieT ux B cucteme 0.

B cnyyae HecoBnageHWst rocyaapCTBEHHOrO
KaneHgapsi paboyero BpemeHu [lonydaroLlen
CTOPOHbI C MPOU3BOACTBEHHBIM KaneHaapem
P® Monyvatowas ctopoHa 06s3aHa HanpaBuTb
n3BelLLleHne O MonyyYyeHun  ISNeKTPOHHOro
OOKyMeHTa B nepBblii paboyni AeHb COrnacHo
rocynapctBeHHOMYy  KaneHgapto  pabodyero
BpemMeHu [onyyatoLlen CTOPOHbI.



In the event of a dispute regarding the signing
by means of the Encrypted and Certified DS of
MasterCard
00O and the Participants agree to provide the
commission, set up in accordance with the
regulations of the CC, the opportunity to
examine the conditions and modalities of work
of its software and hardware used for the

certain Electronic Documents,

exchange of Electronic Documents.

11.2 The fees for the settlement services

If the functions of the Settlement Center are
performed by the Bank of Russia, the fees for
services of the Settlement Center shall be
determined and effected pursuant to the
procedure established by the Bank of Russia in
accordance with the requirements of the laws of
the Russian Federation and regulations of the
Bank of Russia.

The fees for services of the Settlement Center

are paid by Direct Participants pursuant to the
agreements with the Settlement Center.
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Mpun BO3HUKHOBEHUN pasHornacun
OTHOCUTENBHO  MOAMNMWCAHMS C  MOMOLLbIO
KeanuduumposaHHon Ol onpegeneHHbIX
OneKTpoHHbIX  gokymeHTOB  «MactepKapa»

OO0 1 YyacTHMKM cornatuatoTcsi npefocTaBUTb
KOMUCCUM, CO3OaHHOW B COOTBETCTBMM C
pernameHToM YL, BO3MOXXHOCTb O3HAKOMITEHUS
C YCMOBUSIMM UK MOPSiAKOM paboTbl CBOMX
NPorpaMMHbIX U TEXHUYECKMX  CPeacTs,
ucrnonb3yembix Ans obmeHa JneKTPOHHbIMM
[JOKYMEHTaMW.

11.2 lNnaTa 3a pacyeTHbIE YCryru

B cnyyae BbinonHeHnsa gyHkumi PacyeTHoro
ueHtpa baHkom Poccuu nnata 3a ycnyru

PacuéTtHoro  ueHTpa  onpegensetcs U
BBOANTCS B JenctBMe B nopsfake,
YCTaHOBIEHHOM BaHkom Poccun B
COOTBETCTBUMN c TpeboBaHuAMM

3akoHogaTtenbcTBa Poccuiickon ®enepaumm n
HOpMaTMBHbIX akToB baHka Poccuu.

Onnarta ycnyr PacueTtHoro LueHTpa
ocywiecTnsietca [psaMbIMM y4acTHUKaMn B
COOTBETCTBUW C AOroBopamu, 3aKiioyYeHHbIMU
¢ Pac4yeTHbIM LeHTpOM.



12. Procedure under which the Payment
System Participants and Payment
Infrastructure Service Operators Provide

Information on their Activities to the Payment
System Operator

12.1  Provision of Information by Payment
Infrastructure Service Operators to the Payment
System Operator

The Payment System Operator may at any time
request in writing provision of any information
from the Operations Center, the Payment
Clearing Center and the Settlement Center
(except for cases when the functions of the
Settlement Center are performed by the Bank
of Russia) related to performance by them of
operational, payment clearing and settlement
functions respectively. The request will indicate
the date by which the information must be
provided. The information requested must be
provided in writing and sent to the address
indicated in the request.

12.2  Provision of Participant Information

A Participant must provide information on any
point covered by the Russia Rules or on
Domestic Transaction activity, if so requested in
writing by the Payment System Operator. The
request will indicate the date by which the
information must be provided, which shall be
not less than 30 calendar days from the date of
the request. The information requested must be
provided in writing and sent to the address
indicated in the request.

12. Mopsaaok npepocTtaBrieHnn
YyacTHuKamu nnaTeXXHowm cucTemsbl 7]
OnepaTtopamu ycnyr nnaTeXxHowm
MHpPaACTPYKTypbl UMHPOpMauuMm o cBoeun
OesATenbHOCTH Onepatopy nfaTeXHown
cuUcTeMbl

12.1 TpepocTtaBneHune WMHopmMaLumn
Onepartopamu yenyr nnaTExXHoM
WH(PACTPYKTYpbI Onepatopy nnaTexHomn
CUCTEMBI

Onepatop nnaTtexHoW CUCTEMbI MOXET B
noboe BpeMa B MUCbMEHHOM  BWae
3aTpeboBaTb npegocTtaBneHue nobon
uHdopmaumm oT OnepaumoHHOro LEeHTpa,
MnatexHoro KNUPUHIOBOTO LeHTpa "

PacyéTtHoro ueHTpa (3a McknioyeHneM cryyas
BbINOMHEHNss yHKuMA PacyétHoro ueHTpa
BaHkom Poccun), KoTopas Kacaetcs
BbINOMHEHNST UMW OMEepPaLMOHHbIX, MaTEXHbIX
KMMPWHIOBBIX M pacdeTHbIX  YHKUUWA,
cooTBeTcTBEHHO. B aTom 3anpoce Oyget
ykasaHa parta, Qo kotopou Tpebyetcs
NpegocTaBuUTb  yKasdaHHyl  MHAOpMaumio.
3anpawwnBaemas nHdopmauma AofkHa ObiTb
npegoctaBneHa B MUCbMEHHOM Buae MU
HanpaBrneHa nO agpecy, YyKasaHHOMY B
3anpoce.

12.2 TlpepocraBneHve NHopMaumm
YyacTHukamum

YuacTHMK 0053aH npepocTaBnaTb  nobyto
WH(OPMaLMIO MO BONPOCY, NPeAyCMOTPEHHOMY
Poccuickumu  npaBunamm unu B CBA3KM C
BHyTpuHaumnoHansHOW onepauuven, ecnu aTta
uHopMaumsa 3anpalmBaeTcs B NUCbMEHHOM
Buge OnepaTopoM nnaTexHoW cuctembl. B
3ToM 3anpoce OyaeT ykaszaHa Aara, 4O KOTopoWn
TpebyeTcs npenocTaBUTb YKa3aHHYH
UHOpPMaLNMIO, N KOTOpas AOMMKHA COCTaBMATb
He MeHee 30 KaneHgapHbix AHeW OT Aatbl
3anpoca. 3anpawwuBaemas  uHdOpmauMs
JomkHa OblTb NpegocTaBneHa B MUCbMEHHOM
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If the information requested is deemed by the
Participant to be proprietary information of the
Participant, such information will be treated by
the Payment System Operator as confidential.

Each Participant must ensure that it complies
with  applicable law in disclosing any
Transaction Data or other information to the
Payment System Operator, including any laws
on protection of personal data.

12.3  Right of Audit

The Payment System Operator may require
that the Participant submits, at Participant’s
expense, to an examination and/or audit and/or
periodic examination and/or periodic audit by a
firm of independent certified accountants or by
any other person or entity satisfactory to the
Payment System Operator if it suspects that the
Participant is involved in any legal, fiscal or
accounting irregularity.

The complete results of each such examination
and/or audit must be provided to the Payment
System Operator in writing promptly upon
completion.

Any Participant subject to an audit must provide
all information requested by the Payment
System Operator in connection with the audit.

All out-of-pocket expenses incurred by the
Payment System Operator in connection with
an audit must be paid by the Participant if the
audit determines that the Participant has
violated the Russia Rules or if the audit
determines that the financial accounts do not
correctly portray the financial situation of the
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BMAE W HanpaBereHa no agpecy, ykasaHHOMY B
3anpoce.

Mpn 3anpoce wHdOpMauuK, KoTopas, no
MHEHMIO YyacTHuKa, aBnsieTcs
KoHdMaeHUnanbHoM MHgopmauuer, Onepatop
NnaTeXxHoM CuUcTeMbl AOMkeH obpalwartbca C
Takown nHopmMaLumnen kKak ¢ KOHdUOEHUNANbHON.

Kaxgbih  YyacTHMK  00si3aH  obecneynTb
cobnogeHne NPUMEHUMOro 3akoHoAaTernbCTBa
npwv packpbiT OnepaTopy NNaTeXHoOM CUCTEMbI
[aHHbIX onepaumm unu WHOW WHopMaumK,
BKIMIOYAs 3aKkOHbl O 3aluTe MNEepCoHarnbHbIX
JaHHbIX.

12.3 [lpaBo Ha NpoBepKy

Onepatop nnaTeXHOW  CUCTEMbl  MOXET
notpeboBaTb nNpoBefeHUs NPOBEPKU, U (Mnn)
ayguTa, v (Mnv) Neproanyeckon MpPOBEPKU, U
(unun) nepuogmyeckoro ayauta Y4yacTHuKa, 3a
cyeT Y4yacTHuKa, He3aBUCUMOW ayauTOpPCKOW
VMPMOA MM UHBIM  IOPUANYECKUM UMK
du3ndeckuM  nULOM,  NpUeMneMbIM  Ons
OnepaTtopa nnaTexHon CUCTEMbI, ECININ UMEIOTCA
nogo3peHust B TOM, YTO YYaCTHMK BOBIEYEH B
Kakne-nmbo npaBoBble, pUHAHCOBbIE WK
ByxranTepckve HapyLleHus.

[MonHble pesynbTaTbl KaXA0W TAKON NPOBEPKMN U
(vnn) ayauta OOMKHbI  MpPegocTaBnATbCA
Onepatopy nnaTexHon cUCTEMBI B
NUCbMEHHOW hopMe cpasy Xe No 3aBepLleHnmn
nNpoBepKn nunun ayguTta.

Jlobo  YyacTHMK, B OTHOLUEHWM KOTOPOrO
NpoBoOAUTCS ayauT, 06513aH NpefocTaBUTb BCHO
WHcbopmaumio, 3atpeboBaHHyto OnepaTtopom
nnaTexHon CUCTEMbI B CBSI3U C ayaUTOM.

Bce  Tekywwme pacxogbl, NMOHECEHHbIEe
OnepaTopoM nnaTexHo CUCTEMbl B CBA3U C
ayanToMm, AOMKHbI onnavmMsBaTbCs YYaCcTHUKOM,
ecnu B xoge ayguta OyaeTt ycTaHOBMEHO, YTO
YyacTHuK Hapywun Poccuiickne npasuna unu
ecnn B xope ayguta OyaeT ycTaHOBIEHO, YTO
dmHaHCOBasA OTYETHOCTb HETOYHO OTpaxaeT



Participant. If no Russia Rules violation,
financial accounts inaccuracy or
misrepresentation is identified, the audit will be
paid by the Payment System Operator.

Provisions relating to an audit of the Payment
Infrastructure  Service Operators by the
Payment System Operator may be agreed
between the Payment Infrastructure Service
Operators and the Payment System Operator in
the agreements executed between them. This
provision is not applicable to the Bank of
Russia.
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duHaHcoBOE nonoxeHuve YyactHuka. Ecnu
HUKaKUX Ccryd4aeB HapyleHus Poccuickux
npaBwun,  HeOOCTOBEPHOCTU  PMHaAHCOBOM
NHGOPMaLLMKM NN UCKaXKeHUs hakToB He ByaeT
BbIABIEHO, pacxoadbl NO ayaAuUTy onradvnBarOTCA
OnepaTopoM NraTeXHoW CUCTEMBI.

Mopsgok ayguta OnepaTopoB ycnyr
nnaTexHon WHdpacTpyktypbl Onepatopom
NraTeXHom cUCTeEMbl MOXeT BbITb cornacosaH
OnepaTtopamu yenyr nnaTexHomn
WH(ppacTpykTypbl 1 OnepaTtopoMm nnaTexHoun
CUCTEMbI B 3aKNOYaeMblXx Mexay HuMK
Ooroeopax. JaHHoe nonoxeHue He
pacnpocTpaHsieTcst Ha baHk Poccun.



13. Risk  Management
Payment System, including the

Methods of Risk Management

13.1  Organizational
Management and its scope

The Payment System Operator has
specified the following organizational model
to be used to manage risks in the payment
system: risk management is performed by
the Payment System Operator. The
requirements of Section 13 of these Russia
Rules, Risk Management Policy are not
applicable to the Bank of Russia in case
functions of Settlement Center and central
payment clearing counterparty are
performed by the Bank of Russia. The
requirements of these Russia Rules, Risk
Management Policy are applicable to NSPK
in case it performed the functions of
Operations Center and Payment Clearing
Center.

13.2  Methods of Risk Management

The following methods are used in
managing risks:

(a) ensuring the possibility of granting
credit; and

(b) using irrevocable bank guarantees or

letters of credit.

13.3  Organizational Structure for
Management

Organizational structure for risk management
of the Payment System Operator consists of
General Director, Operational Director, Credit
Risk Manager, Regional Legal Counsel and
Fraud Manager. Each of the above
employees is entitled to require any
Participant to provide information as provided
in Section 12 of these Russia Rules to control

within  the
Risk
Management Model Used, Measures and

Model for Risk

Risk 13.3

13. Cuctema  ynpaBneHus puckamu
NfaTeXHOW cuUcTeMe, BKIOYasi MCNONb3yeMylo
Modenb  yrnpaBlieHUA  puckamu, nepeyeHb
MeponpuAaTUMA U CNOCOBOB ynpaBreHUs puckamm

13.1  OpraHusaunoHHas  MoAenb  yrnpaBreHus
pvuckamu 1 obnacTb ee NpUMeHeHus
Onepatop nnNaTéxHoOW CuUCTEMbl onpeaenun

CcneayoLLyo OpraHn3aumoHHY0 MoAernb, KoTopas
OyoeT ucnonb3oBaTbCsA ANS YNPaBAEHUs: puckamu
B nnatéxHon cucteme: Onepartop nnaTéxHoOm
CUCTEMBI ocylwiecTBnseT CaMOCTOSATENbHOE
ynpasrneHne puckamu. TpebosaHus pasgena 13
HacTtosawmx Poccuinckux TMpasun, [MonuTtukn
yrpaBneHns puckamu He MpPUMEHSITCA K BbaHky
Poccun B crnydyae BbINOAHEHUA UM YHKLMIA
PacyeTHOro ueHTpa 1 LeHTpanbHOro NIaTéxHoro
KNMPUHIOBOrO KOHTpareHTa. TpeboBaHus
HacTtoawmx Poccuiickux [lpasun, [Nonutukn
ynpaBnenus puckamu npumeHsitotca k HCIK B
crnyyae BbINOMHEHU UM PyHKUMN OnepaumoHHOro
ueHTpa u MNnatéxHoro KnnpuHroBoro LeHTpa.

13.2  Cnocobbl ynpaBneHus prckamm

Cnepyowue  cnocobbl
ynpaBreHns puckamu:

NCNONb3YyKTCA and

(a) obecneyeHne BO3MOXHOCTH
npefoCTaBneHUs KpeauTa; u

(b) ncnonb3oBaHue 0©e30T3bIBHOM
GaHKOBCKOW rapaHTWUKN UK akkpeauTuBea.

OpraHusaumoHHas CTpykTypa ynpaBneHusi
puckamu

OpraHusaunoHHas CTpyKTypa yrnpaBrieHus puckamm
Onepatopa nNaTéxXHoW CUCTEMbI COCTOUT U3
"eHepanbHoro anpekTopa, OnepaunoHHoro
anpekTopa, YNpaBnstolero KpeauTHbIM PUCKOM,
PervoHanbHOro HPUCKOHCYNbTa U YNpaBnsawLwero
no 6opbbe ¢ MoleHHMYecTBOM. Kaxabin u3
yKa3aHHbIX pabOTHMKOB BMpaBe 3aTpeboBaTtb OT
noboro YyactHuka npeaocTaBneHms Hpopmaumm,
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compliance with risk management
requirements provided hereunder and in any
other provision of the Russia Rules. Each of
the Operational Director, Credit Risk
Manager, Regional Legal Counsel and Fraud
Manager reports to the General Director with
reference to the risk management
responsibilities described under Section 13.4
below. The General Director coordinates the
risk management of the Payment System
Operator, while each of the above employees
is responsible for his/her areas of risk
management as more fully described under
Section 13.4 below.

13.4  Functional
Persons Responsible for Risk Management

13.4.1 Financial Risk (including credit risk and

risk of loss of liquidity):

Customer Risk Management (CRM) is
responsible for the identification,
measurement and management  of
Participants credit risk.

The Payment System Operator monitors
and analyses authorizations on a
permanent basis in order to detect any
essential changes connected with increase
or decrease of volumes of transactions or
other risks for a particular Participant.

The CRM function is represented in the
Payment System Operator by a Credit Risk
Manager. The most important
responsibilities of the Credit Risk Manager
are as follows:

(a) Conducting continuous monitoring
of Transaction activity for Russian
Participants during assigned on-
duty periods;

Responsibilities of the

npeaycMoTpeHHoNn B pasgene 12  HacToAwmx
Poccuickux npaBun, € Uenblo  KOHTponsd 3a
cobnogeHnem TpeboBaHWA NO  ynNpaBneHuto
puyckamum, NpeayCMOTPEHHbIX HacToALLMMU
Poccuiickumn  npasunamu un  nwobsiMn - apyrumm
NOMNOXeHNsIMun Poccuiickmx npasun.
OnepaunoHHbIN auvpekTop, YnpasnaoLmm
KpeauTHbIM PUCKOM, PermoHanbHbIN FOPUCKOHCYMbT
n Ynpasnswowmn no 6opbbe ¢ MOLLIEHHNYECTBOM -
Kaxabl NogoTYETEH ["eHepanbHOMY OMPEKTOpY MNo
BOMpOCaM YMpaBfieHNs puckamu, OMUCaHHbIM B
nyHkte 13.4 Huxe. [eHepanbHbI  OupekTop
KOOpAvHMpYeT ynpasneHue puckammn Onepartopa
NNaTéxHon CUCTEMbl, B TO BPEMS KaK Kaxabli U3
yKa3aHHbIX pabOTHMKOB OTBEYaET 3a CBOK 0bnacTb
yrnpaBneHus puckamu, Kotopble Gonee nogpobHo
onucaHbl Hke B pasgene 13.4.

13.4 OyHKUMOHAnNbHbIE obs3aHHOCTH nvu,
OTBETCTBEHHbIX 3a yrNpaBreHne puckamm

1341 ®uHaHCcoBbIN puck (BKkntovas
KPEeAMTHBIN PUCK U PUCK YTPaTbl IMKBUGHOCTH):

PyHKUMA ynpaBneHusa puckoM knmeHToB (YPK)
CBA3aHa C  onpefereHuem, OLeHKoM 7]
ynpaBreHneM KpeanTHbIM PUCKOM YYaCTHUKOB.

OnepaTtop nnaTexHoOW CUCTEMbI Ha MOCTOSAHHOW
OCHOBE KOHTpOnupyeT 7] aHanusunpyet
aBTOpM3aUMM C LUeNbl  BbISIBNEHUS  NOObIX
CYLLECTBEHHbIX  M3MEHEHUN,  CBSA3aHHbIX C
yBENIMYEHNEM WM yYMEHblUeHneM obbema
onepauun, WU WHbIX PUCKOB B OTHOLUEHUM
OTAENbHOro YyacTHUKa.

B Onepatope nnaTéxHom cuctembl 3a (PyHKUMIO
YPK otBevaeT YnpaBnaoLWmnin KpeanTHbIM PUCKOM.
Hanbonee BaXXHbIMU 06s3aHHOCTSIMU
YnpaensoLwero KpeaAMTHBIM PUCKOM SIBMSIOTCS:

(2) NOCTOSAHHBLIN MOHUTOPUHI AeATeNbHOCTU
no Onepauusam ans POCCUACKMX
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(b) Monitoring market developments in
Russia and neighboring countries
that may have a bearing on the
credit status of Participants, and
taking appropriate action based on
information obtained,;

(c) Evaluating
creditworthiness  and
appropriate
exposure;

(d) Reviewing new applications for
participation, as well as proposed
new business with existing
Participants, and ensuring that
related risks are effectively
controlled,;

(e) Managing collateral obtained in
mitigation of risk exposures; and

Participant
ensuring
mitigation of risk

(f) Managing high-risk situations,
including bank failures. This activity
includes taking the Ilead in
recommending/initiating protective
action, such as blocking
authorizations.

Credit Risk Manager conducts regular
reviews of the financial strength and stability
of the Settlement Center and, if applicable,
of other Payment Infrastructure Service
Operators, to ensure continuity of
settlement. In analyzing the standing of the
Settlement Center, and of other Payment
Infrastructure  Service  Operators  if
necessary, Credit Risk Manager uses a
variety of inputs, including macroeconomic
and market data, financial statements and
credit ratings. Quantitative and qualitative
analysis is carried out using this information,
in order to produce an overall credit
assessment. This credit assessment is used

Y4yacTHUKOB B Te4yeHue OoTBeEHHbIX

NepuoaOoB AEXYpPCTBa;

(b) MOHWTOPUHT CcoBLITUI Ha pbiHKe Poccnn n
pbIHKax cocegHUX CTpaH, KOTopble MOryT
oKasblBaTb BNUsIHWE Ha KPEAWTHbIN CTaTyC
Y4acTHUKOB, n coBepLueHune
COOTBETCTBYHOLLMX OencTeum Ha
OCHOBaHWUM NOJTy4YEHHOW MHOpMaLuu;

(c) oueHka KpeanTocnocobHOCTU YYaCTHUKOB
1 obecneyeHne COOTBETCTBYIOLLUX MEP MO
MWUHUMU3ALIMN PUCKA,;

(d) aHanu3 HOBbIX 3a8BOK Ha yyactue, a
Takke npeanoXeHumn HOBOW
0eaTenbHOCTM UMEILLNXCHA YYaCTHUKOB U
obecneyeHne 3MPEPEKTUBHOTO KOHTPONS
CBSI3@HHbIX C 3TUM PUCKOB;

(e) ynpaBneHwue obecneyeHnewm,
npegocTaBeHHbIM B uensix
MWUHUMM3aLUN PUCKOB; U

(f) ynpaBnenue  cuTyauumamm BbICOKOIO

pvcka, TakMMK Kak HennaTexu 6aHKoB.
JaHHbIl BMO OeATenbHOCTU BKIOYaeT
onpeaensaLLyo porb B NpeaocTaBneHmm

pekomMmeHdauui/Havane 3aLLUNTHBIX
OENCTBUWA, TakMX Kak OnokupoBaHue
aBTOpM3aLUN.

Ynpasnawowmin  kpegutHbiM  puckom  (YKP)

NPOBOAWUT perynsipHble MNpPOBEPKU (PUHAHCOBOM
HaOEeXHOCTU 1 cTabunbHOCTU Pacy€THOro LeHTpa,
a npu HeobxogumoctTn — Apyrux OnepaTtopoB
yCnyr nnaTtéxHon WHAPacTPyKTypbl, B LeEnsx
obecneyeHns becnepebortHocT pacyeToB. [lpu
aHanuse nonoxeHus PacuyéTHoro ueHTpa, a npu
HeobxoammocTn — apyrux OnepartopoB ycnyr
nnaTéxHon uHdpacTpykTypbl, YKP ucnonbsyet
pa3HoobpasHblie cBefeHus, BKItoYas
MaKpPO3KOHOMMYECKYI0 MHPOPMaLMIO U AaHHbIe O
pblHKE, OMHAHCOBYK OTYETHOCTb W KpeauTHble
penTuHrn. KOnUYeCcTBEHHbIN W KayeCTBEHHbIN
aHanuM3 MpoBOAMTCA C WUCMOMb30BAHWEM TaKMX
CBeJeHMN B LensX OCYLWEeCTBMEHUS LeNoCTHON
KpeouTHOM oueHkM. Takas KpeguTHas oueHka
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to determine the appropriate level and form
of credit risk mitigation.

Credit Risk Manager also undertakes
analysis of the financial strength of
Participants. In analyzing the risk profiles of
Participants, Credit Risk Manager uses a
variety of inputs, including macroeconomic
and market data, financial statements of
Participants, credit ratings and peer group
analyses. Quantitative and qualitative
analysis is carried out using this information,
in order to produce an overall credit
assessment. This credit assessment is used
to determine the appropriate level and form
of credit risk mitigation.

Most cases of Uncovered Payment Clearing
Position arise as a result of technical issues
or human error (settlement not funded
because of local holidays etc.), and are
rectified by the Payment System
Participants themselves. In the event of a
Financial Failure which is not rectified by the
Participants themselves, the Payment
System Operator would reimburse the
Settlement Center for the shortfall subject to
conditions of the contractual arrangements.
The Payment System Operator would
deploy any collateral, which was obtained
from the Participant, which has the
Uncovered Payment Clearing Position, in
reimbursing the Settlement Center. In the
absence of sufficient collateral, the Payment
System Operator would expect to utilize its
own resources; if necessary, it would draw
upon its committed revolving credit facility,
which should be sufficient to cover the
largest peak Payment Clearing Position of a
Participant in case of need.

13.4.2 Legal Risk:

ucnonb3yetca AOns Toro, 4tobbl onpegenuTb
Hagsiexalwuin ypoBeHb M (POpPMYy MUHMMU3aLMM
KpeauTHOro pucka.

YKP Takke npoBoauT aHanu3 UHaAHCOBOW
HaZeXHOCTKU Y4yacTHUKOB. Mpn aHanuse
puckosaBucmmoctn YyactHmkoB YKP ucnonbsyer
pa3HoobpasHbie cBedeHus, BKNtoYas
MaKpO3KOHOMMYECKY0 MHpOpMaLnO U AaHHbIE O
pblHKe, (UHAHCOBYID OTYETHOCTb YYaCTHUKOB,
KpeauTHblE PEWTUMHIN U aHanuTMYeckue AaHHble

KONner-akcnepToB. KayecTBeHHbIN "
KONMMYECTBEHHbIA aHanu3, OCYLLECTBMSIEMbIA Ha
OCHOBaHUN Takomn WHcpopmauum, naér

BO3MOXHOCTb OCYLLUEeCTBUTb 06UJ,le KpeauTHYyo
OLIEHKY. Takas KpeanTHaa oueHKa Ucnonb3yeTcA

ans onpegeneHns napameTpoB
COOTBETCTBYIOLLIETO YPOBHSA " dopmbl
MWUHUMWU3ALNN KPeOUTHBIX PUCKOB.

BonblinHCcTBO cny4yaeB BO3HUKHOBEHUA

HenokpbiTon MnaTeXHoM KIMPUHIOBOM MO3ULUK
BO3HMKAIOT B pe3yrnbTarte TEXHUYECKUX omnbok
unn 4Yenoseyeckoro aktopa (pacyétr He
OCYLLECTBMSAETCH M3-32 MECTHbIX MPasgHUKOB U
T.N.) W YCTpaHATCS caMMMy  Y4YacTHMKamu
nnaTtéxHon cuctembl. B cnyvyae ®duHaHCOBOroO
HapyLleHus, He YCTPaHEHHOTO caMmmmm
YyacTHukamu, Onepatop nNaTéxHOW CUCTEMbI
Bo3mellaeT PacyéTHOMy LEHTpYy BbiNnavyeHHble
UM cpeactBa C y4eTOM YCMOBUW 3aKMOYEHHbIX
poroBopoB. Onepatop NNaTéXHOW CUCTEMBI
ucnonb3yeT nboe obecneyeHne, Nony4YeHHoe oT
YyacTHuka, nmetowlero HenokpbiTyto NnatexHyro
KNMUPUHIOBYHO MO3WLMIO NMPU TakoM BO3MELLEHUN
PacuétHomy ueHTpy. B oTcyTCcTBME AOCTATOYHOrO
obecneveHns Onepatop NNATEXHOMW CUCTEMbI
OyOeT ncnonb3oBaTb COGCTBEHHBIE PECYPChI; NP
HeobXxoAMMOCTU OH npou3BedET BbIGOPKY no
BO30OHOBNAEMOMY KpeauTy, KOTOPbIA OOSHKeEH
ObITb AOCTaTOYEH ANS NOKPbITUS HanbonbLiero no
pasmepy ob6s3aTenbcTBa YyacTHuKa,
BblTekatowwero M3 ero llnaTexxHon KNUPUHTOBON
nosuuun.

13.4.2 lNpaBoBoOW pUCK:
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Regional Legal Counsel deals with legal risk PernoHanbHbIV FOPUCKOHCYNbT HeceT
related to functioning of the payment OTBETCTBEHHOCTb 3a ynpaBsfieHWe HPUANYECKUMMU
system. The Regional Legal Counsel: puckamu, cBsi3aHHbIMM C paboTonm nnaTéxXHON

(&) On a permanent basis monitors
and analyzes the Russian
legislation including its
amendments which may affect the
payment system, especially in
areas of payments regulation and
supervision, insolvency and bank
regulation and supervision, notifies
the Payment System Operator
General Director as appropriate;

(b) Reviews the draft Russia Rules and
its amendments;

(c) Reviews agreements entered into
by the Payment System Operator;

(d) Handles the disputes likely to be
brought to court or arbitration
involving the Payment System
Operator or ensures that such
disputes are properly handled,
review the causes of such disputes
and suggest to amend these
Russia Rules or other agreements
entered into by the Payment
System Operator as appropriate;
and

(e) Handles the bankruptcy
proceedings involving the Payment
System Operator in a capacity of
creditor or debtor or ensures that
such proceedings are properly
handled.

13.4.3 Operational Risk (including fraud risk):

In the payment system a process for

cucTeMbl. PermoHanbHbIin IOPUCKOHCYIbT.

(a) OCYLLIEeCTBNAET Ha MNOCTOSHHOW OCHOBE
aHanuM3 U  MOHWUTOPWHI  POCCUIACKOIO
3aKoHoOaTenbCTBa, BKMoyas nobble ero
N3MEHEHUs1, KOTOPbIe MOTYT MOBMAUSATL Ha
NNaTéxHyt CUCTeMy, B 4YacTHOCTU, B
obnactsax perynupoBaHus U Hagsopa 3a
nrnaTtexamu, HEeCOCTOATENIbHOCTH,
GaHKOBCKOro perynupoBaHus 1 Hagsopa,
yBegomnseT [eHepanbHOro Aupekropa
OnepaTtopa nnaTéxHoln cucTembl No Mepe
HagobHoCTY;

(b) npoBepseT NpoekTbl Poccuincknx npasun
N UBMEHEHWNIN K HUM,;

(c) npoBepsieT cornalwleHus, 3akroyaemble
OnepaTopom NNaTéxHon CUCTEMBI;

(d) BEOET [Jena no cnopam, WMEKLWMM
nepcnektuBy OblTb NepedaHHbIMU B CyA4
Unu  TpeTemckum Ccya C  yyacTuem
OnepaTopa nnaTéxHOM CuUcTeMbl WK
obecneunBaeT Nx Hagnexallee BedeHue,
aHanuaupyeT npuYMHblI BO3HMKHOBEHUS
TaKux CropoB ¥ npeanaraeT U3MeHEHUs K
HacTosAwmMM Poccuinckum npasunam mnm
OPYrvMM  cornalleHunsM,  3aKIiYEHHbIM
OnepaTopom MnaTéxHOM CUCTEMbI, MO
mMepe HeobxoanmMocTu; 1

(e) Benért gena o 6aHKPOTCTBE C yyacTuem
Onepatopa nnatéxHom cuctembl B
KayecTBe KpeauTopa WUnu AOMKHUKa Unm
obecneunBaeT Hagnexawee BedeHue
Takvx gen.

13.4.3 OnepauuoOHHbIA  pUCK  (BKMOYad  pUCK
MOLLEHHMNYeCTBA):

B nnaTtexHon cucteme npoueaypa ynpasneHus

managing operational risk is in place to onepaunoHHbIM PUCKOM NPUHATA ANs TOro, YTobbl
reduce the disruption caused by disasters, CHM3NTb  ywepb, NPUYMHEHHBIN  aBapusiMu,
security failures, or loss of service to an HapylweHneM  (PYHKUMOHMPOBAHUS  CUCTEMBbI
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acceptable level through a combination of
preventative and recovery controls.
Operational risk management includes
controls to identify and reduce risks, avoid
service interruptions, limit the
consequences of damaging incidents, and
ensure the timely resumption of essential
operations. These functions are dealt with
by the Payment System Operator
Operational Director.

Fraud Risk. Managing fraud risk is a central
component of the Payment System Operator’s
activities due to the negative financial impact of
fraud on Participants and on the reputation of
the payment system as perceived by
Cardholders and the media. The Payment
System Operator Fraud Manager deals with
this type of risk. For fraud risk management, the
principal activities include:

(a) Advising Participants on fraud
identification and  prevention,
including information on the tools
available to assist Participants in
fraud identification and prevention
and on monitoring and compliance
programs;

(b) Assistance to Participants when
fraud occurs, including measures
to limit it;

(c) Cooperating with and supporting
police response to fraud,;

(d) Conducting reviews to evaluate the
compliance of new and existing
Participants with the Payment
System Operator’s security
requirements, including data

Be3onacHOCTU nnun oTkasamu B 06CnyxmBaHum, 40
NPUeMIIEMOrO YpPOBHSI 3a CYET KOMOMWHaUMK
NPEBEHTUBHLIX Mep W CPeacTB aBapuMHOrNo
BOCCT@HOBMEHUS. Cwuctema yrnpaBneHusi
onepaumMoHHbIM  PUCKOM  BKMNOYaeT CpeacTBa
onpeferneHns N CHWKEHNS PUCKOB, HEAOMYLLEHNS
nepepbiBOB B  0OBCNyXMBaHUKW, OrpaHNYeHUs
NMoCneAcTBUA  BPEOOHOCHBIX  MHUMOEHTOB U
obecneyeHnss CBOEBPEMEHHOINO BOCCTaHOBIEHMUS
OCHOBHbIX onepauuin. OTBETCTBEHHOCTb 3a 3TK
dyHKUMM  Hec€T  OnepauuoHHbIA  OUPEKTOP
OnepaTopa NnaTéxHon CUCTEMBI.

Puck MoweHHuyecTBa. YnpaBneHue pPUCKOM
MOLLEHHUYecTBa ABNseTCcH LeHTpanbHbIM
KOMMOHEHTOM OeaTenbHOCTH OnepaTtopa
nnaTéxHom  CUCTEMbl  BBMOY  HeratuBHbIX
PUHAHCOBbLIX NOCNEACTBUIA MOLUEHHUYECTBa AN
Y4yacTHUKOB U penyTaumm NNaTéxHonW CUCTEMbI B
rnasax Oepxatenen Kapt 7] CMW.
OTBETCTBEHHOCTb 3a YNpaBfieHne AaHHbIM TUMOM
pucka Hecét VYnpasnawwmn no 6opbbe c
MOLLEHHUYECTBOM OnepaTopa nnaTéxHom
cuctembl. OCHOBHbIMU BMaaAMK AeATENbHOCTM MO
yrpaBneHnto PUCKOM MOLLIEHHNYECTBA ABNSAOTCS:

(a) KOHCynbTMpOBaHue Y4acTHUKOB no
BOMpPOCaM BbISBMEHNSA W MNpeceyeHns
MOLLEHHMYECTBA, BKMOYas MHGopMaLmio
O CpeAcTBax, KOTopble YYacTHWKM MOryT
nonyy4nTb ANS BbIABIEHNS U NpeceyeHuns
MOLUEHHMYeCcTBa, M O MporpaMmmax nmno
MOHWUTOPWHIY U KOHTPOFIO;

(b) nomolwb Y4acTHMKaM nNpU HaCTynneHuu
(hakTa MOLUEHHMYECTBA, BKMHOYAs Mepbl
Mo OrpaHNU4YeHNto ero NOCNeACcTBU;

(c) coTpyaHnyecTBo C
NPaBOOXPaAHUTENbHLIMU  OpraHamuM "
noMmowp WM B paccrnegoBaHuy gen o
MOLLEHHUYECTBE;

(d) oueHka cobntoaeHnst HOBbLIMM "

CyLLeCTBYOLUMU YyacTHukamu
TpeboBaHun ©OesonacHocTn Onepartopa
nnaTexHoun CUCTEMBI, BKItoYas
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compromise and fraud reporting;
and

(e) Making sure Participants are aware
of industry-wide requirements,
such as the Payment Card Industry
Data Security Standard (“PCI
DSS”).

All new Participants are required to undergo
a fraud management review. Existing
Participants may also be required to
undergo a fraud management review if their
fraud levels exceed established parameters.

Both Issuers and Acquirers are obliged to
respect the PCI DSS and to implement fraud
loss control programs.

13.4.4 Business risk

Business risk is a risk of financial losses of
the Payment System Operator, Payment
Infrastructure  Service  Operators  or
Participants as a result of business activity
within the payment system. Payment
System Operator's business risk is
managed by the Payment System Operator
General Director. Participant’s and Payment
Infrastructure Service Operator's business
risks are managed by themselves according
to their internal documents.

coobLleHna o cnyyasax komnpomeTauum
OaHHbIX Y MOLLEHHUYECTBA; U

(e) obecneuveHue OCBEOMMNEHHOCTU
YyacTHukoB 06 oTpacneBblx
TpeboBaHmnax, Takmx kak «CrtaHgapTbl
6e3onacHocTn OaHHbIX NHAYCTPUM

NNaTéxXHbIX KapT».

Bce HoBble Y4acTHUKN 06513aHbl MPOATU NPOBEPKY
Ha npegmeT 3awWnTbl OT MOLUEHHUYECTBa.
CyuwiectBylowme YyacTHUKM Takke MOryt ObiTb
0065a3aHbl NPOMTM NPOBEPKY Ha NpeaMeT 3aluuThbl
OT MOLUEHHUYECTBA, eCnn 3aPUKCUPOBAHHBIN B UX
CUCTEME YPOBEHb MOLUEHHUYECKMX Onepaumm
npeBbIlLIaeT YCTaHOBMEHHbIE NApaMeTpbl.

Kak OmuteHTbl, Tak u Oksanpepbl 006sa3aHbI
cobnogate «CtaHgoapT 6e30nMacHOCTU  AaHHbIX
WHAYCTPUM NNaTEXHbIX KapT» WM BBOAWTL B
OencTBne nporpaMmbl Mep MO HegonyLeHUHo
yObITKOB OT MOLUEHHNYECKUX OnepaLuii.

13.4.4 Pwuck npeanpvHUMaTenbCKon AeATENbHOCTH:

Moa pyCcKoMm npeanpvHMMaTeNbCKOW
OEeATENbHOCTU NOHUMAaEeTCA PUCK BO3HMKHOBEHMSA
yobiTkoB 'y Onepatopa nnaTéxHOM CUCTEMBbI,
OnepaTopoB ycnyr nnaTexHon WUHMPaCTPYKTypbl
UNn YYacTHUKOB B pe3ynbTaTe OCYLLEeCTBNEHUS
UMW NPeanpuUHUMAaTEnbCKON  AeAaTenbHOCTN B
pamkKax nraTtexHon cucTembl. YnpasrieHue
pYCKOM  NpeanpUHUMATENbLCKON  OeATerbHOCTU
OnepaTtopa nnaTéXHOM cucTeMbl
ocyulecTarnsieTcst ero 'eHepanbHbIM OUPEKTOPOM.
YnpaBneHve puckom  NpeanpuHUMaTenbCKom
OeATEeNbHOCTU OCYLLEecTBNSeTCA Y4YacTHUKaMu w
OnepaTtopamu ycnyr nnaTexXHon NMHPacTpyKTypbl
B OTHOLIEHMW WX CaMWX B COOTBETCTBUM C
BHYTPEHHUMM  OOKYMEHTamMn  Y4YacTHUKOB U
OnepaTopoB ycnyr nnaTexxHon MHPPaCTPYKTYpbI.
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13.4.5 System risk

System risk arises from inability of one of
the Participants to provide the required level
of its operations continuity which influences
on functioning of other Participants or
inability to provide uninterrupted functioning
of the payment system on the whole. Risks
which can lead to realization of system risk
are financial, legal and operational risks.

The Risk Management Policy is developed to
manage the system risk. The goal of the
policy is a comprehensive business continuity
risk management in order to achieve the
acceptable level of each type of risk.

Operational Director of the Payment System
Operator is responsible for maintenance and
regular update of the Risk Management Policy,

control of the policy execution and control of
maintenance of acceptable level for each type

of risk.

13.5 Acceptable level of

functioning risks

uninterrupted

The detailed list of uninterrupted functioning

risks is documented in Risk Management

Policy.

The acceptable risk level in the payment

system is 2 (two, which is deemed to be
middle) (approach to the risk assessment is
provided in

System”).

Specification of risk acceptable level on types
of service of Payment Infrastructure Service

the Section 13.9.4 hereof
“Methods for Analyzing Risks in the Payment

13.4.5 CncTemMHbIn puUck:

CUCTEMHBI  pUCK -  PUCK,  BO3HUKAMOLLMM
BCNeacTBue HecnocobHoCcTH OOHOro n3
YyacTHnkoB  obecneunTb  OGecnepebonHOCTb
PYHKLNOHUPOBaHUS cBoen OEeATEenbHOCTN,
KoTopas BAMseT Ha CMOCcCOBHOCTb

dYHKUMOHMPOBAHMA  ApYrMX YYaCcTHUKOB  UNn
HecnocobHocTb obecneunTb 6GecnepeboHOCTb
PYHKUMOHNPOBAHNSA  MNaTeXHoW CuctemMbl B
uenom. Puckamn, KOTOpble MOTyT NPUBECTU K
peanusaumm  CUCTEMHOrO  pucka, SIBNSOTCA
PMHAHCOBbIN, MPaBOBOW M ONEPaALMOHHBIA PUCKN.

ﬂ,]‘lﬂ ynpasnieHuna CUCTEMHbIM PUCKOM
pa3paboTtaHa [onuTuka ynpaBneHust puckamm,
Lenbro KOTOpOVI ABndeTca KOMMreKkcHoe
ynpaBsneHune puckamu obecneyeHus
B6ecnepebonHOCTM PYHKUMOHNPOBAHMS
NraTeXHoOW CUCTEMbI W KOHTPOMNb [AOCTMXKEHUS
NpUeMnemMoro ypoBHS PUCKOB B pa3pese Kaxaoro
BMJa PYCKOB.

OTBeTCTBEHHOCTb 3a nogaepxaHue [lonuTukm
yrpaBreHns puckamm B aKkTyarlbHOM COCTOSIHWW,
KOHTPOISTb UCMOSTHEHWUSI MOMOXEHWUI MOSNUTUKN, U
KOHTPOMb AOCTMXEHUS MPUEMIIEMOIO YPOBHS BCEX
puckoB  HeceT  OnepauuoHHbLIN  ANPEKTOP
OnepaTtopa nnaTéxHom CUCTEMBI.

13.5 MNpuemnembli ypoBeHb PUCKOB HapyLleHUs
B6ecnepebonHOCTM OYHKLMOHNPOBaHUSA
nnatéxHomn cuctemsl (BPrC)

[eTanbHbIn NnepeyveHb puckoB BPIC npuBeneH B
Monutuke ynpaBneHus puckamu.

B nnatexHoM cucteme  ycTaHaBnuBaeTcs
npuemnemsIn ypoBeHb pUCKa, paBHbIi 2 (CpeaHui)
(mogxon K oueHKe pUCKOB MpuBedeH B pasgene

13.9.4 HacToALMX Poccumncknx npasun
«MeToovka aHanuMsa pUCKOB B  NNaTeXHOMW
cucTemey).

[JeTanusaums npuemnemoro YpOBHSI PUCKOB MO
Bugam ycnyr OnepaTopoB ycnyr nhaTexHoi
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Operators and types of participation is
provided in the Risk Management Policy.

13.6 Reporting of Risk Information to the
Payment System Operator Management

Each of the Operational Director, Credit
Risk Manager, Regional Legal Counsel and
Fraud Manager reports to the General
Director (hereinafter called together the
‘Risk Management Team”) with reference
to the risk management responsibilities
within their competence. In case there are
prospects for an incident to happen (or in
case of actual occurrence of an incident)
which constitutes a risk for the payment
system, the relevant member of the Risk
Management Team, aware of such
prospects or incident due to performance of
his/her duties, must immediately report it to
the General Director. If necessary, the
General Director may convene a meeting of
the Risk Management Team or take other
actions within his/her authority to mitigate
the underlying risk.

13.7 Ensuring the granted level of Payment
System uninterrupted functioning:

Payment System Operator ensures the
granted level of Payment System
uninterrupted  functioning through the
following procedures and actions:

a) Operator sets the procedures for
ensuring uninterrupted functioning of the
payment system (see Section 13.8, 14 of
these Russia Rules and Risk Management
Policy).

b) Operator sets the procedure of payment
system uninterrupted functioning risks (see

MHGPACTPYKTYpbI 1 MO BMaAM y4acTus npveeaeHa
B MonuTrke ynpaBneHns puckamu.

13.6 [JoBegeHne wuHcOpMauMm O puckax n[o
opraHoB ynpaBneHus OnepaTopa MNaTéXHON
cucTeMbl

OnepaunoHHbIN avpekTop, YnpasnsoLwmi
KpeaAUTHbIM PUCKOM, PermoHanbHbIN KOPUCKOHCY LT
n Ynpaensawowmn no 6opbbe ¢ MOLWEHHNYECTBOM
NOOOTYETHbI "eHepanbHOMY aupekTopy
(coBmecTHO - «'pynna ynpaBneHust puckamn») B
BOMpOCax yrnpaBfeHUsa pUckamMm, OTHECEHHBIX K UX
koMmneteHuun. B cuTyauusax, korga BO3MOXEH
MHUMAEHT (unn B cnydae  akTU4ecKoro
WHUMAEHTA), COCTaBNALWNA PUCK ANA MNaTEXHON
CUCTEMBbI, COOTBETCTBYyOLWMA  4neH  [pynnbl
yrpaBneHnss puckamu, KOTOPOMY W3BECTHO O
BO3MOXHOCTU TaKOro MHUMAEHTA UMW cry4vae ero
HacTynneHuss B pes3ynbTaTe WCMOJNIHEHUS CBOWUX
obsA3aHHOCTEN, ob6s3aH HesamennmMTensHo
coobwmTb 06 aTOoM "'eHepanbHOMY AupekTopy. Mpu
HeobxooumocTn [eHepanbHbIN OMPEKTOP MOXET
co3BaTb coBelLaHune [pynnbl ynpaBneHus puckamm
UM npeanpuvHATL Opyre AeWcTBus B pamkax
CBOUX NOTHOMOYMIA ans MUHUMW3aLUN
COOTBETCTBYIOLLErO pUcka.

13.7 O6ecneyeHne rapaHTUPOBAHHOIO YPOBHS
B6ecnepebonHOCTM PYHKLUMOHNPOBAHMS
NNaTeXHon CUCTEMBI:

OnepaTtop nnatexHol cuctembl obecnedvBaeTt
rapaHTMpoBaHHbIN  ypoBeHb GecnepeboiHocTu

dYHKLUNOHUPOBAHUS nnaTexHom CUCTEMbI,
OCYLLECTBIAA  criegylolimMe  MeponpuaTtns U
npouenypsl:

a) YcraHaBnuBaeTcd nopsgok obecneveHus
H6ecnepebonHOCTM PYHKUMOHNPOBaAHMS
nnaTtexHon cuctembl (cMm. pasgen 13.8, 14

HacTosawmx Poccuncknux npasun un  [lonuTtuky
ynpaBsreHunsi puckamm)

b) OnpegenseTcs nogxoa K ynpaBneHno prckamm
HapyweHusa BOMNC (cm. pasgen 13.9 HacToAWmMX
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Section 13.9 of these Russia Rules and Risk
Management Policy).

c) Operator sets the procedures to assess
risk management system effectiveness
(including risk management methodology
and effectiveness of actions aimed to reach
the acceptable level of risk) (see Section
13.10 of these Russia Rules and Risk
Management Policy).

d) Operator sets payment system
uninterrupted  functioning indices and
criteria to measure the granted level of
Payment System uninterrupted functioning
are set (see Section 14 of these Russia
Rules and Risk Management Policy).

13.8 Procedures for Ensuring Uninterrupted
Functioning of the Payment System as
Required by the Bank of Russia Regulations

See also Section 14 of these Russia Rules

The procedure for technological support of
uninterrupted functioning of the payment
system includes the following:

a) Design and formalization of approach
for uninterrupted functioning of the
payment system by Payment System
Participants (the list of obligatory
documents required to manage
uninterrupted  functioning of the
payment system is contained in the
Section 13.11 of these Russia Rules
"Procedures for Exchange of
Information Required for  Risk
Management");

b) Applying established procedures to
ensure the proper handling of data as
well as funds manipulation;

Poccuincknx npasun un [NonuTuky ynpasneHus
puckamm)

c) OnpepenseTcs nopsigoK OLLEHKM
3(PPEKTUBHOCTN CUCTEMbI YMpPaBMEHUS puUCKamu
(BkNIOYass MeTOAMKY YMpaBfeHUs puckamm wu
3hPEKTUBHOCTE MEPOMPUATUIA MO  LOCTUNKEHMUIO
npuemnemMoro ypoBsHsi puckos) (cMm. pasgen 13.10
HacToswmx Poccunckmx npasun n  Monutuky
ynpaBneHus puckamu).

d) OnpegeneHbl nokasatenu OecnepeboHOCTU

PYHKUMOHUPOBAHUS  MMATEXHOM CUCTEMBbI U
KpuTepum no KOTOpbIM onpepgensieTcs
rapaHTMpyembin  ypoBeHb  GecnepebonHocTn

OYHKLMOHMPOBaAHUS NNATEXHOW CUCTEMbI (CM.
pasgen 14 HactoAwmx Poccunckux npasun u
MNonuTuky ynpaBneHus puckamm).

13.8 Tllopsiaok obGecneveHns GecnepebonHOCTH
(PYHKLUMOHNPOBAHUA  MMAaTEXHOMW  CUCTEMbI B
COOTBETCTBMM C TpeboBaHWsIMM  HOPMAaTMBHbIX
aktoB baHka Poccuu

CMm. Takke Paspen 14 Hactoswmx Poccuiickux
npaeun

Mopsipok TEXHOIOMMYECKOro obecneyeHus
B6ecnepebonHOCTM PYHKLUMOHNPOBAHMS
nnaTeXHoW CUCTEMbI BKITIOYaET:

a) ®opmupoBaHme 1 copMmanmsaums NogxoaoB K
yrpaBneHuio 6ecnepeboNHOCTbI0
dYHKLUNOHUPOBAHUS nnaTexHomn cucTembl
YyacTHMKaMyn MnaTexHon cuctembl (nepeyeHb
oba3aTenbHbIX OOKYMEHTOB MO obecnevyeHuto

H6ecnepebonHoCTM OYHKLUMOHNPOBAHMWSA
nnaTexHon cucteMbl npuBedeH B pasgene 13.11
HacToswmx Poccuiickux npasun  «[lMopsgok
obmeHa uvHGopMauuen, Heobxogumon  Ons

ynpaBreHns puckamm);

b) npumeHeHue ycTaHOBREHHbLIX Mpoueayp Ans
obecrneyveHns Hagnexailen odpaboTkn AaHHbIX U
onepauui ¢ AeHeXHbIMKU cpeacTBamu;
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c) Applying technical tools to prevent,
identify and/or remedy any violations or
malfunctions of technical infrastructure;

d) Mitigating the risk of operational failure
through functional testing, disaster
recovery plans and tests and resolving
issues discovered.

Each Participant must ensure technical and
technological support for its participation in
the payment system.

The Participant as per agreement with the
Operations Center selects or develops the
software to be used.

The Operations Center specifies the
technology for connectivity and provides
description of procedures and formats of
interaction with it.

Prior to commencement of operations, the
Participant must conduct connectivity
testing.

The Operations Center provides consulting
services on issues of connectivity with it.

The Participant bears all risks associated
with  violations of the technological
requirements of the payment system.

139 The requirements relating to
specification of acceptable risk level. The
analysis and assessment of payment system
uninterrupted functioning risk, establishment
of acceptable risk level.

13.9.1 Payment system uninterrupted
functioning risk management procedures

C) NpUMEHeHMEe TEXHUYECKMX WHCTPYMEHTOB B
uensax npegoTBpalleHnsi, obHapyxeHus n (unm)
yCTpaHeHus nobbix HapyweHun wunu cboes
TEXHUYECKON UHAPACTPYKTYPHI;

d) MuHMMM3auMa pucka  SKCMMyaTauMOHHbIX
OTKa30B NnocpeacTBOM PYHKLMOHaNbHOro
TeCTMpOBaHus, nnaHos n TecToB no
BOCCT@HOBMEHUO  paboTocnocobHOCTM  nocrne

aBapwuii 1 pellueHne obHapyXeHHbIX npobnem.

Kaxgbpln  Y4yaCTHUK  OOS/MDKEH  OCYLWEeCTBASATb
TEXHNYECKOE U TexHomnoruyeckoe obecnevyeHue
€ro y4yacTusi B nnaTexxHom cucteme.

YyacTHuk no cornawexuio ¢  OnepauroHHbIM
LUeHTpoM  BblOMpaeT uwnu  paspabaTtbiBaeT
nporpammHoe obecneyeHue, koTtopoe OygeT
NCMoNb30BaTbLCS.

OnepaumnoHHbIN LeHTp onpegenseT TEXHOSOorvo
CBSI3W W MpefocTaBnseT onucaHwe npoueayp u
opM B3aMMOOENCTBUSA C HUM.

[o Havana onepaumn Y4acTHUK AOIMKEH NPOBECTH
TeCcTMpoBaHWe CBA3MN.

OﬂepaLl,MOHHblVl LEeHTP OKa3blBaeT
KOHCYIbTauMOHHbIE YCIyrn no BOnpocam CBA3N C
HUM.

YyacTHUK HeceT BCe PUCKM,
HapyLleHUaAMMU TEXHUYECKUNX
nnaTeXXHOW CUCTEMBI.

CBSI3aHHble C
TpeboBaHui

13.9 TpeboBaHusa k geTanusauum NpMemremoro
YpOBHSA puckoB. AHanu3 n oueHka puckos BOMC,
yCTaHOBMEHUE MPUEMIIEMOrO YPOBHS PUCKOB.

13.9.1 lNMoaxo K ynpaBrieHuio puckamm HapyLleHus
Solpfe:
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Payment System Operator organizes risk
management which includes the following:

1.

Establishment of acceptable risk level;

Payment system uninterrupted
functioning risk analyses (Payment
system uninterrupted functioning risk
factors identification);

Determination of the influence of the
level and nature of risk on payment
system uninterrupted functioning

Preparing an assessment of the risk
level reached with respect to possible
damage caused by Subjects due to
disruptions of uninterrupted functioning
of the payment system, taking into
account the probability of such
disruptions during the predictable
period of time;

Confirmation of compliance of the risk
level reached with the acceptable level
of Payment system uninterrupted
functioning risk;

Taking steps, required to reach or
support the acceptable level of payment
system uninterrupted functioning risks;

Identification of changes in reached
level of payment system uninterrupted
functioning risks;

Monitoring of payment system
uninterrupted functioning risks;

Informational interaction of Participants
in order to manage Payment system
uninterrupted functioning risks.

The specification of Payment system
uninterrupted  functioning  risks  level

OnepaTop nnaTtexHoW CUCTEMbl OpraHusyet
yrnpaeneHue puckamm Hapywenusa BOIC, kotopoe
BKMOYaeT B cebs:

1. YcTaHoBreHve NpYeMIIEMOro YPOBHS PUCKOB;

2. AHanus puckoB HapyLleHus 6ecnepebonHoCTU
(PYHKLMOHNPOBAHUA CUCTEMbI  (BbISIBIEHUE
dakTopoB pucka HapyLLeHus
H6ecnepebonHoOCTM PYHKUMOHNPOBaHMS
NnaTexHon CUCTEMBI);

3. OnpegeneHune cTeneHn n xapakrepa BMMAHUSA
yKa3aHHbIX puckoB Ha BOTIC;

4. OueHKy [OOCTUIHYTOrO  YPOBHA  PUCKOB
HapyweHusa BPTI1C, noa KOTOpbIM NOHUMAaeTCS
pa3mep BO3MOXHOrO yulepba, Npu4MHAEMOoro
Cybbektamm BCreacTeune HapyLleHnI
Hagnexatiero yHKUMOHNPOBAHWS, C Y4ETOM
BEPOSATHOCTM  BO3HWMKHOBEHMSI  YKa3aHHbIX
HapylweHWn B TeyeHue MpPOrHO3MpPyemoro
nepuoga BpeMeHw;

5. TlMoaTtsepxaeHne COOTBETCTBUA AOCTUITHYTOrO
YPOBHSA pucKoB YCTaHOBIIEHHOMY
NpuemMsIiEMOMY YPOBHIO PWUCKOB HapyLleHus
BPrIC;

6. [MpunsTue mep, HeobXoaAMMbIX ans
OOCTWXKEHUS Uy NogAepXKaHUs NpuemMnemoro
YPOBHS pnckoB HapyLieHus BOTIC;

7. BbisiBneHve TEeKyLLNX N3MeHeHun
OOCTUTHYTOrO  YPOBHA  puUCKa  HapyLleHus
BPr1C;

8. MoHuTOopuHr puckoB HapyeHus BOr1C;
9. WMHddopmaunoHHoe B3avMmogencTene
Y4acTHUKOB CUCTEMbI B LENsX ynpasreHus

puckamun HapyweHus BOTIC.

Jetanunsaums ypoBHSA puckoB HapyweHus BOrC
npeanonaraeT OUEHKY CrieAyoLmMX AaHHbIX:
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includes the assessment of the following
data:

1. Payment system
functioning indices;

uninterrupted

2. Payment system
functioning risk factors.

uninterrupted

In order to assess the payment system
uninterrupted functioning indices, Payment
System Operator defines the following
requirements relating to payment system
uninterrupted functioning:

1. determines the modes of payment
system operations: Standard, Allowed,
Critical (see Section 14 of these Russia
Rules).

2. determines quantitative and qualitative
indices of uninterrupted functioning
depending from operations modes (see
Section 14 of these Russia Rules).

3. determines requirements relating to
monitoring of uninterrupted functioning
features/indices (see Section 14 of
these Russia Rules).

Risk level is estimated based on impact level
and risk probability according to methodology
(see Section 13.9.4 of these Russia Rules).

Payment System Operator, Payment Clearing
Center and Settlement Center shall perform
risk monitoring and analyses on regular basis.
The detailed description of risk monitoring
approach (the procedure and frequency) is
defined within the Risk Management Policy.

13.9.2 Types of payment
uninterrupted functioning risks

system

1. nokasatenen BPIC;

2. dakTopoe pucka BOIIC.

Ona oueHkn nokasatenen B®PINC OnepaTop
NnaTeXxHon CUCTEMbI YyCTaHaBNMBAET crieayoLme
TpeboBaHusi no obecneveHuno bOIC:

1. ycTtaHaBnuBaeT pexumbl PYHKLMOHMPOBAHWUS
nnaTeXxHowm CUCTEMBbI: CtaHgapTHbIR,
PaspelweHHbin, Kputnyeckmun (cm. pasgen 14
HacToswmx Poccuinckux npasun).

2. YcTaHaBnvMBaeT  KOMWYECTBEHHblE  WU/WMK
KayecTBEeHHbIE 3Ha4YeHus1 nokasaTtenen bONC
B PasfMyHbIX pexummax yHKLUMOHMPOBAHMSA
cuctembl  (cMm.  pasgen 14 HacToAWwwMX
Poccuncknx npaswun).

3. YcraHaBnuBaeT TpeboBaHMA K MOHUTOPWHIY
nokasatenen bB®IMNC (cm. pasgen 14
HacToswmx Poccuinckux npasun).

YpoBeHb pucka OLEHMBAETCA Ha OCHOBaHUM
ypoBHSA BnusHWsa Ha B®PIC un BeposaTHOCTM ero
BO3HMKHOBEHMWS NO YCTAHOBMEHHON MeTOAMKE (CM.
pasgen 13.9.4 HacTosAwmx Poccuickux npasun).

Onepatop nnaTexHou cuctembl, [naTexHbin
KMWPUHIOBbLIN LEHTP 1 PacyeTHbI LeHTp 0653aHbl
OCYLLECTBMATL PErynsipHbIi MOHUTOPUHT N aHanu3
pUCKOB Ha MOCTOSAHHOW OcHoBe. [eTanusauus
noaxona K MOHUTOPUHrY puckos BOINC (nopsaok,
nepuoamMyHoCTb)  npuBegeHa B [lonutmke
yrpaBneHusa puckamu.

13.9.2 Bugbl puckos BOIC
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The following types of risks are managed
within the risk management system of the
Payment System Operator:

a) financial risk (including credit risk and risk
of loss of liquidity);

b) legal risk;

c) operational risk;
d) business risk;
e) system risk.

13.9.3 Payment system uninterrupted
functioning risk factors

The assessment of payment system
uninterrupted functioning risk is performed
based on the following risk factors analyses
(risk profiles with specification on Subjects and
types of Payment Infrastructure Service
Operators are defined within the Risk
Management Policy).

Risk Definition
factor
Issuer Uninterrupted functioning

financial risk disruption risk due to lack of
issuer financing.

Settlement Uninterrupted functioning
Center disruption risk due to non-
financial risk provision by the Settlement

Center of liquidity to Acquirers
to cover the Uncovered
Payment Clearing Position.

Management Uninterrupted functioning
system disruption risk due to the
problems in Subjects’

management system.

External Uninterrupted functioning
events impact | disruption risk due to negative
external events: earthquake,
fire, flood, etc.

TpeboBaHMaAMM B OTHOLUEHUU  YynpaBneHusi
puckamn  OnepaTtopa NNaTteXHOW  CUCTEMBbI
MOKPbIBAKOTCS CneayloLine BUabl PUCKOB:

a) OMHAHCOBbIN PUCK (BKINOYAS KPEAUTHbBIN PUCK U
pUCK NOTEPU NIUKBUAHOCTW);

b) topuamnuecknin puck;

C) onepaunOHHbIN PUCK;

d) pvck NnpeanpuHMMaTEnNbCKOn AEATENBHOCTY;
€) CUCTEMHbIN PUCK.

13.9.3 dakTopbl pucka bPIIC

OueHka puckos B®PIC npomnssognTcs Ha OcHoBe
aHanusa cnegylowmx akTopoB (MCTOYHMKOB
pucka) (Npochunn pUCKOB B paspese KaTeropum
CybbektoB u  TmnoB  OnepaTopoB  ycnyr
nnaTtexHon MHAPaCTPyKTypbl NpuBegeHbl B
MonuTtuke ynpaBneHus puckamm):

®dakTop OnpepenexHne

OnpepgeneHune

®uHaHCOoBbIN puck | Puck  Hapywenuss BOrNC B
OmuteHTa pe3ynbTaTe He npefocTaBneHus

(PUHaHCMPOBAHUSI IMUTEHTOM.

®PUHaHCOBbLIV puck | Puck Hapywenuss BOrNC B

PacueTHoro LeHTpa pesynbTate He npenoCcTaBleHns
NMKBUAHOCTH PacyeTHbIM
LeHTpoM  OkBalpepam  Ans
NOKPbITUA HenokpbiTon
MnaTexHown KIMPUHrOBON
nosnuuu.

Cuctema ynpaBneHnuss | Puck Hapywenus B®NC B
pesynbTaTe HecoBepLUEeHCTBa
OpraHn3aumnoHHON CTPYKTYpbl 1
cucTembl ynpasneHus
CybbekToB.

Puck  Hapywenus BOMC B
pesynbTare HacTynneHns
BHELLIHMX COGbITIN HEBMNaronpPUATHBIX BHELLHNX
cobbITUIA: 3emMneTpsaceHns,
noxap, HaBoOAHEHUE 1 T.4.

Pucku Bo3gencTteus
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Processes and | Uninterrupted functioning Puck  Hapywenus BOrC B
. . ) . . . Puckun npoueccos n
information disruption risk due to failures in pesynbTate cboeB B pabote UT-
systems risks | IT-systems, databases, MHHOPMALMOHHbIX cuctem, 6a3 AaHHbIX
telecom services and IT- cucTem TEeNeKOMMYHUKaLWn " NT-
infrastructure. MNHMPaCTPYKTYpbI.
H : O g 7 — Yenoseveckuii Puckn  HapyweHus BOrC B
luman actor Inlnter'rupt('e un(?tlonlng dakTop peayrnbTaTe BHYTPEHHIX "
risks disruption risk due to internal 6
d xternal  Subjects’ BreLHX OLuvnoK,
an el tail d p HEKOMMNETEHTHOCTM  MepcoHana
personnet) ailures an Cy0ObeKkToB NNaTexHoN CUCTEMBI.
incompetence.
- - P — Puckn Puckn  Hapywenus BOMNC B
Fraud risks Uninterrupted functioning
; ) ) MOLLEHHWYeCcTBa pesynbTaTe MOLLEHHNYECKMX
disruption  risk due to o N
. AencTBuii co cTopoHbl CyGbekToB
fraudulent actions on the part N
) NNaTexHon CUCTEMBI.
of Payment System Subjects.
lMpaBoBble puckn Puckn  Hapywenus BOrC B
Legal risks Uninterrupted functioning pesynetare HapyLwenns
disruption risk due to breach of 3aKkoHoAaTenbLCTBa.
regulation. Puck Puckn  HapyweHus BOMNC B
Business risks | Uninterrupted functioning rjpe,qanHmmaTeanKo pesynbTare Gankporcrea
; ) - 1 pesiTensHOCTH YuactHukoB 1 Onepartopa ycnyr
disruption risk due to the ANATEXHOM MHAPACTPYKTYPb
bankruptcy of Participants and PAcTPYKTYP
Payment Infrastructure
Service Operator.

13.9.4 Methods for Analyzing Risks in the

Payment System 13.9.4 MeToauka aHanmMsa pUCKOB B MraTeXHON

cucteme
The Payment System Operator defines the

methodology for the analysis of payment

system risks that includes:

i) describing the risk profiles related to
possible disruptions of uninterrupted
functioning of the payment system;

ii) detecting consistent patterns in the
operation of the payment system based on
statistical or scenario analysis;

iii) detecting possible malfunctions that
could lead to failure of the payment system
to operate in a proper manner, conducting a
break-down of malfunctions by those
exerting influence and not exerting influence
on uninterrupted functioning of the payment
system, including those that lead to
disruption of uninterrupted functioning of the
payment system;

OnepaTop NnaTexHom CUcTembl onpenendaeT
MEeTOOMKY aHanm3a pUcKkoB NIaTeXXHoOW CUCTEMBI,
KOTOpasa BKI1KO4HaeT:

i) onucaHue PUCKOB  BO3MOXHOIO
HapyLleHus ©ecnepeborHOCTH
PYHKLNOHNPOBAHUS MIaTEeXHOW CUCTEMBI;

npodpuns

i) BblsiBNeHne 3aKOHOMepHOCTel
OYHKLUMOHUPOBAHUS  MNaTeXHoOM CUCTEMbl Ha
OCHOBE  CTaTUCTMYECKOro UMM  CLEeHapHoro
aHanuaa;

iii) BbIABNEHVE  BO3MOXHOCTENW  HapyLleHWU
Hagnexawero (YHKUMOHUPOBAHUSA MMaTEXHON
CUCTEMBI, pasfereHne yKkasaHHbIX HapyLleHn Ha
He OKasblBaloLMe U OKasbiBalLliMe BIUSHUE Ha

6ecnepeboHOCTb (PYHKLMOHMPOBaHMS
NnaTexXHon CUCTEMbI, B TOM YNUCIe NPUBOASLLME K
HapyLleHWIo becnepebonHOCTH

DYHKLNOHUPOBAHUS NITaTEXHON CUCTEMBI;
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iv) preparing an assessment of the risk level
reached with respect to possible disruptions
of uninterrupted functioning of the payment
system;

v) detecting changes in the existing risk
level and risk profiles with respect to
possible disruptions of uninterrupted
functioning of the payment system;

vi) determining the level of acceptable risk
with respect to possible disruptions of
uninterrupted functioning of the payment
system.

Risk level is calculated on the basis of complex
is based on risk

risk assessment, which
probability level and risk impact level and
calculated using the following formula:

R=I*P, where

R —risk level

| —impact level

P — probability level

The assessment of the risk impact level is
made on a 3-point scale and reflects the
possibility of the payment system functioning

and financial losses of Participants in case of

risk occurrence:

1 - Occurrence of the risk will not result in
temporary unavailability of separate services
(it doesn't have impact on possibility of
conducting core activity), allows system to
operate in standard mode and leads to
insignificant expenses (less than RUB
100,000) for risk elimination.

2 - Occurrence of risk can result in temporary
unavailability of separate services, allows
system to operate in allowed mode may lead
to risk elimination expenses, but does not
have impact on uninterrupted functioning of
the payment system as a whole.

3 - Occurrence of risk impacts on possibility of
uninterrupted functioning of the payment
system (system to operate in critical mode).

iv) bopMrpoBaHMe OUEHKM OOCTUIHYTOrO YPOBHSA
PUCKOB BO3MOXHOro HapylweHus BOr1C;

V) BbISIBNEHWE U3MEHEHWA OOCTUrHYTOrO YPOBHS
PUCKOB 1  MNpOdUMen PUCKOB  BO3MOXHOIO
HapyweHusa BOrC;

vi) onpegeneHve npuemMNeMOro YpPOBHA puCKa
BO3MOXHOro HapyweHust BOTC.

YpoBeHb pucka paccyMTbiBaeTCs Ha OCHOBaHWU
KOMMMEKCHOM OLEHKM pucka, onpegensemon
YPOBHEM BEPOSTHOCTM BO3HMKHOBEHMSI puUcKa U
YPOBHEM BMMSHUSA pUCKa W paccyMTbiBAETCA MO
cnepywowen dopmyne:

R=I*P, roe

R — ypoBeHb pucka

| — ypoBeHb BNMSAHMSA

P — BEpOATHOCTb BO3HMKHOBEHMS pUCKa

OueHKka ypOBHSi BMMSAHMSA NpousBogMTCA no 3-
fannbHOM WKane wu oOTpaxaeT BO3MOXHOCTb
YHKLMOHMPOBaAHUS  NIATEXHOW CUCTEMbI U
duHaHcoBble MNOoTepu Y4YacTHUKOB B cry4vae
HacTynneHus pucka:

1 - HactynneHue pucka He NpvBeAET K BpEMEHHOM
HepaboToCNOCOBHOCTM OTAENbHbLIX CEPBUCOB (He
BMMAET Ha BO3MOXHOCTb BeOEeHWsi OCHOBHOM
AesTenbHocTw), nossonsieT cucteme
OYHKLMOHMPOBaTb B CTAHOAPTHOM pexume U
NPMBOAWT K HECYLEeCTBEHHbIM 3aTpatam (MeHee
100,000 pybnewn) Ha ycTpaHeHue chakTopa pucka.

2 - HactynneHve pucka MOXeT npuBECTU K
BPEMEHHON HepaboToCcnocoOHOCTM OTAENbHbIX
CepBUCOB, MO3BONAET cUcTeMe OYHKLMOHUPOBATL
B paspelleHHOM pexume, MOXeT npuBoAUTb K
3aTpatam Ha ycTpaHeHue dhaktopa pucka, HO He
BNMSeT Ha  (YHKUMOHMPOBaAHME  MraTeXHON
CUCTEMBI B LIEfIOM.

3 - HactynneHve pucka oka3blBaeT BNUsiHNE Ha
BOrNC  (dpyHKUMOHMPOBaAHME B  KPUTUYHECKOM
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The risk probability level assessment is made
on 3-point scale:

1 — Low probability level (not more often than
once in 5 years).

2 — Middle probability level (not more than
once in 1-5 years).

3 — High probability level (once or more in a
year).

Further the complex risk assessment model is
provided:

pexume).

OueHka YypOBHSI BEPOSITHOCTM BO3HUKHOBEHMS
pucka npoussoauTtcs no 3-6annbHon Wwkane:

1 — Huskasi BeposaTHOCTb (He 4Yalle 1-ro pasa B 5
ner).

2 — CpegHsis BeposiTHOCTb (He Bornee ogHoro pasa
3a 1-5 ner).

3 — HaumBbiclias BeposaTHoCTb (1 unu 6onee pas 3a
OLMVH rof).

[Janee npuBefeHa KOMMMEKCHash MOAENb OLEHKU
YPOBHS pucKa:

3 CpegHun
T |2 | Huskun CpenHuin
&
S
o o _ Cpegnui
o 1 Hwuakun Hwusknn
g
o 3
g— 1 2

3 Middle

2 Low Middle
2 .
E 1 Low Low fliE
g

3

£ 1 2

Probability level

YpoBEHb BEPOATHOCTU

As a result of complex risk assessment the
following risk levels are calculated:

1-Low
2 — Middle
3 —High

The acceptable risk level in the payment
system is 2 (two, which is middle) (approach
to the risk assessment is provided in the
Section 13.9.4 hereof “Methods for
Analyzing Risks in the Payment System”).

Risks level assessment and specification of
the acceptable level of risk for types of
service of Payment Infrastructure Service
Operators and types of participation is

B pesynbTate KOMMMEKCHOW MOAENU BbIOAENSETCH
cnepyloLas rpagaumns YpoBHS PUCKOB:

1 — Husknn
2 — CpepHuii
3 — Bbicokun

B nnatexHoM cucteme  ycTaHaBnuBaeTCs
npuemnemslin ypoBeHb puUcka, paBHblr 2 (CpeaHuin)
(mogxod K OUEHKe pUCKOB MpuBedeH B pasgene

13.94 HacToALWMX Poccumncknx npasun
«MeToguMka aHanuMsa PpPUCKOB B  MMaTEXHON
cucTemey).

AHanM3  ypoBHA  PUCKOB UM  peTanusauus

npuemMnemMoro YpoBHSI PUCKOB MO Buaam ycnyr
OnepaTopoB ycnyr NnaTéxHon MHPPaCTPYKTYpPbI U
no Bugam y4yactus npusegeHa B [lonutuke
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provided in the Risk Management Policy.

13.10 Risk management system
effectiveness  assessment  procedure
(including risk management methodology
and effectiveness of actions aimed to reach
the acceptable level of risk)

Payment System Operator performs risk
management system effectiveness
assessment as indicated in the in the Risk
Management Policy after risk monitoring
and risk-profiles design.

Risk management system effectiveness
assessment is performed based on the
following factors:

1. Risk profiles;
2. Uninterrupted functioning risk factors;
3. Uninterrupted functioning indices.

The relationship between risk profiles and
uninterrupted  functioning indices are
defined within the Risk Management Policy.

Assessment of the effectiveness of risk
management system is performed with the
following criteria: period of time during which
the system operated in allowed or critical
modes (the system is performed in standard
mode by default).

ynpaBreHnsi puckamu.

13.10 lMopsiaok oueHkn adhdHeKTUBHOCTM CUCTEMBI

ynpaBneHuss puckamu  (BKMYasi  METOAMUKY
ynpaBneHuss  puckamm U 3PPEKTUBHOCTU
MeponpusiTUA N0 AOCTUXKEHUIO  MPUEMIIEMOro

YPOBHS1 PUCKOB)

OueHka 3(PPEKTUBHOCTU CUCTEMBbI YNpaBreHus
puckamn npoBoguTca OnepaTtopom MnaTeXHON
CUCTEMbI Nocre NpoBeAeHNS MOHUTOPUHIA PUCKOB
BOMNC wn noctpoeHnss  puck-npodunen ¢
NnepuoamyHoOCTbl0,  ykadaHHon B [lonutuke
yrnpaBreHnsi puckamu.

OueHka 3dPEKTUBHOCTN CUCTEMbI YNpaBreHns
p1CKamu OCYLLLECTBMSIETCSt HA OCHOBE CreayLLmX
hakTopoB:

1. TlMpodownnu puckos;
2. ®akTtopbl puckos BOIC;
3. TMokasatenu BOTIC.

B lMonuTuke ynpaeneHunss puckamu ycTaHOBMEHa
B3aMMOCBS3b MpOuiern pMCKOB U MokasaTenen
BOrC.

B kayecTBe KpuUTEpMEB OLIEHKN 3PDEKTUBHOCTU
CUCTEMbI YMpPaBMiEHNss pPUCKaMX  OLEeHUBAETCS
NPOOOIKUTENBHOCTL  BPEMEHU, B  TeYeHue
KOTOpOro cuctema (pyHkLMOHMpOBana B pexmnmax
PaspelueHHbln n Kputudeckuii (B cTaHOapTHOM

Operations Period of Level of  risk

mode operation management
system

Allowed 24 hours 1. Acceptable
level

Critical 0 hours

Allowed 48 hours 2. Significant risk
for the payment

Critical 24 hours system

Allowed 92 hours

pexume cucrema dyHKUNOHNpYeT no
YMOI4aHuio).
Pexumbl Mpopomkuten YpoBeHb
hYHKLMOHVPOB bHOCTb cucTEMBI
aHus PYHKLMOHMPO ynpaeneHus
BaHUsA pvckamm
PaspeLueHHbIN 24 vaca 1. MNpuemnembin
YPOBEHb.
KpuTtnyeckun 0 yacos
PaspeLueHHbIN 48 yacos 2.
Mpepncraenset
Kputunyeckuin 24 vaca 3HauNTENbHBIA
pvck ans
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48 hours 3. Maximum risk
for the payment

system

Critical

In case during the analyzed period the level
of risk management system was 1
«Acceptable level», system is considered as
effective.

In case during the analyzed period the level
of risk management system was 2
«Significant risk for the payment system» or
3 «Maximum risk for the payment system»,
system is considered as ineffective and
actions for system improvement are
required.

13.11 Procedures for Exchange of
Information Required for Risk Management

13.11.1 The Payment System
Operator shall receive information from the
Operations Center and the Settlement Center
on a regular basis.

13.11.2 The Payment System
Operator has the right to request any
information relating to the operation of the
payment system from Participants and
Payment Infrastructure Service Operators.

13.11.3 The Payment System
Operator shall set the following rules for the
Participants and Payment Infrastructure
Service Operators regarding informing on the
sub-standard events, emergency situations,
including cases of system failure, results of
investigation of such situations and cases of
non-execution of obligations by the
Participants:

nnaTexHom
cucTembl

PaspelueHHbin 92 vaca 3.MNpeacrasnse
T
MakcMManbHbIn
pvck ans
nnaTexHomn

CUCTEMDI.

KpuTtuyeckun 48 yacos

Ecnu B TeuyeHne aHanuaupyemoro nepvoga
YPOBEHb CUCTEMbI YNPaBNeHNst pUckamn CoCTaBun
1 «[lpnemMnemMbin ypoBEHb», CUCTEMY MOXHO
cuntatb 3P PEKTUBHON.

Ecnu B TeuyeHne aHanuaupyemoro nepvoga
YPOBEHb CUCTEMbI YNPaBNEHNs1 pUCKamMmn CoCTaBuI
2 «lpencraBnsieT 3HaAYUTENbHBIA  PUCK  Ans
nnaTtexHon cuctembl» unu 3 «lpeacraenseTcs
MaKCMMarbHbIA PUCK ANsi NNaTEXHOW CUCTEMBIY,
TO CUCTEMY YMpaBrieHUs PUCKOM Heobxoommo
npusHaTb HE3(MEKTUBHOM U BblpaboTaTb Mepbl
Mo NOBbIWEHWIO €€ a(PHEKTUBHOCTH.

13.11 MNopsagok obmeHa MHdopMaLuen,
HeobxoaMMOon Ans ynpasrneHus puckamm

13.11.1 OnepaTtop nnaTeXxHom CUCTEMbl Ha
perynsapHon OCHOBe nory4yaeT MHgopmauuo ot
OnepaunoHHoro ueHTpa n Pac4éTHoro ueHTpa.

13.11.2 Onepatop nnaTeXxHOW CUCTEMBI
nMeeT npaeo 3aTpeboBaTb MOy MHopMaLmo,
KacatwoLytocs  (PyHKUMOHMPOBAHNS  NNAaTEXHON
cuctembl, oT Y4yactHukoB u OnepaTtopoB ycnyr
nnaTéxHon nHPacTpyKTypbI.

13.11.3 Onepatop nnaTtexHoW CUCTEMBI
ycTaHaBnveaeT cnegyoLni nopsiaokK
WUHOPMUPOBaHMSA Y4acTHUKamu u Onepatopamum
ycnyr nnaTexHoun WHPaCTPYKTYphl o}
HecTaHOgapTHbIX  COBbITUSX, Ype3BblYanHbIX
cuUTyauusix, BKIOYas cnyvyaum CUCTEeMHbIX cboes,
pesynbTarax paccnegoBaHus yKa3aHHbIX
coObITUIA, a TaKkke crnyyasix HeWCMOoSIHeHUs
065a3aTenbCTB YYacTHMKaMK:
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Participants shall, in their internal
documents, establish a procedure to
inform the Payment System Operator of
events that resulted in sub-standard
performance or emergency situations,
including cases of system failure, and
about findings following such events
with an analysis of their causes and
consequences (such procedure is
based on the Russia Rules).

Participants and Payment Infrastructure
Service Operators shall immediately
(not later than the next business day
from the moment of emergency
situations and identification of failures)
inform the Payment System Operator
regarding failures in the payment
system.

The Participants must promptly (not
later than the next business day from
the event identification) notify the
Payment System Operator in writing on
any suspected or confirmed cases of
loss, theft, or compromise of any
materials or records that contain
Transaction Data.

Each Issuer (not later than the next
business day from the event
identification) must report all fraudulent
Transactions using the available fraud
reporting tool and in accordance with
the timing and procedures that apply to
this tool, as set out in the fraud reporting
user documentation.

Participants (not later than the next
business day from the event
identification) must notify the Payment
System Operator on any changes
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YYacTHUKM B CBOUX BHYTPEHHUX OOKYMEHTax
yCTaHaBNMBalT MNopsgok MHAOOPMUPOBaAHUS
OnepaTtopa nnaTexHon CUCTEMbI O COObITHSAX,
KOTOpble  NPUBOAAT K  HEeAOCTaTOYHOW
3hEKTUBHOCTH nnm ypesBblYarHbIM
cuTyaumsim, B TOM 4ucrne o crniyyasx cbos
CUCTEMBbI, @ TakkKe O BblBOAAX, COEMaHHbIX
nocrne Takux cobbITUIA, BMECTE C aHanmM30M MX
NPUYMH 1 NOCNEACTBUA (AaHHbIN  NOPSOOK
JomkeH ObITb  OcHoBaH Ha Poccuiickmx
npasunax).

YyacTHukn n Onepartopbl yCryr nnaTexHon
MHMPACTPYKTYPbl  HesamennuTenbHo  (He
nosgHee cnegywowero paboyero OHsA C
MOMeHTa  obBHapyxeHusi ype3BblYaNHbIX
CUTyauuh 1 HencrnpaBHOCTEW) MHpOPMUPYIOT
Onepatopa nnaTexHon CUCTEMbI O BOZHUKLLNX
B npouecce paboTbl MNNaTexHoW CUCTEMBI
HapyLeHMAX N HEUCNPaBHOCTAX.

Y4yacTHUKM, He  nosgHee  crneayoLlero
paboyero [OHA C MOMEHTa BbISIBMIEHUS
cobbITuS, OOIMKHbI NHOPMMNPOBATb
OnepaTtopa nnaTexHoun cucTeMbl B
NUCbMEHHOM dopme o] noobbIX
npegnonaraemMblX WM MOATBEPXKOEHHbIX

cryqasix yTepu, Kpaxu Wnv KomnpomeTauuu
nobblX MaTepuanoB UMM 3anucein, KoTopble
cogepxat [aHHble onepaumu.

Kaxgbll AMUTEHT, HE MO3dHee cnefylLlero
paboyero [OHs C MOMEHTa BbIABIEHUSA
cobbiTnsA, pgormkeH coobwarte o060 Bcex
MoLLeHHMYecknx  Onepaumsx,  MCMNONb3ys
VIMeIOLIJ,I/II7ICF| MeXaHU3Mm yBeaoMITeHnA (0]
MOLLEHHMYECTBE B TakOW CPOK M B TaKOM
nopsigke, KOTOpble MPUMEHAITCA K TakoMy
MexaHun3My, KaK yKkazaHo B Nofb30BaTENbCKON
OOKYyMeHTauun B OTHOWEHNN yBeOOMITeHUA O
MOLLEHHUYECTBE.

YyacTHUKM He nosgHee criegyowiero
paboyero [OHA C MOMEHTa BbISIBIIEHUS
cobbiTnsA, pomkHbl yBegomnaTb Onepatopa
NMaTeXHoM cUCTEMbl O NOOLIX U3MEHEHUsX,



affecting the operation of the
telecommunication infrastructure.

6. Should circumstances arise that prevent
the funds transfer or the performance of
authorization, payment clearing or
settlement, the respective Participant
must promptly inform the Payment
System Operator.

7. The Payment System Operator has the
right to request information from the
Participants and Payment Infrastructure
Service Operators as provided in
Section 12 of these Russia Rules. If an
investigation into a breach of Russia
Rules is launched, the Participant shall
provide any information that may be
requested by the Payment System
Operator.

13.11.4 The Payment System Operator
shall set the following rules for collection of
information regarding the payment system
functioning:

1. Payment Clearing Center on a daily
basis shall provide the following
information: time of acceptance of the
Clearing Files, quantity and amounts of
the Clearing Files (including for each
Participant being a payer or recipient of
funds).

2. Payment Clearing Center on a daily
basis shall provide information on
amount of the Payment Clearing
Positions.

3. The Payment System Operator shall
record the received information.

The detailed procedures for gathering,
documentation and processing of system

KacatoLmxcs YHKUNOHNPOBAHUSA
TENEeKOMMYHVKaLMOHHOW MHPPaCTPYKTYpbI.

6. B cnyyae BO3HMKHOBEHUS 06CTOATENBCTB,
KOTOpble  MPEnsiTCTBYT  MEPEYUCIIEHUNIO
CpeactB UMM UCMOMHEHUIO  aBTOpM3auuu,
nnaTeXxXHoMy  KIMPUHTY WM pacdeTam,
COOTBETCTBYOLLNIA YyacTHuK OOImKeH
He3amMeanMTenbHO MpouHgopMupoBaTb 06
aTom OnepaTopa nnaTeXXHom CUCTEMBI.

7. OnepaTop NNaTexHoW CUCTEMbl MMEET MpaBo
TpeboBaTtb MHOPMaLMO OT Y4YacTHUKOB W
OnepaTopoB ycnyr NNaTéxXHom
WH(PPaCTPYKTYpbl, Kak npeaycMOTpeHO B
pasgene 12 HacToAwmx Poccuinckmnx npasun.
B cnyyae Havyana paccnegoBaHus HapyLLeHus
Poccuiicknx  npaBun  YyacTHMK  00s3aH
npegocTaBnAaATb nobyto MHopmauuto,
KoTopas MoXeT ObITb 3aTpeboBaHa
OnepaTopom nNnaTexHon CUCTEMBI.

13.11.4 Onepatop nnaTteXxHoOW CUCTEMbI
yCTaHaBnvMBaeT crnefywwmn  nopsigok  cbopa
MHdopMaunMMm O PYHKLUMOHMPOBAHUM MNATEXHON
CUCTEMBI:

1. TInaTtexHbln KNUPUHIOBLIA LIEHTP eXeOHEBHO
npefocTaBnaeT criefyoLuLyo nHopmaumio: o
BpeMeHn npuema KnvpuHrosbix annos,
Konu4yecTtee n cyMmmax YKa3aHHbIX
KnupuHroBbix ¢avnos (B TOM 4ucne no
Kaxkaomy YyacTHuKy, ABnsoLeMycs
nnaTtenbwuKoM Unu nonyvarenem AeHexXHbIX
cpeacTs).

2. TInaTeXHbI KNUPWUHIOBLIN LIEHTP eXefHEeBHO
npepocTasnseT WMHMOPMaUMIo O pasmepax
[naTexHbIX KNMMPUHIOBbLIX NO3ULUIA.

3. OnepaTop nnaTtexHoW cucTembl ukcMpyeT
NOCTYNMBLUYIO MHGOPMaLUIO.
OeTtanbHbIn nopsgok coopa, AOKYMEHTMPOBaHUS 1

obpaboTku CTaTUCTUYECKON nepBUYHOM
WMHpopMaumm o PYHKLMOHMPOBAHUM NIIATEXHON
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functioning source information are provided
within Risk Management Palicy.

13.11.5 Each Participant shall
prepare and regularly update the following
documentation for provision of
uninterrupted functioning of the payment
system:

1. Business continuity policy (including the
required level of  uninterrupted
functioning of the payment system, the
target value of features/indices of
uninterrupted  functioning of the
payment system, uninterrupted
functioning of the payment system
failure risks and plans of achievement of
the required level of uninterrupted
functioning of the payment system);

2. Critical resources register;

3. Plans for uninterrupted functioning
(including the detailed list of actions,
roles and responsibilities in
management of the uninterrupted
functioning of the payment system).

13.11.6 The order of uninterrupted
functioning of the payment system
management  documentation is the
following:

Payment Infrastructure Service Operators
use the following documents to manage the
payment system uninterrupted functioning:

1. Business continuity policy;

2. Payment system critical resources
register;

3. Plan for uninterrupted functioning of the
payment system.

Operational Director of the Payment System
Operator is responsible for documents
creation. The documents are approved by

CUCTEMbl nNpumBegeH B Monutuke ynpasneHuna
pUcKkamu.

13.11.5 Kaxabin YyacTHuK OOIKEH
noaroToBUTbL M MOAAEPXKMBATb B akTyallbHOM
COCTOSIHUW CriefyloLmii nepeyeHb JOKYMEHTOB MO
obecneyeHunto bPI1C:

1. Tonutnka obGecnedeHns ©GecnepeboNHOCTU
PYHKLUNOHUPOBaAHUS (BKMNOYaeT npuemnemMbii
YPOBEHb BOr1C, LueneBble  3HayeHUs
nokasatenen BOIC, pucku HapyLlieHus
BOINC n nepeyeHb NNaHOB Mo AOCTUXEHWUIO
npvemnemoro yposHs B®I1C);

2. PeecTp KpUTUYHBIX PECYPCOB;

3. lMnaHbl obecneyeHus B6ecnepebonHOCTU
yHKUMOHMPOBaHMA (BKMOYAOT AeTanbHbIN
nepeyeHb MeponpuUATUN, ponen "
obs3aHHOCTEN B paMKax [AedATenbHOCTM Mo
obecneyeHmio BOIC).

13.11.6 MepeyeHb OOKYMEHTOB no
obecneyeHnio BPIC 1 nopsagok ero cocTaBneHns

OnepaTopbl ycnyr nnaTtexHon WHMPacTPyKTypbl
npu OCYLLIECTBMEHUM [eaTenbHOCTU no
obecneyeHmtio BPIC wucnone3yoT cregylolime
OOKYMEHTbI:

1. TMonutuka obecnevyeHns BPIIC;

2. PeecTp KpUTWMYHBIX PECYPCOB MaTEXHOM
cuCTeMb!;

3. T[lnaH obecneyeHna BOIC.

OTBETCTBEHHOCTb 3a COCTaBMIEHME YKa3aHHbIX
OOKyMeHTOB HeceT OnepaumoHHbIN  OMPEKTOP
Onepatopa nnatexHom cuctembl. [aHHble
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the General Director of the Payment System
Operator and reviewed in case of necessity.

13.12 The requirements regarding plans for
uninterrupted functioning of the payment
system and Payment Infrastructure Service
Operators recovery.

The plan for uninterrupted functioning of the
payment system and Payment
Infrastructure Service Operators recovery is
developed by each Payment Infrastructure
Service Operator according to requirements
of these Russia Rules and provisions of the
Plan for uninterrupted functioning of the
payment system (see section above).

The plan for uninterrupted functioning of the
payment system and Payment
Infrastructure Service Operators recovery
should reflect the following:

1. The list of processes, which are
controlled in terms of continuity;

2. List of control mechanisms and actions
which aimed to ensure the
uninterrupted  functioning of the
payment system;

3. Plans of payment system functioning in
emergency situation, including the list
of responsible personnel and their
responsibilities;

4. The sequence of actions in case of
emergency situation, which includes
the following steps:

a. Situation assessment;
b. Notification;

c. Definition of recovery period;

d. Recovery plan development;

[OKYMEHTB! yTBepXaatoTcs leHepanbHbIM
avpektopom Onepatopa NNaTéXHOW CUCTEMbI U
nepecmaTpuBaloTCs Mo Mmepe HeobXoaUMOCTU.

13.12 TpeboBaHnss Kk nnaHam obecnevyeHus
HEenpepbIBHOCTU  AESATENbHOCTU nnaTexHoun
CUCTEMbI W BOCCTaHOBIEHWUS  OEATENbHOCTU
OnepaTopoB ycnyr nnaTexHon MHPPaCTPYKTYPbI.

Mnax obecneveHuns
AesaTenbHoCTH nnaTexHoun cUCTEMBI n
BOCCTAHOBMEHUA AedAtenbHoctn  OnepaTtopos
yenyr nnaTexxHoun NMHMPACTPYKTYPbI
pa3pabaTtbiBaeTca kaxabim OnepaTtopom ycnyr
NNaTéxHon MHQpPacTPyKTypbl B COOTBETCTBMM C
TpeboBaHuAMN HacToswmx Poccuinckmx npasun u
Ha OCHOBaHuMM 0OWMx nonoxeHun [Mnana
obecneyeHmns BOTC (cm. pasgen Bbile).

HernpepbIBHOCTU

B MnaHe obecneyeHus HenpepbIBHOCTU
OesTenbHoCTH nnaTexHown CUCTEMBI n
BOCCTaHoOBMeHus pgesTtenbHoctn Onepatopos

YCNyr NNaTeXxHon MHPPaCTPYKTYpPbl OOMKHbI GbITh
OTpaXeHo criefytoLlee:

1. lMepeyeHb  NpOLIECCOB,  HEMPEPbIBHOCTb
KOTOpbIX 06ecneynmBaeT gaHHbIN NnaH;

2. TlepeyeHb KOHTPOSbHbIX MEXaHW3MOB U Mep,
HanpaBneHHbIX Ha obecneveHne BOTIC;

3. lnaHbl  pyHKUMOHUPOBAHUA  MNNaATEXHOW
CUCTEMBI B YPE3BbIYANHOM pPEXUME, BKIHOYas

nepeyeHb OTBETCTBEHHbIX NUL, W KX
obsaszaHHOCTK;

4. Tlopsgok  OeWcTBMW  NpWU  HacTynneHuu
ypesBbl4alHOM  CUTyauuu,  BKIHOYaOLWNiA
cnegylowue waru:

a. OueHka cuTyaumm;
b. OnoBselleHue;
C. YcrtaHoBneHve CpoKoB

BOCCTaHOBIEHUA;
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e. Preliminary recovery;

f.  Full Recovery

5. Analysis of the reasons of emergency
situation arose and development of
plans to prevent such situation in the
future;

6. The plans should be tested not less
than once a three years;

7. The plans should be reviewed and
updated not less than once a three
years.

13.13 Procedures for Interaction in Disputed
and Emergency Situations including Systemic
Failures

Please see Section 18 of these Russia Rules.

13.14 Procedures for Changing Operational
and Technological Hardware and Processes

New features and functionality on core
platforms are distributed through releases
up to 4 times a year. There are 2 types of
releases — Global and Targeted:

(a) Global - Software distribution
including features and functionality
that impact all Participants. These
include global Rules changes,
compliance requirements,
mandatory data population,
regional enhancements and
‘targeted’ efforts that are
transitioning to ‘global’.

d. Paspabotka nnaHa pgencteum no
BOCCTaHOBEHMIO;

e. [peaBaputenbHoe BOCCTAHOBMEHME

paboTtocnocobHocTy;

f. TMonHoe BOCCTaHOBNEHne
paboTtocnocobHocTy;

5. AHanus NPVYMH HacTynneHus

HernpeaBWaeHHON cuTyaumn u paspaboTka
MnraHoB No NpeaoTBpaLleHn0 Ype3BblYaiHbIX
cuTyauum B JanbHenwem;

6. [MnaHbl QOMXKHBbI TeCTnpoBaTbCA He pexXe 4Yem
OOWH pa3 B 3 roaa;

7. TnaHbl JOMKHBI NepecMaTprBaTbCsl HE pexe
Yem oauH pa3s B 3 roga.

13.13 lNMopsiaok  B3aMMOAENCTBUS B CMOPHbIX,
ypesBblYaMHbIX CUTyauusiX, BKMYas criyvyau
cucTteMHbix cboeB

Cwm. pasgen 18 HacToswmx Poccuiickux npasun.

13.14 lMopsiAOK  M3MEHEHUs1  OnepauMoOHHbLIX W
TEXHOMNorMyecknx cpeacTs 1 npouenyp

HoBble xapakTepucTukm n yHKLUN Ha 6a3oBbIx
nnardgopmMax pacrnpocTpaHATCa NyTeM pennsos
o 4 pas B rog. meetca 2 tuna penusos -
rnobanbHble 1 Uenesble:

(a) MobanbHble - pacnpocTpaHsemMble
penusbl NporpaMMmHoro obecneveHus,
BKMNtOYarolme CBOUCTBA U DyHKUUM,
KOTOpble 3aTparMBarT BCEX YYaCTHMKOB.
K HUM OoTHOCATCS rnobanbHble M3MEHEHNS
B MpaBunax, 3aKkoHoaaTenbHble
TpeboBaHusi, o0ba3aTenbHble [OaHHbIE,
pernoHarnbHble U «UeneBble» OeWCTBUS,
nepexogsiime B KaTeroputo
«rnodanbHbIX».
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(b) Targeted - Software distribution
including features and functionality
designed for specific Participants
or countries to meet specific market
needs. These are Participant or
country specific and are targeted to
the Participants accepting the
changes. These are optional
programs and Participants
participate at their discretion. The
implementation has no effect on all
Participants.

The following information regarding
software releases is provided in the Release
Information Center on MasterCard Connect:

0] Details regarding release
schedules and key dates;

(i) Business and technical
specifications  regarding  new

projects implemented within the
Global releases (provided 180,
120 and 90 days prior to

implementation); and

(i) Overviews of
implemented  within

implementation).

The Payment System Operator makes
available to Participants a number of tools to
promote a successful release
implementation. These include offline and
online testing tools, including test case
scenarios for each product and service.

13.15 Procedures for Evaluation of the
Functional Quality of Operational and

projects
targeted
releases (provided 60 days prior to

(b) LeneBble - pacnpocTpaHsemble penuabl
NporpaMmmHoro obecneyeHus,
BKMOYaLmMe CcBOWCTBA U dyHKUUN,
npegHasHayeHHble  ONA  KOHKPETHbIX
YYacTHUKOB Unun CTpaH 1 HarnpaeBneHHble
Ha  ydoBneTBopeHuMe  noTpebHocTen
KOHKpPETHOro pbiHka. OHM MoryT ObiTb

npegHasHaYeHbl ans KOHKpPETHOro
YyacTHMKa MnM KOHKPETHOW CTpaHbl U
HanpaeeHbl Ha Y4acTHUKOB,
NPUHUMAIOLLMX N3MEHEHNsI. otn

nporpaMmbl OMUMOHarbHbI, U Y4YaCTHUKM
Y4aCTBYIOT B HUX MO CBOEMY YCMOTPEHMIO.
Nx BHegpeHne He oKkasbiBaeT BIIUSIHUS Ha
BCEX YYaCTHUKOB.

Cnepnytouwas MHdopmaums o penunsax
nporpaMmmHoro obecneyeHunsi NpegocTaBnsieTcs B
MHdopMaLMOHHOM  LEeHTpe Mo penusam B
MasterCard Connect:

0) AaHHble O rpaduke BbIXoda U KIOYeBbIX

JaTtax penusos;

(ii) 3KOHOMUYecKune n TeXHU4Yeckue
cneundmkaummn KacaTenbHo HOBBbIX
MPOEKTOB, peanusyemblX B  paMKax

rnobanbHbIX penu3oB (MPeaoCcTaBnsaTCH
3a 180, 120 1 90 gHen oo BHeApeHUs); n

(iii) 0630pbl MPOEKTOB, BHEAPSEMbIX B pamKax

LeneBbIX penu3oB (NpefoCcTaBnsoTCcs 3a
60 gHen 0o BHegpeHus).

OnepaTop nnaTexHoW cucTembl npegocTaBnsieT
YyacTHMKaM psii  CPeAcTB AN AOCTMXKEHUs
yoayHoro BHeapeHusi penusa. K HUM oTHocsATCA
aBTOHOMHbIE ] OHIalrHOBble cpeacTea
TeCTUPOBaHWS, BKMo4as cneuundmkaLlmm
TECTOBbIX CLIEHAPUEB 4181 KaXXA0ro Buaa NpoaykTa
N ycnyr.

13.15 Mopsigok
PYHKLMOHNPOBaHUS

OLEHKM Ka4vyecTtBa
onepaunoHHbIX n
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Technological Hardware and Information
Systems by an Independent Organization

Assessment of the functional quality of
operational and technological hardware and
information systems of the Operations
Center and Payment Clearing Center is
being performed as specified in an
agreement it entered into with the Payment
System Operator.

13.16 Procedures for Ensuring Data Security
in the Payment System

Please see Section 19 of these Russia
Rules.

13.17 Collegial Risk Management Body

A collegial risk management body (the
“RMB”) operates in the payment system.
The RMB includes the representatives
responsible for risk management from the
Payment System Operator, the Payment
Infrastructure Service Operators, and the
Payment System Participants. As agreed
with the Bank of Russia, the RMB may
include representatives from the Bank of
Russia with deliberative voting rights.

The functional responsibilities of the RMB
include the following:

(a) establishing the criteria  for
evaluating the risk management
system (the “Criteria”’) and
performing such evaluation (the
“Evaluation”); and

(b) formulating proposals and
recommendations based on the
results of the Evaluation (the
“Proposals”).

Each Direct Participant will provide to the
Payment System Operator the name and
contact details of one risk manager. In case

TEXHOJTI0TN4YeCKnx cpencts, VIHd)OpMaLI.VIOHHbIX
CUCTEM He3aBNCUMON opraHmaaumeﬂ

OueHka KayecTBa PYHKLNOHNPOBAHUA
OMEepauMOHHBIX W TEXHOIOMMYECKMX CpeacTB U
WH(POPMALIMOHHBLIX  CUCTEM OnepauunoHHoro
ueHtTpa u [NaTéXHOro KIMPUHIOBOro LEHTpa
OCyLLeCTBNAEeTCA B nopsiake, NpeaycMOTPEHHOM
JOroBOpOM, 3aKM4éHHbIM MM ¢ Onepatopom
nnaTexHon CUCTEMBI.

13.16 lNMopsgok obecnedeHns 3aWwuTbl MHOPMaLMm
B MNaTEXHON cMcTeEME

Cwm. pasgen 19 HacTosiwmx Poccuncknx npasun.

13.17 KonnernanbHbli
puckamm

opraH Mo ynpaBIEHMWIO

B nnaTtéxHoun cucteme gencTByeT KonnermanbHbIn
opraH no ynpaeneHuto puckamun («OYP»). B
coctaB OYP BXoOAaT OTBETCTBEHHble 3a
yrnpasneHue puckamun npeacrtasmtenu Onepatopa
nnatéxHon  cuctembl, OnepaTopoB  ycnyr
NNaTéxHomn WHPACTPYKTYpPHI, Y4yacTHUKOB
nnatéxHon cuctembl. B coctaB OYP no
cornacosaHuto ¢ baHkom Poccum moryt ObiTb
BKMOYeHbl npeactaButenn baHka Poccun ¢
npaBoM COBeLLATENbLHOrO rofioca.

B cdyHKuMoHanbHble 06s3aHHOCTM OYP BXOoaAT:

(a) yctaHoBneHue KpuTepues OLIeHKM
CcUCTEMBI ynpasneHusi puckamm
(«KpuTepumn») n nposegeHve ykasaHHOW
oueHkn («OueHKa»); n

(b) dopmupoBaHme npeasioxXeHnn n
pekoMeHAauuin no wutoram npoBeaeHus
OueHku («MpeanoxeHnUs»).

Kaxpgbin MpssiMOi  y4aCTHUMK JOIMKEH CoobLWnTb
OnepaTopy nnaTeXHoOW CUCTEMbI UMS U
KOHTaKTHble [aHHble OOHOro  ynpasnsLWEro
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the designated risk manager is no longer
available for the below activities, the
relevant Direct Participant will provide the
name and contact details of his/her
replacement. The employees of the
Payment System Operator responsible for
risk management also take part in activities
of the RMB. Risk Managers of Direct
Participants and Payment System Operator
workers responsible for risk management
are collectively named “Risk Managers”.
The officials of the respective department of
the Bank of Russia may be invited to
participate in meetings of the RMB with
deliberative voting rights.

The Payment System Operator will convene
the first meeting of the RMB and invite the
Risk Managers it was notified about to
participate. At the first meeting of the RMB,
the Payment System Operator will present
to the Risk Managers for their discussion
draft Criteria. After they are discussed, the
Risk Managers will be asked to approve the
draft Criteria by voting. The draft Criteria are
deemed approved unless more than 75 % of
the Risk Mangers present at the meeting
vote against, in which case the Payment
System Operator will redraft the Criteria and
convene another meeting of the RMB.

After the Criteria are approved by the RMB,
the Payment System Operator will prepare
related materials showing compliance with
the Criteria (the “Materials”) and if
necessary take actions to ensure such
compliance. Thereafter another meeting of
the RMB will be convened by the Payment
System Operator, at which it will present the
Materials. After discussion of the Materials,
the Risk Managers will be asked to approve
them by voting. The Materials are deemed
approved unless more than 75 % of the Risk
Managers present at the meeting vote
against, in which case the Payment System

puckamu. Ecnu HasHa4yeHHbI  ynpaBnstoLunin
puckamn  CTaHOBMTCSH HedOCTYNHbIM AN
OCYLLIECTBMEHUSA  yKa3aHHbIX HWXKe [OeNCTBUMN,
cooTBeTCcTBYOWMIA [MpsAMOA  y4acTHMK cooBLmnT
UMSI M KOHTaKTHble [aHHble 3ameLllaloLllero ero
nvua.  PabotHukn  Onepatopa  nnaTexHou
CUCTEMbI, OTBEYalLIMe 3a ynpaBrieHne puckamu,
TakKe NpMHMMAtOT yyacTtue B gedrensHoctun OYP.
Ynpasnswowue puckamu [NpsaMbIX yY4aCTHUKOB U
paboTHukn Onepatopa MMaTEXHONW CUCTEMBI,
oTBevalLLMe 3a ynpaBneHne puckamm, COBMeCTHO

UMEHYIOTCSA «Ynpaensowme puckamm».
[omKHOCTHbIE niua COOTBETCTBYIOLLETO
JenaptameHTa BaHka Poccuu MoryT

npurnawaTeca Ha 3acegavusa OYP ¢ npasom
COBeLLaTenbHOro rosoca.

OnepaTop nNnaTéxHOn cUcTeMbl CO30BET MNepBoe
3acegaHne OYP u npurnacut Ha  Hero
Ynpasngawowmx puckamu, U3BECTHbIX emy. Ha
nepsoM 3acegaHum OYP Onepatop nnaTexHom
CUCTEMbI MPEACTaBUT YMpaBnsAloLWMM pUCKaMu
npoekt KputepueB pna obcyxaeHusa. [locne

obcyxaeHns Ynpaenswowmm  puckamun  Byget
npeanoxeHo opobpute npoekt  Kputepues
ronocoBaHvem. [lpoekt  KputepueB Oyget

cunTaTbCsl YTBEPXKOAEHHbIM, ecnn bornee 75 %
NPUCYTCTBYIOLUMX Ha 3acefaHun YNpaBnswoLwmx
puYcKkaMn He NpPOrofocylT NPOTUB, B NMPOTUBHOM
cny4vae OnepaTtop nnaTexHoun cUcTEMBbI
nepepaboTtaeT npoekt KpuTepneB U CO30BET
HoBoe 3acegaHune OYP.

Mocne Toro, kak Kputepun 6yayTt ogobpeHsl OYP,

Onepatop nnaTeXHONW CUCTEMbl MOATOTOBUT
COOTBETCTBYIOLLME maTepuanel,
noaTeepxpatowme cootsetctBue  Kputepuam
(«<MaTtepuanbi»), 1 npu  HeobxoAMMOCTU

npegnpuMeT OecTBUS Mo obecrneyeHnto Takoro
cootBeTcTBUA. NMocne aToro OnepaTtop NnaTexxHomn
cuctemMbl CO30BET HoBoe 3acepaHue OYP, Ha
kotopom  Onepatop  NMaTeXHoOW  CUCTEMBbI
npeactaBut Matepmanel. [locne ob6cyxpeHus
MaTtepvanoB YnpaBnswwmM puckamn oyget
npeanoXxeHo ofobputb  UX  TONTOCOBAHUEM.
Matepuanbl OyayT cuuTatbCs YTBEPXKAEHHLIMM,
ecnv 6onee 75 % NpuCyTCTBYIOLLMX Ha 3acedaHuu
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Operator will take necessary actions,
prepare other Materials and convene
another meeting of the RMB to approve
them. If the Materials are so approved, the
payment system is deemed to have passed
the Evaluation.

The Evaluation should take place at least
once every 6 years following the procedure
above.

At any meeting at which Materials are
discussed, Risk Managers may put forward
one or more Proposals for vote, provided
that at least 15 Risk Managers support the
given Proposal(s). A Proposal supported by
at least 15 Risk Managers is deemed
approved to be considered by the Payment
System Operator if more than 50% of the
Risk Mangers present at the meeting vote
for it.

YnpaBnsoLwmx puckamm He NporosiocyoT NpoTuB,
B NpOTMBHOM criyyae OnepaTtop nNnaTeXHon
cucTeMbl NpegnpumMmeT Heobxoaumblie OENCTBUS,
noaroToBUT HoBble MaTtepuanbl U CO30BET HOBOE
3acepganve OYP pna wux opobpenus. Ecnu
Matepuansl  O6yayT  ogobpeHbl  ykasaHHbIM
obpasom, OygeT cuuTaTbhCHd, UTO NNaTéxHas
cuctema npowna OueHky.

OueHka JofmKkHa NpPOM3BOAUTLCS, Kak MUHUMYM,
pa3 B 6 neT B COOTBETCTBUU C NPUBEAEHHON BbiLLE
npoweaypo.

Ha niobom 3acegaHunn, Ha KOTOpoM obcyxaaroTcs
Matepvanbl, YnpaBnsiowme puckamm  MOryT
BbIHECTW Ha rONOCOBaHME OAHO WM HECKOSbKO
MpeanoxeHnii npu  ycrnoBuu, YTO [aHHOE
MpeanoxeHune (MNpeanoxeHus) NOAAEPKMBAIOT He

MeHee 15 Ynpasnsowmx pyuckamu.
MNpennoxeHune, nogaepXaHHoe, Kak MUHUMYM, 15
Ynpasnsowmmm puckamu, cunTaercs

oao6peHHbIM K paccMoTpeHutio  OnepaTopom
NNaTeXXHOW CUCTEMbI, €CNK 3a HEro NporosiocyoT
bonee 50% YnpasnsoLLmx puckamu,
NMPUCYTCTBYIOLLMX Ha 3acedaHum.
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14. Procedures for Ensuring the
Uninterrupted Functioning of the Payment
System

14.1 Requirements relating to Payment

Infrastructure Service Operators for uninterrupted
functioning of the payment system and thier scope.

The Payment System Operator sets the
requirements for Payment Infrastructure Service
Operators regarding uninterrupted functioning of
Payment Infrastructure Services. It:

1. determines value of features/indices of
uninterrupted functioning of the payment
system depending on payment system
operations mode: Standard, Allowed,
Critical;

2. determines quantitative and qualitative
indices of uninterrupted functioning of the
payment system based on the Risk Profiles;

3. determines monitoring requirements relating
to uninterrupted functioning
features/indices.

The requirements of Section 14 of these Russia
Rules, Risk Management Policy are not
applicable to the Bank of Russia in case it
performs the functions of Settlement Center and
central payment clearing counterparty.

14.2 Uninterrupted functioning of the Payment
System management formalization

Participants shall design and formalize
approaches to uninterrupted functioning of the
payment system management (the list of
required documentation is provided in Section
13.11 of these Russia Rules - “Procedures for
Exchange of Information Required for Risk
Management”).
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14. Mopspgok obGecneyeHus 6ecnepebonHOCTH
pyHKLUMOHMpPOBaHUA nnaTéxHon cuctemol (BPDIC)

14.1 TpebosaHua k Onepatopam ycnyr nnaTexHon

WHpacTpyktypel B 4Yactm BOIMNC u obnactb ux
npUMeHeHNs

Onepartop nnaTexHoun CUCTEMBI onpegensiet
TpeboBaHns Kk OnepaTopaM  ycnyr  nnaTexHou

WMH(pPaCTpyKTypbl B 4YacTn 6ecnepebonHOCTU OKasaHus
UMW yCNyr NNaTexHoW WHAPACTPYKTYpbl Y4acTHMKaM
nnaTexXHOW CUCTEMbI, @ UMEHHO:

1. onpegensieT 3HadeHuss nokasatenen bBOPMNC B
paspese pexmmoB (YHKLUMOHMPOBAHUS MNATEXHOM

CUCTEMBI: CraHgapTHbIR, PaapelleHHbIn,
Kputnueckui;

2. onpegenseTr KOMMYECTBEHHblE W KayeCTBEHHbIE
nokasatenu bBOMNC Ha ocHoBaHun [lpocbunen
PWCKOB;

3. onpepgenseTt TpeboBaHus K MOHUTOPUHTY

nokasatenen 6ecnepebonHocTy.

TpeboBaHua pasgena 14 Hactoawmx Poccuncknx
npasun, MonWTuKM  ynpaBneHUs  puckamn  He
npumMmeHsitoTes K baHky Poccum B crniydyae BbINOMTHEHNST UM
dyHKUMn  PacdyeTHoro UeHTpa U LEeHTpanbHOro
NNaTéXHOro KIMMPUHroBOro KOHTpareHTa.

14.2 dopmanusauus aeaTenbHOCTM No obecneveHuto
GecnepeboHOCTM  DYHKUMOHUPOBAHMSA  NIATEXHON
CUCTEMBI

YyacTHUKM OO0MMKHBI cdhopMupoBaTb U opmannsoBaTb
noaxodsbl K ynpasreHunto 6ecnepeboNHOCTbLIO
(PYHKUMOHNPOBAHUS  MNATEXHOMW CUCTEMbI  (NepeveHb
obsA3aTenbHbIX OOKYMEHTOB npuBedeH B pasgene 13.11

HacTosAwmx Poccuiicknx npaeun  «lMopsigok  obmeHa
NHpopmaumen, HeobxoamMmon ans yrnpasneHuns
puycKamMmy).


http://slovari.yandex.ru/qualitative/en-ru

14.3 Support of Participant Processing

In order to ensure uninterrupted functioning of
the payment system, the Operations Center may
provide a Stand-In Processing Service for
Issuers with purpose to permit the authorization
of Transactions when the Issuer's primary
authorization service is unavailable.

14.3 Nopaepxka 06paboTkM AaHHbIX YYacTHUKaMM

Ons obecneyeHns OecnepebonHoCTK
YHKUNOHNPOBAHUSA nnaTexHoun cucTemsl
OnepauvoHHbI  LEHTP MOXET BbIMOMHATL  (PYHKLMM
CucTtembl anbTepHaTMBHOM 06paboTKM ANs AMUTEHTOB, C
uenblo ocyuwecterneHusa astopmsaumm Onepaumn B
MOMEHT OTCYTCTBMSI [JOCTyna K OCHOBHOW cucTeme

aBTopusauunm OMuUTEHTA.

14.4 Obligations of Payment Infrastructure Service 14.4 O6g3aHHocTM OnepaTopoB  YCNyr  MnaTeXxHon
Operators WH(ppacTpykTypbl B pamax obecneveHms bOINC
14.4.1 Uninterrupted Functioning of the Operations 14.4.1 BecnepeboiiHocTb OYHKLNOHNPOBaHNSA

Center OnepauunoHHoro LeHTpa

In order to ensure uninterrupted functioning of
the payment system, the Operations Center uses
multiple routing paths to protect against
processing failure at all 3 points of vulnerability in
payment processing (the Operations Center,
Issuer, Acquirer). Its distributed network limits the
potential for failure by localizing issues at the
Participant's nearest connection to the
Operations Center, thus requiring fewer
transmissions between Participants and the
Operations Center to process Transactions.

The Operations Center must perform internal
monitoring at all times so that any incident may
be identified without delay, leading to rapid
resolution.

The Operations Center must be supported by
redundant processing capacities which are able
to continue performing operational functions in
the event the main processing capacities of the
Operations Center are unavailable. This
alternate processing site must have sufficient
capacity to perform 100% operational functions
of main processing capacities of the Operations
Center. The alternate processing site must be on
separate infrastructure  for power and
communications in addition to being distanced
appropriately to support separate staffing
requirements. At a minimum, each critical
application at the alternate processing site must
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C uenbio obecnedyeHma BOMNC OnepauuoHHbIA LIEHTP
MCNOMb3yeT MHOXECTBEHHbIE MapLUPYTbl AN 3alnThbl OT
NpOLEeCCMHIoBoro cbosi BO BCeX TPEX TOYKaX YSA3BMMOCTU
cucteMbl 06paboTkm nnatexen (OnepaunoHHBIN LEHTP,
OmuteHT, Oksampep). Ero pacnpegenéHHas ceTtb
orpaHumyMBaeT noTeHuman cboeB NyTEM nokanusaumm
npobnem Ha Onwxkanwem nNOAKMIOYEHUN Y4yacTHUMKA K
OnepauuoHHOMY UEHTpYy, 4YTO TpebyeT MeHbLUEro
06bEémMa nepegayvm nHdopmaumm mexagy Yy4actHmkamu un
OnepaunoHHbIM LIeHTpOM Ans 06paboTkn Onepauuii.

OnepauunoHHbIn LEeHTp  [OOIXeH OCYLLEeCTBNATb
MOCTOSAHHbLIN ~ BHYTPEHHUW  KOHTPOSNlb  C  Lenbko
He3aMeafTENbHOMO BbISIBNEHNS MOObIX WHUMOEHTOB U
nX BbICTPOro ycTpaHeHus.

OnepauuoHHbIN  LEHTP OOMKEH UMEeTb  pesepBHble
NpOLIeCCUHIoBble MOLLIHOCTH, KoTopble MoryT
OCYLLECTBMATL OfepaunoHHble OYHKUUM B TOM crny4ae,
€CNMM  OCHOBHbIMW  MPOLECCUHIOBBIMA  MOLLHOCTSIMU
OnepauunoHHoro LeHTpa Oyget HEBO3MOXHO
nonb3oBaTbCs. Takon anbTepHaTUBHbLIN NPOLECCUHIOBbIN
LEeHTp [OMMKEeH WMeTb [AO0CTaTOYHYI0 MOLLUHOCTb Ans
ocyuwiectenennsa  100%  onepauuoHHbIX  (PYHKLMIA
OCHOBHBbIX MPOLLECCUHIOBBLIX MOLLIHOCTEN OnepaumoHHOro
LeHTpa. AnbTepHaTMBHLIA MPOLECCUHIOBLIA  LIEHTP
[OIKeH ObITb pa3MelLieH Ha OTAeNbHOW MHppacTpyKType
NATAHNS U KOMMYHMKaLUW, a Takke HaxoauTbCA Ha
AOCTaToO4YHOM paccTosaHUK ans obecneyeHus
TpeboBaHWi B OTHOLWIEHMM OTAENbHOro nepcoHana. B



be annually validated.

14.4.2 Uninterrupted Functioning of the Payment
Clearing Center

In order to ensure uninterrupted functioning of
the payment system, the Payment Clearing
Center must be available to receive and process
inbound files at the appointed timeframe. The
Payment Clearing Center must have a full back-
up system to which payment clearing activities
may be transferred if needed.

14.4.3 Uninterrupted Functioning of the Settlement
Center

In order to ensure uninterrupted functioning of the
payment system, the Settlement Center must be
available on each Banking Day to process funds
transfers according to each Payment Clearing
Position. The Settlement Center must establish and
communicate a maintenance schedule so that
Participants and the Payment System Operator are
informed in advance of any outage. The Settlement
Center must inform the Payment System Operator
on the failure of any Participant to meet its
Settlement Obligation

14.5 Payment system operations modes

The following operations modes are defined within
the payment system:

Standard — uninterrupted functioning of payment
system when none of the features/indices exceed
the threshold value;

Allowed - operation of payment system with
violations, which affect uninterrupted functioning
but do not result in uninterrupted functioning
failure;
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Ka4vyecTtBe MWUHUMANbHOIo Tpe6OBaHVIF|,
q)yHKLI.VIOHVIpOBaHVIe KaKgoro  KpUTu4eCkn BaXXHOro
npurnoXxXeHna B  anbTepHaTUMBHOM  NPOLECCUHIOBOM
LUEeHTpe OO0JKHO eXXerogHo noarBepXXaaTbCA.

14.4.2 BecnepeboiiHocTb
MnaTexXHOro KMMPUHrOBOrO LieHTpa

(hYHKLMOHNPOBaHUS

B uensx obecnederns BOIC MnatexHbIn KNMPUHIOBbLIN
LEeHTp JosmkeH obecneynBaTb BO3MOXHOCTb MOnyyaTb U
obpabaTbiBaTh nocTynatoLmne annbl B YCTaHOBIMEHHbIV
CpoK. [MNaTexHblN KIUPWHIOBBIA LIEHTP OOJDKEH UMETb
MOMHYIO PE3EPBHYID CUCTEMY, B KOTOPYH MOryT ObITb
nepeBefeHbl onepauun no NraTeXXHOMY KITMPUHTY, eCnn
aTo OygeT Heobxoaumo.

14.4.3 BbecnepebonHOCTb (PyHKUMOHMPOBaHUS PacyétHoro
LeHTpa

B uensax obecneyeHuns BOMNC PacuyéTHbI LEHTP AOMMKEH
obecneynBaTb BO3MOXHOCTb B nobon BbaHkoBcku OeHb
obpabaTbiBaTh onepaunm No nepeBoy OEHEXHbIX CPEACTB
B COOTBETCTBMM C Kaxgon [1naTéxHom KIMpuUHroBon
nosvumen. PacyéTHbli LIEHTP OOIMKEH YCTaHOBUTb rpaduk
npoBegdeHuns paboT no obcnyxuBaHuo (M pasocnatb €ro),
Tak 4tobbl YyacTHukm M Onepatop nnaTtexHow CucTemsl
ObINKn 3apaHee yBegoMMeHbl 0 NobbIX NnepepbiBax B paboTe.
PacuyéTHbin UeHTp [ormkeH WHdopmupoBaTe Onepatopa
nnaTexXHOW CUCTEMbI O TOM, YTO KaKOW-NMOO Y4acCTHUK He
ncnonHun ceoero PacyeTHoro obsa3atenscTaa.

145 Pexumbl
CUCTEMbI

becnepebonHoro  OYHKUMOHUPOBAHMWS

B nnatexHon cucteme onpegeneHsl cneayowmne pexvmel
POYHKUNOHNPOBAHUSA MIaTEXHON CUCTEMBI:

CraHpapTHbIi - BecnepebonHoe  OYHKLMOHMPOBaHUE
NNaTeXxHOW CUCTEMbI B LUTATHOM PEXMME, NMPU KOTOPOM HMU
OOMH U3 NokasaTenen He NpeBbILIaeT NOPOroBbIX 3HAYEHUN

PaspelueHHbIN - (PYHKLNOHMPOBaHUE NaTeXHON CUCTEMbI C
HapyLleHuaMuY, BnugaoLwMMn Ha BOTC, Ho He npuBoAALLMMHU
K npekpalieHuio BOTIC;



Critical — payment system uninterrupted
functioning failure and impossibility to provide
services with required level of quality.

In case of payment system transfer from Standard
mode to Allowed mode, the Payment System
Operator analyses the causes and consequences
of such transfer, identifies whether it could affect
on payment system uninterrupted functioning and
defines actions and time constraints for the
transfer to Standard mode.

In case of payment system transfer from Standard
or Allowed mode to Critical mode, the Payment
System Operator immediately takes measures to
identify the causes of such transfer. Actions for
transferring payment system to Standard or
Allowed mode are performed on a twenty-four hour
basis.

14.6 Uninterrupted functioning indices
14.6.1 Types of indices

The following types of features/indices are defined
within the payment system:

1. Uninterrupted functioning of Operations
Center;

2. Uninterrupted
Clearing Center;

functioning of Payment

3. Uninterrupted functioning of Settlement
Center.

14.6.2 The list of indices.

The following features/indices of payment system
uninterrupted functioning are defined (methodology
for indices calculation is provided within the Risk
Management Policy).
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Kputnyecknin - doyHKUMOHNPOBAHNE NNATEXHON CUCTEMbI C
HapyweHnem 6ecnepebonHOCTU, BKIOYas HEBO3MOXHOCTb
oKasaHus YCNnyr OIPKHOro KayecTsa.

B cnyyae nepexoga nnaTexHon cuctemMbl 3 CTaHgapTHOMO
dyHKUMOHNpOoBaHUa B PaspelueHHoe (yHKLMOHUPOBaHUe,
OnepaTop nNaTtexHoW CUCTEMbI aHanM3vMpyeT NPUYUHbBI U
NnocneacTBUSA Takoro nepexoga, MOXeT N 3TO NPUBECTU K
HapyweHuto BOMNC wu onpegenser meponpusaTua Mo
nepexony B CTaHAapTHbIN PEXMM M CPOKM UX peanuaauunn.

B cnyyae nepexoga nnaTtexHon cuctembl 3 CtaHgapTHOMoO
unn PaspelleHHoro dyHKUMOHMpoBaHMA B Kputuueckoe
dyHKUMOHMpOBaHMe, Onepatop MnaTeXHON CUCTEMBI
HEMeAMNeHHO MPUHUMAaEeT Mepbl MO BbLISCHEHUIO MPUYMH
Takoro nepexopa. [MewctBusa no Bo3Bpaty paboThbl
nnaTexHon cuctembl B CtaHgapTHoe unm PaspelueHHoe
PYHKLMOHNPOBAHNE OCYLLECTBNATCS KPYrOCYyTOYHO.

14.6 MNMokasartenun BPIC
14.6.1 Tunbl nokasatenen bOINC

B nnaTtexHon cucteme onpegeneHbl Creaylwme Tunbl
rnokasartenemn:

1. GecnepeboiHocTb okasaHust ycryr OnepauvoHHbIM

LEHTPOM;

2. OecnepebovHOCTb OKasaHus ycnyr [naTexHbim
KMUPWHIOBBIM LLEEHTPOM;

3. OecnepeboviHoCTb OKasaHus ycnyr PacuyeTHbim
LEHTPOM.

14.6.2 NepeyeHb nokasaTenem.

B nmaTexHom cucTtemMe  OnNpedeneHbl  crnegyowue

nokasatenu bBOMNC (vetogmka pacyeTa nokasaTenemn

npuBegeHa B Monutuke ynpasneHusa pI/ICKaMI/I).


http://www.multitran.ru/c/m.exe?t=402563_1_2

14.6.2.1 Uninterrupted functioning of Operations
Center indices

Payment system operations modes

Standard Allowed Critical
The level of Less than 1 From 1to 2 More than 2
uninterrupted second seconds seconds

functioning of
Operations Center

The level of uninterrupted functioning of Operations
Center — maximum time of one transaction
processing (excluding time of transaction
processing by the Issuer).

The index shows the capability of the Operations
Center to provide continuous services for funds
transfer, including electronic messages exchange.

14.6.2.2 Uninterrupted functioning of Payment
Clearing Center indices

Payment system operations modes

Standard Allowed Critical
Time of payment Less than From 25 to More than 27
clearing 25 hours 27 hours hours

Time of payment clearing services — time between
the receipt by Payment Clearing Center of the
Clearing Files and transfer of relevant Payment
Clearing Positions to Settlement Center.

The index shows capability of Payment Clearing
Center to provide the continuous payment clearing
and maintain the technical connection with
Settlement Center.

14.6.2.3 Uninterrupted functioning of Settlement
Center indices

| Payment system operations modes
| Standard | Allowed [ Critical |
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14.6.2.1 MNokasaTtenu 6ecnepebonHOCTN Oka3aHus ycryr
OnepaunoHHbIM LLEHTPOM.

Pexumbl 5OINC

CraHgapTHbi | PaspelueHHbin | Kputunyeckuin
YpoBeHb MeHee Otrlpo2 Bonee 2
B6ecnepebonHocTy | lceKyHabl ceKkyHa, ceKkyHA

okasaHwus ycnyr
OnepaunoHHbIM
LEHTPOM

YpoBeHb 6ecnepebonHOCTN OKka3aHWs onepaLMoHHbIX YCIyr
OnepaunoHHbIM  LEHTPOM —  MakcuMmarnbHOe BpeMs
0bpaboTkm ogHon onepaunn (6e3 ydeTa BpeMeHn 06paboTku
onepauum AMUTEHTOM).

MokasaTenb oTpaxaeT cnocobHocTb OnepaunoHHOro
ueHTpa OGecnepebGoiHO OKasblBaTb YCNyr Mo nepesoay
OEHEeXHbIX CcpeacTB, BKMA4Yasi OOMeH  3MeKTPOHHbIMM
COOOLLIEHUAMMN.

14.6.2.2 MNokasaTenu 6ecnepebonHOCTN OKa3aHuUs yCryr
MnaTtexHbIM KIMPUHIOBbLIM LLEHTPOM

Pexumbl BOMNC

CraHgapTHbii | PaspelweHHbii | Kputuyeckui
Bpemsi mMeHee 25 otT 25 po 27 6onee 27
OCYLLeCTBNEHMS Yacos Yacos Yacos
nnaTexHoro
KNMpuHra

Bpemsa ocyLlecTBneHnss nNraTexXHoro KrvpuHra - Bpems ot
nonyyeHus MnaTexHbim KNMPUHIOBLIM LEeHTPOM
KnupuHrosbix annos [0 nepefavn COOTBETCTBYIOLLMX
MnaTeXHbIX KNUPUHIOBLIX NO3ULNA B PacyeTHbIN LIeHTP.

MokasaTenb xapakTtepusyeT cnocobHocTb [MnaTtexHoro
KITMPUHIOBOTO LieHTpa becnepebonHo NpoBOANTL Npouenypy
NNaTexHoOro KIMpuHra W noggepXmBatb TEXHUYECKYHO
B3aMMOCBSI3b C PacyeTHbIM LLEeHTPOM.

14.6.2.3 MNokasaTtenu 6ecnepeboHOCTN OKka3aHus ycryr
PacyeTHbIM LeHTpOM

[ Pexumbl BOMNC |
| Cranpapthbii | PaspeluenHbii | Kputudeckuin |




Sufficiency of More than 150-200% Less than
ensuring 200% 150%
Participant

settlement

Time of Less than 1 From 1to 3 More than 3
Settlement hour hours hours

Center services

Uninterrupted functioning indices

14.6.2.3.1 Sufficiency of ensuring Participant
settlement — ratio of the Settlement Center funds to
the amount of Participants’ obligations for a certain
period.

The index shows capability of payment system to
provide uninterrupted functioning and fulfill its
settlement obligations.

14.6.2.3.2 Time of settlement center services — time
from the creation of payment documents until
posting thereof with the Settlement Center.

The index shows capability of Settlement Center to
conduct settlement within the automatic regime.

The index includes the procedures of register
closing, creation of payment documents and posting
thereof within the system.

14.7 Requirements relating to the monitoring of
uninterrupted functioning of payment system

14.7.1 The list of information

To monitor uninterrupted functioning index the
following information is used:

1. time of acceptance for execution, execution

of the Clearing Files, quantity and amounts
of the Clearing Files;
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LoctaTtoyHocTe | Bonee 200% 150-200% MeHee
obecneyeHus 150%
pacyetoB
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Ig PacyéTHbIM
LIEHTPOM

14.6.2.3.1 HocTtatoyHoCTb  0obBecne4veHus pac4yeToB

YYacTHMKOB —  OTHOLIEHME  COOCTBEHHbIX  CpeacTB

PacuétHoro UeHTpa K cymme 06s3aTenbCTB y4aCTHUKOB Ha
3a4aHHbIN nepuon spemMeHu;

MokasaTenb oTpaxaeT CrocoBHOCTb MaTeXHoW CUCTEMbI
(PYHKLUMOHMPOBAaTL B HEMNPEPbLIBHOM PEXMME W UCTOMHATb
CBOW pacyeTHble 06a3aTenbCTBa.

14.6.2.3.2 Bpemsa npegnocTaBneHust YyCryr pacyeTHbIM
LEHTPOM — BpeMSA OT Hayana PopMUPOBaHMSA MITATEXHbIX
OOKYMEHTOB [0 MX (DaKTU4eCKOW NPOBOOKM MO cyeTam B
PacueTHOM LieHTpeE.

MokasaTenb  OTpaxaeT  TEeXHWYECKyld  CnocoBGHOCTb
PacuyeTHoOro LeHTpa NpoBOAUTL pacyeTbl B aBTOMaTUYECKOM
pexume.

B pacyeT gaHHOro nokasatensi BXoAsT Npoueaypbl 3aKkpbITHs
peectpa, (POpMMPOBAHWUS NNATEXHOIO [OOKYMEeHTa U €ero
NnpoBeaeHUs B Y4ETHOI CUCTEME.

14.7 TpeboBaHua K MOHUTOPUHIY BecnepebonHocTn
YHKUMOHMPOBaHMWSA NNaTEXHON CUCTEMBI

14.7.1 MNepeyeHb nHdopmaLmu

Ona moHuTopuHra nokasatenen B®PMNC wucnonb3yetcs
crneaylowasn nHopmMaums:

MCMONMHEeHNe
CYMMbI

1. Bpemsa npuvema K UCMOJIHEHW!IO,
KnvpuHroBbix pannoB, KonmM4ectBO W
KnupuHrosbix dannos;



2. amount of the Payment Clearing Positions
and Participants’ Settlement Accounts
balance in Settlement Center.

14.7.2 Payment System uninterrupted functioning
control procedures

Control of the Payment System uninterrupted
functioning procedures is executed on a regular
basis as follows:

1. Payment Infrastructure Service Operator
monitoring on a twenty-four hour basis

2. Assessment of monitoring results on a
monthly basis and provision of information to
the Payment System Operator on all issues
revealed.

14.8 Period of time during which the improper
functioning of the payment system should be
remedied.

The following durations for remedying of improper
payment system functioning are defined within the
system:

1. Restoration duration in case of payment
infrastructure services stoppage - 24 hours

2. Restoration duration in case of Transactions
stoppage - 2 hours.
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2. pasmepbl [lnaTexHbIX KAWMPUHIOBLIX MNO3ULUA 1
OCTaTOK JEHEXHbIX CPEACTB Ha pacYeTHbIX cyeTax
Y4acTHUKOB, OTKPbITbIX B PacyeTHOM LeHTpe.

14.7.2 Tlpouedypbl  OCYLLECTBMEHUA  KOHTpOmns  3a
obecneyeHnem BPIC
KoHTponb 3a nopsiaKoM obecneyeHus Solp(e:

OCYLLECTBNAETCA Ha MNOCTOSIHHOW OCHOBE CReaytoLmMmMm
cnocobamu:

1. TlposBeneHune KPYrnocyTo4HOro MOHMTOPUHra
OnepaTtopamu ycnyr nnaTexHon nHpacTpyKTypbl

2. ExemecsiyHas  oueHKa  pe3ynbTatoB  TaKoro
MOHUTOpUHra n coobuieHne OnepaTopy NNaTeXHON
CUCTEMBI O NoObIX BbISIBNEHHbIX Npobnemax

14.8 T[MpoOomKUTENLHOCTL MNepuoda BPEMEHU, B
TeyeHue KOTOporo Hagnexatiee
PYHKUMOHUPOBAHWE NIaTEXHON CUCTEMbI [OMKHO
ObITb BOCCTAHOBIEHO.

B pamMKax NIaTEXHON CUCTEMbI onpepeneHbl
cneaywouimne 3Ha4yeHunA no ONNTENbHOCTN
BOCCTaHOBJ1EHUA HeHaanexauwlero

PYHKLUNOHNPOBAHUS MIaTEXHOW CUCTEMBI:

1. [OnuTenbHOCTb BOCCTaHOBMEHUS B cnyyae
npekpaLleHnsi oKasaHus yCcnyr  nnaTexHon
WHppacTpyKTyphl - 24 yaca

2. [OnutenbHOCTb BOCCTaHOBIEHUA B crydae

npekpalleHus ocyllectsrneHnsa Onepaunin — 2 yaca.



15. Timing Regulations of the Payment

System’s Operation

15.1  Authorization

The Payment System Operator has defined
maximum authorization response times which
Issuers are expected to meet.

For MasterCard and MasterCard Electronic
Transactions at Merchants and for MoneySend®
Transactions, the maximum Issuer response
time is 9 seconds.

For MasterCard ATM Transactions, the

maximum Issuer response time is 12 seconds.

For Maestro and Cirrus Transactions, the
maximum Issuer response time is 18 seconds.

15. BpemeHHOM pernameHT  (YHKLUMOHUPOBaAHUA
NnaTéXHom cucTtemsbl
15.1 AsTOpu3aums
OnepaTtop nnaTéxHom cucTeMbl YyCTaHOBUI

MaKkCcumarnbHoOe BpeMA OTBeTa Ha aBTopVI3aLI,I/IOHHbII7I
3anpoc, KotTopoe OMUTEHTbI AOMKHBLI cObnoaaTh.

Ona Onepaunn no kaptam MasterCard n MasterCard
Electronic B ToproBbix To4ykax, a Takke ans Onepauun
MoneySend® makcumanbHoe BpeMs OTKNMKa OMUTEHTa
cocTaBnsieT 9 cekyHa.

Ona Onepauun MasterCard 4epe3 GaHkomaTbl
MaKcumanbHOe BpeMs OTKNNKka AMUTEHTa cocTaBnsieT 12
CeKyHA.

Ona Onepaunn Maestro n Cirrus MakcumanbHOe Bpemst
OTKINNKa OMUTeHTa cocTaBnsaeT 18 cekyHa.

If the Issuer does not respond to an authorization Ecnn SmnteHT He oTBEeYaeT Ha aBTOPU3ALMOHHbBIN 3anpoc
request within the defined response time, the B TevyeHMe YyCTaHOBfieHHOro BpemMeHu, Onepauus
Transaction will be forwarded to alternate nepenaéTtcst Ha anbTepPHATUBHBIA NPOLECCUHT (Hanpumep,
processing (e.g. Stand-In Processing Service), if  Cuctemy anbTepHaTMBHOW 00paboTKn), €Crv OH AOCTYMNEH,

available, or will time-out.

15.2 Payment Clearing

Clearing Files with MasterCard and MasterCard
Electronic Transactions must be submitted to
the Payment Clearing Center within one of the
following time frames:

(a) If the Transaction was completed with
electronically recorded Card information
(whether Card-read or key-entered), the
Acquirer has a maximum of 7 calendar
days after the Transaction date to
submit the relevant Clearing File for
payment clearing to the Payment
Clearing Center. However in case the
Acquirer completes the Transaction
during non-business days which last
more than 4 days or during 7 calendar
days preceding such non-business
days, the Acquirer shall have the right to
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UINN OTKIMOHAETCA NO NpeBbILLUEHUIO NTMMNATA BPEMEHMN.

15.2 TnaTtexHbl KNUpUHK

KnupuHrosble dannbl ¢ Onepauusamm no kaptam
MasterCard n MasterCard Electronic gomkHbl 6bITb
nepegaHbl B MNNaTéXHbIN KIUPWUHIOBLIN LLEHTP B TEYEeHne
OfIHOIro 13 CrneayHoLLnX CPOKOB:

(@) ecnn Onepaumsa Gbina coBeplueHa C NOMOLLBIO
3anmcaHHom B 3MEKTPOHHOM dopme
nHopmaumm o Kapte (cumtaHHon ¢ KapTbl unu
BBEOEHHOW C KknaBumaTtypbl), Yy JkBaupepa
nmMeeTcss Makcumym 7 KaneHgapHbiX AHEN nocne
aathbl Onepauuu Ha nepegavy
cooTBeTcTBYlOWEero KnupuHroBoro danna Ha
NNAaTEXHbIA KNUPWHT B [NaTEXHbIN KINTMPUHIOBLIN

ueHtp. OpgHako B crnyvyae npoBedeHus
OkBavpepom Onepauun B nNpasgHUYHbIE OHM,
NPOAOIHKUTENBHOCTL ~ KOTOPbIX  COCTaBnsieT

6onee 4 gHel, UMK B TedeHUe 7 KaneHaapHbIX
OHeW, npedlwecTBYOWNX HACTYNNEeHNIo TaKuxX



submit the respective Clearing File for
payment clearing within maximum of 30
calendar days as of the date of the
Transaction; or
(b) If the Transaction was completed with
manually recorded Card information
(whether imprinted or handwritten), the
Acquirer has a maximum of 30 calendar
days after the Transaction date to
submit the relevant Clearing File for
payment clearing to the Payment
Clearing Center. This option is not
available for MasterCard Electronic
Transactions.

These time frames are defined as the time
between the Transaction date and the date on
which the Transaction is received by the
Payment Clearing Center.

The Transaction date is generally the date on
which the Transaction is completed and in most
cases will be the same as the date of the
authorization request. When calculating the
number of days, the Transaction date is counted
as day zero.

In such event, the Acquirer must submit the
Transaction for payment clearing promptly upon
receipt from the Card Acceptor.

Maestro and Cirrus Transactions must be
submitted for payment clearing within 7 calendar
days of the Transaction date.

MoneySend® Transactions must be submitted
for payment clearing within one calendar day of
the Issuer's approval of the authorization
request.
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npasgHWYHbIX gHen, QkBanpep Bnpase nepeaatb
cooTBeTCcTBYlOWMIA  KnupuHroseln  chann B
NNaTéxHbIX KMUPUHI B TeyeHne makcumym 30
KaneHgapHbIX gHen nocne gatsl Onepaunuy; nnm
(b) ecnn Onepauusa Bbina coBepLleHa nyTeMm BBoAa
MHpopmaumm o Kapte BpydHyto (MOnyveHHON
nyTeM WMMPUHTa WM HanuCaHHOW OT pyKu), Y
OkBaripepa umeetcs makcumym 30 KaneHaapHbIX
OHen nocne patbl Onepaumm Ha nepegady
cooTBeTcTBYlOWEero KnupuHroBoro danna Ha
NNaTéXHbIN KNMPUHT B [NaTEXHbIN KIMPUHIOBLIN
ueHTp. [aHHaa onuua HegocTynHa  Ans
Onepauun ¢ Kaptamu MasterCard Electronic.

OTV Cpoku OMNpedensalTCs Kak BpemMs Mexay AaTon
Onepauun n gaton nonyyvenns Onepauumn MNMnaTtéxHbiM
KITUPUHIOBBIM LIEHTPOM.

Oaton Onepauun, Kak npaeBuno, sBAsSeTcs pata
3aBeplieHnss Onepaunu, kKoTopass BO MHOIMMX Cry4dasx
coBnagjaetr C Jdaton 3anpoca Ha asTopusauuto. [pm
pacyéTe KonuyecTtBa gHen gata Onepauum cuyutaeTcs
HYNeBbIM OHEM.

B Takom cnyyae Jkeavipep 06a3aH nepegatb Onepauumto
Ha NNaTEXHbIA KMUPUHT Ccpasy Xe Mo MOofyyYeHuu oT
AkuenTaHTa KapTbl.

Onepauun no kaptam Maestro u Cirrus [OMMKHbI
nepegaBaTbCsl Ha NNATEXHbIA KIUPWHT B TeyeHue 7
KaneHgapHbIX gHer nocne aatbl Onepaumu.

Onepaumm MoneySend® pomkHbl nepegasBaThca Ha
NNaTéxHblA KNUPUHT B TeYeHMe OOHOro KarneHgapHoro
OHs nocre ogobpeHnss OMUTEHTOM aBTOPU3aALMOHHOMO
3anpoca.



All Clearing Files sent after 9.00 a.m. Moscow
time on any calendar day will be cleared on next
calendar day.

The Payment Clearing Center:
€) each calendar day clears the Domestic
Transactions included in the Clearing Files
received before 9.00 a.m. Moscow time;
(b) within the same calendar day sends to
Direct Participants information on the
Domestic Transactions cleared on that
day; and

(©) by 12.00 midday Moscow time on the next
Banking Day sends to the Settlement
Center: (i) payment instructions based on
each Direct Participants Payment
Clearing Position or (ii) if the Settlement
Center acts as a central payment clearing
counterparty, Direct Participants’ Payment
Clearing Positions.

15.3  Settlement

Subject to the below, the Settlement Center shall
execute the payment instructions, which were
provided by the Payment Clearing Center by
12.00 midday Moscow time (may be extended by
the Settlement Center) on any Banking Day, on
the same Banking Day.

If the Settlement Center acts as a central
payment clearing counterparty in the payment
system, the Settlement Center shall prepare the
payment instructions based on the Payment
Clearing Positions, which were provided by the
Payment Clearing Center by 12.00 midday
Moscow time (may be extended by the
Settlement Center) on same Banking Day, and
appropriately debit or credit Direct Participants’
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@)

©) B

(©)

KnupuHr no BCEM KnupuHroBbim annam,
HanpasneHHbIM nocne 9:00 N0 MOCKOBCKOMY BPEMEHU B
nobon kaneHgapHbln AeHb ByaeT OCyLWecTBNATLCH Ha
creayrLwmnn KaneHaapHbln AeHb.

MnaTeXHbIN KITMPUHIOBLIN LIEHTP:

Kaxdbli  KaneHdapHbli  OeHb  ocyllecTBnset
KMPUHF BHyTpMHaUMOHanNbHbIX onepauun,
BKIMOYEHHbIX B KnupuHrosble dannbl, NONyYeHHbIe
00 9:00 N0 MOCKOBCKOMY BPEMEHMU;

TEYeHWe ITOr0 K& KaneHOapHOro  [Hs
HanpaenseT MpsiMbIM y4acTHUKaM MHopMaLno 0
BHyTpyHaUMOHanbHbIX  onepaumsax,  KIUPUHT
KOTOPbIX OblNT OCYLLECTBIEH B 3TOT [A€Hb; U

0o 12:00 no MOCKOBCKOMY BpPEMEHM CrieaytoLero
BaHkoBckoro aHsA HanpasnsieT B Pac4eTHbIN LeHTP:
(i) nnaTexHble pacnopsPKeHWss Ha OCHOBaHWUW
[naTexxHoM  KNUPWHIOBOWM  MO3MLUMKM  KaXaoro
Mpamoro yyactHuka wnm (i) [naTexHble
KNUPUHroBble nNo3uummn MNpameix Y4acTHUKOB, ecriv
PacyeTHbIn  UeHTp BbICTynaeT B  Ka4vecTBe
LeHTpanbHoro nnaTexHoro KNMMPUHIOBOIro
KOHTpareHTa.

15.3 Pacuér

Mpn ycnoBum cobniOOEeHUS MOSNOXEHUN, MU3NOXKEHHbIX
HWKe, PacyeTHbI LeHTP 00s13aH UCMNOSHATL NaTeXHble
pacnopsxeHus, npenocTaBneHHbIe MnatexHbim
KNUPUHrosbIM LeHTpoM Ao 12:00 no MOCKOBCKOMY
BpeMeHn (Cpok MoxeT ObiTb npoaneH PacyeTHbiM
ueHTpom) B ntobor BbaHKOBCKUA [deHb, B 3TOT Xe
baHkoBCKkuM oeHb.

Ecnn PacyeTHbIn UeHTp BbICTYNaeT B KavecTBe
LleHTpanbHOro NIaTeXHOro KNMpUHIoBOro KOHTpareHTa B
nnaTexHon cucteme, PacuyeTHbIn UeHTp o0643aH
COCTaBNATb MNNaTeXHble pPacrnopsKeHUss Ha OCHOBE
MnaTexHbIX KAMPUHIOBBLIX MO3NLUUK, NpefoCTaBneHHbIE
MnatexHblM  KNUpUHrosbiM  UeHTpom po 12:00 no
MOCKOBCKOMY BpeMeHU (CpoK MOXeT ObiTb npogsieH
PacyeTHbIM LieHTpOM) B 3TOT e baHkoBCKkuiA OeHb, 1 B
COOTBETCTBYIOLLEM MOpsSAKe CchnucbiBaTb cpeactsa C
Pac4yeTHbIXx cueToB NpAMbIX YYACTHUKOB UNN 3a4MCnsATb



Settlement Accounts on the same Banking Day.

Direct Participants have to reserve enough funds
at their Settlement Accounts with the Settlement
Center before 12.00 midday Moscow time to
ensure the performance of its Settlement
Obligation. Settlement is performed by the
Settlement Center from 12.00 midday Moscow
time till 01.00 p.m. Moscow time on the relevant
Banking Day.

103

cpencTBa Ha Takue cveTa B 3TOT ke baHKOBCKMIA OeHb.

Mpamble ydacTHUKM OmMKHbl 40 12:00 N0 MOCKOBCKOMY
BpemeHn obecneunTb Hanmume Ha cBoux PacuyeTHbix
cyeTax B PacyeTHOM LieHTpe HeobX0o4MMOro KonmyecTea
OEeHeXxHbIX cpeacTB Ans obecneyeHns NCNONTHEHNSI CBOUX
PacueTHbix 00si3aTenbcTB. PacuyeTbl Npou3BOASTCS
PacuyeTHbiM ueHTpom ¢ 12.00 go 13.00 N0 MOCKOBCKOMY
BpPEMEHM B COOTBETCTBYHOLMIA BaHKOBCKUI AEHb.



16. Procedure for Number

Assignment

Allowing to Unambiguously Identify a Payment

System Participant and the Form of
Participation in the Payment System

Each Participant is assigned with a unique
number that unambiguously identifies it and the
form of its participation in the payment system.

The number that identifies a Direct Participant is
the ICA (Interbank Card Association number).
The ICA is a 4-to-6-digit number (for example,
13101). The ICAs that are available for
assignment are pre-existing numbers organized
in numerical sequence in a database. Any of the
ICAs not already assigned to a different
Participant may be assigned to a Direct
Participant. ICAs are assigned in numerical
sequence.

its
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16. Mopsinok npucBoeHus koaga (Homepa),
NO3BONAIOLWEr0 OAHO3HA4YHO YCTAaHOBUTb
YyacTHMKa nnaTtéXxHow cUcTeMbl U BUA €ro
y4yacTusi B NNaTéxHon cucrteme

Kaxgblh Y4acTHMK nonydaeT YHWKanbHbIN
HoMmep, KOTOpbIN OHO3Ha4YHO
naeHTumumpyeT ero u onpegensiet opmy
€ro y4acTus B nnaTexHon cucteme.

Homep, koTopbIin naeHTudunumpyet Npamoro
yyacTHuka, npeactaBneH kogom ICA (kopa
Mex0aHKOBCKOM KapTO4YHOW accoumnaumm).
Homep ICA 3T0 4-6-3HayHbIi  HOMEP
(Hanpumep, 13101). Homepa ICA, koTophble
OOCTYNHbI AN pacnpegeneHns, sBNAKTCA

paHee cywecTByrowinmmn HOMeEpamu,
OpraHn3oBaHHbIMU B I'IOpﬂ,D,KOBOIZ
nocnengoBaTesibHOCTU B 6ase [OaHHbIX.

Jliobon n3 HomepoB ICA, KOTOpLIN elle He
NPUCBOEH APYromy Y4acTHUKY, MOXeT ObiTb
npuceoeH Npsamomy ydacTtHuky. Homepa ICA
npuceauBatoTcs B 4YNCIOBON
nocrnegoBaTensLHOCTU.



17. Procedure for Securing

Payment System Participants

The Payment System Operator may require
security from a Direct Participant for
performance of obligations (“Security”).

Security includes letters of credit, letters of
guarantee or pledge agreements. Other types
of Security may be used, including cash
deposits, which are held on a bank account (not
in the name of the Payment System Operator
and not located in Russia). No guarantee fund
in the meaning of the NPS Law is created.

Direct Participants are protected against the
risk of insolvency or unrectified Financial
Failure of other Direct Participants by
guaranteeing settlement in situations stated
below in this Section. The detailed rules on
failure of a Direct Participant to discharge a
Settlement Obligation are set out below.

the 17.
Performance of Funds Transfer Obligations by obssatenbcTtB

Mopsapok obecneyeHus

YyacTHUKOB nnaTéxHomn

CUCTeMbl NO NepeBOoAYy AE€HEeXHbIX cpeacTB

17.1 Failure of a Direct Participant to Discharge a

Settlement Obligation
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NNaTéXXHoOW  CUCTEMbI
notpeboeaTtb oT Mpsimoro
obecnevyeHns  UCNOMHEHNS
(«ObecneuyeHuey).

MOXeT
y4YacTHuKa
obs3aTenbCcTB

Onepartop

K Ob6ecneveHnto OTHOCATCS aKKpeauTUBbI,
rapaHTMM wnu pgoroBopbl 3anora. Moxert
ucnono3oBaTteCcad K apyroe ObecneyeHwue,
BKIHOYAs AEHEXHble Aeno3nTbl Ha HaHKOBCKOM
cyéte (He Ha wumsa Onepartopa nnaTeXHON
cuctembl U He B Poccun). MapaHTuiiHbI hoHA
B 3Ha4eHun 3akoHa o HINC He cospaéTcs.

MpsAMble y4aCTHMKM 3awmeHbl OT  pucka
HeCOCTOATENbHOCTM ~ UMW HEeYCTPaHMMOrO
®PuHaHCOBOro HapyweHus gpyrux [pambix
YYaCTHMKOB MYyTEM rapaHTMpoBaHusa pacyéTa B
CMTyauusx, MpUBEOEHHbIX B  HacTosLEM
pasgene. [logpobHble npaBuna Ha cryyaw
HEeMCrosnHeHns MpsamMbim YYaCTHUKOM
PacuyéTtHoro obsi3aTenscTBa NnpuBeAeHbl HXE.

17.1 HewucnonHeHnve [IpamMbiM
Pac4yéTtHoro obsisaTtenscTBa

Y4aCTHUKOM

ucnosfiHeHuns



(i) Subject to the Limitations set forth below, if
a Direct Participant fails to discharge a
Settlement Obligation to any other Direct
Participant(s) arising in connection with any
Domestic Transaction for which authorization,
payment clearing and settlement occurred via
the Payment Infrastructure Service Operators
engaged by the Payment System Operator, the
Settlement Center will satisfy such obligation(s)
to the extent such obligation(s) is not satisfied,
subject to limitations described below. The
Payment System Operator shall, in its turn,
reimburse the amount of such satisfaction to
the Settlement Center subject to conditions of
the agreement between them.

(i) To the extent the Settlement Center satisfies
a Direct Participant’'s Settlement Obligation, at
the moment of such satisfaction the right of
claim to the defaulting Direct Participant
following from such obligation will be
automatically transferred to the Settlement
Center and it will also be entitled to the
applicable statutory interest. Such satisfaction
constitutes an automatic transfer, sale, and
absolute assignment to the Settlement Center,
and not an assignment for security purposes, of
all right, title, and interest in the receivable.
Such satisfaction of the Settlement Obligation
also entitles the Settlement Center to all
records and documents related to the
receivable (Cardholders’ receivable), including
the name and address of each Cardholder
obligated to satisfy any part of the receivable.
The Participant must promptly deliver all such
records and documents to the Settlement
Center or to its designee. Any proceeds
received by the Participant from any receivable
must be paid to the Settlement Center as soon
as practicable.

(iii) If the Participant does not satisfy the claim
of Settlement Center with respect to Settlement
Obligation within the time limit specified in the
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0] C YY4ETOM npuBeaEHHbIX HWxXe
orpaHuyeHun, ecnu [1paAMON y4vacTHUK He
ucrnonHset PacuyétHoe o06sa3aTtenbCcTBO nepen
mobeim  gpyrm TIpsiMbIM -~ y4aCTHUKOM
(yyacTHMKamu), BO3HUKaOLLEee B CBA3M C Mobom
BHyTprHaunoHanbHon onepaumein, o KOTopoun
aBTOpM3aLMs, NNATEXHbIN KNUPUHT U pacyeT
66N nponsBeaeHbl Yepe3 OnepaTopoB ycryr
NNaTéxHon WHMPACTPYKTYpbl, NPUBMEYEHHbIX
OnepaTopom nnaTéxHowm cucTeMbl, PacyeTHbIn
LEeHTp  MCMoOnMHMT Takoe 0653aTenbCcTBO
(obsizaTenbcTBa) B pasmepe, B KOTOPOM OHO
(OHM) HE UCNONHEHO, C YY4ETOM W3NOXEHHbIX
HWXe orpaHunyeHuin. Onepatop MnaTeXHON
CUCTEMBbI, B CBOK oO4epedb, BMOCNeACTBUU
BO3MECTUT PacyeTHOMY LEHTpYy CymMy, Ha
KOTOpYIO MpPOU3OLUNIO Takoe WCMOSIHEeHWe, Ha
YCINOBUSAX JOroBOpa MeXay HUMM.

(i) B Ton cTeneHu, B KOTOpown Pac4eTHbIN LEHTP

ncnonHset PacuétHoe 06513aTenNbCTBO
MpamMoro yyacTHMKa, B MOMEHT  TaKoro
NCNOMHEHNS npaeo TpeboBaHus K
HeucnonHsowemy [psiMOMY  y4acTHUKY Ha
OCHOBaHUK Takoro obsizaTenbCcTBa
aBTOMaTuyeckn nepexogut Kk PacyeTHomy
LEHTPY, W OH Takke Mofy4yaeT MpaBoO Ha

NnpuMeHnMble NpoLeHTbl, npeayCMOTpEeHHble
3aKoHoAATeNbCTBOM. PacyeTHbIN LeHTp Takke
nony4yaeT npaBo Ha BCe OOKYMEHTbI U AaHHble,
oTHocALWMeca K AeBUTOPCKON 3ad0IMKEHHOCTM
(3apgomxkeHHocTun OdepxaTenen Kapt), Bknioyas
uvsa 1 appec kaxgoro [epxatena Kaptbl,
06sA3aHHOro noracuTb  Kakyk-rnmbo  4acTb
3aJ0JIKEHHOCTH. YyacTHuK obs3aH
He3amMennnuTernbHO nepenartb BCe Takne gaHHble
N [OKYMeHTbl PacyeTHOMYy UeHTpYy wunu ero
gosepeHHoMy nuudy. JlioBble  nocTynneHus,
nonyyeHHble YYacTHUKOM B CYET noralleHust
0ebutopckon 3ad0rmKEHHOCTH, OOMMKHbI ObiTb
BbINMayeHsbl PacuyeTHoMy LeHTpy B
MaKkCMMalribHO KOPOTKNUE CPOKWU.

(iii) Mpwn HeyooBNETBOPEHUM YYaCTHMKOM NpaBa
TpeboBaHWs PacyeTHOro LeHTpa B OTHOLUEHUU
PacyeTtHoro obssaTenscTea B CPOK,



agreement between Settlement Center and
Payment System Operator, the Settlement
Center shall be entitled to reimbursement by
the Payment System Operator, as specified in
Section 17.1 (i) above.

(iv) To the extent the Payment System Operator
reimburses the amount of Settlement Center’s
satisfaction of a Direct Participant’s Settlement
Obligation, at the moment of such
reimbursement the right of claim to the
defaulting Direct Participant following from such
satisfaction will be automatically transferred to
the Payment System Operator and it will also
be entitled to the applicable statutory interest.
Such reimbursement constitutes an automatic
transfer, sale, and absolute assignment to the
Payment System Operator, and not an
assignment for security purposes, of all right,
titte, and interest in the receivable. Such
reimbursement also entitles the Payment
System Operator to all records and documents
related to the receivable (Cardholders’
receivable), including the name and address of
each Cardholder obligated to satisfy any part of
the receivable. The Settlement Center must
promptly deliver all such records and
documents to the Payment System Operator or
to its designee. Any proceeds received by the
Participant from any receivable must be paid to
the Payment System Operator as soon as
practicable.

The Payment System Operator may take any
action it deems necessary or appropriate to
protect its interest in the receivable and to
protect the integrity of its affairs, such as, by
way of example and not limitation, by:

(8) Sending instructions to Operations
center rejecting Transaction
authorization requests relating to use
of the Participant's Cards or with
respect to rejecting Transactions in
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onpefeneHHbIi JOroBopoM Mexay PacyeTHbim
ueHTpom 1 OnepaTopoM MNATEXHOW CUCTEMBI,
PacueTHbln LeHTp BnNpaBe obpaTnTbca K
Onepatopy nnaTexHown CUCTEMBI 3a
BO3MeLLieHUeM, Kak ykasaHo B pasgene 17.1 (i)
BbILLE.

(iv) B Tom cteneHn, B koTopowm Onepartop
nnaTexHoW CUCTeMbl BO3MeLlaeT CymMMy, Ha
koTopyto PacuétHoe obsazatenbctso [Mpamoro
y4yacTHUKa Obino yaoBneTBopeHo PacyeTHbIM
LEHTPOM, B MOMEHT Takoro Bo3MeLLEHNA NpaBo
TpeboBaHua K HeucnonHswowemy [Mpamomy
YYaCTHUKY STOW CyMMbl Ha OCHOBaHUW TaKoro
obs3atenbCcTBa aBTOMATMYECKM MepexoauT K
OnepaTopy nnaTeXHON CUCTEMbl, U OH TakKkKe
norny4aet MpaBO Ha MPUMEHUMblE MPOLIEHTHI,
npeaycMOTPEHHbIEe 3aKOHOAATENbCTBOM.
Onepatop nnaTeXHOW  CUCTEMbl  Takke
nony4yaeT npaBo Ha BCe OOKYMEHTbI U AaHHble,
oTHOCcALWMeca K AeBUTOPCKON 3a40IMKEHHOCTH
(3apomxkeHHocTn [depxaTenen Kapt), Bknioyas
uvs u agpec kaxgoro [epxatensa Kaptbl,
obsA3aHHOro noracuTb  Kaky-nmbo  4acTb
3aJ0/mKkeHHoCTU. PacyeTHbIn LeHTp 064A3aH
He3amMennnuTernbHO nepenartb BCe Takne gaHHble
1 gokymeHTbl OnepaTtopy nnaTexHoWn cucTemsl
unu  ero  OoBepeHHomy  nuuy.  Jliobblie
NOCTYNMEHNs, NOMy4YeHHble YYaCTHUKOM B CHET
noraweHnss AebuTOpCcKON  3aJ0IDKEHHOCTH,
OOMKHbl  ObITb  BbiNMadeHsl  Onepatopy
nnaTeXXHOW CUCTEMbI B MAKCUMarnbHO KOPOTKMe
CPOKM.

Onepatop NNaTé&XHOW  CUCTEMbl  MOXeET
npeanpuHMMaTh nobble 4eACTBUS, KOTOPbIE OH
COYTET HeobxoaMMbIMK unu
uenecoobpasHbiMK Ons 3alWmUTbl CBOMX MNpaB
TpeboBaHMs W Ons  3aWmUTbl  LENOCTHOCTU
(PYHKLMOHMPOBaAHUSA, K npumepy, Ho 6es
OrpaHUYeHnn, NyTeM:

(a) HanpasneHus OnepauunoHHoMy
LEHTpy yBegomneHun o0 oTkase B
opobpeHun aBTOPM3aLMOHHbIX
3anpocos no Onepaunn, OTHOCALLMXCS
K Mcnonb3oBaHuio Kapt YyacTtHuka nnm
B OTHOLIEHMM OTKasa B MIATEXHOM



payment clearing;

(b) Without prior notice to the Participant,
holding (set-off) any monies due to the
Participant from the Payment System
Operator and applying the monies to
the amounts the Participant owes to
the Payment System Operator and to
other Participants arising  from
participation;

(c) Listing some or all of a Participant’s
Card account numbers on the
Electronic Warning Bulletin file, the
international Warning Notice(s), or

both, or in other or similar publications;

(d) Effecting chargebacks on behalf of the

Participant; and

(e) Overseeing the disposition of unused
Card stock and any other media
bearing security-sensitive information,

including Card account information.

17.2  Limitations

In addition to the limitation of liability and
responsibility for satisfaction of a Settlement
Obligation set forth above, the Settlement
Center and the Payment System Operator
assume no liability, responsibility, or obligation
with respect to satisfaction or reimbursement,
in full or in part, of:

(8) A Settlement Obligation arising in
connection with a Domestic
Transaction for which authorization,
payment clearing or settlement were
routed via a path that did not involve
the Payment Infrastructure Service

knupuHre Onepauun;
(b) ymepxaHus (3aveta) oe3
npeaBapuTenbLHOro yBEeJOMIIEHUS
YyacTHuka noodbIX cpencrTs,
npuYMTaoLLMXCS YyacTHUKY oT
OnepaTtopa nnaTéxHon CUCTEMbI, U
MCMNOMb30BaHMSA TakMX CpeacTB  Ha
MOKpPbITUE CYMM, KOTOpble Y4YacTHMK
OOIKeH Onepatopy nnaTéxHom
cucteMbl M ApyrMM  YyacTHMKaMm B
pesynbTarte CBOEro y4acTus;

(C) BKMOYEHMSI HEKOTOpbIX WM BCeX
HOMepoB Kapt YyacTHuka B
OnNEeKTPOHHbIN BronneTeHb
MpeoynpexaeHn, MexXayHapoOHbIN

Cnucok lMpeaynpexaeHuin nnu B oba,
unn B Opyrve WnM  aHanornyHble

nyonukauum;

(d) ocywiecTBneHus onepauumn
OMNpOTECTOBAHNS OT UMEHM YUYaCTHUKa;
"

(e) koHTpons 3a yTunumaaumen
Heuncnonb3oBaHHOro 3anaca KapT wu
noodbIX ApYyrnx HocuTenewn
MHpopmauum, Tpebytowen 3awwunThbl,
BKIOYas PEKBU3UTBI KapTOYHbIX
CYeTOoB.

17.2  OrpaHunyeHus
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[loMMMO oOrpaHuM4YeHns OTBETCTBEHHOCTU 3a
ucrnonHeHne PacyéTHoro obsizatenbcTBa, O
KOTOPOM roBOpUTCS Bbllle, PacyeTHbIN LeHTp U

OnepaTop NnaTexHon CUCTeMbl He HEeCcyT
OTBETCTBEHHOCTU n obazatenbcTB B
OTHOLUIEHUN NOJIHOTO mnnn YacTU4YHOro

McnosiHeHna cnegyrowmx 00s13aTENLCTB:

(a) PacuéTtHoro ob6s3aTenbCcTBa,
BO3HMKAIOLLIETO B cBSA3N c
BHyTpuHaunoHansHon onepauuen, no
KOTOpOW aBTopu3auusi, NNaTEXHbIN
KNUPUHT N pacyeT Obinn npoBeaeHbl
nytem, He 3a4enCcTByOLLNM



Operators engaged by the Payment
System Operator;

(b) A Settlement Obligation arising from a
Transaction in which the Participant,
taken together with any of its
sponsored Indirect Participants, acts
as both the Issuer and the Acquirer;

(c) A Settlement Obligation arising from a
Transaction in which the Issuer and
Acquirer are related parties or are
under common Control by one or more
parents, holding companies, or other
entities;

(d) A Settlement Obligation arising in
connection with sponsorship by a
Direct Participant of any Indirect
Participant(s); and

(e) A Settlement Obligation arising from a
Transaction, any party to which is a
suspended or terminated Participant.

Any other limitations of liability and responsibility
of Settlement Center for satisfaction of a
Settlement Obligation may be established solely
via introducing changes to these Rules.

17.3  Liability for Owned or Controlled Entities

Each Participant (referred to for purposes of
this Section of the Russia Rules as a
“Responsible Participant”) shall irrevocably
and unconditionally guarantee, as a primary
obligor and not merely as a surety, to the
Payment System Operator and all other

Onepatopos ycnyr NNaTEXHOM
NMHGPACTPYKTYPHI, NMPUBNEYEHHbIX
Onepatopom nnaTexXHOn CUCTEMBI;

(b) PacuéTtHoro 00s13aTeNbCTBRA,
BbiTekatowero u3  Onepaunn, B
KOTOpOM Y4YacTHUK un nwobon 13
CMOHCUPYEMbIX nm KocBeHHBbIX
YYaCTHWKOB BbICTYNalT OLHOBPEMEHHO
N KaKk AMUTEHT, U kak DKBanpep;

(c) PacuéTtHoro 00s3aTenbCTBA,
BbiTekatowero 13  Onepauuu, B
KoTopor  OMUTEHT U1  JkBaupep
SABMNSTCA  CBSI3aHHbIMM ~ CTOPOHaMU
Unun HaxoaaTcs nog oowmum KoHTponem
OOHOW MIN HECKONbKUX MaTepPUHCKUX
KOMMaHWM, XONAMHIOBbIX KOMMaHUA Unu
WHbIX OpraHn3auui;

(d) PacuétHoro 00s3aTeNbCTBA,
BO3HMKaOLLIEro B CBA3N c
npveneyeHvem [pAMbIM y4aCTHUKOM
nobbix KOCBEHHbIX Y4aCTHUKOB; 1

(e) PacuyeTtHoro 0bs13aTENbLCTBA,
BO3HMKAIOLLEro 13 kakon-nmbo Onepauunn,
nobas  cTopoHa KOTOpOW  sIBNSAETCA
YyacTHUKOM, ybe yyactue
NPUOCTAHOBIIEHO NN NPEKpPaLLEHO.

WHble orpaHU4YeHnsa oTBeTCTBEHHOCTN PacyeTHOro
LueHTpa 3a UCMOMHeHNe PacueTtHoro
obsizaTenbcTBa MoryT ObITb BBEOEHbI
UCKMIOYMUTENBHO MyTEM W3MEHEHUA HaCTOSALMX
Mpasun.

17.3 OTBeTCTBEHHOCTb 3a Haxopgslimecs B
CcOOCTBEHHOCTU unun NMOAKOHTPOIIbHbIE
opraHusauum

Kaxgbin  YyacTHMK (B Lensax HacTosLero
pasgena Poccuickux npasBun  MMeHyembli
«OTBETCTBEHHbIN Y4aCTHUK») B 6€30T3bIBHOM
n ©Ge3ycnoBHOM nopsigke rapaHTupyetr B
KayecTBe OCHOBHOMO  [JOIDKHMKA, a  He
nopyuntens, Onepartopy NNaTéxHOM CUCTEMbI U
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Participants, the prompt payment and
performance of the obligations (the
“Guaranteed Obligations”) of each of the
Responsible Participant's affiliated entities
arising under the Russia Rules and from each
such affiliated entity’'s MasterCard, MasterCard
Electronic, Cirrus and Maestro activities and
use of any of the Marks.

For purposes of this Section of the Russia
Rules, a Responsible Participant’s affiliated
entity is defined as follows:

(@)  AParticipant that is Owned or Controlled
by the Responsible Participant or is
owned or controlled by the Responsible
Participant and another Participant or

Participants; or

(b) A Participant that, with the Responsible
Participant, is under common Ownership

by, or Control of, another entity; or

(c) A Participant that Owns or Controls the
Responsible Participant or shares
Ownership or Control of the Responsible
Participant with another Participant or

Participants.

The obligations of each Responsible
Participant under this Section of the Russia
Rules shall be continuing, absolute, and
unconditional and shall not be discharged or
impaired or otherwise affected by any act or
omission (including any renewal, extension,
amendment, waiver or unenforceability of any
of the Guaranteed Obligations) that may vary
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BCEM JpyrMM Y4yacTHMKaM CBOEBPEMEHHYIO
onnary " UCnonHeHune obs3aTenscTB
(«FapaHTMpOBaHHbIE obsizatenbcTBay)
Kaxgon wu3 addunmpoBaHHbIX OpraHM3aLmmn
OTBETCTBEHHOrO Yy4YacTHUKA, BO3HUKAOLWMX MO
Poccuiickum npasuiam M B  pamkax
DeATenbHOCTU Kaxkaon Takon acdhdmnmpoBaHHON
opraHusaumm c KapTtamu MasterCard,
MasterCard Electronic, Cirrus n Maestro n un3
ncnonb3oBaHus Nobbix 3HaKoB.

Ins uenen Hactoswero pasgena Poccunckumx
npaeun  adunupoBaHHas opraHusauus
OTBETCTBEHHOro y4acCTHUKa onpepenaeTca
cnegywowmnm obpasom:

(&) YyacTHuK, KOTOpbIA HaxoguTca B
CobcrBeHHocT unn nog KoHTponem
OTBeTCTBEHHOIO yyacTHUKa unm
Haxogutca B CoBGCTBEHHOCTU WMnM Mnop
KoHTponem OTBETCTBEHHOIO ydacTHUKA
n gpyroro YyacTHuka unu  Opyrux
Y4acTHUKOB; Unmn

(b) YyacTHuk, KOTOPbIi BMeECTe c

OTBETCTBEHHBIM Y4aCTHUKOM

Haxoautcs B obuwenn CobcTBEHHOCTU

unu nog obwwmm KoHTporem apyron

opraHv3auum; unm

(c) YyacTHuk, KOTOpbIN umeet B

CobctBeHHocT  mnu  KoHTponupyet

OTBETCTBEHHOIO y4acTHMKA UK UMeeT

B COBMECTHOW C OpPYrMM Y4YacCTHUKOM

unu apyrmmn YyacTHukamm

CobCTBEHHOCTU MW NOA COBMECTHbIM

C ApYrMM Y4YacTHUKOM Wnn Jpyrumu

YyacTHMKkamu KoHTponem

OTBETCTBEHHOIO Y4YaCTHUKA.

Obsi3aTenbctBa  kaxgoro  OTBETCTBEHHOrO
yJyacTHMKa Mo AaHHOMY pasgeny Poccuickux
npaBun siBASOTCS ANAWMUMUCS, aBCONOTHBIMU
1 6Ge3ycrnoBHbIMM U He MNpekpallalTcs U He

M3MEHSIIOTCA  MHbIM ~ 006pasoM  KakuM-nnbo
genctesnem unm  Gesgencrteuem  (BKMYas
noboe BO306HOBMEHME, npoanexHune,
U3MEHEHNe, CHATME UMM HEeBO3MOXHOCTb



the risk of such Responsible Participant or
otherwise operate as a discharge of the
obligations of such Responsible Participant as
a matter of law, and all defenses of the
Responsible Participant with respect thereto
are waived to the fullest extent permitted by
applicable law.

The Responsible Participant’s liability to the
Payment System Operator and all other
Participants is a primary obligation, while the
Payment System Operator’s liability, if any, to
another Participant is secondary, in that it only
arises if a Responsible Participant is unable to
pay its Guaranteed Obligations in full. Any
assessments imposed on a Participant for
liability under this Section of the Russia Rules
may be collected by the Payment System
Operator, at its option, from the Participant’s
Settlement Account or by any other means
available.

A Responsible Participant may not be
exempted from obligations following from this
Section of the Russia Rules except upon written
notice from the General Director of the Payment
System Operator.

17.4
Financial Obligations

Restrictions that Prevent the Settlement of
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ucnonHenns nwboro u3 [apaHTMPOBaHHbIX
00653aTenbCTB), KOTOPOE MOXET UBMEHUTL PUCK
Takoro OTBETCTBEHHOrO Yy4YacCTHWKA WU MHbIM
o6pas3oM MOXeT NPMBECTU K MpeKpalleHuo
obsa3aTensCcTs Takoro OTBeTCTBEHHOIO
y4acTHMKa B CuUIly 3akoHa, U BCe CpeacTea
3awntel OTBETCTBEHHOrO Yy4acTHMKA B 3TOM
OTHOLUEHMN  HACTOSAWMUM  OTMEHSTCA B
MakcumManbHOW  Mepe,  OOMNYyCTUMOW MO
NPYMEHUMOMY 3aKOHOAATENbCTBY.

OtBeTcTBEHHOCTL OTBETCTBEHHOIO Yy4YacCTHUKA
nepeg OnepaTtopoMm NNaTEXHOW CUCTEMBI U
BCEMU  OpYyrMMM  YyacTHUKaMK  SABMsIETCS
OCHOBHOW, B TO BpeMsl Kak OTBETCTBEHHOCTb
OnepaTtopa nnatéxHonm cuctembl (Npy eé
HanuuuyM) nepen  ApyrMMM  YyacTHUKaMu
aBnseTca cybcnavapHoW B TOM CMbICNe, YTO
OHa BO3HMKAEeT TOMbKO B TOM Cryyae, ecnwu
OTBETCTBEHHbIN Y4aCTHUK HE B COCTOSAHUM
MOMHOCTBI MCNOSHNUTL CBOM [[apaHTUpOBaHHbIe
obsa3aTenbcTBa. JltoOble HayucneHus,
Hanaraemble Ha Y4yacTHUKa B Cuny ero
obsa3aTtenscTB no OaHHOMY pasgeny
Poccuiickux npaBumn, MOryT ObiTb B3bICKaHbl
OnepaTopom NMNaTéxXHOM CUCTEMbI MO CBOEMY
ycMoTpeHuto ¢ PacuyéTHoro cuyérta YyacTHuka
UnNu NMoGbIMM UHBIMWU JOCTYMHBIMU Cnocobamu.

OTBETCTBEHHBIA Y4aCTHUK HE MOXeT ObITb
0CBOBOXAEH oT 065a3aTensbCTB,
NPefYCMOTPEHHBIX  HACTOALWMM  pas3gernom
Poccuicknx npaeun, KpoMe Kak ¢ MMCbMEHHOro
yBegomneHnus ot [eHepanbHOro pgupekTopa
OnepaTtopa nnaTexHon CUCTEMBI.

17.4 OrpaHnyeHus, NpensaTcTByone pacyéty
no AeHexHblM obsizaTenscTBam



If there are imposed laws or regulations, to
which the Participant is subject, which prevent
the Participant from settling its financial
obligations in accordance with the Russia
Rules, the following shall apply:

(a) the Participant must notify the
Payment System Operator
immediately on the imposition of such

laws or regulations; and

(b) the Participant must immediately take
all possible steps to prevent the
creation of further financial obligations
that it will be unable to meet. Examples
of such steps would be the recalling of
issued Cards and the issuance of
Cards that do not cause such financial

obligations.
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B cnyyae BBeeHMA 3aKOHOB UMY HOPMATUBHbIX
aKTOB, PacnpOCTPaHAKLMNXCA Ha Y4acTHUKA,
NpenaTCTBYIOLLNX YYaCTHUKY paccyuTatbecst Mno
ero AEHEXHbIM ob6sa3aTenscTBam B
cootBeTrcTBUM C Poccunckumm npasumnamm
NMPUMEHSAOTCS CrieayroLne NONOXEHUS:

(a) YyacTHuK 06sa3aH
He3amMeanuTenbLHO yBEOMUTL
OnepaTopa nnaTexHoOW CUCTEMbI O
BBEOEHWM  TaKOro  3akoHa  unu
HOPMaTUBHOIO aKTa; 1

(b) YyacTHUK 006s13aH
He3aMeqnUTENbHO NpeanpuHATbL Bce
BO3MOXHblE aenctems no
npeaoTBpaLLEHN0  CO3[4aHMsT  HOBbIX

OEHEeXHbIX 00A3aTenbCTB, KOTOPbIE OH
OyoeTr He B COCTOSIHUM  WUCMOMHUTD.
MNpumepamun Taknx OencTeumn
SABMNSOTCA OT3bIB BbIMYLWEHHbIX KapT u
BbiNyck KapT, He Bnekywmx co3gaHue
Takux OEeHEeXHbIX 06a3aTenbCTB.



18. Procedure for Interaction in Disputed
and Emergency Situations, including for
Payment Infrastructure Service Operators and
Payment System Participants of an Important
Payment System, the Procedure for Informing
the Payment System Operator on Events that
Cause Operational Failures, and of the Causes
and Consequences thereof

18.1 Notifications to the Payment
Operator

System

The Payment System Operator makes available
two types of customer support teams.

(1). Global Customer Service (GCS)

GCS acts as a point of contact for Participants
to analyze a wide variety of business related
inquiries and to provide end to end ownership
on those requests through resolution.

Contact Information for GCS:

Hours of Support: Monday — Friday from 9:00 —
19:00 (Moscow time)

Phone (toll free): 8-800-333-48-14 (dialed from
fixed/landline in Russia)

+7-800-333-48-14 (dialed from mobile)

Fax: +7-495-937-77-11

e-mail:
COS_HGEM@mastercard.com

Language Support: Russian, English

18. Mopsigok B3auMoagencTBUsi B CNOPHbIX
M 4Ype3BblYalMHbIX CUTyauusiXx, BKJOYas
mHcdopmMmupoBaHue Onepatopamu ycnyr

nnaTéxHon MHdPaCTPYKTYpbl U Y4acTHMKamMmn
3HaYMMon nnatéxHom cuctembl Onepartopa
NNaTéXHOW CUCTEMbI O COOLITUSAX, BbI3BaBLUNX
onepauuoHHble cbou, 06 UX nNpUYMHaAX U
nocneacTBUAX

18.1 YBepomneHus nnaTexxHowm
CUCTEMbI

Onepatopa

OnepaTtop nnaTexHow cucTeMbl NpegocTaBnseT
ABa TUna Cny>obl KNMMEHTCKO NoaaepXKu.

(1). Fnob6anbHasn
KnueHTtoB
mobanbHas Cnyxba [MNopoepxkn KnueHToB
OeVCTBYET B Ka4eCTBE KOHTAKTHOrO LieHTpa Ansi
Y4acTHUKOB, aHanuanpyeT LWUPOKUIA ChekTp
3anpocoB, CBSI3aHHbIX C AeATEeNbHOCThLI0 B
nnaTeXxHoW CUCTEME, U KOHTpONMpyeT paboTy

Cnyxb6a Moapepxku

Hag  3ampocoM  BMMOTb 4O  MOMEHTa
OKOHYaTENbHOro peLLeHnst Bonpoca.
KoHTakTHass uHcopmauua [nobGanbHowm

Cnyx6b1 MNoanepxkn KnueHtoB

Yackl o6cnyknBaHus: noHegenbHWK — NATHULA
¢ 9:00 oo 19:00 (N0 MOCKOBCKOMY BpeMeHN)

TenedoH (6ecnnatHbin):  8-800-333-48-14
(ans Habopa co cTauuoHapHbiX TenegoHOB
Poccuiickon ®eaepaumm)

+7-800-333-48-14 (ans Habopa ¢ MOOUNBbHBIX
TenedoHoB)
dakc: +7-495-937-77-11

agpec aNeKTPOHHOW NOYThI:
COS HGEM@mastercard.com

A3bIk NnogaepPXKKN: PYCCKUIN, aHTNIUNCKNIA
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http://www.multitran.ru/c/m.exe?t=402563_1_2
mailto:COS_HGEM@mastercard.com

(2).
24x7x365

The Russia OCC should be called for any
technical production issues.

Contact Information for OCC:

Hours of Support: 24 hours/day — 7 days/week
— 365 days/year

Phone (toll free):

8-800-333-48-13 (dialed from fixed/landline in
Russia)

+7-800-333-48-13 (dialed from mobile)

Fax: none

e-mail: Russia_ OCC@mastercard.com

Language: Support Russian, English

The Payment System Operator provides
Participants with a consistent incident
management process that starts when the
customer support team receives the incoming
communication regarding the issue and
continues through resolution to closure.

When a Participant contacts the Payment
System Operator regarding an incident, it must
provide sufficient details to enable the Payment
System Operator to address the incident,
including the precise nature of the incident,
date, time and location of the incident, and the
names of the Participant’s contact persons for
further handling of the incident.

Operations Command Center (OCC) -
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OnepaunoHHbIA LEeHTP YynpaBneHUa -
paboTaeT KpyrnocytouyHo, 7 pOHehn B
Heaento, 365 aHen B roay

(2).

B  Poccunckun  OnepauuoHHbIN  LIEHTP
ynpaBneHus criegyeT obpawartbcsa Nno BCeM
TEeXHUYECKUM Bornpocam.

KoHTakTHass wuHdpopmauus OnepaumoHHOro
LeHTpa ynpaBneHus:

Yackl o6cnyxmBaHUS: KPYrinocyTOYHO - 7 OHENn
B Hegento - 365 gHen B rogy

TenedoH (6becnnaTHbIN):

8-800-333-48-13 (ans Habopa co
cTaumoHapHbelx  TernedoHoB  Poccuickon
Pepepaumm)

+7-800-333-48-13 (gna Habopa ¢ MOOGUNBbHbBIX
TenedgoHoB)

dakc: oTcyTCTBYET

afpec ANEKTPOHHON MOYThI:
Russia OCC@mastercard.com

A3bIK NOAAEPXKKN: PYCCKUN, aHTTTMNCKNIA

OnepaTtop nnaTexHown CUCTEMBI
npegocTtasnseT Y4yacTHUKam
nocriefoBaTenbHyo rnpoueaypy AencTsui npu
WMHUMOEHTax, KoTopas HauyuHaeTcs, Koraa
cnyxba KrnvMeHTCKoM noadepKku nonydvaet
coobuieHne o npobrneme, W anuTca 0o

paspeLueHns npobnemei.

Ecnn YuacTtHuk obpawaetca k Onepartopy
NnaTEéXHOM CUCTEMbI B CBA3U C MHUMOEHTOM, TO
OH [O/KeH MpeaocTaBUTb  [OCTATOYHO
nogpobHble cBeAeHWs Ons yperynmpoBaHus
OaHHOro uHumaeHta OnepaTopom MNnaTéxHom
CUCTEMBI, B TOM Yncne nHdpopmMaLmo 0 TOHHOM
XapakTepe VHUMAEeHTa, Aate, BpeMeHU N MecTe
€ro BO3HUKHOBEHUS, a Takke WHdopmaumo o
KOHTaKTHbIX nuuax YyacTHuKa ans


mailto:Russia_OCC@mastercard.com
mailto:Russia_OCC@mastercard.com

The lifecycle of an incident contains five steps:

18.1.1 Incident Detection and Recording

Details of the incident trigger the incident
management methodology. In this initial step,
customer support personnel:

(a) Record basic details of the incident;

(b)

Alert specialist support
necessary; and

group(s) as

(©

Start procedures for handling the service
request.

18.1.2 Classification and Initial Support

Incident records initiated in step one are
analyzed to discover the reason for the incident
and then classified, which drives further
resolution actions. Actions in this step include:

(@)

Classifying incidents;

known

(b) Matching

errors/problems;

against

(¢) Informing the problem management
team of the existence of new problems

and of unmatched or multiple incidents;

(d)

Assigning impact and urgency, thereby
defining priority;
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JanbHenwero
VMHUMAEHTA.

yperynmpoBaHua AaHHOoro

LiMkn paspelueHmnst MHUMOEeHTa COCTOUT U3 NSATK
3Tanos:

18.1.1 OBGHapyXeHue u perncTpaumst HUMAeHTa

MogpobHOCTM  MHUMOEHTA  MNpPUMBOOAT B
OENCTBME TY UNUN MHYIO METOAUKY paspeLleHns
WHUMOeHTa. Ha paHHOM HayanbHOM 3Tane
COTPYAHUKM CNY>XObl KNMMEHTCKON NOAOEPXKKN:

PerncTpmpytoT OCHOBHble CBefeHusi 06
UHUMAEHTE;

(@)

(b) no mMepe HeobxoaMMocCTH
npeaynpexgarnT cneuvanu3npoBaHHble
rpynnbl NOOEPXKKY; U

(c) npuctynawoT K npouegype o6paboTku
3anpoca Ha obcnyxvnBaHue.

18.1.2 Knaccudmkaums n HadanbHasa nogaepxka

[aHHble 006 nHumngeHTe, AOOKYyMEeHTUpOBaHHbIE B
Xoge nepBoro J3Tana, aHanmsnpyrTca Ha
npeaMeT YCTaHOBINEeHUA NpudnH UHUMOEeHTa,

KOTOpbIN  3aTemM  KraccuduumpyeTtcs, 4To

BrneyeT [JdanbHenwuve [[encTBus MO ero

paspeweHuto. [enctBua Ha 3TOM 3Tane

BKITHOYAIOT:

(@) knaccudmkaumo MHUMOEHTOB;

(b) npoBepky Ha CXOXeCTb C W3BECTHbIMU
owmbkamu/npobrnemamu;

(c) wvHdopmMmupoBaHue cnyxbbl NO peLleHnto
npobnem o CylWecTBOBaHMA HOBbIX
npobnem wWnNu 0O  MHOXECTBEHHbIX
WHUNOEHTAaX;

(d) npucBoeHue perTUHra No 3HaYeHUo U

CPOYHOCTU U, TEM CaMbIM, OnpeaeneHve
npuopuTeTa;



(€)

Assessing related configuration details;

and
(f) Providing initial support to assess
incident details and find quick resolution.
18.1.3 Investigation and Diagnosis

Customer support uses this step to determine
cause, solutions and next actions. Resulting
activities include:

(@)

Evaluation of the incident details;
and
(b) Collection and analysis of all
related information and resolution, or
route to 2nd-level support or 3rd-level
support to resolve the incident.

18.1.4 Resolution and Recovery

After the incident has been resolved, the team
carries out service recovery actions, which can
include:

(a) Resolving the incident using the
solution or work-around; alternatively,
create a request for change (including
a check that any change made
effectively resolves the incident);

(b) Continuing with root cause analysis if it
not determined during the incident

process; and

(c) Taking recovery actions.

18.1.5 Incident Closure

18.1.5
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(e)

OLEHKa COMyTCTBYIOLWNX [OaHHbIX MO
KOHdpurypauum; u

(f) okasaHme HavanbHOW MOAAEPXKKM B
OLEHKe [aHHbIX WHUWOEHTa U Toucke
ObICTPOro peLueHus.

18.1.3 PaccnegoBaHue 1 AnarHOCTUKa

Cnyxba KNMMEeHTCKOM NOOAEPXKM MCMOoNb3yeT
OaHHbIA  3Tan ans  onpegeneHust MNpUYuvH,
peweHun K1 nocrneaywwmx  OerWCTBUN.
OcywecTBnsiemMble 4ENCTBMSA BKIOYAIOT:

(@) oueHKy AaHHbIX 006 MHUMAEHTE; U

(b) cbop wn aHanu3 COOTBETCTBYHOLLEWN
NHopMaLMK 1 paspeLleHne NHLMaeHTa
2% nepenadvy MHUMOEeHTa Ha

pa3pelleHne nepcoHany no noaaepke
2-r0 YPOBHS UK 3-r0 YPOBHS.

18.1.4 PaspeweHune npo6nemsl
BOCCTaHOBIeHWe paboTbl

Mocne paspelweHns wvHUMOeHTa cnyxba
Npou3BOAMT [OEWCTBUMS MO BOCCTAHOBIEHMIO
OeATENbHOCTH, KOTOPbIE MOTYT BKNOYaTh!

(@) paspeleHne WHUMOEHTa c
NCMNONb30BaHNEM peLleHns unm
00XOOHOro  pelleHnsi; B KadecTBe
anbTepHaTuBbI - dopmMmmpoBaHue
3anpoca Ha Wu3MeHeHue (BKro4vas
NpOBEpPKY BO3MOXHOCTU 3((EKTUBHOIO
paspeLUeHns MHUMAEHTA 3a CYET Kakoro-
nmMbo n3MeHeHus);

(b) npomomkeHne  aHamM3a  KOpPHEBbIX
NMPWYMH, eCn OHWU He YCTaHOBIEHbl Ha
npeabloyLwmx atanax; u

(c) coBeplieHne aencTeum
BOCCTAHOBIEHUIO AEATENBHOCTY.

no

3aBepLueHne nHUuaeHTa



The final step occurs when the incident has
been resolved, service has been restored,
customer support has notified the Participant,
and the Participant has agreed with the
resolution, and includes:

(a) Concise, readable details of the action

taken to resolve the incident;

(b) Complete, accurate incident
classification based on the information;

(c) Agreed-upon resolution/action with the
Participant; and

(d) Closing the incident.

18.1.6 Notifications from the Payment System

Operator

Each Participant must inform the Payment
System Operator of at least one urgent
notification contact and keep this information
updated. The Payment System Operator uses
this information to contact the Participant in an
emergency.

18.1.7Natifications to Regional Legal Counsel

Where these Russia Rules require any notice or
other document to be sent to the Regional Legal
Counsel, such notice or other document shall
be sent to the Payment System Operator to the
address of the Payment System Operator
specified in the Register of Payment System
Operators maintained by the Bank of Russia for
the attention of "Regional Legal Counsel".

117

OkoHuyaTenbHbIM  3Tan  HacTynaeT, kKorga
WHUMOEHT  paspelwéH, paboTa cepBuca
BOCCTaHOBIEHA, cnyxb6a KINMEHTCKON

noaaepXXku yBegomuna Y4acTHuka U Y4yacTHUK
COrMacurcst ¢ paspeLleHneM, 1 BKMHYaerT:

(a) kpaTkoe WM  MNOHSATHOE  onucaHue
DEeNCcTBUMN, npeanpuHATbIX ans
paspeLUeHnst MHUNOEHTa;

(b) nomHylo M TO4YHyKO Knaccudukauuio
WHUMAEHTa Ha OCHOBaHUM
obpaboTaHHOW MHGOPpMaLUy;

(c) cornacoBaHHoOEe c YyacTHUKOM

pelueHne/gencTaue; n

(d) paspelueHve nHUMOeHTa.

18.1.6 YBegomneHus ot OnepaTopa nnaTexxHown
cucTeMbl

Kaxgbln Y4yacTHUK [OOMmKeH MHgopMMpoBaTb
Onepatopa  nnatexHom  cucTembl,  Kak
MUHMMYM, 06 OOHOM KOHTaKTHOM nuvue Ans
NOMy4YeHNsi CPOYHbIX YBEOOMMEHUN U OOIMKEH
NOCTOAHHO OBHOBMATL 3TK AaHHble. OnepaTtop
NNaTteXxHoW  CUCTEMbl  UCMONb3yeT 3Ty
WHpopMaLmio NS KOHTAKTOB C Y4acTHUKOM B
YpesBblYanHbIX CUTYaLUSX.

18.1.7 YsegomneHus B agpec PervoHansHoOro
IOPUCKOHCYNbTa

B Tex cnyyasx, korda B COOTBETCTBUM C
HacTosAwmMY Poccunckumm npaBmnammn Kakoe-
nuoéo yBegomMmreHme  unu MHOW OOKYMEHT
OOMKHbl OblTb HanpaBneHbl PervoHansHomy
IOPUCKOHCYMbTY, Takoe yBe4OMSIEHME U NHON
OOKYMEHT  OOMKHbl  ObiTb  HanpaeneHbl
OnepaTopy nnatexHow cuctembl MO agpecy
OnepaTopa nNnaTexHowm CUCTEMbI, YKasaHHOMY
B PeecTpe onepaTtopoB nraTeXHbIX CUCTEM,
Be[IEHNE KOTOPOro ocyulectBnsaetca baHkom
Poccun, ¢ ykasaHmem B KayecTBe nonyyaTens
PervoHanbHOro KPUCKOHCYNbTA.



18.2 Notifications in case of suspension
(termination) of rendering of payment
infrastructure services

In case of suspension (termination) of rendering
of payment infrastructure services by Payment
Infrastructure Service Operators in violation of
Section 1.4 of these Russia Rules, the Payment
System Operator informs the Participants about
the cases and the reasons for such suspension
(termination) on the day of such suspension
(termination) by posting relevant information on
the website:
http://www.mastercard.com/ru/company/ru/rule
s-fees.html or by sending notification by e-mail
or by other means ensuring effective availability
of information.
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18.2 YBepomneHus B cnyyae
NPMOCTaHOBNEHUs (MpeKkpalleHns) oKasaHus
yCnyr nrnaTexHon NHPacTpyKTypbl

B cnyyae npuocTtaHoBneHus (npekpalleHust)
oKasaHusa YCrnyr nnaTexHon WHQPaCTPyKTypbl
OnepaTtopamu ycnyr nnaTéxHom
WH(pPacCTpyKTypbl B HapylleHue pasgena 1.4
HacToawmx Poccuiickux npasun OnepaTop
nnaTexHoun CcUCTEMbI nHpopmmpyeT
YYacTHUKOB O cryyasix M MpuYMHax TaKoro
NPUOCTaHOBNEHUS (NpekpalweHus) B [AeHb
NPUOCTAHOBNEHNA  (NPeKpalleHust)  MnyTem
pasMeLleHns COOTBETCTBYIOLLEN UHopMaLnm
Ha caure:
http://www.mastercard.com/ru/company/ru/rule
s-fees.html unu HanpaBneHus ysegoMneHus no
3NEKTPOHHON MOYTE UNU C MCNONb30BaHMEM
MHoro cnocoba cBA3M, obecnevmBaroLLEero
onepaTuMBHYK AOCTYMHOCTb UHopMaLmn.



http://www.mastercard.com/ru/company/ru/rules-fees.html
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http://www.mastercard.com/ru/company/ru/rules-fees.html
http://www.mastercard.com/ru/company/ru/rules-fees.html

19. Data Security Requirements and 19. TpeboBaHuMas K 3awmrte wuHdOpMauum u
Procedures for Ensuring Data Security in nopsgok obecneyeHusi 3awuTbl MHOpMauu B

the Payment System nyiaTeXHowu cucrteme

This Section is not disclosed publically CopgepxaHve HacTosLLero pasgena He
packpblBaeTcst
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20. A List of the Payment Systems with 20. MepeyeHb NNaTéXHbIX cucTem, c
which Interaction Takes Place and the kKoTopbiMu OCYyLleCTBNSAETCA B3auMogenCcTBUe, U
Procedure for such Interaction NOpPsiAOK TaKOro B3aMmMoAencTBus

No interaction with other payment systems Bsaumopenctene ¢ apyrumu  nnatexHbIMu
cuctemamum OTCyTCTBYeT
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21. Procedures for Joining and Amending
the Russia Rules

21.1  The procedure for joining the Russia Rules
by the Participants

The Participants shall join the Russia Rules via
signing a joining agreement with the Payment
System Operator. The Russia Rules may be joined
only by accepting them in their entirety.

21.2 The procedure for amending the Russia Rules

21.2.1 Unilateral amendments to the Russia Rules

The Payment System Operator may amend the
Russia Rules unilaterally according to the
procedure set out below.

A proposal for amendment will be published in
the Russian Federation Operations Bulletin,
which is published on MasterCard Connect, and
on the Internet on the following website:
http://www.mastercard.com/ru/company/ru/rules-

21. Mopsapok npucoegnHeHuna K Poccumnckum
npaBunam n nsameHeHmnsa Poccunckux npasvn

21.1 Tlopsagok npucoeauHeHust Y4YacTHUKOB K
Poccuinckum npasunam

YyacTHUKM  npucoeamHsoTcs K Poccumnckum
npasunaMm MyTéM MNOAMWUCaHWSI COrMalleHnss o
npucoegnHeHmn ¢ OnepaTtopoMm  MnaTexHoOW
cuctembl. K Hactoawmm Poccuinckum npasunam
MOXHO MPUCOEANHUTLCS  TOMbKO MNyTEM  UX
NPUHATUS B LIENOM.

21.2 Nopsaok nsmeHeHus POCCUMIACKNX npaBun

21.2.1 WNameHeHne Poccuinckux npasun B
OLHOCTOPOHHEM MOpsiaKe
Onepatop nnaTéXHOMW cCUCTEMbI MOXET B

OJHOCTOPOHHEM MOPSAKE BHOCUTb U3MEHEHUS B
Poccuiickve npaBuna crieayowmm obpasom.

Mpoekt wu3meHeHun 6GygeTr onybnukoBaH B
Poccuiickom OnepaunoHHoM BronneTteHe yepes
3ANeKTPOHHbIN cepBuc MasterCard Connect u B
ceTn VIHTepHeT Mo cnegywowemy agpecy:
http://www.mastercard.com/ru/company/ru/rules-

fees.html, where it may be reviewed by the
Participants. Participants may forward any
comments on the proposal to the Payment
System Operator at the address and within the
time period specified at publication, which shall
be at least 1 month after the date of publication.
The effective date of the change shall be
specified in the publication itself and shall be at
least 2 months after the date of publication of the
draft amendments.

21.2.2 Amendments to the Russia Rules by mutual
agreement

21.2.2.1 A proposal for amendment will be
published in the Russian Federation Operations
Bulletin, which is published on MasterCard
Connect, and on the Internet on the following
website:

http://www.mastercard.com/ru/company/ru/rules-
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fees.html, rge ¢ HMM MOryT 0O3HaKOMUTbCSH
YYyacTHUKM.  Y4yacTHUKM  MOryT  HanpasnsTb
Onepatopy nnaTexHoW cucteMbl  Nobble

KOMMEHTapun K NpOeKTy No agpecy U B CPOKW,
KOTopble yKa3aHbl B nybnukauum, Ho He MeHee 1
Mecsiua nocne gatel  nybnukauuun. [arta
BCTYNNEHNA M3MEHEeHWN B Cuny ykasbiBaeTcs B
camMon nybnvkauum u OOfKHa HacTynaTb He
paHee yem 4yepe3 2 Mecsua nocrie nyénukaumm
npoekTa N3MeHeHUNn.

21.2.2 WameHeHue Poccuiickux
cornalleHnto CTOPOH

npasun  no

21.2.2.1 TpoeKT nameHeHu 6yget onybnukosaH B
Poccuiickom OnepauunoHHom bBronneteHe 4epes
AMEeKTPOHHbIN cepBuc MasterCard Connect un B
cetm WHTepHeT no crnepywowemy agpecy:
http://www.mastercard.com/ru/company/ru/rules-



http://www.mastercard.com/ru/company/ru/rules-fees.html
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fees.html, where it may be reviewed by the
Participants.

21.2.2.2 The Participants shall forward a
notification marked “agreed” or “disagreed” on the
proposal to the Payment System Operator at the
address, in the way and within the time period
specified in the publication.

21.2.2.3 In case a Participant sends a notification
marked “disagreed” to the Payment System
Operator, such notification of disagreement will be
deemed to be a notice of voluntary termination of
participation of the relevant Participant in the
payment system from the effective date of the
amendment specified in the publication. The
requirements of Section 4.4.1 of these Russia
Rules do not apply to such notice.

21.2.2.4 If the Participant does not forward a
notification marked either “agreed” or “disagreed”
on the proposal to the Payment System Operator
within the time period specified in the publication,
then the Participant’s activity in the payment
system (funds transfer, performance of
Transactions or other activity) after expiration of
the time period specified in the publication shall
mean full and unconditional acceptance of the
amendments by the Participant.

21.2.2.5 The effective date of the amendment shall
be the date specified in the publication, which
should not be earlier than one day following the end
of the period specified in the publication for
confirming its agreement or disagreement with the
proposed amendments.

21.2.3 Within 10 calendar days of its entry into
force, the Payment System Operator shall submit
the amendment of the Russia Rules to the Bank of
Russia.

122

fees.html,
Y4yacTHUKN.

rae C HUMM MOrytT O3HaKOMUTbLCA

21.2.2.2  YyacTHukn  o64a3aHbI HanpasuTb
OnepaTopy nNnaTtexHon CUCTEMbI YBEOAOMITIEHNE B
OTHOLLEHUN N3MEHEHNN c NOMETKOMW:
«COrMnacoBaHO» WMM «HE CorracoBaHo» Mo
agpecy, B nopsiake n B CPOKK, KOTOpbIE yKa3aHbl B
nyénvkauum.

21.2.2.3 B cny4ae HanpaBneHus Y4acCTHWKOM
yBegomneHus OnepaTopy nnaTeXHOW CUCTEMbI C
NMOMETKOM «He CornacoBaHoy, Takoe yBeJoMINeHne
0 Hecornacum byaeT cunTaTbCs yBeOOMIIEHNEM O
A06poBOMNbHOM npekpaLeHmm yyacTms
COOTBETCTBYIOLLErO Y4yacTHMKa B MfaTexXHow
cucTeme C gaTbl BCTYNNEHUS B CUIY U3MEHEHMUS,
onucaHHoro B nybnukauuun. TpeboBaHna pasgena
441 Hactoawmx Poccuickux npasun  He
NPUMEHSIOTCH K TaKOMY YBEAOMIIEHUIO.

21.2.24 Ecnu YyacTHMK He  HanpasnsieT
OnepaTopy nnaTexHon cucTeMbl yBEOOMIIEHNE C
NMOMETKOWM «COrfacoBaHO» UMK «He COrfiacoBaHO»
B CPOK, VyKasaHHbll B nybnukaumu, TO
OCyLLeCTBNEHME Y4YacTHUKOM [OeATENbHOCTM B
nnaTexHon cucteme (OcyLLecTBNeHMe nepeBofa
OEHEeXHbIX cpeacTs, unu cosepieHne Onepavuum
WNN OCYLLIECTBIIEHNE VMHOW OEATENbHOCTN) nocrne
UCTEYEHMSI CPpOKa, YKasaHHOro B nybnvkauuwm,
O3Ha4yaeT nMnonHoe W 0Oe3ycrnoBHOe cornacue
YyacTHuKa ¢ npegnaraeMbiMy U3MEHEHUAMMU.

21.2.2.5 [aton BCTynneHWss U3MEHEHUA B cuny
ABNseTCA garta, ykasaHHad B nybnvkauuu, npwu
3TOM TaKas Aarta AorkHa HacTynaTtb He paHee YeMm
Yyepes 1 feHb Nocne OKOHYaHWsA Cpoka, yKka3aHHOro
B nybnukaumu ons NoATBEPXAEHUst Cornacus unm
Hecornacus ¢ npeafioXXeHHbIMN NU3MEHEHUSMU.

21.2.3 B TeyeHune 10 kaneHgapHbIX AHEN Nocne nx
BCTynnenna B cuny Onepatop NnaTéXHON
CUCTEMbl HanpaBnseT U3MeHeHust K Poccnmnckum
npasunam B baHk Poccun.


http://www.mastercard.com/ru/company/ru/rules-fees.html
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22. Pre-judicial Dispute Resolution
Mechanisms for Disputes with the Payment
System  Participants and the Payment
Infrastructure Service Operators

22.1  Complaints by Participants against the
Payment System Operator

Participants must contact the Regional Legal
Counsel if they wish to contest a noncompliance
assessment, a fee as indicated in Section 22.3
hereof, or a ruling on a dispute between
Participants. The procedures applicable in each
of these cases are set out in Sections 22.2, 22.3
and 22.4 below. The procedures for handling
other types of complaints are set out in Sections
22.5t0 22.7 below.

When a Participant requests review of a fee
payment, an assessment for noncompliance with
the Russia Rules or a ruling on a dispute between
Participants, the Regional Legal Counsel may
take such action as he or she deems necessary
or appropriate or may opt not to act. The Regional
Legal Counsel will inform the Participant by e-
mail on the decision to act or not to act, within 30
calendar days from receipt of the request.
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22. MNMopspok pocynebHOro paspeLlueHusi Cnopos
C Y4yacTHMKaMM TMNNaTEéXHOM CUCTEMblI M
OnepaTtopamu ycnyr nnaTéXxHowm

MHJPaACTPYKTYpbI

22.1 Xanobbl YvactHukoB Ha OnepaTopa
NNaTexxHoW CUCTEMbI

Y4acTHUKM JOMKHBI CBA3aTbCA ¢ PernoHanbHbIM
IOPUCKOHCYNbTOM, €CMM OHW XenawT OCrnopuTb
TO UMM UHOE Ha4uCreHue 3a HapyLleHve, Ty unu
WHYIO CyMMy, VyKasaHHyi B pasgene 22.3
HacToswmx Poccuinckmx npasun, Wnn pelueHne
no cnopy wmexagy YdyactHukamu. [lopagok,
NPUMEHUMbIN B KaXKAOM U3 3TUX CNyvaeB, onmcaH
B pasgenax 22.2, 22.3 v 22.4 Hnxe. lMopsagok
npeabsiBNeHnMa  ocTanbHbIX  BMOOB  xanob
YCTaHOBMEH B pasgenax 22.5 - 22.7 Huxe.

Korga YwacTHuK 3anpawmBaeT  nepecmoTp
pasmepa onnatbl ycryr, HaducreHun 3a
HecobniogeHne  Poccumckux — npaBun  unu
peleHns no crnopy wmexgy YyacTHuKamu,
PervoHanbeHbIN FOPUCKOHCYIbT MOXeT
npeanpuHATbL OEeNCTBME, KOTOPOe OH cyuTaeT
HeobXxoaMMbIM MK LienecoobpasHbIM, U MOXET
pewwnTb He NpeanpyHUMaTh HUKaKUX OeNCTBUN.
PernoHanbHbIv IOPUCKOHCYNbT 0bs3yeTcs
yBeOOMUTL Y4yacTHMKa MO SMNEKTPOHHOW noyTte o
CBOEM peLUEeHNN O COBEPLUEHUN WUMN OTKase OT
coBepweHuss  gevicteun B TeveHve 30
KaneHoapHblX OHEW C MOMeHTa MoryvYeHns
3anpoca.



The Regional Legal Counsel may delegate
authority to act or not to act with respect to any
particular matter or type of matters to another
person in his/her discretion. If the Regional Legal
Counsel or his or her designee elects to conduct
further inquiry into the matter, each Participant
must cooperate promptly and fully. If the Regional
Legal Counsel or his or her designee makes a
recommendation on action to resolve the matter,
such recommendation is final and not subject to
further review within the payment system.

22.2  Noncompliance Assessments

A Participant's request for review of an
assessment for noncompliance with Russia
Rules must be submitted in writing and signed by
a legally authorized representative of the
Participant. The request must be postmarked no
later than 30 calendar days after the date of the
disputed assessment. A fee of USD 500 will be
applied to consider and act on a request for
review of a noncompliance assessment. The fee
will be collected before the review is begun.

22.3  Overpayment of Fees

If a Participant submits to the Payment System
Operator a claim asserting an overpayment of
fees, the Payment System Operator may:

a) Accept the claim for review only if it is
received by the Payment System
Operator no later than one calendar
quarter after the date of the claimed
overpayment; and
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PervoHanbHbIN FOPUCKOHCYIbT MOXeT
genermpoBatb MOSTHOMOYUS MO COBEPLUEHUIO
Oe’CTBUA uNu no OTKasdy oOT [AencTBMrM B
OTHOLUEHMN NOOOro KOHKPETHOro BOMpoca Mmu
KaTeropuu BOMPOCOB OPYroMy fuLy no CBOEMY
YCMOTPEHWIO. Ecnu PernoHanbHbIN
IOPUCKOHCYNbT UK €ro AOBEPEHHOE NNLO peLunT
NpoBecTV JanbHenwee paccrnegoBaHve fena,
Kaxabli  YYaCTHUK [OMXeH okasaTb eMy
CBOEBPEMEHHYIO ¥ nofHyto nomowb. Ecnn
PernoHaneHbIn ~ IOPUCKOHCYNBT UK ero
JOBEpEHHOE MMLO BbIHECET pPEeKOMeHOaunto
OTHOCUTENBHO AENCTBMIN NO paspeLLeHnto aena,
Takas pekoMeHOauusi BNsSeTCsl OKOHYaTENbHON
U He NOoANnexuT JanbHenwemy nepecMmoTpy B
paMKax nnaTexxHoW CUCTEMbI.

22.2 HauucneHusa 3a HapyLleHus

Mpocbba YyacTHMKa NepecMoTpeTb HaYUCTEHNE
3a HecobnogeHne Poccuncknx npaBvn AOMKHa
nogaBaTbCs B MMCbMEHHOM (hOpMe 3a MOANUCHI0
Hagnexawwym  obpasoM  yNonHOMOYEHHOro
npegcraBuTens Y4yactHuka. [lata nogaynm Takou
nNpocbbbl (N0 NOYTOBOMY LUTEMMENO) AOMKHA
HacTynaTb He 6onee Yyem Yepes 30 kaneHaapHbIX
AHen nocne gaTbl OCNapvBaeMoro Ha4ucreHus.
Byoetr B3umaTbca nnata B pasmepe 500
ponnapos CLUA 3a paccmoTpeHue xanobbl 1 3a
MPUHATME peELLEHUs Mo Xanobe Ha HauyucneHve
3a HapyweHue. [nata B3umaeTcs A0 Hadana
nepecmoTpa.

22.3 T[lepennata

Ecnv  YuactHuk npegwbsiBnser  OnepaTopy
NNaTexHoM CUCTEMbl MPETEH3NK O nepennare
nnaTel 3a ycnyrn, OnepaTtop NNaTeXxHon CUCTEMbI
MOXET:

a) NPUHSATD NPeTeH3MI0 K
paccMOTPEHUIO, TOMbKO €CrnM  OHa
nonydeHa OnepaTtopoMm  MnaTeXHON
CUCTEMBI He nosgHee 0ofHOro

KaneHgapHOro kBapTana nocrie paathbl
ocrapusaemMom rnepennaTbl; U



b) Provided the overpayment claim is
submitted in a timely manner and
substantiated, return the amount of the
overpayment to the Participant, without
interest or penalty thereon, as soon as
practicable after the overpayment
amount is identified and calculated.

A Participant may request that the Regional Legal
Counsel review the fee calculation and make a
finding or recommendation. Such a request must
be received by the Regional Legal Counsel no
later than 30 calendar days after the date of the
disputed action and any finding or
recommendation by the Regional Legal Counsel
with regard to the matter will be final and not
subject to appeal within the payment system.

22.4  Disputes between Participants

Participants may dispute individual Transactions
via the chargeback procedure, if a reason for
chargeback has been identified.

For chargebacks of Domestic Transactions, the
second presentment timeframe is 30 calendar
days.

Any party unwilling to accept a ruling on a
chargeback case that went to the arbitration
stage or on a compliance case may make a
written request that the ruling be reviewed.
Participants must mail the written request so that
it is postmarked within 45 calendar days of the
date of the ruling that is being appealed against.
A written request for an appeal of an arbitration
or compliance case ruling must be submitted and
signed by the appealing Participant’s principal
contact. When a Participant submits an
arbitration or compliance case appeal, it must be
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b) ecnu TnpeTeH3uss O nepennarte
rnogaHa B YCTAHOBMIEHHbIE CPOKA MU
obocHoBaHa, BEPHYTb CyMmmy

nepennartbl Y4YacTHuUKy 6e3 HauncneHus
Ha Heé npoueHToB unu LwTpacoB B
MaKCMMarbHO KOPOTKME CpOKM nocre
yCTaHOBMEHMSA hakTta U onpeaeneHus
CyMMbI Nepennarbl.

Y4yacTHUK MOXET noTpeboBaTtb OT PernoHanbHoro
FOPUCKOHCYIbTa NepecMoTpeTb pacyéT nnaTbl U
caenartb BbIBOAb! UM BLIHECTU pekoMeHaauumn no
utoram Takoro nepecmotpa. Takoe TpeboBaHue
OOMKHO  OblITb  Mony4yeHO  PervoHanbHbIM
IOPUCKOHCYINbTOM He no3gHee 4Yem 4depes 30
KaneHaapHbIX AHEN nocrne AaTbl OCnapMBaemMoro
peLleHus, 1 nobble BbIBOALI UM pekoMeHaaumum
PernoHaneHoOro 1OpuUCKOHCYnbTa N0  AaHHOMY
BOMpocy OyayT oKoHYaTenbHbIMU U HE noanexaT
06>xanoBaHMo B pamMKax NraTeXXHOW CUCTEMBI.

22.4 Cnopbl Mexay YyacTHUKamu

Y4acTHUKM MoryTt oCcnopuTb oTAelbHble
Onepau,vu/l nocpeacTtsom onepauun
onpoTecToBaHuA, ecnn onpeageneHo ocHoBaHue
Aana onepaunn onpotectoBaHuA.

MpuMeHUTENBHO K onepauusiM onpoTecToBaHUS
no BHyTprHaLMOHanbHbIM onepaumsM Cpok Ans
BTOpPOro  npeactaeneHuss  coctasnset 30
KaneHaapHbIX OHEV.

Jliobas cTtopoHa, He cornacHas C peleHneM no
deny o6 onepauum ONPOTECTOBaHUA, KOTOpoe
nepeLuno B ctaguio apbutpaxa, unu no geny o
HecoOnwaeHUn npaBun, MOXeT  cAaenaTb
NMUCbMEHHbIN  3anpoc MepecMoTpa  peLUeHus.
YYacTHUKM OOMKHbl OTMPaBUTb MUCbMEHHbIN
3anpoc no no4yte B TedyeHue 45 kaneHgapHbIX
OHen (pata onpegensieTca No  MOYTOBOMY
LITEMMENHO) nocrne  pathbl o6xxanyemoro
peLleHus. MnCbMEHHbIN 3anpoc Ha
o0xxanoBaHne apOWTPaXKHOTO peLleHnss unu
pelleHns no Jdeny O HecoOnaeHWW npaBus
JormkeH OblTb nogaH M nognucaH OCHOBHbIM
KOHTaKTHbIM NULOM obXanyowero Y4yacTHuka.



prepared to pay a fee as specified in the
Chargeback Guide.

All cases should be sent to the Regional Legal
Counsel.

Copies of the written request for an appeal must
be sent to the other Participant or Participants
involved in the dispute.

The Regional Legal Counsel will inform the
Participants in writing on the decision on the
appeal as soon as possible, and in any case a
maximum of 9 months following receipt of the
request for review.

22.5 Disputes between a Payment Infrastructure
Service Operator and the Payment System Operator

Any disputes between a Payment Infrastructure
Service Operator and the Payment System Operator
shall be resolved in accordance with an agreement
executed between them.

22.6 Disputes between Participants and a Payment
Infrastructure  Service Operator (other than
Settlement Center)

If a Participant has a complaint against a Payment
Infrastructure  Service Operator (other than
Settlement Center), it must submit its complaint to
the relevant Payment Infrastructure Service
Operator by registered mail no later than 30 days
after the incident which forms the basis of the
compliant. The complaint must describe the
complaint in sufficient detail to allow for
investigation of the complaint.
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Ecnun YyacTHuUK nogaéT nMCbMEHHbIM 3anpoc Ha
oGxxanoBaHne apOUTPaXKHOTO pEeLUeHUst Unu
peLLeHus no aeny o HecobnaeHuy npasu, OH
OOIMKeH ObITb rOTOB yNnaTUTb COOP, yKasaHHbIN
B PykoBoacTBe no onepauusim onpoTecToBaHUS.

Bce  OOKyMEHTbI  [JOMKHBI  HanpaBnsATbCS
PernoHanbHOMyY IOPUCKOHCYbTY.

Konuu nucbMeHHbIX 3anpocoB obxanoBaHus
pelleHnss  OOSKHbl  OTMPaBNATbLCS  ApYromy
YyacTHuKY nnm Apyrim YyacTHukam,
y4acTBYOLLMM B CrOpE.

PervoHanbeHbIn IOPUCKOHCYNbT  064a3yeTcA
yBEAOMUTb YYACTHMKOB B MMCbMEHHON hopme O
CBOEM  pelleHun no  obxanoBaHuwo B
KpaTyanime BO3MOXHbIE€ CPOKW, HO B N0OGOM
crnyyae He nosgHee YyeMm Yepes 9 MecsLeB nocrne
nony4YeHus 3anpoca Ha nNnepecMoTp.

225 Cropbl wmexgy Onepatopom  ycnyr
nnatexHon wuHdpacTpyktypel u  OnepaTtopom
nnaTexHoW CUCTEMbI

Jliobble cnopbl Mexay kakum-nnbo Onepatopom
ycnyr nnaTexHowm NHMPaCTPYKTYpbI "
OnepaTtopoM nnaTeXHOMW cuCTeMbl nognexar
paspeLleHnio B COOTBETCTBUM C 3aKMOYEHHbIM
MeXAY HUMU CornalleHnem.

22.6 Cnopbl Mexay YyacTHMKaMy U KakuM-nnbo
OnepaTopomM ycnyr nraTexXHon UHQPacTpyKTypbl
(3a ncknoyeHmem PacyeTHoro ueHTpa)

Ecnn y kakoro-nmbo YdyacTHuka umeeTcs
npeTeHsns K Kakomy-nnbo Onepatopy ycnyr
NnaTexxHOW MHAPACTPYKTYPbl (3a UCKMOYEHnEM
PacuyeTHoro LeHTpa), OH AOMKEH HanpaBnUTb 3Ty
npeTeH3mio  cooTBeTcTBylowemy Onepatopy
YCNyr NNaTeXHON CUCTEMbI 3aKa3HbIM MUCLMOM B
TeyeHune 30 gHeu ¢ AaThbl UHUMAEHTA, K KOTOPOMY
OHa oTHocuTcA. B npeTeH3un pomxHO ObiTb

npegcraBneHo onvcaHue Xanobbl B
OOCTaTO4HbIX noApoBHOCTSIX ans ee
paccrnenoBaHus.



The relevant Payment Infrastructure Service
Operator will investigate and respond to the
complaint in writing within 60 days of receipt of the
complaint or additional documents requested by
the relevant Payment Infrastructure Service
Operator. The above procedure will not affect
rights of the parties to apply to court or arbitration.

22.7 Disputes between Participants and the
Settlement Center

Any disputes between a Participant and the
Settlement Center shall be resolved in accordance
with an agreement executed between them.
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CooteeTtcTBytowmin Onepatop ycnyr nnaTtexHomn
MHMPACTPYKTYpbl MPOBEAET paccrefoBaHue U
0acT OTBET Ha NpeTeH3nto B MMCbMEHHOM BUAE B
TeyeHme 60 gHen ¢ gaTbl NONYYEHUSA NPeTeH3nn
UNU nonyyYeHnsa OONOSNHUTENBHbIX AOKYMEHTOB,
3anpoLUeHHbIX cooTBeTcTByOWMUM OnepaTtopom
yCnyr nnaTtexHon WHdpacTpykTypbl. [HaHHas
npouegypa He 3aTparmBaeT MpaBa CTOPOH
o6paTutbCs B cya nnu apbutpax.

22.7 Cnopbl Mexay YyacTHukamn n PacyétHbim
LEHTPOM

JioBble cnopbl Mexay Kakum-rnbo Y4acTHUKOM U
PacyeTHbIM LIeHTPOM NoAnexaTt paspeLueHuto B
COOTBETCTBUW C 3aK/OYEHHbIM MeXay HUMMU
cornalueHuem.



Addendum 1/ NpunoxeHwue 1

Fees for services on collection, processing and provision of information on Transactions carried
out using Cards rendered to the Participants within the Payment System /

Tapudpbl Ha ycnyru no c6opy, o6paboTke 1 npegocTaBneHuto Hdopmauum no Onepauusam c
KapTtamu, okasbiBaeMble Y4acTHUKaM B paMKax niiaTeXXHoM CUCTEMbI

The following tables present the fees for services on collection, processing and provision of information on operations
carried out using Cards rendered to the Participants within the payment system applicable to Domestic Transactions
(including, domestic MoneySend® transfers), other than the fees of the Settlement Center. All fees listed in this
Addendum 1 shall be paid to the Payment System Operator in accordance with the Russia Rules.

B Hmwxecnepyrowmx Tabnuuax npuBeaeHsl Tapudbl Ha yenyru no cbopy, obpaboTke 1 npegocTaBneHnto nHpopmaumm
no onepauuaMm c KapTamu, okasbiBaeMble YyacTHUKaM B pamKax MfaTexHoW CUCTEeMbl, NPUMEHMMbIE K
BHyTpuHaUMoOHanbHbIM onepauunamM (BKroyas BHyTpUHaLMOHaNbHble nepesoabl MoneySend®), kpome Tapudos Ha
ycnyrn PacyeTHoro ueHTpa. Bece Tapudbl, nepedncneHHble B HacTosweM MpunoxeHun 1, AomkHbl ObiTe ynnadeHsbl
Onepartopy nnaTexHown cucteMbl B COOTBETCTBUM C Poccuinckumu npasunamu.

The MasterCard exchange rate as of day of the respective billing report will be applied for conversion of the euro fees
amounts into RUB amounts for billing purposes.

OOMEHHbIN KypcC MactepKapa Ha aeHb COOTBETCTBYHLLEro nnaTexHoro ot4eta 6y,u,eT ncnonb3oBaH AnA
KOHBEpTaLMM TapudoB, BblpaXeHHbIX B €BPO, B DY6J'IVI ONs Lenen BbiCTaBIEHMS CHETOB.

Domestic MoneySend® transfers are subject to these fees.
HacToswue Tapudbl pacnpocTpaHsoTcs, B TOM HiCIe, Ha BHYTPUHaLMOoHarbHble nepesoasl MoneySend®.

1. Fees for services on transmitting to Participants of information regarding Transactions with
Cards/
Tapudbbl Ha ycniyeu rno nepedaye YyacmHukam uHgpopmayuu o6 Onepayusix c Kapmamu

Authorization /
Aemopu3sayus

Table 1A—Issuing Domestic Authorization Transactions (in EUR per Transaction) /

Ta6nuua 1A - ABTopusauus BHyTpuHaumoHanbHbIX onepauui ans AMuTeHToB (B eBpo 3a Onepauuio)

Transaction amount Less than 200 RUB Between 200 and 4,000 Greater than 4,000 RUB

RUB
Cymma Onepauuun MeHee 200 py6nen Ot 200 o 4000 py6nen Bonee 4000 py6nen
Event ID/ Homep cobbiTus TEAT899P TEAT899Q TEAT899R

Event Description / Onucanne
COGbITUI MO YPOBHSIM

Authorization /ABTOpu3auus
Micro Payment Tier/Mukpo-
YPOBEHb M0 nnarexam

Authorization /ABTopr3auus
Mid Payment Tier/CpegHuii
YPOBEHb NO nnaTexam

Authorization /ABTOpr3auus
Macro Payment Tier/ Makpo-
YPOBEHb MO Mrarexam

Transaction Value /

0.004

0.009

0.015

CtoumocTb Onepauuu

Table 1B—Other Services on transmitting to Participants of information regarding non-financial transactions
with Cards related to Domestic Transactions
(Transactions not included in the calculation of Table 1A above) /

Ta6nuua 1B — MNpo4ue ycnyru no nepegayve Y4acTHUKam nHcpopmauum o HepMHaHCOBBLIX onepauusix ¢

KapTtamu, cBfisaHHble ¢ BHyTpuMHauvoHanbHbIMU onepauusammu (Onepauuu, He BKNOYEHHbIE B Tapudbl B
Ta6nuue 1A Bbliwwe)
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Event ID/ Event Description / Unit/ Currency (EUR) /
Howmep OnucaHue cobbiTusi EauHuua BantoTa (eBpo)
cobbITuA

Authorization Declined Maestro or Cirrus / per Transaction / 0.02
2EA2231 .

OTknoHeHHast asTopu3aumsa Maestro unm Cirrus 3a Onepauuio

Authorization Declined MasterCard / per Transaction / 0.02
2EA2241

OTknoHeHHas aBTopusaums MasterCard 3a Onepauuio

Authorization ATM Balance Inquiry Maestro or Cirrus / per Transaction / 0.02
2EA2211

ABTOpM3auusa npu 3anpoce 6anaHca B 6aHkomaTte no Maestro 3a Onepauuio

nnu Cirrus

Authorization ATM Balance Inquiry MasterCard / per Transaction / 0.02
2EA2251

ABTOpK3auusa npu 3anpoce 6anaHca B 6aHkomaTte no 3a Onepauuio

MasterCard

Authorization ATM PIN Unblock Maestro or Cirrus / per Transaction / 0.02
2EA2261

AsTopu3aums npu pasbnokmposke PIN B 6aHkomaTte no Maestro 3a Onepaumio

nnm Cirrus

Authorization ATM PIN Unblock MasterCard / per Transaction / 0.02
2EA2271

AsTopusauus npu pasbnokmposke PIN B 6aHkomaTe no 3a Onepauuto

MasterCard

Authorization ATM PIN Change Maestro or Cirrus / per Transaction / 0.02
2EA2281

AsTopusauus npu nameHenun PIN B 6aHkomaTe no Maestro nnu 3a Onepauuto

Cirrus

Authorization ATM PIN Change MasterCard / per Transaction / 0.02
2EA2291

AsTopu3aums npu nameHeHnm PIN B 6aHkomate no MasterCard 3a Onepaumio

Authorization Advice Maestro or Cirrus / per Transaction / 0.02
2EA1521 .

ABTOpM3aLmoHHoe yBegomneHne no Maestro unu Cirrus 3a Onepauuio

Authorization Advice MasterCard / per Transaction / 0.02
2EA1531

ABsTOpU3aLmnoHHoe yBegomreHmne no MasterCard 3a Onepauuto

2. Fees for Payment Clearing Services /
Tapudbbl Ha ycslyau nnamexHo2o K/upuHaa

Issuing Payment Clearing /
TMnamexHbIl KNUpUH2 0nsi AMumeHma

Table 2A—Issuing Payment Clearing Domestic Transactions Fees (in EUR per Transaction) /

Ta6bnuua 2A — CTOMMOCTb YCIyru NAaTeXXHOro KNUpUHra Anst SMUTEHTOB No BHyTpuHaUMOHaNbHbIM
onepauusm (B eBpo 3a Onepauuto)

Transaction amount

Less than 200 RUB

Between 200 and 4,000

Greater than 4,000

cobbITus

Micro Payment Tier/Mukpo
YPOBEHb M0 nnarexam

Mid Payment Tier/CpenHuii
YPOBEHb Mo nnarexam

RUB RUB
Cymma Onepauum MeHee 200 py6nen OT 200 go 4000 py6nen Bonee 4000 py6new
Event ID/ Homep cobbiTus TELOO02PLOC TEL002QLOC TELOO2RLOC
Payment Clearing / lNMnatexHbin Payment Clearing/ Payment C!earlng/
- MnaTtexHbii KnupuHr
- KnupuHr MnatexHbin KnupuHr
Event Description / OnucaHue Issuer/3MuteHT
Issuer/AmuteHT Issuer/OmuteHT

Macro Payment Tier/
MakpoypoBeHb no
nnarexam

Transaction Value /
CrtoumocTb Onepauum

0.004

0.009

0.015

Table 2B—Other Issuing Fees relating to payment clearing of Domestic Transactions
(Transactions not included in the calculation of Table 2A above) /

Tabnuua 2B — CTOMMOCTb NPOYMX YCIYr NNaTeXHOro KNMpUHra, cBsisaHHbIX ¢ BHyTpuHaLMoHanbHbIMK

onepauusmMmm

(Onepauuu, He BKNIOYEHHBbIE B Tapudbl B Tabnuue 2A Bbiwe)
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Event ID Event Description / Unit / Currency (EUR) /
OnucaHue cobblTus EanHuua Bantota (eBpo)

2EL80012 | Payment Clearing Maestro or Cirrus Issuer ATM - Manual per Transaction / 0.05
Cash/ 3a Onepaumio
MnaTexHbl knupuHr, Maestro nnu Cirrus, OMUTEHT,
H6aHkomar - Bblgaya HanuyHbIx

2EL60012 | Payment Clearing MasterCard Issuer ATM - Manual Cash / per Transaction / 0.05
MnaTexHbih kNupuHr, MasterCard, 3muTeHT, 6aHkomar - 3a Onepaumio
Bblgada Hanum4yHbIxX

2EL80022 | Payment Clearing Maestro or Cirrus Issuer POS - Unique per Transaction / 0.05
Transaction / 3a Onepaumio
MnaTexHbI kNupuHr, Maestro nnu Cirrus, OMUTEHT,
TepmuHan - YHukanoHasa Onepauums

2EL60022 | Payment Clearing MasterCard Issuer POS - Unique per Transaction / 0.05
Transaction / 3a Onepaumio
MnaTexHbih knupuHr, MasterCard, QMUTEHT, TepMuHan -
YHukaneHas Onepauus

2EL80032 | Payment Clearing Maestro or Cirrus Issuer - Credit/Refund / per Transaction / 0.05
MnaTexHbIn knupuHr, Maestro nnn Cirrus, SMUTEHT— 3a Onepauuio
KpeauTt/Bo3BpaT AEHEXHbIX CPEACTB

2EL60032 | Payment Clearing MasterCard Issuer - Credit/Refund / per Transaction / 0.05
MnaTexHbih knupuHr, MasterCard, QMUTEHT - 3a Onepaumio
Kpeant/Bo3BpaT AEHEXHbIX CPEeACTB

2EL80042 | Payment Clearing Maestro or Cirrus Issuer — Payment per Transaction / 0.025
Transaction / 3a Onepaumio
MnaTexHbii Knupunr, Maestro unm Cirrus, SMUTEHT -
Mnarexyas Onepauuns

2EL60042 | Payment Clearing MasterCard Issuer — Payment Transaction | per Transaction / 0.025
/ 3a Onepaumio
MnaTexHbii Knupuhr, MasterCard, AmMuteHT - MNnatexHas
Onepauus

21781052 Payment Clearing Maestro or Cirrus Issuer POS - First % of Transaction 0.3%
Chargeback / value / % ctoumocTtu
MnaTexHbin kMupuHr, Maestro nnu Cirrus, SMUTEHT, Onepauum
TepMuHan - [NepBasi onepaumsi onpoTecToBaHus

2L.Z61052 | Payment Clearing MasterCard Issuer POS - First Chargeback | % of Transaction 0.3%
/ value / % ctoumocTun
MnaTexHbI kNupuHr, MasterCard, QMUTEHT, TepMuHan - Onepauun
MNepBas onepauus onNpoTecToBaHWs

2L.Z80052 | Payment Clearing Maestro or Cirrus Issuer ATM - First % of Transaction 0.3%
Chargeback / value / % ctonmocTn
MnaTexHbIn kMupuHr, Maestro unu Cirrus, OMUTEHT, Onepauum
H6aHkomar - [NepBas onepauns oNpoTecToBaHWA

2L.Z60052 | Payment Clearing MasterCard Issuer ATM - First Chargeback | % of Transaction 0.3%
/ value / % cTtonmocTun
MnaTexHbi knupuHr, MasterCard, 3muTeHT, 6aHkomar - Onepauun
[MepBas onepauyms onpoTecToBaHUs

2781062 | Payment Clearing Maestro or Cirrus Issuer POS - Arbitration % of Transaction 0.3%
Chargeback / value / % ctonmocTn
MnaTexHbIn kMupuHr, Maestro unu Cirrus, OMUTEHT, Onepauum
TepMuHan - ApbuTp. onepauus onpoTecToBaHus

217261062 | Payment Clearing MasterCard Issuer POS - Arbitration % of Transaction 0.3%
Chargeback / value / % ctoumocTtu
MnaTexHbIn knupuHr, MasterCard, SMUTEHT, TepMmuHan - Onepauum
ApbuTp. onepauus onpoTeCTOBaHUs!

217280062 Payment Clearing Maestro or Cirrus Issuer ATM - Arbitration % of Transaction 0.3%
Chargeback / value / % ctonmocTn
MnaTexHbi kKNupuHr, Maestro nnu Cirrus, OMUTEHT, Onepauun
H6aHkomat - ApbuTp. onepaums onpoTecToBaHUst

2L.Z60062 | Payment Clearing MasterCard Issuer ATM - Arbitration % of Transaction 0.3%
Chargeback / value / % ctonmocTn
MnatexHbln kNnpuHr, MasterCard, OMuTeHT, 6aHkoMaT - Onepauuun
ApbuTp. onepauus onpoTeCToBaHUs!

21781072 | Payment Clearing Maestro or Cirrus Issuer POS - Second % of Transaction 0.1%

Presentment /

value / % ctoumocTu
Onepauuun
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MnaTexHbi kNupuHr, Maestro unu Cirrus, SMUTEHT,
TepMuHan - BTtopoe npefcraBnexve

2L.761072 | Payment Clearing MasterCard Issuer POS - Second % of Transaction 0.1%
Presentment / value / % ctonmocTn
MnaTexHbI knupuHr, MasterCard, OMUTEHT, TepMuHan - Onepauun
BTopoe npeacTaBnexve

217280072 Payment Clearing Maestro or Cirrus Issuer ATM - Second % of Transaction 0.1%
Presentment / value / %
MnaTexHbi kKNupuHr, Maestro unu Cirrus, SMUTEHT,
GaHkomar - Bropoe npefcraeneHve

2L.Z60072 | Payment Clearing MasterCard Issuer ATM - Second % of Transaction 0.1%
Presentment / value / %
MnatexHbln kNnpuHr, MasterCard, 9MuTeHT, 6aHkoMaT -
BTopoe npeacTtasnexve

Acquiring Payment Clearing /
TMnamexHbIl KnupuH2 Ansi Ikealipepa

Table 3A—Acquiring Payment Clearing Domestic Transactions Fees (in EUR per Transaction) /
Ta6nuua 3A — Tapudbl Ha NNaTeXHbIW KNUPUHT ANA OKBanMpepoB No BHyTpuHaunMoHanbHbIM onepauusam (B

eBpo 3a Onepauuio)

Transaction amount

Less than 200 RUB

Between 200 and 4,000

Greater than 4,000

RUB RUB
Cymma Onepauum MeHee 200 py6nen OT 200 o 4000 py6nen Bonee 4000 py6nei
Event ID/ Homep cobbiTus TELOO1PLOC TELOO1QLOC TELOO1RLOC

Event Description / Onucaxue
cobbITHA

Payment Clearing / MNnaTtexHbiv
KMUPUHT

Acquirer/3ksaiipep

Micro Payment Tier/Mukpo
YPOBEHb MO nrarexam

Payment
Clearing/TnatexHbin
KIMPUHI
Acquirer/OkBanpep

Mid Payment Tier/Cpeanui
YPOBEHb N0 Nnatexam

Payment
Clearing/TnaTtexHbin
KMUPUWHT
Acquirer/OkBanpep
Macro Payment Tier/
MakpoypoBeHb no
nnaTexam

Transaction Value /
CtoumocTb Onepauuu

0.004

0.009

0.015

Table 3B— Other Acquiring Fees relating to payment clearing

included in the calculation of Tables 3A above and 4 below) /

of Domestic Transactions (Transactions not

Ta6nuua 3B — Tapudbl Ha npoune ycnyrn ana KBanpepoB NNaTeXXHOro KJIMPUHra, CBA3aHHbIe C
BHyTpuMHaunoHanbHbLIMU onepauusMm
(Onepauuu, He BKNIOYEHHbIE B Tapudbl B Tabnuuax 3A Bbile v 4 HUXxe)

Event ID Event Description / Unit / Currency (EUR) /
Onvcaxune cobbiTus EguHnua BantoTa (eBpo)
2EL80011 Payment Clearing Maestro or Cirrus Acquirer ATM - Manual per Transaction / 0.05
Cash/ 3a Onepauuto
MnatexHbIi knupuHr, Maestro unu Cirrus, Oksaiipep,
6aHKomar - Belgaya HanuyHbIX
2EL60011 Payment Clearing MasterCard Acquirer ATM - Manual Cash / per Transaction / 0.05
MnaTtexHbI knupuHr, MasterCard, 3kBavipep, 6aHkomar - 3a Onepauuto
Bblgaya HanuyHbIx
2EL80021 Payment Clearing Maestro or Cirrus Acquirer POS - Unique per Transaction / 0.05
Transaction / MnatexHbI kNMpuHr, Maestro unu Cirrus, 3a Onepauuto
OkBavipep, TepMuHan - YHukanbHasa Onepauusi
2EL60021 Payment Clearing MasterCard Acquirer POS - Unique per Transaction / 0.05
Transaction / MNnaTexHbI knupuHr, MasterCard, Sksanpep, 3a Onepauuto
TepMuHan - YHukansHas Onepauusi
2EL80031 Payment Clearing Maestro or Cirrus Acquirer - Credit/Refund / | per Transaction / 0.05
MnatexHbin knupuHr, Maestro nnu Cirrus, Oksanpep - 3a Onepauuto
Kpeaut/Bo3BpaTt AeHEXHbIX CpeacTB
2EL60031 Payment Clearing MasterCard Acquirer - Credit/Refund / per Transaction / 0.05
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MnatexHbIn knupuHr, MasterCard, Oksavipep- Kpeaut/sosspat
AEHEXHbIX CpeacTs

3a Onepauuio

Presentment / MnaTexHbin knupuHr, MasterCard, Oksanpep,
GaHkomar - Bropoe npegcraBneHune

| % cTtoumocTun
Onepauuun

2EL80041 Payment Clearing Maestro or Cirrus Acquirer — Payment per Transaction / 0.025
Transaction / MNnatexHbi knupuHr, Maestro unu Cirrus, 3a Onepauuio
OkBanpep- MNnatexxHas Onepaums

2EL60041 Payment Clearing MasterCard Acquirer — Payment per Transaction / 0.025
Transaction / 3a Onepaumio
MnaTexHbI kNnpuHr, MasterCard, QkBanpep- MNnartexHas
Onepauusi

2LY81051 Payment Clearing Maestro or Cirrus Acquirer POS - First % of Transaction value | 0.1%
Chargeback / MnatexHbin knupuHr, Maestro unu Cirrus, ! % cTommocTn
OkBavipep, TepMmuHan - NepBas onepaunsi onpoTecToBaHWSA Onepauun

2LY61051 Payment Clearing MasterCard Acquirer POS - First % of Transaction / 0.1%
Chargeback / % cTommocTm
MnatexHbIn knupuHr, MasterCard, Oksavipep, TepMuHan - Onepauun
MepBas onepauusi onpoTecToBaHus

2LY80051 Payment Clearing Maestro or Cirrus Acquirer ATM - First % of Transaction value | 0.1%
Chargeback / MNnatexHbin knupuHr, Maestro nnu Cirrus, | % cTommocTn
OkBsanpep, baHkomar - MNepsas onepauus onNpPoTecToBaHWA Onepauun

2LY60051 Payment Clearing MasterCard Acquirer ATM - First % of Transaction value | 0.1%
Chargeback / | % cToumocTun
MnaTexHbi kNnpuHr, MasterCard, QkBanpep, 6aHkomart - Onepauumn
MepBas onepauus onpoTecToBaHus

2LY81061 Payment Clearing Maestro or Cirrus Acquirer POS - Arbitration | % of Transaction value | 0.1%
Chargeback / MnatexHbin knupuHr, Maestro nnu Cirrus, ! % cTommocTun
OkBaWipep, TepMuHan - ApbuTp. onepauuns onpoTecToBaHUst Onepauuun

2LY61061 Payment Clearing MasterCard Acquirer POS - Arbitration % of Transaction value | 0.1%
Chargeback / NMnatexHbin knupuHr, MasterCard, Oksanpep, | % cTommocTu
TepmuHan - ApbuTp. onepaums onpoTecTtoBaHus Onepauun

2LY80061 Payment Clearing Maestro or Cirrus Acquirer ATM - Arbitration | % of Transaction value | 0.1%
Chargeback / MnatexHbin knupuHr, Maestro unu Cirrus, ! % cTommocTun
OkBavipep, 6aHkomar - ApbuTp. onepaums onpoTecToBaHus Onepauun

2LY60061 Payment Clearing MasterCard Acquirer ATM - Arbitration % of Transaction value | 0.1%
Chargeback / NMnatexHbin knupwuHr, MasterCard, Oksanpep, | % cTommocTu
©6aHkomar - ApbuTp. onepauusi onNnpoTeCcToBaHUSA Onepauun

2LY81071 Payment Clearing Maestro or Cirrus Acquirer POS - Second % of Transaction value | 0.3%
Presentment / MNnatexHbii knupuHr, Maestro unu Cirrus, ! % cTommocTun
OkBavipep, TepMuHan - Bropoe npeacraBneHne Onepauun

2LY61071 Payment Clearing MasterCard Acquirer POS - Second % of Transaction value | 0.3%
Presentment / MnatexHbin knupuHr, MasterCard, Oksavipep, | % cTommocTn
TepMmuHan - Btopoe npegcraenexve Onepauum

2LY80071 Payment Clearing Maestro or Cirrus Acquirer ATM - Second % of Transaction value | 0.3%
Presentment / MnaTexHbin knupuHr, Maestro unu Cirrus, | % cToumocTun
OkBavipep, 6baHkomar - BTopoe npefcraBneHve Onepauun

2LY60071 Payment Clearing MasterCard Acquirer ATM - Second % of Transaction value | 0.3%

Other Payment Clearing Fees /
Tapudbbl Ha nIpoYue ycyau niamexHo20 KupuHaa

Table 4 —Miscellaneous Payment Clearing Service Fee (in EUR per Month) /

Tabnuua 4 —Tapudbl Ha pa3nuyHbie NNaTEéXHbIE KITMPUHIOBbIE YCIYyru (B €BPO B MecsL,)

Domestic Billing Fee Description / Currency (EUR) /
Event ID’s OnucaHue cobbITUs Bantota (eBpo)
2ST6114 Settlement Service Fee Intracurrency / 300

lMnaTa 3a pacyeT naTtexHON KIMMPUHIOBOW No3uuum - Ycnyru no

BHYTPMBaITHLIM pacyeTam
2ST6113 Settlement Advisement Fee—Fax/e-Mail/SWIFT / 240

lMnata 3a npegoctaBneHne wuHpopMauum o [naTtéxHown

KMMPUHroBomn nosuumm no cakcy/e-mail/SWIFT
2ST6119 Settlement Advisement Fee—eService / 120

Mnata 3a npegoctaBneHne wuHgopMauum o [naTtéxHown

KIMVPVHIOBOW NO3WLMM Yepes SMEKTPOHHbIN CepBUC
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