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Foreword to the 2019 amendment

Sincethe publication of the joint2017 Wolfsberg Group, ICC and BAFT Trade FinancePrinciples paperand
appendices much has happenedinthe way of discussion and cooperation between various industry groups in the
spaceof financial crimerelated to Trade Finance.

The fruitful cooperation between the abovementioned three groups has continued and led to the paper you now
have before you, which incorporates two new appendices;one on the subject of Bank to Bank Trade loans (also
known as Fl Trade Loans) and one on Open Account Trade Finance.

BAFT published their paper on Trade called Combating Trade Based Money Laundering: Rethinking the Approachin
August 2017 and in March 2018 the Wolfsberg Group, with the support of the ICC and BAFT, launched a short awareness
video focussed on Trade-Based Money Laundering®.

And finally, inSingapore, the ACIP Public-Private Partnership between the Monetary Authority of Singapore (MAS), the
Commercial Affairs Department of the Singapore Police Force (CAD), Singapore Customs andseverallocal and international
banks published two guidance papersinMay2018 on TBMLandLegal Persons?.

Itis encouragingto see that the focus on preventing and identifying money launderingactivity in global trade has
not onlyincreased over the pastfew years, but that it has shifted away from relyingsolely on the preventative
measures from banks and that this is leading to more cooperation between regulators,law enforcement and banks
(either directly or via industry groups).

As the chair of the Working Group, | would liketo thank its members and supportstaff for their hard work, as well as
the Wolfsberg Group Secretariat, the ICC Banking Commission and BAFT for their support.

Willem Toren

1 Wolfsberg Trade Based Money Laundering awareness video
2 https://abs.org.sg/docs/library/best-practices-for-counte ring-trade-based-money-launde ring. pdf
https://abs.org.sg/docs/library/legal-persons-misuse-typologies-and-best-practice. pdf
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2011 to 2017

The Wolfsberg Group Trade Finance Principles paper and appendices werelastupdatedin 2011.Sincethen regulatory
expectations and a more stringent application of existing regulations have made it necessary to review the paper,
identify where expectations have changed and, therefore, where the basic principles or their application need to be
readdressed.

Since 2011, the Wolfsberg Group has had an increasingly closedialogue with the ICC to see how the principles could
be better disseminated to the ICC membership with a view to raisingand standardisingthe practicelevel of Financial
Crime Compliance (FCC) within the Trade Financeindustry.

At that time, the only other publicly available guidance, which was specific to the United States, was the January 2008
BAFT IFSA “Guidelines for Bank Secrecy Act/Anti-Money Laundering for Trade Services”® and a subsequentMarch 2015
BAFT global update entitled “Guidance for Identifying Potentially Suspicious Activity in Letters of Credit and
Documentary Collections.” #

In discussion with many practitioners at|CC Banking Commission meetings and other industry events, it became clear
that many banks sawthe Wolfsberg Principles paper as beingfor “large global banks” and not for “our smaller, local
banks.” There was alsotheview that ifthe ICC issued a guidance paper or official publication, then many more banks
would see itas importantto followthat guidance.

This led to the formation of the jointICC-Wolfsberg Group Trade Finance Principles Drafting Group in April 2014, with
aremit to redraftand update the Wolfsberg Trade Finance Principles paperin thestyle of ICC guidance, with members
drawn from Wolfsberg Group banks, |CC members globally,as well as BAFTso as to broaden the global perspective as
partof the draftinggroup.

Itis important to note that the core principles havenot changed, nor have the responsibilities of the banks involved
intrade transactionsto havea good knowledge of their customer or instructing party, the business thatthey conduct
and with whom and where they aresituated. Neither has the requirement for banks to followstrictly the regulations
aimed at detecting and preventing Money Laundering, Financing of Terrorists or Terrorist Organisations, committing
or assisting in Bribery and Corruption, evading tax liabilities, the proliferation of weapons of mass destruction and
other financial crimes, or the evading or breaking of sanctions imposed on countries or individuals by competent
authorities changed.

The core principles paper has been expanded to give more detail around what is meant by various risk mitigation
activities, describes thechallenges and limitations faced and also recommends actions thatlaw enforcement, customs
and other government agencies and policy makers still need to address to help the financial services industry meetits
obligations under Financial Crimes Compliance frameworks.

In order to strengthen the description of the control and escalation framework that banks need to have in placein
order to meet the core principles paper’s guidance, the former appendices V, VI and VIl on Control, Escalation and the
Glossary, have been incorporated as sections 2, 3 and 4 of the new Core paper, so that readers do not need to move
between appendix andthe Core paper to understand the guidancegivenin the productspecific appendices.

Itis strongly recommended that practitioners also refer to the other Wolfsberg Group papers inrespect of Customer
Due Diligence (CDD), Correspondent Banking, the use of SWIFTRMAs, and the Risk Based Approach (RBA) all of which
reflect the requirements of regulators and the “International Standards on Combating Money Laundering and the
Financing of Terrorismand Proliferation,” known as the FATF 40 Recommendations. These principlesapply to a Il banks
regardless of sizeand do not requirea bankto have significantelectronic systems to be inplaceto apply them. These
principles arethe basis of what was always considered to be “Good BankingPractice.” Readers should also acquaint
themselves with the BAFT Guidancereferenced above.

3 BAFT (2008), https://baft.org/policy/document-library
“ BAFT (2015), https://baft.org/policy/document-library
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The former Chair of the Drafting Group, Neil Chantry, and the current Chair, Willem Toren, would liketo express their
gratitude to the members of the group for their diligenceand endeavour in bringingthis rewrite to fulfilmentandto
the supportgiven by our teams and the ICC Secretariatstaff.
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Summary and Highlights>

The Trade Finance Principles outlines the standards for the control of financial crime risks (FCRs) associated with
Trade Finance activities. In this paper, the term “financial crime” refers to money laundering (all crimes including
but notlimited to, fraud, tax evasion, human trafficking), bribery and corruption, terrorist financing, the financing of
proliferation of weapons of mass destructionandother related threats to the integrity of the internationalfinancial
system.®

The Trade Finance Principles outlines the role of Financial Institutions (“FIs”) inthe management of processes to:

a. Address therisks of financial crime associated with Trade Finance activities.

b. Aid compliance with national and regional sanctions and embargoes and with the Non-Proliferation of
Weapons of MassDestruction (“NPWMD”) requirements of the United Nations (“UN”).

Itis importantto understand thatthe Core, Control, Escalation and Glossary sections of the core principles paper
aretoberead asa whole with theindividual productand services coveredin the Appendices.

1. Core

1.1 Introduction

1.2 TradeFinancecan bedescribed as the provision of finance andservices by Fls for the movement of goods and
services between two points, either within a country or cross border. Both FIs and Trade Bodies (such as the
International Chamber of Commerce and BAFT), as well as Governments are critical in promoting international
commerceandfreetrade. Fls and Trade Bodies support the timely and efficient movement of goods, documents
and payments, as well as, increasingly, data.

1.3 The Trade Finance activities covered in this paper comprise a mix of money transaction conduits, default
undertakings, performance undertakings andthe provision of specifictrade-related credit facilities.

1.4 Thereis a perceptionthatTradeFinanceisa “higher risk” area of business froma financial crime perspective,
therefore, all FIsinvolved in Trade Finance should have risk policies and controls which are appropriate for their
business. Fls should have an end-to-end FCR management programme, which canbe applied to Trade Finance
and the specific products andtransactions outlined in this paper.

1.5 TradeBased Money Laundering (“TBML”) has become a widely used term. It covers a broad spectrum of financial
and other services, including those financial services referred to as Trade Finance, but also transactional
activities across currentand deposit accounts and payments for example, whichare notinthe purview of Trade
Finance operations of Fls. The detection of unusual and potentially suspicious activities across transactional
activities, should take place via whatever transaction monitoring systems and processes anFl hasinplace, be it
manual or automated. For the purposes of this paper, the scope of TBML is restricted to the Trade Finance

>InSections 1 and 2, Banks and Fls are used interchangeably
®The terms financial crime risk, money laundering or AML may be used interchangeably throughout the paper
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activity represented by the documents contained inthe transactions and supported by the management of the
FCRs related to the specific activities laid outin this paper. This guidanceis based uponthe requirements of the
FATF 40 recommendations and the best practices outlined inthe UK FCA’s Thematic Review TR13/3 0f 2013.

1.6 The majorityof worldtradeis carried outunder “Open Account” terms, whereby the buyer and seller agree to
the terms of the contractand goods are delivered to the buyer followed by a clean or netting payment through
the banking system. Under such Open Account terms, unless the Fl is providing credit facilities, the FI’s
involvementwill be limited to the clean paymentand it willnot generally be aware of the underlying reason for
the payment. As the Fl has no visibility of the transaction, it is not able to carry out anything other than the
standard anti-money laundering (AML) and sanctions screening on the clean or netting payment. If the Fl is

providing credit facilities inrelation to the trade transaction there may be more opportunity to understand the

underlying trade process and financial movements. Further reference to Open Account can be found in
Appendix IV: Open Account.

1.7 This paper will address (through the appendices):

a.

The mechanisms used for the finance of the movement of goods or services across international
boundaries.

b. Standard TradeFinance products:

Documentary Credits (“DCs”, sometimes referred to as Letters of Credit) and Documentary Bills
for Collections (“BCs”). Although DCs and BCs can also be used domestically, this remains prevalent
innon OECDcountries. These standard products have trade related documents (invoices, transport
documents) that are sent through Fls and may be examined by the FI for consistency with the
terms of the tradetransaction. Both these products are governed internationally by sets of rules
of practiceissued underthe auspices of the International Chamber of Commerce (“Rules”).” These
Rules, and the standardinternational banking practice they have created, affect the ways that FIs
are able to apply FCR requirements. The Rules have been reflected in the decisions of courts in
many jurisdictions and they impose court recognised timeframes and behaviour onFls andtrading
parties, related to ensuring how the trade transaction is to be conducted and completed.

Demand Guarantees (Financial and Performance) and Standby Letters of Credit (“SBLCs”) in
relation to Trade Finance.

Open Account Trade as defined for Payables Finance and Receivables Discounting in the ICC
Standard Definitions of Supply Chain Finance8.

Fl Trade Loans, alsoreferred to as Bank-to-bank Trade Loans.

1.8 The paper will notaddress:

a.

Other products and or services associated with Trade Finance, such as newly emerging el ectronic trade
finance solutions or specialised structured |oan-based Trade Finance.

b. Otherrisksthatmaybepresentin Trade Finance.

"The relevant ICCRules are for DCs “The Uniform Customs and Practice for Documentary Letters of Credit (2007 Revision), ICC Publication No.
600” and “The Uniform Rules for Collections, ICC Publication No. 522"
& ‘Standard Definitions for techniques of Supply Chain Finance’ (http://supplychainfinanceforum.org)
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1.9 Forthepurpose ofthis paper Fl relationships are defined as follows:

Customer Relationship (“Correspondent Bank”): The Wolfsberg Group definition of Correspondent
Banking®is “the provision of a current or other liability account, and related services, to another financial
institution, including affiliates, used for the execution of third party payments and Trade Finance, as well
as its own cash clearing, liquidity management and short-term borrowing or investment needs in a
particularcurrency. ACorrespondentBank is effectively acting as its Correspondent's agent or conduit,
executing and/or processing payments or other transactions forthe Correspondent's customers. These
customers may be individuals, legal entities or even other financial institutions. A correspondent
relationship is characterised by its on-going, repetitive natureand does not generally existin the context
of one-off transactions.” Payments can be made by the Respondent Bank via an account held with the
Correspondent Bank, on theinstructions of the Respondent Bank's customers. This type of activity poses
a potential risk from a FCR perspective, as there is reliance on the Respondent Bank initiating payment
to have policies and procedures that articulate appropriate levels of due diligence relating to payment
initiators.

Non-Customer Relationship: A Non-Customer Bank is a FlI that does not have a payment account
relationship, and therefore cannot make third party clean payments through the other Non-Customer
Bank. A Non-Customer Bank, for the purposes of this paper, can only transact documentary credits
(confirmation, negotiationanddiscount), collections and demand guarantees, or SBLCs. The relationship
allows only fora SWIFT RMAX plus (l.e. a Relationship Management Account) capability, wherebythe Fis
agreeonthe messagetypes thatcanbeexchanged relating to a subset of the MT400 message series for
documentary collections and the MT700 series for documentary credits, SBLCs and demand guarantees.
Thus, even though value can be exchanged via the exchange of trade documents, the FCRs are not always
apparent because of the lack of the full view of the payment process. Payment is made via a mutual
Correspondent or Central Bank clearing system. The underlying documents provide evidence of the
transaction, some of which may be verified by reputable third parties, e.g. sea transportcan be verified
through the use of a well-known third party vessel and voyage history database service, or checking
container numbers or voyage details through the International Maritime Bureau, a part of the ICC, in
accordance with aFl’s RBA.

1.10 Product Variations
Therearea number of variations of the core products thatare not covered in this paperand appendices. These
variations put them outside the internationally accepted ICC Rules and therefore any controls that have been
developed fromthe core products to managethe FCR, may notbein place or available as standardised control

processesintheindustry. Itis up toindividual FIs to considerthe FCRinherentin these product variations and
to applysuitable controlsbasedon their RBA.

1.11 Additional appendices maybe developed to reflect the growth of trade and the numerous techniques that have
been and may beintroduced as part of the Trade Finance market.

°See the Wolfsberg Correspondent Banking Principles (2014), http://www.wolfsberg-principles.com/pdf/standa rds/Wolfsbe rg-Correspondent-
Banking-Principles-2014. pdf

Y See the Wolfsberg Guidance on SWIFT Relationship Management Application (RMA) Due Diligence (2016), http://www.wolfsberg-
principles.com/pdf/home/SWIFT-RMA-Due-Diligence. pdf
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2. Parties in Trade Transactions

2.1 ATradeTransaction involves multiple parties. As a general rule, atleastone party to the transaction should be
identified asa customerandsubjectto appropriate due diligence procedures. FIs may applya different | evel of
due diligence depending on the nature of their role in the transaction, according to their RBA. That customer
may be, butis notlimited to, a corporation, Correspondent Bank or anindividual.

2.2 Beingactiveininternational tradefinance notonly requiresthe Fl to obtain a thorough understanding of their
customers’ business model at on-boarding (including their principal counterparties, the countries where these
counterparties are located, the goods or services that are exchanged, as well as the expected annual transaction
volumes and flows), it is becoming more and more apparent that regulators expect that this knowledge,
obtained from customers, is reviewed (where appropriate) in conjunction with information provided during the
actualtradetransactions thatthe customer undertakes with the Fl. This may leadto a greater emphasis on an
active exchange of information between CDD information andtransaction information.

2.3 International Standard Banking Practice recognises that FIs deal with documents and not with transport,
delivery, goods, services, or performance to which the documents may relate. Fls do not getinvolved withthe
physical goods nordo they have the capability to do so. This overarching principle is the basisfor defining what
degree of scrutiny and understanding an Fl can bring to the identification of unusual activity involving a Trade
Financetransaction.

2.4 Relevant stakeholders at both a national and international level (which may include national bodies such as
Governments, Law Enforcement Agencies, Financial Intelligence Units, Regulators, FATF, Export Credit Agencies,
Customs and Excise, Tax Authorities, Port Authorities and businesses such as Shipping Agents and Carriers)
should continue to recognise the need for on-going participation and co-operation in ensuring financial crimeiis
not facilitated through Trade Finance activities.

3. Financial Crime Risks

3.1 Belowaretheelements of FCRs related to Trade Finance transactions that Fls should be aware of:

a. Risks
i Itis recognised thatinternational trade and the processes andsystems thatsupportit, are vulnerable
to abuse for the purposes of financial crime. In recent years, there has been an increasing focus on
these risks for a variety of reasons, including the continued growth in world trade. Furthermore, the
factthatcontrolsintroduced by Fls inresponse to the more traditional money laundering techniques
have become more robust means that other methods to transmit funds may have become more
attractive to criminals.

ii. This paper does not cover Trade Based Money Launderingas definedinthe FATF report on TBML, which
covers multipleareas outside of the scope of Trade Finance. The FATF Reporton Trade Based Money
Laundering®! highlights that problems are not limited to the Trade Finance activities in which Fis are
directly involved, but that any process to move money through the banking system by simple payment
may be manipulated as a means of financing trade in order to disguise the true underlying (and
potentially illegal) activity. The report also highlights the importance on the roles of all stakeholders,
notjustFls,in combating moneylaundering.

1 FATF (2008), http://www.fatf-gafi.org/documents/documents/bestpracticeso ntrade basedmoneylaunde ring. htm|

PUBLIC


http://www.fatf-gafi.org/documents/documents/bestpracticesontradebasedmoneylaundering.html

Trade Finance Principles

The useof Trade Finance to obscure theillegal movement of funds includes methods to misrepresent
the price, quality or quantity of goods. Generally, these techniques rely upon collusion between the
sellerand buyer, sincetheintended outcome from such arrangementsis obtaining a benefitin excess
of what would be expected from an arm’s length transaction. The collusion may arise because both
parties are controlled by the same persons.

iv. The transfer of valueinthis way may be accomplished ina variety of ways whichare described briefly
below:
Method Description

Over Invoicing

By misrepresenting the price of the goods in the invoice and other documentation (stating it at above the
true value) the seller gains excess value as a result of the payment.

Under Invoicing

By misrepresenting the price of the goods in the invoice and other documentation (stating it as below the
true value) the buyer gains excess value when the paymentis made.

Multiple Invoicing This will be harder to detect if the colluding parties use more than one Fl to facilitate the payments and or

By issuing more than one invoice for the same goods a seller can justify the receipt of multiple payments.

transactions.

Short Shipping

The seller ships less than the invoiced quantity or quality of goods thereby misrepresenting the true value
of goods in the documents. The effectis similar to over invoicing.

Over Shipping

The seller ships more than the invoiced quantity or quality of goods thereby misrepresenting the true value
of goods in the documents. The effectis similar to under invoicing.

Deliberate
obfuscation of the
Type of Goods

Parties may structure a transaction in a way to avoid alerting any suspicion to Fls or to other third parties
which become involved. This may simply involve omitting information from the relevant documentation or
deliberately disguising or falsifying it. This activity may or may not involve a degree of collusion between the
parties involved and may be for a variety of reasons or purposes.

Phantom Shipping No goods are shipped and all documentation is completely falsified.

Determining whether cases of over-invoicing or under-invoicing exist (or any other circumstances
where thereis misrepresentation of value) cannot easily beidentified based on the trade documents
alone. Furthermore, it is not feasible to make such determinations on the basis of external data
sources; mostproducts are nottraded in publicmarkets and thereforethereare no publicly available
market prices. Even in transactions involving regularly traded commodities, which are subject to
publiclyavailable market prices, FIs generallyare notin a positionto make meaningful determinations
aboutthelegitimacyof unit pricingdue to the lackof relevant business information, such as the terms
of a business relationship, volume discounting or the specific quality of the goods involved. However,
there may bessituations where unit pricing appears manifestly unusual, which may prompt appropriate
enquiries to be made based on the FI’s RBA.

b. Risk Assessments

Fls should determine their own compliance requirements for Trade Finance using a RBA. The RBA
relates to the steps taken for individual customers or transactions, based on that FI’s analysis of the
risks in relation to the parties involved, the type of transaction, monetary value of the transaction
and other factors that may either increase or reduce the risk of financial crime in any given
transaction. Fls should review these guidelines and incorporate, as appropriate, all or part of them
into their internal processes.

The Wolfsberg Group hasissued general guidance on a RBA'?in relation to Trade Finance.

2 Wolfsberg Statement - Guidance on a Risk Based Approach for Managing Money Laundering Risks (2006), http://www.wolfsberg-
principles.com/pdf/standards/Wolfsberg RBA Guidance (2006).pdf
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ii.  When developing their RBA, Fls should take into consideration countryfactors such as the Corruption
Perception Index, the FATF Deficient Countries list, sovereign and credit risk, country national risk
assessment and the overall FCR environment. FIs should also take into consideration the type of
relationship, such as a Customer relationship or a Non-Customer relationship.

iv. As with their other lines of business, services, and products, FIs shouldapply a RBAto the assessment
and management of riskin relationto Trade Finance.

V. The assessment of risk andapplication of appropriate FCR controls depends on theroleofan Flina
trade transaction. As Trade Finance transactions may involve a number of Fls there will be an
interdependence between theseinstitutions in res pect of their responsibility to conduct underlying
due diligence on their respective customers. A number of these FIs may be correspondents of one
another andtherefore the principles advocated in the Wolfsberg Correspondent Banking Principles!?
arerelevant.

c. Application of Controls

i Fls review trade transactions onanindividual basis, for fraud, sanctions and for unusual and potentially
suspicious activities. Generally transactions are examined for the application of relevant ICCrules and
for whether the documented conditions conform to internationalstandard banking practice and what
is known of the customer.

ii.  The complex, paper based nature of transactions provides a large amount of information about the
parties, goods, and services being transferredand involves scrutiny of the relevant documents. Whilst
certain elements of this process may be automated (e.g. screening of transactions against published
lists of sanctioned entities and individuals), the overall process of reviewing trade documents by its
nature cannot be successfully automated. A combination of automated and manual controls will be
relevantinthe context of AMLand counter-terrorist financing (CTF) efforts.

iii.. Individual FIs will configure their own transaction monitoring programmes accordingly, however it is
difficult for one FI to manage all the FCRs in the end-to-end process given the multiplicity of parties
involved (from producer or exporter to the final buyer).

iv.  The most effective method of identifying terrorist involvement in Trade Finance transactions is for
competent authorities to identify individuals and organisations connected to terrorist activities and
provide suchinformation to Fls ina timely manner. Accordingly, Trade Finance controls, consisting of
screening relevant transaction information against lists of known or suspected terrorists (designated
parties) issued by competent authorities having jurisdiction over the relevant Fl, are relevant in the
context of CTF efforts.

V. Morespecific guidance with regardto the nature and extent of controls that shouldbe applied by the
various Flsin relation to the underlying parties to the transaction and the documentation are set out
in the Control Mechanisms section andinthe appendices. Appendix I: Documentary Credits, Appendix
II: Bills for Collection, Appendix lll: Guarantees and Standby Letters of Credit, Appendix IV: Open
Account Trade, Appendix V:Fl Trade Loans.

13 Wolfsberg Anti-Money Laundering Principles for Correspondent Banking (2014), http://www.wolfsberg -
principles.com/pdf/standards/Wolfsberg-Correspondent- Banking-Principles-2014. pdf
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Documenting Decisions: As part of the application of controls in 3.1 c) above, Fls are expected to have
procedures and processes inplace which allow staff to record the basis of their decision in respect of any
risk indicators or assessments of transaction risks that arise at any stage of a transaction. Fls are also
expected to ensurethatthose comments are kept as part of the transactionaudit trail for review as part of
the control effectiveness and quality assurance processes, as well as evidence for audit and regulatory
purposes.

4. National and Regional Sanctions, Embargoes and NPWMD

4.1 Belowaretheelements of national and regional sanctions, embargoes and the Non-Proliferation of Weapons
of Mass Destruction (“NPWMD”) that FIs should be aware of.

For the purposes of this paper, the following definitions will be used:

PUBLIC

Sanctions: Economicand, ortrade based measures taken bya government or international bodyto promote
foreign policy or national security goals against certain jurisdictions or targeted individuals or entities.
Sanctions canbesectoral, unilateral (imposedby only one country or body on one other country or body),
or multilateral (imposed by one or more countries or bodies on a number of different countries or bodies).

Embargoes: An embargo restricts commerce of exchange with a specified country. An embargo is usually
created as a result of unfavourable political or economic circumstances between nations. The restriction
looks toisolate the countryandcreate difficulties forits governingbody, forcing it to act on the underlying
issue.

NPWMD: This term refers to the prevention of proliferation of nuclear, chemical and biological weapons,
as well as their means of delivery.

Anti-Boycott measures: This term refers to measures undertaken by Fls to ensure that Trade Finance
transactions do notbecome subject to non-sanctioned embargoes designed to isolate or create economic
disadvantages for certain countries where thereis countervailing legislation that they are subject to.

Sanctions
i. There area variety of United Nations (“UN”) and other multilateral and unilateral sanctions and
embargoes in place.

ii. There have also been a series of UN Security Council Resolutions which have inter alia introduced
targeted financial sanctions and or activity based financial prohibitions in respect of certain countries
which relate to the prevention of WMD proliferationand prevention of Terrorist Financing.

iii. Theseareaugmented by:
e Financial sanctions andembargoes that target specificindividuals and entities

e Trade based sanctions: Embargoes on the provision of certain goods, services, or expertise to
certaincountries.

iv. Sanctions that require the embargo of certain goods and services are particularly relevant to the
provision and facilitation of Trade Finance products.
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Application of Controls
i. The controls to be applied in relation to complying with Sanctions, Embargoes and NPWMD include

customer screening (both new and existing customers), transaction screening, payment screening and
documentscreening.

ii. Theapplication of certain existing and appropriate financial crime controls may be considered relevant
for the purpose of complying with national and regional sanctions and embargoes and NPWMD. More
specificguidance withregardto the nature andextent of controls that should be applied together with
a description of the limitations faced byFls, are set out in Section 2 of the Core Principles Paper: Control

Mechanisms.

Documenting Decisions: As part of the application of controls in 4.1 b) above, Fls are expected to have
procedures and processesinplaceto allow staff to record the basis of their decisionin respect of any risk
indicators or assessments of transactionrisks thatarise atany stage of a transaction. Fls arealsoexpected
to ensurethatthose comments are kept as part of the transaction audit trail for review as part of the control
effectiveness and quality assurance processes, as well as evidence for audit and regulatory purposes.
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Challenges

5.1

5.2

53

54

55

5.6

5.7

5.8

One of the most significant hurdles to effective enterprise wide FCR management is the controls on data
protectionandcross borderinformation exchange. Suchcontrolsrestrict the ability of Fls, as parties to a trade
transaction, from accessing the relevant information required for due diligence on other parties. This will
impactupon the effectiveness of transaction monitoringandscreening.

Differing jurisdictional standards may impede global standardisation of due diligence requirements in Trade
Finance transactions. Additionally, differing jurisdictional standards may cause some jurisdictions to have less
stringent FCR controls than others. Such differences can leadto issues in respect of reliance on parties’ systems
and controls to conduct appropriate duediligence.

Differences inthe scope and application of sanctions by various jurisdictions, which may create disparate or
conflicting compliance or legal obligations, may present challenges for Fls rel ating to s pecific transactions and
the assessments of a Customer or Non-Customer Relationship Bank in relationto FCC systems and controls.

Price verification for financial crime control purposes is difficult for Fls. FIs generally are not in a position to
make meaningful determinations about the legitimacy of unit pricing due to the lack of relevant business
information, suchas the terms ofa business relationship, volume discounting or the s pecific quality ofthe goods
involved. Further, many products are not traded in public markets and there are no publicly available market
prices. Even where goods are publicly traded, the current prices may not reflect the agreed price used in any
contract of sale or purchase and these details will not usually be available to the Fls involved due to the
competitive sensitivity of such information.

Dual use items are goods, software, technology, documents and diagrams, which may have both civil and
military applications. Identification of dual use goods in a trade transaction is challenging given their possible
complex and technical nature. While FIs may be in a position to identify obvious dual use goods; corporates,
customers, Customs and export licensing agencies are better able to make this determination.

A FI’s RBA should give guidance and provide regular training to staff involved in relationship management,
transaction processing and any others who are involved in transactions on a regular basis (this should include
Front Office and Middle Office staff involved in the transactions). Guidance and regular training may include
how to perform an analysis of pricing forthose goods wherereliable and up-to-date pricing information can be
obtained, how to identify where a unit price would be seen as obviously unusual and the escalation process that
should befollowed. The same applies to dual use goods. Staff should be aware of dual use goods issues, as well
as the common types of goods which have a dual use and should attempt to identify dual use goods in
transactions wherever possible.

Any methods used to hide the ultimate user of a product (such as through the use of intermediaries or the
ultimate application or use of a product) often presenta FCRinTrade Finance. Transactions involvingmultiple
parties andtransfers of ownership may disguise the true nature of a transaction, where suchinformation may
not be apparentto theFls involved inthattransaction.

Fls need to conduct significant work to ensure that all FCRs are routinely considered while processing Trade
Financetransactions. Staff managingFCR atvarious levels in different departments require continuous training
on how to identify potentially suspicious transactions.

It needs to be recognised that Fls around the world, especially those located in devel oping countries, are at
differentlevels of maturityasfar astheidentification and application of FCR, CDD and Sanctions risks policies
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and the implementation of appropriate mitigation processes required (variations inthe level of sophistication
of FCR systems and processes in Fls can be extreme, even withina single country). AFI’s Risk Based As sessments
of customers andtransactions therefore need to take these countryand regional differences into account when
determining the level of risk mitigation and controls that are required to meet their principal regulators’
expectations. Conversely, regulators need to be cognisant of these variations which will affecta Fl’s risk
mitigation policies and processes to meettherisksintheirgeographical counterparty profile.

6. Recommendations

6.1 Itis recommended that Governments, Fls, Trade Bodies and international Trade Logistics providers work
together to counter the threat of financial crime within Trade Finance. This includes the ability of FIs to
aggregate data freely across borders to identify, detect and prevent Financial Crime. All parties in the public
and private sectors shouldensure that there are clear data information exchange protocols. Inorder to support
the cross border, enterprise wide exchange of informationanddata, co-operation and jointaction is required
by governments and other relevant authorities to ensure that laws relating to data protection data privacy, the
duty of confidentiality and any other relevant | egislation donotimpede the exchange of informationinsupport
of FCR management.

These recommendations include:

a. The provision andmaintenance, by relevant governmentauthorities, of up to date suitably standardised
lists of sanctioned entities and individuals, including appropriate identification data points and other
relevantinformationto facilitate (i) effective screening and searching against customer databases and (ii)
efficient and effective screening of transactions and relevant parties and information by Fls and other
relevant stakeholdersinvolved in the detectionand prevention of Financial Crime.

b. The provisionof details, by relevant government authorities, ina mannerthat can be understood by non-
experts, in respect of products and materials that relateto “Dual Use” goods. These details should ideally
be capable of being integrated into el ectronic processingsystems.

c. The availability of effective “Hel p Desks” withinrelevant government authorities to respond to queries of
a technical naturein relation to sanctions and in particular dual use goods. Such responses must be timely
enough not to impact adversely the FI’s obligations under the trade transaction or to alert potential
perpetrators.

d. Thepublicationby therelevantauthorities of the names of individualsand entities that have been denied
export licences with the reasons for denial or who have been involved in criminal activities (including
corruption) involving Trade Finance.

e. Continuous dialogue between the public and private sectors in relation to the identification and
dissemination of typologies and previouslyused risk indicators inrespect of Trade Finance.

f. The timely provision and maintenance by the authorities of up to date informationin respect of the
patterns, techniques and routes used by criminals and others to launder money, fund terrorism and
breach sanctions in the Trade Finance area, as well as sharing of the typologies and giving feedback in
relation to the SARs filed.
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2. Control Mechanisms

1. Introduction

1.1 The TradeFinance Principles Papersets outthe background to Trade Finance and addresses associated FCRs.

1.2 Appendicesl|, I, lll, and IV, dealing with DCs, BCs, SBLCs, Guarantees and Open Account, set outthe extent to
which Fls alreadyaddress the challenges posed by Financial Crimes Risk, where known, in the context of all the
activities they undertake. Sanctions exist in various forms both nationally and internationally. Some of these
directly concern non-proliferation, weapons of massdestruction and dual use goods.

1.3 This section of the Principles paper highlights the control mechanisms considered most relevant to Fls and
should beread in conjunctionwiththe guidance on FCRs within the Core Trade Finance Principles paper and the
other sections andappendices.

1.4 The Financial Action Task Force (“FATF”) Proliferation Report'*is asignificant reference source. Itidentifies the
important role of a number of stakeholders and acknowledges the difficulties which FIs face in detecting
proliferation financing.

1.5 Itis a requirementthat Fls retain allevidence relatingto FCR decisions madein the processing of all transactions,
which must be kept with the transactionrecords and be readily available for review post transaction completion.

1.6 Riskbased posttransaction reviews and quality assurance processes should be established to determine, within
a reasonable timeframe, if transactions have been appropriately evaluated and riskmanaged both with respect
to Operational risk and FCR requirements, and thatdataina CDD fileis valid and current.

1.7 Fls need to be able to demonstrate that they have robust control review processes and procedures for alert
management in place. This requires that there are records of the decision making process and the review of
thosedecisions being checked and challenged where appropriate.

2. Customer Due Diligence

2.1 Theduediligence processin relationto customers represents animportant control and is one which isexpected
to be enhanced where higher risk circumstances are recognised. Fls will have a RBA in their policies and
procedures around the on boarding and retention of customers. These will reflect, at the very least, the
requirements of FATF Recommendation 10,% the Interpretive Note to Recommendation 10 andanFlI’s primary
regulators’ requirements on CDD.

2.2 CDDfortradeaccount customers, both borrowing and non-borrowing, requires the Fl to have anunderstanding
of the business model, the principal counterparties, the countries where the counterparties are located and
the goods or services thatare exchanged, as well as the expected annual transactionvolumes and flows.

2.3 Dependingon a FI’s RBA and its risk appetite, Enhanced Due Diligence (EDD) may be required where the

countries, products or customers involved are deemed to be High Risk, or where the goods are seen as being
high risk orof a dual use nature.

1@ FATF Proliferation Report (2008), http://www.fatf-gafi.org/media/fatf/documents/reports/Typologies%20Re port%200 n%
20Proliferation%20Financing. pdf
> FATF Recommendation 10, Text of Recommendation and Interpretative Note, http://www.un.org/en/sc/ctc/docs/bestpractices/fatf/40recs -
moneylaundering/fatf-rec10.pdf
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Relevant country, goods and principal counterparty names should be made available to trade processingstaff
so that they can easily checkthat a transaction is within the agreed profile of the customer. A RBA to the
provision of counterparty names should be adopted due to the practicalities for customers with multiple
counterparties.

The CDD processes will be expected to include “feed-back loops” where a trigger eventin a transaction or
normal review process leads to new information or questions about a relationship. This updating of the CDD
profile ensures thattheinformationinthe CDD profileis current. The event reviews mayalsolead to the status
of the relationship with the customer being escalated for decisions related to additional controls being applied
or the exiting of the customer.

Name Screening

3.1

3.2

33

The application of FCC controls provides a good foundation for certain sanctions controls. Fls generally have
screening systems or processes in place, which are designed to match information in processed transactions
againstrelevant lists. This process can be appliedto ensure that the transactions such as those described in the
appendices do notviolate UN or applicable local sanctions against named individuals and entities.

In order to achievethis, Fls need to refer to relevant external sources or subscribe to competentinformation
providers.

Clearly, the effectiveness of this control is dependent upon the availability, accuracy, quality and usability of
the sourcelists which contain the details of target names. Avery substantial practical issue already faced by Fls
is the volume of false hits which can occur in their systems as a result of automated screening. A false hit is
where a partial or unconfirmed match occurs between bank data and the data in the relevant list. A partial
match will occur where target names have similar or common elements with non-targets. An unconfirmed
match, also known as a “False Positive”, would occur if the names match, butinvestigation confirms that the
underlying identities are notthe same.

FIs should have robustinternal list management procedures in place to assist in reducing the numbers of repeat
“False Positive” hits. This is to help reduce the possibility of too many false positives obscuring true positive
hits and causing reviewers to miss actual issues.

4. Activity Based Financial Sanctions

41

4.2

43

Wherethetarget of therelevantsanctionsis indicated by industry, activity, geographical location (not country
specific) or related to a sanctioned entity and not specifically identified by name, it makes any effective
screening of a transaction by Fls exceptionally difficult, regardless of whether automated or manual processes
areused.

FIs should be aware of UN resolutions in relation to the proliferation of nuclear weapons, WMD, Dual Use
Goods andof relevantlocal legislation which translates these into national laws or regulations.

Guidance on this is also issued by FATF and by the relevant authorities in regions where an export licencing
control regime is in place. Other programmes address the more conventional threat from missiles, chemical
weapons and related activity. Available sources include the following:
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a. The Wassenaar Arrangement,'® which has been established in order to contribute to regional and
international security and stability, by promoting transparency and greater responsibility in transfers of
conventional arms and dual-use goods and technologies.

b. UN Security Council Resolution (UNSCR) 1737 (2006)*’

c. FATF Guidanceincluding:

e |Implementation of financial provisions of UNSCRs to counter the proliferation of WMDs (updated
2013)8

e FATF Guidance regarding the implementation of activity-based financial provisions of UNSCR 1737
(October 2007)%°

e  FATF reporton Proliferation Financing (June 2008)%°

e FATF Combating Proliferation Financing: Status Report on Policy Development and Consultation
(February2010)%*

d. Othersupportingdocuments??

FIs should, to the extent possible, use the availableinformation inrelation to parties giving them instructions,
goods and the countries involved. It should, however, be recognised that any practical application of this
informationmay be severelylimited.

As with name screening (3.3), FlIs should have robust list management processes and procedures in place to
assistin reducing the numbers of repeat “False Positive” hits. Thisis to hel p reduce the possibility of too many
false positives obscuring true positive hits and causing reviewers to miss actual issues.

Export Controls

5.1

5.2

53

Itis the commercial counterparties to a trade transaction that, in thefirstinstance, should determine whether
an export licence is required and that should obtain such a licence ifitis required. Fls are generally notin a
position to determine, at any stage in a trade transaction, whether an export licence is required, or whether
the commercial counterparties to the trade have obtained a valid export licence.

The documentationrequiredfor preparing a trade financing arrangement rarely contains a detailed description
of the product, much less information as to whether there are any third-country licencing requirements
attached to the product. Relevant governmentagencies, on the other hand, maybein a positionto determine
the need for any necessary licences and to verify whether they have been dulyobtained.

Where highly structured Trade Finance transactions are concerned, or where EDD is conducted as a matter of
routine, it may be appropriate for the Fls involved to obtain appropriate assurances that export licencing
requirements have been satisfied.

16

http

The Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies,
://www.wassenaar.org/controllists/index. html

7 UN Security Council Resolution (UNSCR) 1737 (2006), https://www.iaea.org/sites/default/files/unsc_res1737-2006.pdf
8 FATF (2013), http://www.fatf-gafi.org/media/fatf/documents/recommendations/Guidance - UNSCRS-P rolif-WM D. pdf
!9 Consolidated with FATF Guidance: The Implementation of Financial Provisions of United Nations Security Council Resolutions to Counter the

Proli

feration of Weapons of Mass Destruction (2013), http://www.fatf-gafi.org/documents/documents/unscr-prolife ration-wmd. htm |

2 FATF (2008), http://www.fatf-gafi.org/media/fatf/documents/reports/Typologies%20Report%200n%20Prolife ration%20Financing. pdf
ZEATF (2010), http://www.fatf-gafi.org/media/fatf/documents/reports/Status-report- pro life ratio n-financing. pdf
2 http://www.iaea.org/DataCenter/index. html
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6. Limitations

6.1

6.2

6.3

The challenge facing Fls in their efforts to put in place suitable controls aimed at preventing or discovering
financial crimein their trade finance business is considerable, particularly inrelation to activity based financial
sanctions. Thefollowing points are especially relevant.

a. Payments made through Fls in support of Open Account trade (which accounts for approximately 80% of
all internationaltrade) can onlybe screened by reference to the disclosed name data.

b. Thesuccessful facilitation of international trade relies on the adherence to recognised international banking
standards. Followinginitial CDD and once a customer transaction has been accepted and initiated, the
remaining activities conducted by the participating FIs need to be completed within relevant specific
timeframes.

c. Information or details withinthe documentation presented to FIs may beinsufficient to disclose the exact
nature of the transaction. Many trade transactions are only a part of arelated chain of transactions and the
Fls involved will have a view forthat transactiononly. Provided that there are no alerts that would indicate
an issue with the transaction, a FI would continue with the transaction if it met the requirements of the
customer CDD profile.

d. When handling BCs, in particular, a detailed examination of documents accompanying the BC is not
possible. Thisis fundamentally differentto the position under DCs, SBLCs, and Guarantees. This is because
thereis noinitiating documentina BC transaction as thereisin a DC or Guarantee or SBLC transaction (refer
to Appendix116.5.b.)

e. Countries known to be involved directly may be named in sanctions, but countries which are technology
producers or are “diversion risk’ countries used for the transit or re-export of goods may well not appear
onanywarning lists.

f. Theclarityof any additional information derived from a sanction screening hitor a FC riskindicator review.
Often the information is ambiguous or contradictory. (Refer to Challenges and Recommendations in this
paper).

Interpretation of “dual use” requires a degree of technical knowledge that DC, SBLC, and Guarantee Fl staff
cannotbeexpected to possess. Inaddition, goods descriptions may appear in the documents using a wording
which does not allow theidentification of such goods as “dualuse.” Regardless of the details in the information
sources, without the necessary technical qualifications and knowledge across a wide range of products and
goods, the ability of a Fl to understand the varying applications of dual use goods will be virtuallyimpossible.
It would be impracticable for FIs to employ departments of specialists for this purpose as in doing so they would
need to replicate comprehensive scientificresearch facilities.

FIs are only one of the relevant stakeholders. Whilst Fls are a primary conduit for the movement of funds,
substantial participation from other key stakeholders is required in order to provide an effective deterrence
effortand toaid thedetection or discovery of the relevant targetsin this area.
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3. Escalation Procedures

1.

Introduction

11

1.2

The Trade Finance Principles Papersets out the background to Trade Finance and addresses FCRs.

This section provides guidance on the specific application of controls by Banks?® in the context of escalation
procedures.

Three Lines of Defence

2.1

2.2

23

2.4

Banks involved in a trade transaction should ensure that they are cognisant of the Three Lines of Defence model,
andthattheyimplementthe model in accordance with their RBA.

The firstline of defence refers to business operations. Specifically, businesses are responsible for ensuring that
a riskand control environment is established as part of day-to-day operations. Line management should thus
be adequately skilled to create riskdefinitions and perform riskassessments. Thefirst line of defence provides
management assurance and informs business governance committees, by identifying risks and business
improvement actions, implementing controls andreporting on progress.

The second line of defence refers to the oversight functions. The oversight functions set company boundaries
by drafting andimplementing policies and procedures. They are also responsible for guidance and direction for
implementing their policies and for monitoring their proper execution. They provide oversight over business
processes and risks.

The third line of defence refers to internal audit. Therole of the thirdline of defenceis to provide independent,
objective assurance, as well as consultingactivities designedto add value andimprove a company’s operations.
They help the company to accomplish its objectives by bringing a systematic, disciplined approach to evaluate
and improve the effectiveness of risk management, control and governance processes.

2 Within this appendix, reference to Banks rather than Fls will be used given the need to refer to Banks in an accepted technical context in relation
to Escalation Procedures
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3. Application

3.1 Toapplythethreelines ofdefence model into their Trade Finance business, FIs may adopt the followingmodel:

Level 1 Detection

FirstLineof
Defence N

Level 2 Investigation

Second Line of

Defence Level 3 Escalation Authorities

The independent and objective Third Line of Defence will periodically review the es calation process.

3.2 Fortheapplication of the threelines of defence model inTrade Finance, banks can build on existing transaction
processestoaddinatkey pointsasdescribedin Appendices|, [l and Ill. Ateach stage of an intervention, the
decision torefer or continue andthe rationale needs to berecorded and kept on file. Details of the escalation,
thereview and decisionrationale and action are kept for all stages ofthe escalation process up to and including
the decision at Level 3 to record as an Unusual Transaction Report (internal record or however named) or to
filea Suspicious Activity Report (SAR or STR) with the relevant Authorities.
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4. Glossary

1. Terms

1.1 This sectionisa glossary of selected terms used generally inTrade Finance and inthis Trade Finance Principles
Paper:

PUBLIC

Acceptance: Theact of giving a written undertaking on the face of a usance bill of exchange or draft, to pay
a stated sum on the maturity dateindicated on the bill of exchange. If an acceptanceis created by a Bank,
itis known as a Bankers Acceptance. If itis accepted by a corporate entity it is known as a Trade Acceptance.
In Bills for Collection, documents of title to shipped goods are typically exchanged for a usance bill of
exchange that has been accepted by the drawee (trade acceptance) when documents are sent using
Documents against Acceptance (D/A) terms.

Account Payable: A legally enforceable liability to a creditorrecordedin the balance sheet, usuallyarising
from purchases of goods and services onan open account basis and evidenced bya received invoice due to
be paid withinan agreed timeframe.

Account Receivable: Alegally enforceable claim for payment held by a business entityagainstits customer
for goods supplied or services rendered in execution of the customer's order, and recorded on the balance
sheet. Such claims generally take the form of invoices raised by a business and delivered to the customer
for payment within an agreed timeframe.

Advising: The act of conveying the terms and conditions ofa Documentary Credit, Guarantee or SBLC to the
beneficiary.

Advising Bank: The Advising bankis a Correspondent Bank or a Non-Customer Bank of the issuing bank,
usually located in the beneficiary’s country. Itis the bank nominated in the DC to authenticate and advise
a DC, SBLC or Guaranteeto the Beneficiary inaccordance with the requirements of ICC Rules.

Amendment: An alteration to the terms ofa Documentary Credit or SBLC or Guarantee. Amendments must
be issued by theissuing bankandadvised to the beneficiary.

Anchor Party: A party, usually a large buyer, who facilitates a buyer-led supply chain finance programme
for its suppliers and whose credit risk is the economic basis of the finance provided. It is also used to
describea large seller which orchestrates a programme of Receivables Purchase financings in relationto its
customers.

Anti-Boycott measures: This term refers to measures undertaken by FlI’s to ensure that Trade Finance
transactions do notbecome subject to non-sanctioned embargoes designed to isolate or create economic
disadvantages for certain countries, where thereis countervailing legislation that they are subject to.

Applicant: The personor entity who applies to their bank to issue a Documentary Credit, SBLC or Guarantee.
Inthe majority of DCsissued, the applicantis a buyeror importer of goods orservices.

Back-to-Back Credit: A Documentary Credit issued against the security of another Documentary Credit
(master credit) on the understanding that reimbursement will stem from documents eventually presented
under thefirst credit (master credit) issued. It follows therefore that each side of a Backto Back transaction
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covers theshipment of the same goods although price differentialsin the goods or services will exist since
this is usuallywhere the beneficiary of the Master credit makes a profit.

BAFT: (The Bankers Association for Finance and Trade) is a leading international financial services trade
association whose membership includes a broad range of financial institutions throughout the global
community. BAFT helps bridge solutions across financial i nstitutions, service providers and the regulatory
community that promote sound financial practices enabling innovation, efficiency, and commercial
growth. As a worldwide forum for analysis, discussion, and advocacy in international financial services,
BAFT engages on a widerange of topics affecting transaction banking, including Trade Finance, payments,
and compliance. BAFT member banks provide leadership to build consensus in preserving the safe and
efficient conduct of the financialsystem worldwide.

Beneficiary: A payee or recipient, usually of money. A party in whose favour a DC, SBLC or Guarantee is
established. The beneficiary is usually the exporter or seller of the goods orservices.

Bill for Collection (BC): Documents (including a Bill of Exchange or Draft) submitted through a bank for
collectionof payment from the drawee, alsoknown as a Documentary Collection.

Bill of Exchange or Draft: A written unconditional order to pay, addressed by one party (the drawee) to
another, signed by the party giving it (the drawer), requiring the drawee to pay the drawer a specified sum
of money, on demand or atfixed or determinable future time.

BPO: Bank Payment Obligationisanirrevocable undertaking by a bank to makea paymentas specifiedin
an agreed baseline of an electronic trade transaction made in accordance with the ICC BPO Rules,
Publication 750E, inan approved TMA supplied controlled system.

Clean Payment: Used to describe a payment which is handled without the presence of any underlying
commercialdocuments.

Collecting Bank: In Bills for Collectionsitisthe Bankinthe drawee’s (buyer’s) country thatisinstructed to
collect payment fromthe drawee.

Collection Order: Form submitted, with documents, to the remitting bank bythe principal or exporter with
his instructions. Also known as Collection Instruction.

Connected Party: Person or entity that has some connection with the customer through having mutual
managers, directors, owners, partners etc.

Confirm or Confirming: Act of a bank, other than the issuing bank, assuming the liability for payment,
acceptance or negotiation of conforming documents presented under a Documentary Credit or SBLC.

Confirming Bank: Bank acting on the nomination of the issuing bank to act as the paying, accepting and
paying on due date against conforming documents submitted by the beneficiary.

Contingent Liability: A liability that arises only under specified conditions, e.g. when a bank opens a DC,
SBLC or guaranteeitincurs an obligationto make a future payment on condition that a conforming demand
for paymentis made under such DC, SBLC or Guarantee by the beneficiary.
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Credit: Where a bank lends moneyor assumes a contingent liability (thatis providinga credit facility).

Default undertaking: Anirrevocable obligationmade by a bank to make a paymentshoulda named party
fail to carry out or complete a stated activity within or by a specified time or dateand in accordance with
the stipulated documentary requirements to fulfil the claim for payment.

Dilutions: are every situation that may reduce the value of an outstanding invoice except default by the
debtor. Typical causes arereturns, credit notes, commercial disputes etc.

Disclosed or undisclosed: A situation when a finance provider undertakes a transaction such as a
receivables purchase it may or may not be advised to or disclosed to the underlying debtor. Undisclosed
might be describedas Confidential or Non-Notificationas in Confidential or Non-Notification Factoring.

Discounting: Act of purchasing or prepaying an accepted bill of exchange or documents presented under
Documentary Credit.

Discrepancy: Any deviationfrom the terms and conditions of a Documentary Credit, SBLC or Guarantee, or
frominternational standard banking practice orany applicable ICC rules found in the documents presented
there under, or any inconsistency between the documents themselves.

Documentary Collection: See Bill for Collection (BC).

Documentary Letter of Credit (DC): Is a written undertaking by a bank (issuing bank) given to the seller
(beneficiary) attherequest of the buyer (applicant) to pay a stated sum of money against presentation of
documents complying with the terms of the credit within a set time limit. There are three types of
commercial DC: Sight DCs, Acceptance DCs and Deferred Payment DCs (the |atter two types are often
referred to as “Usance DCs” whereby payment is to be made at a date determined by the terms of the
credit, e.g.: 120 days after Bill of Lading Date. A Deferred Payment DC is similar to an Acceptance DC except
that no Bills of Exchange or drafts are presented or accepted. The issuing bankis responsible to make
payment on the Due Date.

Documents against Acceptance (D/A): Instructionusedin Bills for Collection for documents to be released
to the drawee in exchange for the drawee’s acceptance of the Bill of Exchange, Draft or an irrevocable

promiseto pay ata determinable future date.

Documents against Payment (D/P): Instruction usedin Billsfor Collectionfor commercial documents to be
releasedto the draweein exchange for payment.

Draft or Bill of Exchange: Afinancialdocument evidencing a demand for payment of a stated sum of money.
(seeBill of Exchange above).

Drawee: The party from whom paymentis expected.
Drawer: The party who is demanding payment.

Due Date: Maturity date for payment.
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Due Diligence: the risk based process for identifying and knowing the customer; the risk based controlsin
relation to parties who may not be customers. Requires gathering and storing of information about the
company, the managers, owners and beneficial owners (silent partners)if any, trading partners, countries
and goods or services traded.

Enhanced Due Diligence: Additional level of questioning required to be answered where initialinvestigation
of a customer or potential customer or counterparty has raised issues related to “risk indicators” or where
the RBA of the firm has identified that further CDD information is required to satisfy the requirements to
fulfil adequate due diligencein relation to that customer.

Embargoes: An embargo restricts commerce of exchange with a specified country. An embargo is usually
created as a result of unfavourable political or economic circumstances between nations. The restriction
looks to isolate the countryandcreate difficulties forits governingbody, forcing it to act on the underlying
issue.

Export Licence: A permit, either electronic or on paper, issued by a government department or licensed
body, including customs agencies, allowing the export of controlled items under stated conditions. Also
used in general when a countryhas Foreign Exchange controls.

FATF: The Financial Action Task Force (FATF) is an inter-governmental body established in 1989 by the
Ministers of its Member jurisdictions. The objectives of the FATF are to set standards and promote effective
implementation of legal, regulatory and operational measures for combating money laundering, terrorist
financingand other related threats to the integrity of the international financial system. The FATF is
therefore a “policy-making body” which works to generate the necessary political will to bring about
national legislative and regulatoryreformsin these areas.

The FATF has developed a series of Recommendations that are recognised as the international standard

for combating money laundering and the financing of terrorism and proliferation of weapons of mass
destruction. They form the basis for a co-ordinated response to these threats to the integrity of the
financial system andhelp ensure a level playing field. Firstissued in 1990, the FATF Recommendations were
revisedin 1996,2001, 2003, and most recently in 2012 to ensure that they remainup to dateandrelevant,
andtheyareintended to be of universal application.

Financial Crime: Any criminal activity that involves the financial system or the use of money or anything
thatis of value,inorderto perpetrate or assistin the perpetration of a criminal activity.

FCR (FCR or FCrisk): Are the risks associated with criminal activities involving the financial system. These
risks areidentified by a bank’s risk assessment of its business and are then managed by the application of
the risk control framework the bank uses to mitigate those risks.

Guarantee: An undertaking by a bank to make payment to a named beneficiary against a formal complying
claimthatanother named party has failed to perform a specifiedaction

Guarantor: The bankissuing the Guarantee

International Chamber of Commerce (ICC): ICCis the world’s largest business organization with a network
of over 6.5 million members in more than 130 countries. ICC works to promote international trade,
responsible business conduct and a global approach to regulation through a unique mix of advocacy and
standard setting activities —together with market leading dispute resolution services. ICC's members


http://www.fatf-gafi.org/publications/fatfrecommendations/documents/internationalstandardsoncombatingmoneylaunderingandthefinancingofterrorismproliferation-thefatfrecommendations.html
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include many of the world’s largest companies, SMEs, Business associations and local chambers of
commerce.?*

Import Licence. A permit, either electronic or on paper, issued by a government department or licenced
body, including customs agencies, allowing the import of controlled items under stated conditions. Also
used in general when a countryhas Foreign Exchange controls.

ISP98: The International Standby Practices ISP98, ICCPublication No. 590.

Issuing Bank or Issuer: The bank that opens a Documentary Credit or SBLC or Guarantee attherequest of
its customer, theapplicant.

Letterof Credit (LC): Common parlance term. See Documentary Credit.

Negotiation: DCs: The purchase by a nominated bank of drafts (drawnon a bank otherthanthe nominated
bank) or documents under a complying presentation under a Documentary Credit, by advancingor agreeing
to advance funds to the beneficiary on or before the banking day on which reimbursement is due to the
nominated bank.

Negotiation: BCs: The purchase or discounting of the Bill of Exchange or Draft of a Collection by the
Remitting Bank.

Network banks: Are non-customer banks and have no accounts, facilities or dedicated Relationship
Manager. They are sponsored by a global line of business and interactions are limited to document
exchanges and restricted SWIFT RMA message i nteractions. The settlement of any transaction is decoupled
fromthe document exchange andalways madevia a customer bank.

NominatedBank: Abank requested to carry outa specified actionin accordance with the UCP or ISP 98.

NPWMD: This termrefers to the prevention of proliferation of nuclear, chemical, and biological weapons,
as well as their means of delivery.

Opening Bank: See Issuing Bank.

Payables finance: A SCF technique provided through a buyer-led programa within which sellers in the
buyer's supply chain are able to access financ by means of Receivables Purchase. The technique provides a
seller of goods or services with the option of receiving the discounted value of receivables (represented by
outstandinginvoices) priorto their actual due dateand typically at a financing cost aligned with the credit
risk of the buyer. The payable continues to be due by the buyer untilits due date.

Performance risk: The risk associated with a party’s ability to meet its obligations under a contract, in
particular to procure, manufacture and ship goods, or provide services in a timely fashion according to
quality standards.

Physical Supply Chain: Aterm used to describe the totality of the organizations, systems, people, activities,
information, andresources involvedin moving a product or service from supplierto a buyer.

2 Definition from www.iccwbo.org
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Presentation: In Documentary Credit, SBLC and Guarantees, itis either the delivery of documents under a
Documentary Creditand SBLC or Guarantee to theissuing bank or guarantor or to the nominated bank, or
the documents so presented. InBill for Collection, it is the act of a collecting bank, performingin the capacity
of presenting bank, which contacts the drawee for payment oracceptance in accordance with the collection
instruction.

Presenting Bank: Under Documentary Credit SBLC and Guarantees, itis thebank that presents drafts and
or documents or a claim for payment. In Bill for Collection, itis the collecting bankthat makes presentation
to thedrawee.

Principal: Aterm used in BCs that means the party entrustingthe handling of a collectionto a bank.

Receivable: The amount due from a Debtor or Obligor to a Creditor. This includes, but is more extensive
than trade-related Account Receivables and for instance covers the amount due under a Negotiable
Instrument.

Receivables Discounting: A defined SCF technique herein andis a form of Receivables Purchase, flexibly
applied, in which sellers of goods and services sell individual receivables or numbers of receivables
(represented by outstanding invoices)to a finance provider ata discount.

Receivables Purchase: An agreement between a finance provider and a client (supplier) to cover the
purchase of individual or a portfolio of receivables.

Red Flag: So called from FATF and US Treasury typologies. Event triggers or indicators that are used to
identify when a review or escalation activity needs to take place. Firms identify, (through their RBA
processes, activities, data, or riskindicators) their own risk indicators for transactions, enhanced CDD
requirements and escalation points. (For further reference; please see the BAFT issued Guidance for
Identifying Potentially Suspicious Activity in Letters of Creditand Documentary Collections, March 2015)>.

Reimbursing Bank: The bank nominated by the DC issuing bank that will pay the value of the DC to the
negotiating/paying bank.

Related Party: Person or entity thatis a subsidiary, associate, that has a relationship to the customer that
isnotatarm’slength.

Relevant Party: Person or entity thatis identified as appropriate to carry enhanced due diligence screening
when the name appears in related documents or in research activities during the on boarding or review
processes.

Remitting Bank: Aterm used in BCs that means the bank to which the principal has entrusted the handling
of a collection.

RBA (RBA): The RBA relates to the steps taken for individual customers or transactions, based on that Fl’s
analysis of the risks in relation to the parties involved, the type of transaction, monetary value of the

% BAFT (2015), https://baft.org/policy/document-library
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transaction and other factors that may either increase or reduce the risk of financial crime in any given
transaction. The WolfsbergGrouphasissuedgeneral guidance on a RBA?®in relationto Trade Finance.

- Sanctions: An official order, such as, but not limited to, the stopping of trade, which is taken against a
countryinorderto makeitobeyinternational law.

- Schedule: Theremitting, negotiating, presenting bank's | etter covering bills of exchange and or documents
sent to the collecting or issuing bank, which lists the documents attached and gives collection and or
paymentinstructions. In BCs thisis also known asthe Collection Instruction.

- Screening: Processes, usually automated, whereby lists of names, entities, persons or countries derived
from various official sanctions or prohibited persons lists are used to identify possible fraud, sanctions or
other concerns with respect to a relationship or transaction.

- Sight: Atermusedto meanimmediate payment. Abill of exchange or draft payableatsightis payable on
presentationto thedrawee, i.e.on demand.

- Standby Letterof Credit: Awritten undertaking by a bank (issuing bank) atthe request of the applicant, to
issueanirrevocable undertaking infavour of a named beneficiary.

- Supply Chain Finance: The use of financing and risk mitigation practices and techniques to optimize the
management of the working capital and liquidity invested in supply chain processes and transactions. SCF
is typically applied to open account trade and is triggered by supply chain events. Visibility of underlying
trade flows by the finance provider(s)is a necessary component of such financing arrangements, which can
be enabled by atechnology platform.

- SWIFT: The Society for Worldwide Interbank Financial Telecommunication, headquartered in Belgium, is a
global member-owned cooperative and is the world’s leading provider of secure financial messaging
services.

- SWIFTRMA: The RMA (Relationship Manager Application) is a messaging capability that enables members
of the SWIFT network to exchange messages over the network. The use of RMA is mandatoryfor sending
and receiving any SWIFT message. RMA Plus: Is a more restrictive arrangement allowing banks to limit the
message types that can be exchanged between “correspondent network banks” .’

- Trade Based Money Laundering: Trade Based Money Laundering (“TBML”) has become a widelyused term.
It covers a broad spectrum of financial and other services, including those financial services referred to as
Trade Finance, butalso transactional activities across currentand deposit accounts, payments etc., which
arenotinthe purview of Trade Finance operations of Fls. Typologies given by regulators in respect of TBML
often describein detail the use of “"Funnel Accounts” as a part of a TBMLtypology. Detection of such funnel
account operations may only be discovered by a bank’s account activity monitoring systems and
programme, and rarely through the trade transactions activity. Often the funnel accounts are notin the
trade financing bank, with transfers of money from funnel accounts being made against false invoices or
processes to bringthe money intothe account of the trade relationship in order to fund the legitimate trade

% Wolfsberg Statement - Guidance on a Risk Based Approach for Managing Money Laundering Risks (2006), http://www.wolfsberg -
principles.com/pdf/standards/Wolfsberg RBA Guidance (2006).pdf

2 See the Wolfsberg Group’s “Guidance on SWIFT Relationship Management Application (RMA) Due Diligence” paper (2016),
http: //www.wolfsberg-principles.com/pdf/home/SWIFT-RMA-Due-Diligence. pdf
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transactions of the trading company. Often the trading company will have been taken over by the money
launderers to facilitate the layering process.

Transaction Monitoring: Process, either automated or manual, that is post transaction, whereby
transactions are reviewed and assessed to identifyif there are any suspicious or unusual activities or
patterns inthe customer’s behaviours.

Transferable Credit: Permits the beneficiary to transfer all or some of the rights and obligations under the
Documentary Credit to one or more second beneficiaries. Notall DCs are transferrable. In orderfor a DC to
be transferrablethere mustbea “Transfer clause” in accordance with the UCP, clearlynoted in the text of
the credit or by using the correct SWIFT message type, MT 720, 721.

TMA: Transaction Matching Application is an independent el ectronic system operating a message platform
in compliance with ISO 20022 which has transaction matching algorithms defined to manage a trade
transaction in purchase order detail so thatthe sellerand buyer can be confidentthatthe order as placed
is fulfilled. Abankor banks may addtheir Bank Payment Obligation to the transactions to provide certainty
of payment. An example of a TMAisthe SWIFT TSU (Trade Service Utility) provided as a service to member
banks.

UCP 600: ICC publication, Uniform Customs and Practice for Documentary Credits (2007 revision).

Unexplained Third Party: Person or entity that appearsinatransaction or paymentinstruction where there
has been no previous identification of that person or entity in the structure or documentation relating to
the transaction.

URC 522: ICCpublication, Uniform Rules for Collections (1995 revision).

URDG 758:ICC Uniform Rules for Demand Guarantees.

URC 725: Uniform Rules for Bank to Bank Reimbursements.

Usance Bill: A Bill of Exchange (draft) which allows the drawee a term or period of time before payment
(this periodis alsocalled usance). Thetermis usually stated indays (e.g. 30 days)andstarts either from the
date of the bill (e.g. 30 days date), from the date of shipment, or from sight by the drawee (e.g. 30 days
sight) whichinpractice means from the date of acceptance.

Waive: To relinquisha right; used in BCs with charges and orinterest to be collected from the drawee; used
inrelationto DCs where theissuing bank agrees to pay for documents presented after waiving the presence
of discrepanciesinthe documents.

With or without recourse:inthe case of ‘with recourse’ financing, the finance providerrelies on the seller
(of a receivable claim) for any shortfall in the event of non-payment. In a 'without recourse’ facility or
agreement, the finance provider relieves the seller of any further liability for the dentand accepts the entire
creditrisk of non-paymentitself.



PUBLIC

Trade Finance Principles

Wolfsberg Group: The Wolfsberg Group is an association of thirteen global banks which aims to develop
frameworks and guidance for the management of FCRs, particularly with respect to Know Your Customer,
Anti-Money Laundering and Counter Terrorist Financing policies. The Wolfsberg Group consists of the
following financial institutions: Banco Santander, Bank of America, Bank of Tokyo-Mitsubishi UFJ, Ltd,
Barclays, Citigroup, Credit Suisse, Deutsche Bank, Goldman Sachs, HSBC, JPMorgan Chase, Société Générale,
Standard Chartered and UBS.

Working Capital: The financial resources invested by a business infinancingits current trading operations
usually expressed as the difference between Current Assets (receivables, inventory and operating cash
balances) and Current Liabilities (payables andshort term debt).
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Appendix I: Documentary Credits

1. Introduction

1.1 TheTradeFinance Principles Papersets out the background to Trade Finance, as defined in Section 1 of the Core
paper of this document, and addresses associated FCRs. The paper alsocomments on the application of controls
in general and makes some observations on the subject of future co-operation between relevant stakeholders.

1.2 This appendix provides guidance on the specificapplication of controlsby Banks?® in the context of Documentary
Credits (DCs). It is intended to reflect standard industry practice. In order to fully illustrate these controls the
appendix uses a simplifiedscenario andthen describes in some detailthe control activities applied by the Banks
involved. Where appropriate, any variations on the simplified scenariowill be addressed.

1.3 The controlsfallintothe following categories:

a. Due Diligence: Definedin this paper as:
e theriskbased process for identifying and knowing the customer;
e theriskbased controlsinrelation to parties who maynot be customers.
Given therange of meanings, reference willbe made as necessaryto appropriate risk based checks.

Each bank’s established CDD policies should designate which party to a trade transaction is the customer
andthereforesubject to the bank’s due diligence process. Itis not the res ponsibility of the bankto perform
duediligence on all parties to a trade transaction. (Referto Section 2.1 of the Trade Finance Principles, Core
Paper).

Banks should have risk based policies and procedures covering CDD, whereby all customers of the bank,
which includes correspondent banks, will be subject to the bank’s CDD procedures. Due diligence
information should be made available to all areas handling Trade Finance customers and transactions, to
enable them to understand the customer profile (including expected activity) and identify potential
suspicious activity.?

b. Review: Defined asanyprocess (whether manual or automated) to review relevantinformation available
in a transaction relating to the relevant parties involved, documents and data presented and instructions
received. Certain information can, and should, be reviewed and checked before transactions are allowed
to proceed.

Reviewing activity, as described in this paper, equates to document checking where the documents and
their contents are checked for conformity. Appropriate FCR checks should be done based on the
information in the documents, transaction details and relevant information from the CDD profile.
References to “review cycle” relate to the customer CDD review process whereby the relationship as a
wholeis “reviewed” on an agreed cycle, typically a oneto threeyear cycle dependent upon the bank’s risk
assessment of the customer.

2 Within this appendix, reference to Banks rather than Fls will be used given the need to refer to Banks in an accepted technical context in relation
to DCs

2 BAFT: Guidance for Identifying Potentially Suspicious Activity in Letters of Credit and Documentary Collections (2015),
https://baft.org/policy/document-library
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c. Screening: Processes, usually automated, whereby lists of names, entities, persons or countries, derived
from various official sanctions or prohibited persons lists are used to identify possible fraud, sanctions or
other concerns with respect to a relationship or transaction.

1.4 Transaction Monitoring: Defined as any activity to review completed or in progress transactions for the
presence of unusual or potentially suspicious features. For Documentary Trade transactions, it should be
recognised that it is difficult, if not impossible, to introduce any standard patterning techniques in relation to
transaction monitoring processes or systems. Thisisdue tothe range of variations which are presentevenin
normal trading patterns. The significant presence of paper documentsinthis type of trade, and the continuing
difficulty of global trade businesses to fully adopt standardised el ectronic solutions, will continueto seea need
for manualinput evenin transactionmonitoring. While the latest technological developments may giverise to
the possibility of automationand pattern based recognition systems, these systems are still under development,
areunproven and representinvestment requirements thatwill be attainable only to largerbanks. Asummary
of control activities is provided in tabular formatthe end of this appendix. For furtherreference, some of the
terms used in this guidance are defined in Section4: Glossary of Terms.

1.5 Itis important to note that with DCs the banks typically operate in accordance with ICC Publication No. 600 —
Uniform Customs and Practice for Documentary Credits.3® The extent of reviewing activity which banks carry
out is determined by their responsibilities as defined within these internationally accepted rules. These rules
arefundamentallydifferent to therules governing Bills for Collection (refer to Appendixll).

The checking of information in documents to meet the requirements of the DC under UCP and International
Standard Banking Practice is not the same as checking documents for AML or sanctions purposes. The UCP does
not require the line by line detailed examination of all documents presented, nor of the printed terms and
conditions on documents such as transport, insurance and other “official” documents presented. The AML

checks will be based on the RBA of a bank and its instructions and education given to trade operations and
related staff.

2.

Simplified Scenario-DC
Party X

2=DC Bank A 3=DC Issued [ BankB |4=DC Advised PartyY
Applicant/ | Application | Applicant _| Advising _| Beneficiary
Buyer/ Bank / | Bank | /seller/
Importer Issuing Exporter

A A

1=Contract between buyerandseller

2.1 As depicted in the diagram, Party X is purchasing goods from one of their suppliers, Party Y. Party X is the
customer of Bank A,and Party Y may or maynotbea customer of Bank B.

3 “The Uniform Customs and Practice for Documentary Letters of Credit (2007 Revision), ICC Publication No. 600
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2.2 Priortoshippingthegoods, Party Y wants to know that they will be paid once the shipment has been made, so
Party Yrequests thata DC beissued in its favour, with payment to be made only against the receipt of stipulated
documents related to the shipment of goods by Party X’s Bank, BankA.

2.3 Party Xinstructs BankAtoissuea DCin favourof a Seller, Party Y.
2.4 BankAselects BankB (its correspondent bank or Party Y's nominated bank) to advisethe DCto Party Y locally.
After the presentation of documents by Party Y through Bank B, and having found the documents to be in

order, Bank Awill pay under the DC.

2.5 An overview oftheduediligenceandreviewing activities is providedin the tables below.

Due Diligence Overview -DC

Party X Party Y
Applicant/ Buyer Beneficiary/
Importer Seller/ Exporter

A A
a) CDD d) CDD
A
Bank A b)cDD Bank B
Applicant Bank/ Advising Bank
Issuing Bank
g J c) CDD \.

3.1 The banks conduct duediligence, which usually follows the pattern described bel ow:3!

a. BankAwill conductduediligence on Party X (when onboarding andduring the account CDD review cycle).

b. BankAshould conductappropriate risk based due diligence on Bank BandatCDD review.
c. BankBshould conductappropriate risk based due diligence on BankAand at CDD review.
d. BankBwillconductrisk based due diligence on PartyY where Party Yis B’s customer.

e. BankBwillconductappropriaterisk based control checks on Party Y where Party Yis not B’s customer.

3 This information is obtained prior to transactional activity and the data is made available to the processing department during the transactional
verification process.
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4.
Review Activity Overview - DC

Party X 4=Shipment of Good Pa_rty_Y
Applicant/ i Beneficiary /
Buyer/ h Seller/
Importer Exporter

A
1=DC Application / 3=DC Advised 5=Documents under DC
Request
v
< 2=DC Issued

Bank A ) = (" BankB
Applicant b=Documents Delivered Advising Bank
Bank/
Issuing Bank 7=Payment

4.1 Oncethe DCis initiated by Party X the banks will,in thenormal course of DC practice, review the transaction
atvarious stages through to the eventual payment being made. This reviewing activity will normallyfol low the
pattern describedbelow:

a. BankAwillreviewthe DCapplication from Party X (before agreeing to issue DC).

b. BankBwillreviewthe DCas issued when received from BankA (before agreeing to adviseit).

¢. BankBmayreviewthe documents presented by Party Y (when receiving them under the DC from Party
Y) applying a RBA.

d. BankAwillreviewthedocuments and paymentinstructions presented by Bank B (before paying Bank B -
whowillinturnpayPartyY).

e. BankAandBankB will screen the payment whichthey make or receive as per their financial crime policy,
procedures and controls.

5. Controls undertaken by Bank A

5.1 PartyXDue Diligence:

a. Bank Ashould conduct due diligence3? as appropriate on Party X (who is a customer of Bank A) prior to
issuance of the original DC. Thisis likely to involve a series of standardised procedures for account opening

32 | dentification, verification screening, CDD (and credit approval)
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within Bank A. The due diligence will support an on-going relationship with Party X and is not required for
each subsequent DCapplied for.

This would be available for use by Trade Finance operations for confirmation that each transaction is in
accordance with the CDD profile.

Bank A’s duediligence process should include, where DC facilities are required, the following questions:

e The countriesin relation to which Party X buys and sells

e Thegoods traded

e Thetypeand natureof parties withwhom Party X does business (e.g. customers, suppliers, etc. This
does notimplythata counterparty CDDis required)

Based on theresponses to these questions, it maybe required to conduct EDD.

d. Additionally, Bank A can be expected to have a RBA to obtaining information on a transactional basis

abouttheroleand location of agents and other third parties used by Party X in relation to the business
(wherethis information is provided by Party X).

5.2 Enhanced Due Diligence (EDD):

An enhanced duediligence process should be applied, withinthe normal process of due diligence, where
Party X fallsinto a higher risk category or where the nature of theirtrade, as disclosed during the standard
due diligence process, suggests that enhanced due diligence would be prudent (See the FATF 40
Recommendations,?? Section 10 Guideline H).

An EDD process should be designed to ensure clear understanding of the trade cycle, to gain assurances
regarding customers’ compliance systems (which could include but are not limited to cross border
controlsandlicencing regulations) andto ensure understanding of payment flows.

Trigger Events:
There may betrigger events during the on boarding stage or during the ongoing review of a relationship
or duringthe transaction process

e The nature of business and the anticipated or actual transactions as described and disclosed in the

initial due diligence stage or during the relationship may not necessarily suggest a higher risk category.
However if, during the course of any transaction, any additional risk factors become apparent, this
may warrantadditional or enhancedduediligence

e  This due diligence may include third parties (i.e. parties not associated with Bank A, intermediaries

or traders using backto backor transferable DCs to unconnected other parties)

5.3 Bank B Due Diligence:

Bank A should undertake appropriate due diligence on Bank B, depending on the nature of the
relationship between Bank A and Bank B. The due diligence will support an on-going relationship with
Bank B, which will be subject to a relevant riskbased review cycle. Therefore, additionaldue diligence on
Bank B for any subsequenttransactions is notrequired.

3 EATF 40 Recommendations (2012), http://www.fatf-gafi.org/publications /fatfrecommendations/documents/fatf-recommendations. html
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b. Seethe Wolfsberg Correspondent Banking Principles3*and FAQs for guidance with respect to the level of
duediligenceto be performed in relation to BankB.

5.4 Reviewing of transactional information:

Reviewing and screening will occur at initiation and during the life cycle of the DC transaction, principally at
the following stages:

a. Receiptoftheinitial DC application (andanyamendments) from Party X
b. Receiptand checking of documents presented by Party Y through BankB
c. Payment

d. At other times where material changes to thetransactionoccur.

In practice, oncea DChas been issued, Bank A has an obligation to complete the transaction. Only if subsequent
reviewing activity shows a positive screening match would Bank A be in a position to stop the transaction.
Depending on local law there may be circumstances where fraud would also allow the transaction to be
stopped.

The documentationpresented to Bank A will be examined to ensure compliance with the DC and inaccordance
with the UCP and international banking standards.>® This review does not need to involve a detailed
examinationof all theinformation inall the documentation.

A detailed explanation of potential reviewing activities is setout below.
Stage 1: Reviewing the DC application

Appropriate reviews should be conducted by Bank Ain relation to the Documentary Credit application when
received from Party X, which takes account of the following:

Sanctions and Terrorist lists which mayaffect:
o Directly, Party Yasa namedtarget
o ThecountryinwhichPartyYislocated
o Thegoods involved
o The country where goods are shipped from, disclosed transhipment points and destination
points
o All other names appearinginthe DC

The countries, whicharerated as highrisk for otherreasons, in which:
o BankBorPartyYarelocated

o Thetransportation of goods occurs

The goods described in the transaction to checkif:

3 Wolfsberg Anti-Money Laundering Principles for Correspondent Banking (2014), http://www.wolfsberg-principles.com /pdf

/standards/Wolfsberg-Correspondent-Banking-Prin ciples-20 14. pdf
3 The relevant ICCRules for DCs are “The Uniform Customs and Practice for Documentary Letters of Credit (2007 Revision), ICC P ublication No.
600, and “The Uniform Rules for Collections, ICC Publication No. 522”.
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o Thetypeand quantity of goods, and value of transactions, is notinconsistent with what is known
of Party X

The seller (PartyY)

o Onthefaceoftheapplication they are the kind of counterparty which is consistent with what is
known of Party X andtheir business

Risk indicators and Unusual Activity
Depending on theinformationarisingfrom this reviewing process BankAmay need to:

o Makefurtherinternal enquiries as to theappropriate course of action

o Requestmoreinformation from Party X before agreeingto proceed with thetransaction

o Allowthetransactionto proceed to issuance of the DC, but makea record of the circumstances
thatallowed the DC to beissued forreview purposes

o Depending on circumstances, local regulatory and legal requirements Bank A must file a
suspicious activity report to the appropriate Authority and take any additional action as required
by locallaws andregulations

Stage 2: Reviewing the documents presented under the DC

Appropriate reviews should be conducted by Bank Ain relationto the documents presented by Bank B,
which shouldtake account of the following:

The lapse of time between stage 1 and stage 2, since this can raisethe need for a further check of
anyrelevantsanctions or binding | ocal regulations

Local legal requirements

The screening of all names and parties related to the transaction against currentapplicable lists

The extentto which documents presented matchtheinformationalready checked in the DCatthe
time of presentation. If theinformation matches, it means thatthereviewing would have already
taken place when checking the DC, therefore relevant AML reviewing activities do not need to be
repeated.

Checking of the received documents against any Risk indicators or scenarios that Bank A has
determined to applyinits RBA.

Decline the transaction if enquiries do not provide reasonable explanations and, subject to
circumstances and local legal requirements, submit an internal suspicious activity report to the
appropriate department that handles FCRs.

Depending on circumstances, local regulatoryandlegal requirements Bank Amust file a suspicious

activity report to the appropriate Authority andtake any additional action as required by local laws
and regulations.
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-  Stage 3: Making the payment
When making payment, Bank Awill screen the names in the paymentinstructions, including the names
of any banksinvolved. Thereforeinthe eventthatParty Y requeststransfer of funds to an account with
a banknotinvolved in the DC, thatbank's nameshould be subjected to screening by Bank A.
5.5 Monitoring:
a. For Bank Athemonitoring opportunities arise from:
- The normal procedures for monitoringParty X’s account andtransactional activity
- Party X’s activityobserved from business as usual trade processing
5.6 Ongoing Due Diligence by Bank A:
a. Bank A will rely heavily on the initial and ongoing due diligence conducted on Party X. It will not be
practicalor commerciallyviable for Bank A continually to seek additional assurances from Party X as every
new transaction is receivedfor processing. This would hamper the efficiency of processing and undermine

the trustwhich is normalintherelationshipbetween Bank Aand Party X.

b. Thereshouldbeongoingreviews of therelationshipon a periodic basis.

6. Controls undertaken by Bank B

6.1 Due Diligence:

a. It will not normally be practical for Bank B to undertake any due diligence on Party X aside from the
reviewing of Party X’s name against sanctions or terrorist lists.

b. Bank B should undertake appropriate due diligence on Bank A. The due diligence may support an on-
goingrelationship with BankAwhich will be subject to a relevantriskbased review cycle. Duediligence
onBankAis notthereforerequired in relationto each subsequent transaction.

c. Inother circumstances Bank B may simply act as a local processing correspondent in which case due
diligence may be conducted on a different basis. As a minimum Bank B will need to ensurethatthereisa
means of authenticating any DC received from Bank A.

d. See the Wolfsberg Correspondent Banking Standards® and the Wolfsberg Guidance on SWIFT
Relationship Management Application (RMA) Due Diligence®” for guidance with respect to the level of due
diligenceto be performed inrelation to BankA.

e. BankB mayhavean existingrelationship with Party Yin which case appropriate due diligence procedures
should already have been completed.

* Wolfsberg Anti-Money Laundering Principles for Correspondent Banking (2014), http://www.wolfsberg-principles.com/pdf/standards/
Wolfsberg-Correspondent-Banking-Principles-2014. pdf

3 Wolfsberg Guidance on SWIFT Relationship Management Application (RMA) Due Diligence (2016), http://www.wolfsberg-principles.com/
pdf/home/SWIFT-RMA-Due-Diligence. pdf
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However, Bank B may nothave any relationshipwith Party Y because BankA could have selected Bank B
forits own reasons (e.g. thereis anexisting correspondent relationshipin place between Bank A and Bank
B). Alternatively Party Y’s own bank may notengagein Trade Finance business or the processing of DCs.
In this case Bank B will need to undertake certain checks inrelationto Party Y as described below as per
the banks RBA.

Furthermore, Bank B may actin a number of different capacities inaddition to that of the advising bank
as describedin the simplified scenario at the beginning of this guidance. Each role as defined by the UCP
determines thelevel of review thata bank will undertake, and therefore the level of compliance related
activity will depend on thatrole.

Itis importantto recognisethesedifferentroles, as they havea direct bearing on the controls which will
apply in the context of checks (and reviewing and monitoring), undertaken by Bank B in different
situations. Furthermore, there may be other banks which will, out of necessity, become involved in the
transactionbeforeitis fully completed.

The following tableillustrates the different roles of Bank B and the checks whichmay be needed in respect of Party
Y, inaddition to the usual checks as defined in Stage 1,2 and 3 above:

h.

PUBLIC

Role of Bank B Checks conducted in relation to Party Y where Y is not B’s
customer

Advising bank Name screening of Party Y for Sanctions purposes.

Transferring bank Name screening of Party Y for sanctions purposes.

Payment must only be made to a bank (which has been name screened for
sanctions) through an established payment channel.
Additional checks onY may be required using a RBA.

Confirming bank Name screening of Party Y for sanctions purposes.

Payment must only be made to a bank (which has been name screened for
sanctions) through an established payment channel.
Additional checks onY may be required using a RBA.

Negotiating or discounting a presentation under Name screening of Party Y

Presentation of documents to Bank B has to occur via Party Y’s Bank (i.e. no direct
presentation of documents by Party Y without appropriate non-customer risk
based controls)

Payment must only be made to a bank (which has been name screened for
sanctions) through an established payment channel.

Additional checks onY may be required using a RBA

Making payment on behalf of Bank A after
handling documents

Reimbursing bank — will debit bank A’s account to
settle the claim from the bank which pays Y

Name screening of Party Y for sanctions purposes.

Payment must only be made to a bank, (which has passed name screening for
sanctions), through an established payment channel.

Payment must only be made to a bank (which has been name screened for
sanctions) through an established payment channel.

Bank B may well undertake alltheseroles if they arerequired. If another bank is undertaking any of these

additional roles then the same checks would be relevant for that other bank.

Additional checksin relation to Bank Aor Party Y may be appropriate where higher risk factors become
evident. This wouldbe the case whether ornotthereis an existing relationship with Bank B inaccordance

with Bank B’s RBA.
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6.2 Reviewing:

a. Reviewing may take place principally at three stages; - i.e. reviewing the DC issued while advising,
transferring, confirming, reviewing the documents presented and making the payment. A detailed
explanation of potential reviewing activities is set out below:

Stage 1: Reviewing the DCreceived

Appropriate reviewing should be conducted by Bank B inrelation to the DC when received from Bank A, which
will take account of the following:

e Sanctionsand Terrorist lists, whichmay affect:
o Directly,anynamedParty
o ThecountryinwhichParty Xislocated
o Thegoods involved
o The country where the goods are shipped from, any disclosed transhipment points and
destination points
o Names appearinginthe DC

e The countrieswhicharerated as highrisk for other reasons in which:
o BankAorPartyXarelocated
o Thetransportation of goods occurs

e The goods described in the transaction to ensure that:
o The nature, typeand value of these goods appearto make sense

e Theapplicantofthe DC (Party X) to ensurethat:
o Asaresultofanyscreeningactivity BankBwouldnotregard themas unacceptably highrisk

Riskindicators and Unusual Activity

e Dependingontheinformationarisingfrom this reviewing process BankB may need to:
o Makefurtherinternal enquiries as to theappropriate course of action
o Request more information from Bank A (or Party Y) before agreeing to proceed with the

transaction
o Allowthetransaction to proceed but make a record of the circumstances for reviewing purposes
o Depending on circumstances, local regulatory and legal requirements, Bank A must file a
suspicious activity reportto the appropriate Authority and take any additional actionas required
by local laws andregulations

Stage 2: Reviewing the documents presented
e Appropriatereviewing should be conducted by Bank B in relation to the documents presented by Party

Y which should take account of the following:
o Thelapseoftimebetween Stage 1 and Stage 2 since this might raise the need for a further check

of anyrelevantsanctions or bindinglocal regulations
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o The extent to which the documents presented comply with the terms and conditions of the DC
and thatthe documents are consistentamong themselves and the information contained therein
do not conflict
Whether an unusual payment instructionis given by Party Y
The screening of all names and parties related to the transaction against currentapplicable lists

Depending on theinformationarisingfrom this reviewing process BankB may need to:
o Makefurtherinternal enquiries asto theappropriate course of action
o Requestmoreinformation from Party Y before agreeingto proceed with the transaction
o Allowthetransaction to proceed but make a record of the circumstances for review purposes

Checking of the received documents against any Risk indicators or scenarios that Bank B has determined
to applyinits RBA.

Depending on circumstances, local regulatory and legal requirements, Bank A must file a suspicious

activity reportto theappropriate Authority andtake anyadditionalaction as required by | ocal laws and
regulations.

Stage 3: Making the payment

When making payment Bank B will review the names in the paymentinstructions, including the names
of any banksinvolved.

6.3 Monitoring:

For Bank B the monitoring opportunities arise from:

a.

The normal procedures for monitoring the activity relevant to their correspondent Bank A. This will be
dependentupon thesystemsinplaceto measuresuch activity as per the bank’s RBA.

Where Party Y is Bank B’s customer, the normal procedures for monitoring the account and payment
activity.

Where Party Yis not BankB’s customer, activity observed from business as usual trade processing.

6.4 Limitationsfaced by BankB:

BankBis notthe originator of the transaction, butis requested to act on instructions received from Bank
A (although it is not obliged to do so). In accordance with established practice for handling DCs, Bank B
will have limited time in which to act upon suchinstructions. Bank B may then receive supplementary
instructions from either Bank Aor Party Y.

The level of reviewing and monitoring which Bank B may conducton Bank A, or Party Yin the absence of
anexisting and established relationship with any of them, will be subjectto a RBArelated to the precise
capacity in whichitisacting. This maybelimited to reviewing relevant Party names against sanctions or
terroristlists.

7. Risk Indicators, Pre- and Post-Event:
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A DCis an independent undertaking issued by a bank on behalf of its customer to support a business
transaction between the bank’s customer (usually the buyer) and the counter party (usually the seller).
Contractterms will be agreed between seller and buyerand then communicated to the buyer's bankso
that the DC can be issued. The terms of each DC reflect a unique combination of factors involving the
specificnature of the underlying trade transaction, the nature of the business rel ationship between the
counterparties to the transaction, the nature andterms of the financing arrangement, and the nature of
the relationship between the financial institutions that are Party to the financing and payment
arrangements.

Since the full execution of each DC transactionis a fragmented process involving a number of parties,

each with varying degrees of information about the transaction, itis extremely rare for anyone Bank to

have the opportunity to review an overall trade financing process in complete detail given the premise

of the trade business that banks deal only indocuments. Furthermoreitis relevant to note that:

o Different Banks have varying degrees of systems capabilities which will lead to industry wide
differencesintheirreviewing abilities

e Commercial practices andindustry standards determine finite timescales inwhichto act.

e Banks around the world, especially those located in developing countries, are at different levels of
maturity asfarasapplicationof ML, CDD and Sanctions risks and the mitigation thereof (variations
in the level of sophistication of FCR systems and processes in banks can be extreme, even within a
single country). In determining whether transactions are unusual due to over or under invoicing(or
any other circumstances where thereis misrepresentation of value) it needs to be understood that
Banks are not generally equipped to make this assessment.

For Banks involved in processing DCs, the knowledge and experience of their trade staffmust therefore
serve as the first and best line of defence against criminal abuses of these products and services.
Reviewing trade documentationis a highly manual process, requiring that the commercial documents
thatare presented for paymentare compared against the terms and conditions of the DCin accordance
with theapplicableICCrules for International Standard Banking Practice.

Potentially there are a large number of risk indicators. Against this background itis important to
distinguish between:
e Information which mustbevalidated before transactions are allowed to proceed or complete and
which may preventsuchcompletion. (e.g. a terrorist name, sanctioned entity)
e Information whichoughtto be used inpost event analysis as part of the investigation andsuspicious
activity reporting process.

Banks should look to putinto place systems (either manual or automated) to monitortherisk indicators
and their customers’ business flows andhave processes to review and escalate concerns appropriately.

Appended belowis a list of some of therisk indicators which might become apparentinthe handling of
a DCtransaction. Thistable does not contain the full range of riskindicators which might apply generally
acrossthe customer to bankrelationship, butis specifically targeted to cover some of therisk indicators
related to the processing of a DC transaction. It is also important to note that some risk indicators will
only become apparent afterthe transaction has taken place and willonly be known to law enforcement
or financial investigation units as part of their formal investigation processes. Banks should derive their
own set of risk indicators from their riskassessments.



Some Risk Indicators (not exhaustive)
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WHAT: Activity or information connected with the DC

Deal structures

Beyond capacity and or substance of customer
Improbable goods, origins, quantities, destination
Unusual complexity and or unconventional use of financial products

Goods

Applicable import or export controls regulations may not be complied with

Blatant anomalies in value versus quantity

Totally out of line with customer’s known business

Countries and names

On the Sanctions or terrorist list

Countries

On the Bank’s highrisk list

Any attempt to disguise or circumvent countries involved in the actual trade

Payment instructions

Illogical
Last minute changes

Repayment arrangements

Third parties are funding or part funding the DC value (just in time account credits to

the settlement account)

DC patterns

Constantly amended or extended
Routinely cancelled or unutilised

DC Parties

Discrepancies in documents (not necessarily grounds for rejection under UCP600)

Connected applicant and beneficiary

Applicant documentation controls payment

Goods descriptions differ significantly
Especially invoice v shipping doc
Unexplained third parties

Discrepancies waived

Advance waivers provided
Absence of required transport documents

Significantly overdrawn DC (tolerance allowed by standard practice)

Trade Finance Principles

WHEN: Pre or post transaction
PRE or POST

PRE —as part of on boarding CDD

PRE or POST

PRE

PRE or POST

PRE or POST

POST

POST

PRE or POST

PRE or POST

PRE or POST
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Summary of possible controls (as falling within each bank’s RBA) describedin this guidance on the lifecyde

AML Checks

of the DCs
REVIEWING STAGE WHO ORWHATIS REVIEWED  AGAINSTWHAT BY WHOM
Account Opening Party X e Party X Appropriate due diligence Bank A
Account Opening Party Y where Party e Party Y Appropriate due diligence Bank B
Y is a customer of Bank B
DC Issuing request from Party X e Party X Sanctions lists Bank A
e Party Y and or other named parties  Local applicable export control
e Names & Countries lists if known
e Goods type AML Checks as per internal
e Ports procedures.
e DC structure
e Risk indicators
Bank A issues DC to Bank B e BankB Sanctions list Bank A
Bank B receiving DC from Bank A e Bank A Sanctions lists Bank B
Local applicable export control
e Party X lists
e Party Y and or other parties AML Checks as per internal
e Names & Countries procedures.
e Goods type
e Ports
e DC Structure
e Risk indicators
DC advising by Bank B to Party Y e Party Y 1. Appropriate customer risk Bank B
based controls;
2. Appropriate  non-customer
risk based controls — (this will
vary depending on whether
Party Y is a customer of Bank B
and the exact capacity of Bank B)
Presentation  of documents by e BankA Sanctions lists Bank B
Party Y to Bank B Local applicable export control
e Party X lists
e Party Y and other parties AML Checks as per internal
e Names & Countries procedures.
e Goods type
e Vessel name
e Shipping company or carrier or
agent
e Ports
e DC Structure
e Risk indicators
Presentation of documents by e Vessel Name Sanctions lists Bank A
Bank B to Bank A e Shipping company or carrier or
agent AML Checks
e New named parties or countries
not mentioned in DC
e Documents
e Goods type
e Risk indicators
Payment by Bank A to Bank B e Names on the payment instruction Sanctions lists Bank A
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Payment by Bank Bto Party Y e Names on the payment instruction Sanctions lists Bank B
AML Checks

Appendix Il: Bills for Collection

1. Introduction

1.1 The TradeFinance Principles Paper sets out the background to Trade Finance as defined insection 1 of the core
paper and addresses associated FCRs. The paper also comments on the application of controls in general and
makes some observations on the subject of future co-operation between relevant stakeholders.

1.2 This appendix provides guidance on the specific application of controls by Banks3® in the context of Bills for
Collection (BGs). Itisintended to reflect standard industry practice. In order to illustrate these controls fully, the

appendix uses a simplified scenario and then describes in some detailthe control activities applied by the Banks
involved. Where appropriate, any variations on the simplified scenariowill be addressed.

1.3 The controls fallintothe following categories:

a.

Due Diligence: To be defined in this paper as
e theriskbased process for identifying and knowing the customer;
e theriskbased controlsinrelation to parties who maynotbe customers.
Given therange of meanings, reference willbe made as necessaryto appropriate risk based checks.

Each bank’s established CDD policies should designate which party to a trade transaction is the customer
andthereforesubjectto thebank’s duediligence process. Itisnottheresponsibilityof any single bankto
performduediligenceon all parties to a trade transaction.

Banks should have policies and procedures covering CDD, whereby all customers of the bank, including
correspondent banks and non-customer Banks, will be subject to the bank’s CDD procedures. Such
informationshouldbe madeavailableto all theareas handling Trade Finance customers and transactions,
to enablethemto understand expected activity and identify suspicious activity.

Review: Defined as anyprocess (whether manual or automated) to review relevantinformation available
inatransaction relating to the relevant partiesinvolved, documents presented and instructions received.
Certaininformation can,andshould, be reviewed and checked before transactions are allowed to proceed.

Reviewing activity as described in this paper, equates to document checking where the documents and
their contents are checked for conformity. Appropriate FCR checks should be done based on the
informationinthe documents, transactiondetails and relevant information from the customer CDD profile.
References to “review cycle” relate to the customer CDD review process whereby the relationship as a
wholeis “reviewed” on an agreed cycle, typically a oneto three year cycle dependent upon the bank’s risk
assessment of the customer.

38 Within this appendix, reference to Banks rather than Fls will be used given the need to refer to Banks in an accepted te chnical context in
relation to BCs
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c. Screening: Processes, usually automated, whereby lists of names, entities, persons or countries, derived
from various official sanctions or prohibited persons lists are used to identify possible fraud, sanctions or
other concerns with respect to a relationship or transaction.

d. Transaction Monitoring: Defined as any activity to review completed or in progress transactions for the
presence of unusual and potentially suspicious features. For Collections, as with DCs, it should be
recognisedthatitis difficult, if notimpossible, to introduce any standard patterning techniques inrelation
to transactional monitoring processes or systems. Thisis duetotherangeof variations whichare present
even in normaltrading patterns. The significant presence of paper documents in this type of trade, and the
continuing difficulty of the global trade businesses to fully adopt standardised el ectronic solutions, will
continue to see a need for manual input even in transaction monitoring. While the latest technological
developments may giverise to the possibility of automationand patternbased recognitionsystems, these
systems are still under development, are unproven and represent investment requirements that will be
attainable only to thelarger banks. Asummary of control activities is provided intabular form at the end of
this appendix. For further reference, some of the terms used in this guidance are defined in Section 4:
Glossary of Terms.

1.4 Itis important to note that with BCs the banks typically operate in accordance with I1CC Publication No. 522 —
Uniform Rules for Collections.3® The extent of reviewing activity which banks carry outis determined by their
responsibilities as defined within these internationallyaccepted rules. These rules are fundamentally different
to therules governing DCs (referto Appendix I).

Simplified Scenario — Bills for Collection (BC)

Party X \ >_pocuments [ Bank A \3=Documents [ BankB \s_pocuments/ PartyY

Drawer / Submitted | Principal’s Dispatched | Collecting Delivered | Prawee/
Seller/ » Bank/ Bank / Buyer/

Exporter / Remitting Presenting Importer

Principal Bank \ Bank ) \

A A

v
\ 4

1=Contract betweenbuyerandseller

2.1 As depicted in the diagram, Party X is selling goods to Party Y. Party X is the customer of Bank A, and Party Y
may or may notbea customer of BankB.

2.2 Party Xiswillingto shipthe goods, but does not want the documents, which entitle Party Y to receive the goods,
to be released until Party Y has paid for them, or given specified payment undertakings. In this scenario it is
assumed thatParty X is the customer of Bank Aand Party Yis the customer of Bank B.

39 “The Uniform Rules for Collection (1996 Revision), ICC Publication No. 522
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2.3 Party X (theseller)instructs Bank Ato collect paymentin relationto documents drawn on Party Y (the buyer).
Bank Aselects another bank, BankB, to present documents for payment to Party Y locally in the other country.
The delivery of documents to Party Y by Bank Bis typically subject to:
a. PaymentbyPartyYtoBankB,or

b. Acceptance/Issuance by Party Y of a financial document (drafts, promissory notes, cheques or other similar
instruments usedfor obtaining money), agreeingto pay Party X ata specified future date, or

c. Other stipulated terms and conditions.
2.4 Thepresentationterms (collection instructions) are determined by Party X and conveyed to Bank A, who inturn,
provides the collection instruction to Bank B at the time of presentation of documents for collection. Unless

otherwise specifically agreed, neither bankincurs any liabilityto make payment.

2.5 An overview of theduediligence andreviewing activitiesis providedin thetableatthe end of this appendix.

Simplified Scenario— Bills for Collection (BC)

2=Documents Bank A 3=Documents Bank B 4=Documents
Submitted | Principal’s Dispatched | Collecting Delivered
Seller/ »| Bank/ Bank /
Exporter/ Remitting Presenting
Principal Bank

Party X
Drawer/

Party Y
Drawee /

Buyer/
Importer

[
P

\ 4

Bank

1=Contract between buyerandseller

3.1 The banks conductduediligence, which usually follows the pattern described bel ow:*°
a. BankAwill conductduediligence on Party X (when on boarding and during theaccount CDD review cycle).
b. BankAshould conduct appropriate risk based due diligence on Bank Bandatreview.
c. BankBshould conductappropriate risk based due diligence on BankAand atreview.
d. BankBwillconductrisk based duediligence on PartyY where Party Yis B’s customer.

e. BankBwillconductappropriaterisk based control checks on Party Y where Party Yis not B’s customer.

40 This information is obtained prior to transactional activity and the data is made available to the processing department during the transactional
verification process.
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4.
Review Activity Overview - BC
Party X . Party Y
Drawer / Seller/ 1=Shipment of G°°df(Drawee/
Exporter / | Buyer/
Principal Importer
N
2=Documents 4=Documents Released /
Submitted Delivered
v 3=Documents
BankA | Dispatched [ Bank B

\ 4

Collecting Bank /

Principal’s Bank / Presenting Bank

RemittingBank  [*
J 5=Payment \

4.1 OncetheBCisinitiated the banks will then review the transaction inaccordance with standard banking practice
at various stages through to the eventual payment made. This reviewing activity will normally follow the
pattern described below:

a. BankAwillreviewthe BCapplication from Party X (before agreeing to send the BC).

b. BankBwillreviewthe BCas received fromBank A (before informing PartyY).

c. Bank B will release the documents to Party Y upon fulfilment by Party Y of the conditions for release of
documents asoutlined under the BC (see Paragraph 2.3).

d. Atsight, or maturity, Bank Bwill collect payment from Party Y and will transfer the funds received to Bank
A for further application to Party X.

e. BankAandBankBwill screen the payment (or other) instructions which they receive.

5. Controls undertaken by Bank A

5.1 PartyXDue Diligence:

a. Bank A should conduct appropriate due diligence*! on Party X (who is a customer of Bank A) priorto
handling of the original BC. Thisis likely to involve a series of standardised procedures for account opening
within Bank A. The duediligence will supportan on-going relationship with Party X and is not required for
each subsequent BC handled.

“ | dentification, verification screening, KYC (and credit approval)
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b. This would be available for use by Trade Finance operations for confirmation that each transaction is in
accordance with the CDD profile.

c. BankA’s duediligence process should include, where BC handlingis required, the following questions:
e The countriesin relation to which Party X trades
e Thegoods traded
e Thetypeand nature of parties with whom Party X does business (e.g. customers, suppliers, etc)

Additionally, Bank Acan be expected to havea RBAto obtaininginformation on a transactional basis about:
e Theroleandlocation of agents and other third parties used by Party X in relation to the business (where

this information is provided by Party X)
d. Havingreceived the answers to these questions, it may be required to conduct enhanced due diligence.
5.2 Enhanced Due Diligence (EDD):

a. AnEDD processshouldbeautomaticallyapplied, withinthe normal process of due diligence, where Party
Xfallsinto a higher riskcategory or wherethe nature of their trade as disclosed during the standard due
diligence process suggests that enhanced due diligence would be prudent (See the FATF 40
Recommendations*?, Section 10 Guideline H). The enhanced due diligence should be designed to
understandthetrade cycleand may involve establishing:

e The countries whereParty X trades
e Thegoods traded
e Thetypeand natureof principal parties withwhom Party X does business

b. The nature of business and the anticipated transactions as described and disclosed in the initial due
diligence stage may not necessarily suggest a higher risk category, but if this becomes apparent after
transactions commence, this maywarrant additional due diligence.

c. Trigger Events:
There may betrigger events during the on boarding stage or during the ongoing review of a relationship
or transaction
e The nature of business and the anticipated or actual transactions as described and disclosed in the
initial duediligence stage or during the relationship may not necessarily suggest a higher risk category.
However if, during the course of any transaction, any additional high risk factors become apparent,
this may warrantadditional or enhanced due diligence.
e  This duediligence mayincludethird parties (i.e. parties notassociated with Bank A, intermediaries,
or traders using backto backor transferable DCs to unconnected other parties).

5.3 Bank B Due Diligence (Collecting Bank/Presenting Bank):

a. BankAshould undertake appropriate due diligence on Bank B, depending onthe nature of the relationship
between Bank A and Bank B. The duediligence will supportan on-going relationship with Bank B which
will be subject to a relevant risk based review cycle. Therefore, due diligence on Bank B for any
subsequenttransactionsis notrequired.

42 FATF 40 Recommendations (2012), http://www.fatf-gafi.org/publications/fatfrecommendations/documents/fatf-recommendations.html
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b. Seethe Wolfsberg Correspondent Banking Standards** and FAQs for guidance withrespectto thelevel of
duediligenceto be performed in relation to BankB.

5.4 Reviewing:

a. Stage 1: ReviewingtheBC and accompanying documents

Under URC522, the Bankis notrequired to review the content of the documents; however for the purpose of

combating Financial Crime, Bank Ashould proceed to the following reviews:

Appropriate reviews should be conducted by Bank Ain relation to the BC request and accompanying
documents when received from Party X, which couldinclude the following (depending on the documents
received):

e Sanctionsand Terrorist lists which mayaffect:

[e]

(¢]

@]

o

Directly, Party Yasa namedtarget

The countryinwhichParty Yislocated

The goods involved

The country where goods are shipped from, disclosed transhipment points, and destination
points.

All other names appearinginthe documents

The countries whicharerated as highrisk for other reasons in which:
BankBor PartyYarelocated
The transportation of goods occurs

e Thegoods described in thetransaction to checkif:

o

The type and quantity of goods, and value of transactions, (where it is possible to check such
details withinthe RBA of the bank) is consistent withwhatis known of Party X

e Thebuyer (PartyY)

o

On thefaceofitthey arethe kind of counter-party whichis consistent with what is known of Party
X’s business.

e Riskindicators andUnusual Activity

e Dependingontheinformationarisingfrom this reviewing process Bank Amay need to:

e}

e}

o

Make further internal enquiries as to the appropriate course of action

Request moreinformation from Party X before agreeingto proceed with the transaction

Allow the transaction to proceed to send the BC, but make a record of the circumstances that
allowed the transactionto proceed for review purposes

Decline the transaction if enquiries do not provide reasonable explanations, and, subject to
circumstances and local legal requirements, submit an internal suspicious activity report to the
appropriate department that handles FCRs.

Depending on circumstances and its RBABank Amay stilldecide to submit aninternal suspicious
activity reportto the appropriate department that handles FCRs after the BC was sent out.

“ Wolfsberg Anti-Money Laundering Principles for Correspondent Banking (2014), http://www.wolfsberg-principles.com/pdf/standards/
Wolfsberg-Correspondent-Banking-Principles-2014. pdf
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b. Stage 2: Making the payment

When making payment, BankAwill screen the namesin the payment instructions, including the names
of any banksinvolved.

5.5 Monitoring:
a. ForBankAthe monitoring opportunities arise from:
e Thenormal procedures formonitoringParty X’s accountandtransactional activity
e PartyX’s activityobserved from business as usual trade processing more generally

5.6 Ongoing Due Diligence by Bank A:

a. Ongoingreview of relationshipwith Party X on a periodic basis.

6. Controls undertaken by Bank B

6.1 Due Diligence:

a. It will not normally be practical for Bank B to undertake any due diligence on Party X aside from the
reviewing of Party X’s name against sanctions or terrorist lists.

b. Bank B should undertake appropriate due diligence on Bank A. The due diligence may support an on-
goingrelationship with Bank Awhich will be subjectto a relevantrisk based review cycle. Duediligence
onBankAis notthereforerequired in relationto each subsequent transaction.

c. IfBankBacts as Collecting Bank, Bank B should have appropriate CDD on Party Y.

d. See the Wolfsberg Correspondent Banking Standards** for guidance with respect to the level of due
diligenceto be performed inrelation to BankA.

e. Bank B may have an existing relationship with Party Y in which appropriate due diligence p rocedures
should already have been completed.

f. However Bank B may not have any relationship with Party Y because Bank A has selected Bank B for its
own reasons (e.g. thereis an existing relationship in place between Bank Aand Bank B). In this case Bank
B will need to undertake certain checksin relationto Party Yas described below.

The following tableillustrates the different roles of Bank B and the checks which maybe needed in respect of
Party Y, in addition to the usual checks as defined insection 6.2 a, Stage 1 below:

Role of Bank B Checks conducted in relation to Party Y where Y is not B's
customer
Collecting bank Name screening of Party Y and Party X

Payment must only be made to Bank A, the Remitting bank (which has been
name screened) through an established payment channel.

44 Wolfsberg Anti-Money Laundering Principles for Correspondent Banking (2014), http://www.wolfsberg -

principles.com/pdf/standards/Wolfsberg-Correspondent- Banking-Principles-2014. pdf
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Additional checks onY and X may be required using a RBA.

Presenting bank Name screening of Party Y and Party X
Payment must only be made to Bank A, the Remitting bank (which has been
name screened) through an established payment channel.
Additional checks onY and X may be required using a RBA.

g. Additional checksin relationto Bank Aor Party Y may be appropriate where higher risk factors become
evident. This wouldbe the case whether ornotthereis an existing relationship with Bank B inaccordance
with Bank B’s Risk Based policies.

6.2 Reviewing:

Reviewing may take place principally at 3 stages, i.e. reviewing the BC instruction, reviewing the documents
presented, and making the payment. Adetailed explanation of potential reviewing activitiesis setout below:

a. Stage 1:ReviewingtheBC Instruction/Covering schedule/Documents

Appropriate reviewing shouldbe conducted by Bank Bin relation to the BC when received from BankA,
which will take account of the following:

e Sanctionsand Terrorist lists, whichmay affect:
o Directly,anyPartyasa namedtarget
o The countryinwhichParty Xislocated
o The goods involved
o The country where the goods are shipped from, any disclosed transhipment points and
destination points
o Names appearinginthe BCdocuments

e The countries whicharerated as highrisk forother reasons in which:
o BankAorPartyXarelocated
o Thetransportation of goods occurs

e The goods described in the transaction to ensure that:
o The naturetypeand value of these goods appears to make sense

e The Seller of the BC (Party X) to ensure that:
o Asaresultofanyscreeningactivity BankB wouldnotregard them as unacceptably highrisk

o Dependingontheinformationarisingfrom this reviewing process Bank B may need to:
o Makefurtherinternal enquiries as to theappropriate course of action
o Request more information from Bank A (or Party Y) before agreeing to proceed with the
transaction
o Allowthetransaction to proceed but make a record of the circumstances for reviewing purposes
e Decline the transaction if enquiries do not provide reasonable explanations, and, subject to
circumstances and local legal requirements, submit an internal suspicious activity report to the
appropriate departmentthat handles FCRs.
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o Depending on circumstances and its RBA Bank A may still decide to submit an internal
suspicious activity reportto the appropriate department that handles FCRs after the BC was

sentout.

Checking of the received documents against any Risk indicators orscenarios that Bank B has determined
to applyinits RBA.

Stage 2: Making the payment

e  When making payment Bank B will review and screen the names in the payment instructions,

including the names of any banks involved.

6.3 Monitoring:

For Bank B the monitoring opportunities arise from:

The normal procedures for monitoring the activity relevant to Bank A. This will be dependent upon the
systems in place to measure such activity.

Where Party Y is Bank B’s customer, the normal procedures for monitoring the account and payment
activity.

Where Party Y is not Bank B’s customer (unusual), activity observed from business as usual trade
processing more generally.

6.4 Limitationsfaced by Bank B:

6.5

PUBLIC

Bank Bis nottheoriginator of the transactionbutis requested to act on instructions received from Bank
A (although it is not obliged to do so). In accordance with established practice for handling BCs Bank B
will have limited time in which to act upon such instructions. Bank B may then receive supplementary
instructions from either Bank Aor Party Y.

The level of reviewing and monitoring which Bank B may conducton Bank A, or Party Yin the absence of
an existing and established relationship with any of them, will be subjectto a RBArelated to the precise
capacity in which itisacting. This may be limited to reviewing relevant Party names appearingin the BC
againstSanctionsand Terrorist lists.

Risk Indicators Pre and Post Event:

In handling BCs banks do not incur independent undertakings, however in BC the checking of the
document will be performed against Trade riskindicators scenarios that BankB has determinedto apply
through its RBA. The terms of the BC simply set out the basis on which the seller’s documents will be
passed on to the buyer. These terms do not set out the information which is required to appearin the
seller's documents nor the underlying transportation terms involved. A Bank’s position with regard to
checking documents is therefore fundamentally different to the position with DCs. Adetailed examination
of documents attached to a BC is consequently unlikely to be productive due to the absence of any
specifiedterms and conditions against which to checkthem.
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Sincethefull execution of each BC transaction is a fragmented process involving a number of parties, each
with varying degrees of information about the transaction, it is extremely rare for any one Bank to have
the opportunity to review an overall trade financing process in complete detail given the premise of the
tradebusiness that banks deal only indocuments. Furthermoreitis relevant to note that:

o Different Banks have varying degrees of systems capabilities which will lead to industry wide
differencesintheirreviewing abilities.

e Commercial practices andindustry standards determine finite timescalesinwhichto act.

e In determining whether transactions are unusual due to over or under invoicing (or any other
circumstances where there is misrepresentation of value) it needs to be understood that Banks are
not generally equipped to make this assessment. (Please refer alsoto paragraph 3.1 (a) of the
Principles Paper).

For Banks involved in processing BCs, the knowledge and experience of their trade staff must therefore
serve as the first and best line of defence against criminal abuses of these products and services.
Reviewing trade documentation is a highly manual process, requiring that the commercial documents that
arepresented for payment are compared against each other for material differences, thatthey relate to
the transactiondescribed in the covering schedule and the terms and conditions of the BCinstructions in
accordance with theapplicable ICCrules and standard international bankingpractice.

Potentially there are a large number of risk indicators. Against this background it is important to

distinguish between:

e Information which must be validated before transactions are allowed to proceed or complete and
which may preventsuchcompletion. (e.g. a terroristname, UN sanctioned entity).

e Information which oughtto be usedin posteventanalysis as part of the investigation and suspicious
activity reporting process.

Banks should look to put into place policies, procedures and systems (either manual or automated) to
monitor theriskindicators andtheir customers’ business flows and have processes to review and escalate
concerns appropriately.

Appended below s a listof some of the risk indicators which might become apparentinthe handling of
a BCtransaction. This table does not contain the full range of riskindicators which might a pply generally
across the customer and bank relationship, but is s pecifically targeted to cover some of theriskindicators
related to the processing of a BC transaction. It is also important to note that some risk indicators will
only becomeapparent after the transaction has taken place and willonly be known to law enforcement
or nationalfinancial investigation units as part of their formalinvestigation processes.

Some Risk Indicators (not exhaustive)

PUBLIC

WHAT: Activity or information connected with the BC WHEN: Pre or post transaction
Deal structures PRE or POST

Beyond capacity and or substance of customer
Improbable goods, origins, quantities, destination
Unusual complexity and or unconventional use of financial products

Goods PRE —as part of onboarding CDD

Applicable import or export controls regulations may not be complied with

Blatant anomalies value versus quantity PRE or POST
Totally out of line with customer’s known business

Countries and names PRE
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On the Sanctions and or terrorist list

Countries

On the Bank’s high risk list
Any attempt to disguise and or circumvent countries involved in the actual trade

Payment instructions

Illogical
Last minute changes

Repayment arrangements

Third parties are funding or part funding the BC value (just in time account credits to the
settlement account)

BC Parties

Connected Drawer or Drawee

Discrepancies in documents

Goods descriptions differ significantly

PRE or POST

PRE or POST

POST

PRE or POST

PRE or POST

Trade Finance Principles
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Summary of controls describedin this guidance on the lifecycle of the BCs

REVIEWING STAGE WHO ORWHATIS REVIEWED AGAINST WHAT BY WHOM
Account Opening Party X e Party X Appropriate due diligence Bank A
Account Opening Party Y where e Party Y Appropriate due diligence Bank B
Party Y is a customer of Bank B
BC handling request from Party X e Party X Sanctions lists Bank A
e Party Y and other named parties Local applicable export control lists if
e Names and Countries known
e Goods type AML Checks as per internal
e Ports procedures.
e Risk indicators
e Vessel Name
Bank A Remits Collection to Bank e BankB Sanctions Lists Bank A
B
Bank B receiving BC from Bank A e Bank A Sanctions lists Bank B
e Party X Local applicable export control lists
e Party Y and other parties AML Checks as per internal
o Names and Countries procedures.
e Goods type
e Shipping-company
e Ports
e Vesselname
e Risk indicators
BC advising by Bank Bto Party Y e PartyY 1. Appropriate customer risk based Bank B
controls;
2. Appropriate non-customer risk
based controls — (this will vary
depending on whether Party Yis a
customer of Bank Band the exact
capacity of Bank B)
Bank B as Presenting Bank e Bank A Sanctions lists Bank B
e Party X Local applicable export control lists
e Party Y and other parties AML Checks as per internal
e Names & Countries procedures.
e Goods type
e Ports
e Vesselname
e Risk indicators
Payment by Bank Bto Bank A e Names on the payment Sanctions lists Bank B
instruction AML Checks
Payment by Bank Bto Party X e Names on the payment Sanctions lists Bank A
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Appendix lll: Guarantees and Standby Letters of Credit

1.

Introduction

1.1

1.2

13

14

1.5

1.6

The Trade Finance Principles Papersets out the background to Trade Finance as defined in the introduction of
Section 1 of the Core paper and addresses associated FCRs. The paper also comments on the application of
controls in general and makes some observations on the subject of future co-operation between relevant
stakeholders.

This appendix provides guidance on the specific application of controls by banks* inthe context of Guarantees
and Standby Letters of Credit (“SBLC”). It is intended to reflect standard industry practice. In order to fully
illustrate these controls the appendix uses a simplified scenario and then describes in some detail the control
activities applied by the banks involved. Where appropriate, any variations on the simplified scenario will be
addressed.

SBLCs and Guarantees are different from Documentary Credits (“DCs”); while a DC is a performance-related
paymentinstrument (i.e.oncetheseller has performed and presents the required documentation, the DC can
be drawn upon and payment made), both Guarantees and SBLCs are instruments generally used to secure a
compensation payment to the beneficiary only inthe case of non-performance (i.e. the SBLC or Guarantee may
provide compensation to either (a)to a buyerfor theseller’s failure to provide the contracted goods or services
inaccordance with specified timelines or other performance measures, or (b) to a seller where the buyer fails
to makeregular payment under a sales contract).

Under some circumstances, usually unrelated to the movement of goods or services, SBLC’s may function as
both a paymentinstrumentand as an assurance of payment.

SBLCs aredistinguishable from Guarantees, as SBLCs usually only require a simple demand for payment along
with a statement of default and are subject to either ISP98 or UCP600, while Guarantees usually subject to URDG
758 more often require a simple demand with a statement of the nature of the default or claim. Use of a
Guaranteeversus an SBLC may also vary based on local law or prevailing business practice.

Guarantees and SBLCs may beissued insupport of the supplyof goods or services suchas (Performance Bonds,
Advance Payment Guarantees, Tender Bonds, Bid Bonds), and those used to secure a purely financial obligation
such as (Counter Indemnities, the repayment of credit facilities or the payment of leasing fees). They may be
issued in connectionwith the supply of utilities such as water, power, etc., they are also used in support of bond
issues, licences to operate, etc. as partof the contractterms. They may alsobeissued to supporta contract of
performanceina thirdcountry, differentto both the countryofthe applicantand the beneficiary.

SBLCs and Guarantees can be used in support of many types of financing or other commercial prospects. It
should, therefore, be recognised that most SBLCs and Guarantees issued are not related to Trade Finance
activities (i.e. are notrelated to the movement of goods, importand export).

The risk control framework for Guarantees and SBLCs is, however to a certainextent, similar to thatapplicable
to DCs, inthatwhen a Guarantee or SBLCisissued, therisk control frameworkshould generally have elements
adequate to identify 1) The nature of the counterparty relationship; 2) The reasonableness of the underlying

45 Within this appendix, reference to Banks rather than Fls will be used given the need to refer to Banks in an accepted technical context in relation
to Guarantees and Standby Letters of Credit.
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transaction, when compared with the business operations of the counterparties; and 3) Whether either the
underlying activity or the counterparties to the activity are sanctioned by relevantauthorities.

1.7 Differencesin theapplication of such a control framework arise; however, as DC-related risk control frameworks
typically contemplate payments as the expected result of the business process whereas, in the context of SBLCs
and Guarantees, payments would generally be the exception. Risk controls specific to situations where
Guarantees and SBLCs are drawn upon or paid should also address sanctions, expected activity and identify
potential suspicious activity.

1.8 The controls fallintothe following categories:

Due Diligence: Definedin this paper as:
e Theriskbased process for identifying and knowing the customer;
e Theriskbased controlsin relationto parties who maynot be customers.

Given therange of meanings, reference willbe made as necessaryto appropriate risk based checks

Each bank’s established CDD policies should designate which party to a trade transaction is the customer
and therefore subject to the bank’s due diligence process. Itis not the responsibility of the bankto perform
duediligenceon all parties to the trade transaction.

Banks should have risk based policies and procedures covering CDD, whereby all customers of the bank,
which includes correspondent banks, will be subject to the bank’s CDD processes and procedures. Due
diligence information should be made available to all areas handling Trade Finance customers and
transactions, to enable them to understand the customer profile including expected activity and identify
suspicious activity.*®

Review: Defined as anyprocess (whether manual or automated) to review relevantinformation available
inatransactionrelating to the relevant partiesinvolved, documents and data presented, and instructions
received. Certain information can, and should, be reviewed and checked before transactions are allowed
to proceed.

Reviewing activity as described in this paper, equates to document checking where the documents and
their contents are checked for conformity. Appropriate FCR checks should be done based on the
information in the documents and transaction details and relevant information from the customer CDD
profile. References to “review cycle” relate to the customer CDD review process wherebythe relationship
as awholeis “reviewed” on an agreed cycle typically of one to three years dependent upon the banks risk
assessment of the customer.

Screening: Processes, usually automated, whereby lists of names, entities, persons or countries, derived
from various official sanctions or prohibited persons lists are used to identify possible fraud, sanctions or
other concerns with respect to a relationship or transaction.

Transaction Monitoring: Defined as any activity to review completed or in progress transactions for the
presence of unusual and potentially suspicious features. For SBLCs and Guarantee transactions, it should
be recognised thatitis difficult, if not impossible, to introduce any standard patterning techniques in

“© BAFT

Guidance for Identifying Potentially  Suspicious Activity in Letters of Credit and Documentary Collections (2015),

https://baft.org/policy/document-library
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relation to transactional monitoring processes or systems. Thisis dueto therange of variations whichare
present when SBLCs and Guarantees are used insupport of construction, design and supply contracts where
beneficiaries, nature and size of the transactions will vary significantly, whilst other transactions will be
exactly, if notthe same andto the same counter parties (lease or rental guarantees for example). While the
latest technological developments may give rise to the possibility of automation and pattern based
recognition systems, these systems are still under development, are unproven and represent investment
requirements that will be attainable only to the larger banks. Controls which apply (i.e. Due Diligence,
Reviewing, Screening and Monitoring) are largely the same as defined in the Appendix relating to DCs. A
summary of control activities is provided intabular form atthe end of this appendix. For further reference
some of the terms used in this guidance are defined in Section 4: Glossary of Terms.

Itis importantto note that with SBLCs the banks operate in accordance with ICC Publication No. 600 —Uniform
Customs and Practice for Documentary Credits, or Publication 590 — International Standby Practices ISP98.
Guarantees may follow the ICC Uniform Rules for Demand Guarantees ICCPublication 758 or otherwise simply
be subject to a national law and regulations. The extent of reviewing activity which banks carry out is
determined by their responsibilities as defined within these internationally accepted rules. ISP98 and
URDG758 are different from UCP600. SBLCs are often issued subject to the UCP, whichwas designed primarily
for DCs, and asaresult exclusions andvariations of its rules are often used.

Simplified Scenario

2.1

2.2

2.3

2.4

2.5

Simplified Scenario — Guarantees / SBLC

* Guarantee or SBLC directly advised to Party ¥ by issuing or Guarantor
bank i.e. Only THREE parties are involved in the [E2E} transaction

2=Guarantee /SBLC ' 3=Guarantee f SBLC or 4=Guarantee /SBLC ¥
Party X application frequest Counter Guarantee Bank B Advised _M
Instructing Party / Issuing Bank / issued Advising Bank / Beneficiary/
Applicant/ Guarantor/Counter Guarantor Counter Party of

Guarantor *#*

Obligor

1= Agreement between applicant/instructing party and beneficiary

* ¥ Indirect Guarantees: Issuance of the counter guarantee by the counter
guarantor, i.e. Four parties are involved in the (E2E) transaction

As depicted in thediagram, Party X is supplying goods orservices to one of their buyers, Party Y. Party X is the
customer of Bank A,and Party Y may or maynotbea customer of Bank B.

Prior to shipping the goods, Party Y wants to know thatthey will be paid damages should the shipment not be
made, so Party Y requests thata SBLC or guarantee beissued inits favour and advised through Party Y’s bank,
Bank B, with payment to be made only against the receipt of stipulated documents, related to the non-
shipment of goods, by Party X’s Bank, BankA.

Party Xinstructs BankAto issuea SBLCin favour of the buyer, PartyY.

Bank Aselects Bank B (its correspondent bank or Party Y's nominated bank) to advise the SBLC or guarantee to
Party Ylocally, often inanother country. After the presentation of claim documents by Party Y through Bank B,
and havingfoundthe claim documents to bein order by Bank A, Bank Awill pay under the SBLC.

In the second simplified scenario, the guarantee or SBLCis delivered by Bank Adirectly to Party Y. Therefore
Bank Awillonly carry outtheappropriate due diligence on Party X. BankAwill conduct appropriate risk based
control checks on Party Y where Party Yis not A’s customer.
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2.6 Anoverview of theduediligence andreviewing activitiesis provided in the tables atsection 3 of this appendix.

3. Due Diligence Overview

Due Diligence Overview— Guarantees/ SBLC

Party X Party Y
Instruu.:tingF'art',.r Beneficiary /
[ Applicant / Counter Party of
Obligor the instructing par

L r
S
.{q,"ﬁq' aot "
ﬁhc,‘f’\@;&a?f'
-
Y
I o
e e

*BankA - Bank B
Issuing Bank / j‘:*' »| Advising Bank /
Guarantor / Counter . Guarantor

Guarantor **

)

& & .
Indirect Guarantees: Issuance of the counter

N

guarantee bythe counter guarantori.e. Four parties
are involved inthe (E2E) transaction

3.1 The banks conduct duediligence which usually follows the pattern described below during onboarding:*’
a. BankAwill conductduediligence on Party X (when on boarding and during the account CDD review cycle).
b. BankAshould conductappropriate risk based due diligence on Bank BandatCDD review.
c. BankBshould conductappropriate risk based due diligence on BankAand at CDD review.
d. BankBwill conductrisk based due diligence on Party Y where Party Yis B’s customer.

e. BankBwillconductappropriaterisk based control checks on Party Y where Party Yis not B’s customer.

f. Inthesecond simplified scenario, the guarantee or SBLCis delivered by Bank Adirectly to Party Y. Therefore
Bank A will only carry out the appropriate due diligence on Party X. Bank A will conduct appropriate risk
based control checks on Party Y where Party Yis notA’s customer.

47 This information is obtained prior to transactional activity and the data is made available to the processing department during the transactional
verification process.
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4. Reviewing Activity Overview

Review Activity Overview — Guarantees / SBLC

4=0bligation performed

Party X or not performed Party¥
Instructing Party/ |, . |Beneficiary/Counter _________________
Applicant/ Party ofthe
Obligor instructing party
1-Guarantee / SBLC 3=Guara|l'|tee," | *Demand /Presentation
SBLC advised 5% of claim

application / request - .
3-Guarantee / SBLC Payment to beneficiary

or Counter Guarantee ¥ |8
*Bank A ) issued . Bank B
Issuing Bank / 6=Amount claimed Advising Bank

Guarantor / Counter

J/ Guarantor

Guarantor ** 7=Payment
¥ . .
Indirect Guarantees: Issuance ofthe
counter guarantee by the counter guarantor
I Fnur_partles»are involved [EEE] inE2E ¥ Guarantee or SBLC directly advised to Party ¥ by issuing or Guarantor bank ise Only
transaction. THREE parties are inwolved in the (E2E) transaction

4.1 Oncethe SBLCor Guaranteeisinitiated by Party X, the banks will,in the normal course of SBLC or Guarantee
practice, review the transactionat various stages through to the eventual payment where made. This reviewing
activity will normally follow the pattern described bel ow:

a. Bank A will review the SBLC or Guarantee application from Party X (before agreeing to issue SBLC or
Guarantee).

b. BankBwillreviewtheSBLC or Guaranteeas issued when received from BankA (before agreeing to advise
it).

c. Bank B may review the claim documents presented by Party Y (when accepting them under the SBLC or
Guarantee from Party Y) applying a RBAdepending upon its preciserole.

d. BankAwill reviewtheclaimdocuments presented by Bank B (before paying B - who will inturn payParty
Y).

e. BankAandBankBwill review the payment (orother) instructions which they receive.

f. Inthe second scenarioBankAwill review the claim documents presentedby Party Y before payingParty Y
via thebank nominated by Party Y to receive payment.

5. Controls undertaken by Bank A

5.1 Party X Due Diligence: Bank A should conduct appropriate due diligence*® on Party X (who is a customer of
Bank A) prior to issuance of the original guarantee or SBLC. This is likely to involve a series of standardised
procedures for account opening within Bank A. The due diligence will support an on-going relationship with
Party X and is not required for each subsequent SBLC applied for. In the second simplified scenario, the

8 | dentification, verification screening, KYC (and credit approval)
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guarantee or SBLC is delivered by Bank A directly to Party Y. Bank A will only carry out the appropriate due
diligence on Party X. Bank Awill conduct appropriaterisk based control checks on Party Y where Party Yis not
A’s customer.

a. This would be available foruse by Trade Finance operations and or guarantees operations for confirmation
thateachtransactionisin accordance withthe CDD profile.

e BankA’s duediligence process should include, where SBLC or guarantee facilities are required, the following
questions:
e The countriesin relation to which Party X trades
e The goods or services traded
e Thetypeand nature of parties with whom Party X does business (e.g. customers, suppliers, etc)

Additionally, Bank Acan beexpected to havea RBAto obtaininginformation on a transactional basis about:
e Theroleand location of agents and other third parties used by Party X in relation to the transaction
(only wherethis information is provided by Party X) and these checks will primarily be related to
sanctions screening.

b. Havingreceived theanswers to these questions, it may be required to conduct enhanced duediligencein
accordance with the Fl’s procedures.

5.2 Enhanced Due Diligence:

a. Anenhanced duediligence process, in line with a bank’s RBA, should be applied, withinthe normal process
of duediligence, where Party X fallsinto a higher risk category, or where the nature of their transaction,
as disclosed during the standard due diligence process, suggests that enhanced due diligence would be
prudent (See the FATF 40 Recommendations*?, Section 10 Guideline H). The enhanced due diligence should
be designedto understandthetrade cycleand may involve establishing:

e The countries where Party X trades

e The goods traded and or service provided

e Thetypeand nature of principal parties with whom Party X does business. This does not i mply that
a counterpartyCDD isrequired

b. The nature of business and the anticipated transactions as described and disclosed in the initial due
diligence stage may not necessarily suggest a higher risk category, but if this becomes apparent after
transactions commence, this maywarrantadditional due diligence.

5.3 Bank B Due Diligence:

a. BankAshouldundertake appropriate due diligence onBank B, depending onthe nature of the relationship
between Bank Aand Bank B (i.e. Correspondent or Network Bank). Theduediligence will supportan on-
going relationship with Bank B which will be subjectto a relevantriskbasedreview cycle. Therefore, due
diligence on BankB for anysubsequenttransactions is notrequired.

49 FATF 40 Recommendations (2012), http://www.fatf-gafi.org/publications/fatfrecommendations/d ocuments/fatf-re commendations.htm|
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See the Wolfsberg Correspondent Banking Standards®® and FAQs for guidance with respect to the level of
duediligenceto be performed in relation to BankB.

5.4 Reviewing:

a.

Reviewing will occuratinitiation andduring thelife cycle of thetransaction, principallyat the following
stages:

i Receiving the initial SBLC or guarantee application and subsequent amendment applications from
Party X

ii. Only in the event of a claim being made, receiving and checking documents presented by Party Y
through Bank B

iii. Making payment

In practice, once a SBLC or guarantee has been issued, Bank A has an obligation to complete the
transaction. Onlyif subsequent reviewing activity showed a “positive match” of applicable namesin the
transactions with the names on Sanctions and Terrorist lists, would Bank Abe in a position to stop the
transaction. Depending onthelocallegislationthere may be circumstances where fraud would allow Bank
Ato refuse payment under other circumstances (non-sanctions). This would be determined on a case by
casebasisin conjunction with the Fls Legal team.

When the claimis presented to the guaranteeing bank, either Bank Aor BankB, the claim and supporting
documents, if any, will be examined to ensure compliance with the terms of the SBLC or guarantee and
that it is in accordance with the UCP, ISP 98 or URDG758 and international banking standards®! as
applicable. Depending on the bank’s RBA, this review does not need to involve a detailed examination of
all theinformation in the claim.

Stage 1: Reviewing the SBLCor Guarantee request or application

For guidanceinrespect of whatis reviewed, by when and by who in a SBLC or guarantee transaction see
the table under “Summary of controls described in this guidance on SBLCs and Guarantees” at the end of
this appendix.

Stage 2: Making the payment
When making payment Bank Awill screen the namesinthe paymentinstructions, includingthe names of
any banksinvolved

5.5 Monitoring:

For Bank Amonitoring opportunities arise from:

e The normal procedures for monitoringParty X’s account andtransactional activity
e PartyX’s activityobserved from business as usual trade processing more generally

5.6 Ongoing Due Diligence by Bank A:

50 Wolfsberg Anti-Money Laundering Principles for Correspondent Banking (2014), http://www.wolfsberg -
principles.com/pdf/standards/Wolfsberg-Correspondent-Banking-Principles-2014. pdf

51 The relevant ICC Rules for DCs are “The Uniform Customs and Practice ISP 98, URDG 758
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a. Bank A will rely heavily on the initial and ongoing due diligence conducted on Party X. It will not be
practicalor commercially viable for Bank Ato continually seek detailed additional assurances from Party
X as every new transaction is received for processing because that would a) hamper the efficiency of
processing and b)undermine the element of trust which is normal in the relationship between Bank Aand
Party X.

b. Thereshouldbeongoingreviews of therelationshipon a periodicbasis.

Controls undertaken by Bank B (only if advising or counter guaranteeing)

6.1

6.2

7.

The duediligence, reviewing, and monitoring undertaken by Bank B will follow a similar patternto thatset out
inthe Appendix on DCs.

Any differencesinrelation to Guarantees and SBLCs may arise as a result of the following:
a. Anyreferencetogoods maynotapply.
b. Thelikelihoodofany claimfor paymentis much reduced.
c. Thelegal jurisdictions which applyare morelikely to be specified.

Risk Indicators, Pre and Post Event

7.1

7.2

7.3

SBLCs or Guarantees are independent undertakings issued by a bank on behalf of its customer to support a
business or financial transaction between the bank’s customer (the applicant) and the counterparty (the
beneficiary). Contractterms willbe agreed between applicant and beneficiary. Details of the required SBLC or
Guaranteearethen communicated by theapplicantto his bank so thatthe SBLC or Guarantee can beissued.
The terms of each SBLC or Guarantee reflect a unique combination of factors involving the specific nature of
the underlying transaction, the nature of the business relationship between the counterparties to the
transaction, the nature and terms of the financing arrangement, and the nature of the relationship between
the financial institutions party to the financing and payment arrangements.

Whilethe full execution of each SBLC or Guarantee transactionis a process involving a number of parties, with
full informationavailable to the commercial parties and theissuer, itis rare forthe advising, reissuing, counter
guaranteeing Banks to havethesamelevel of detail aboutthe transaction. Furthermoreitisrelevantto note
that:

a. DifferentBankshavevarying degrees of systems capabilities which will lead to industry wide differences
in their reviewing capabilities.

b. Commercial practices andindustry standards determine finite timescalesinwhichto act.

For Banks involved in processing SBLCs and Guarantees, the knowledge and experience of their operations staff
must serve as the firstand best line of defence against criminal abuses of these products and services.
Reviewing SBLC or Guarantee claims is a mostly manual process, requiring that the claim and any supporting
documents that may be presented for payment are compared against the terms andconditions of the SBLC or
Guaranteeand, where applicable, any ICCrules and international standard bankingpractice.
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7.4 Potentially there are a large number of risk indicators. Against this background it is important to distinguish
between:

a. Information which must be validated before transactions are allowed to proceed or complete and which
may preventsuchcompletion. (e.g. a terrorist name, sanctioned entity).

b. Information which oughtto be usedin post event analysis as part of the investigation and Suspicious Activity
Reporting process.

7.5 Appended below is a list of some of the risk indicators which might become apparent in the handling of an
SBLC or Guaranteetransaction. Thistable does not containthe full range of risk indicators which might apply
across the customer and bank relationship, but is specifically targeted to cover some of the risk indicators
related to the processing of an SBLC or Guarantee transaction. It is also important to note that some risk
indicators will only become apparent after the transaction has taken place and will only be known to law
enforcement or financial investigation units as part of their formal investigation processes. Fls will determine
their own setof risk indicators based upontheir policies andrisk appetite.

Some Risk Indicators

WHAT: Activity or information connected with the SBLC/Guarantee = WHEN: Pre or post transaction

Deal structures PRE or POST
. Beyond capacity and or substance of customer
. Unusual complexity and or unconventional use of financial products

Goods (if any) PRE or POST
. Applicable import or export controls regulations may not be complied with
. Totally out of line with customers known business

Countries and names PRE
. On the sanctions and terrorist list

Countries PRE or POST
. On the Bank’s highrisk list

. Any attempt to disguise and or circumvent countries involved in the actual
trade

Claims and Payment instructions PRE or POST
. Last minute changes to payment instructions
. Claims made within a short time after issuance
o Continuous claims under various guarantee instruments.
o Claim pressure tactics
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Summary of controls describedin this guidance on SBLCs/Guarantees

REVIEWING STAGE

Account Opening Party X

Account opening Party Y where Party
Y is a customer of Bank B

SBLC or Guarantee
from Party X

Issuing request

Bank A delivers SBLC or Guarantee to
Party Y

Bank Aissues SBLC or Guarantee to
Bank B

Bank B receiving SBLC or Guarantee
from Bank A

SBLC or Guarantee advising by Bank
B to Party Y

Presentation of claim documents by
Party Y to Bank B or Bank A

Presentation of claim documents by
Bank B to Bank A

Payment by Bank A to Bank B or to
Party Y’s bank

Payment by Bank Bto Party Y

WHO ORWHAT IS REVIEWED
e Party X
e Party Y

e Party X
e Party Y and other principal parties
e Names and Countries

e Goods type (if any)
e AML Checks

e Ports
e SBLC or Guarantee structure

e Risk indicators

e Party Y

e Bank B

e Bank A

e Party X

e Party Y and other parties
e Names and Countries

e Goods type (if any)

e Ports

e SBLC or Guarantee structure

e Risk indicators

e Party Y

e New principal parties or countries not
mentioned in SBLC/Guarantee

e New principal parties or countries not
mentioned in SBLC/Guarantee

e Names on the payment instruction

o Names on the payment instruction

8. Counter Guarantees and Counter Standby Letters of Credit.

8.1

AGAINST WHAT
Appropriate due diligence

Sanctions lists

Local applicable export control
lists if known
AML Checks as
procedures.

per internal

Sanctions lists

Appropriate Risk Based control
checks.

Appropriate due diligence

Appropriate due diligence
Sanctions lists

Local applicable export control
lists if known
AML Checks as
procedures.

per internal

Appropriate due diligence — (this
will vary depending on whether
Party Y is a customer of Bank B
and the exact capacity of Bank B)
Sanctions lists

AML checks

Sanctions lists
AML checks
Sanctions lists
AML checks
Sanctions lists
AML checks

BY WHOM
Bank A
Bank B

Bank A

Bank A

Bank A

Bank B

Bank B

Bank B or Bank
A if
presentation is
direct

Bank A

Bank A

Bank B

For AML purposes counter guarantees and SBLCs aretreated inthesamewayasiftheyarean original or
new issuance. Thereissuing bankfor a SBLC or the Bank receiving the counter guarantee andissuing its own
guaranteelocally treats the original issuing bank as the applicant (instructing party) and full CDD is required

onthem.

As aresult, theabove procedures apply to the counter guarantee or SBLC.
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Appendix IV: Open Account

1.

11

1.2

13

14

1.5

1.6

1.7

Introduction

The Trade Finance Principles Papersets out the background to Trade Finance andaddresses associated FCRs.
The paper alsocomments onthe application of controls in general and makes some observations on the subject
of future co-operation between relevant stakeholders.

This appendix provides guidance on the specific application of controls by Banks®? in the context of Open
Account Tradetransactions; and specifically elaborates on Receivables Purchase techniques as defined by the
Global Supply Chain Finance Forum.*?

Open Account Trade involves the movement of goods or services between two companies, either domestically
or internationally, based on mutual trust in which the seller may extend paymentand/orcredit terms. Third-
party intermediation to provide processing services, performance risk mitigation or payment financing is not
deemed to berequired as part of the transaction because of therelationship between the two parties. Open
Account Trade is viewed as an efficient way to handle trade-related payments, as it does not incur the costs
and delays involved with Bank-provided financing or risk mitigation services.

Ina typical Open Accounttransaction, thesellerandthe buyer contract for the delivery of stated goods from
the seller to a place designated by the buyer. Thetype of contract and its terms and conditions will depend on
the relationship between the buyer and seller; usually one party drives the standard terms and method of
payment.

Participants to an Open Account Trade transaction generally finance the transaction out of their own cash flow
or through other arrangements. Banks maybeindirectly involved in the financing of the trade transaction and
therefore will have limited information as to the specifics of the trade transaction.

As a result, Banks are generally not involved inan Open Account Trade transaction until a clean payment is
madeattheend (which could be after the goods have been delivered). The sellerandbuyer will generally not
provide the Banks handling the Open Account payment with supporting documentation, reducing the
information available to Banks to assess and review. The clean payment triggered by an Open Account trade
transactionwill be subjectto standard payment services controls.

Banks may support Open Account trade transactions with Supply Chain Finance (SCF) techniques in order to
allow a buyer oraseller to optimise their working capital or payment terms according to theirindividual needs.
In this context, Receivable Purchase techniques (specifically Receivables Discounting and Payables Finance)
playanimportantrole.

The Global Supply Chain Finance Forum>* defines SCF as ‘the use of financing and risk mitigation practices and
techniques to optimise the management of the working capital and liquidity invested insupply chain processes
and transactions’, and ‘is typically applied to open account trade.’>>

2 Within this appendix, reference to Banks rather than Fls will be used given the need to refer to Banks in an accepted technical context in relation
to Open Account trade

53 Reference is made to the ‘Standard definitions for techniques of Supply Chain Finance’ (http://supplychainfinanceforum.org/)

54 The Global Supply Chain Finance Forum was established in January 2014, as an initiative of these industry associations, to address what has
been recognised as a need to develop, publish and champion a set of commonly agreed standard market definitions for Supply Chain Finance
and for SCF-related techniques. (http://supplychainfinanceforum.org/about-the-forum/)

55 Standard definitions for techniques of Supply Chain Finance, p. 24
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1.8 Receivables Purchase based SCF techniques usually involve both parties of a trade relationship, raising a need
to apply FCR management. Depending on the level of involvement and the underlying contractual relationships,
such FCR management measures may varyinorder to ensure thata Bank has anefficientandappropriate view
onits customers and their counterparties, as determined by its riskappetite.

This Appendix provides guidance on the specific application of controls by Banks for Receivables Purchase
based SCF techniques. Within the category of Receivables Purchase, this Appendix specifically focuses on
Receivables Discounting and Payables Finance.

1.9 The controlsfallintothe following categories:

a. Due Diligence: Definedin this paper as:
i the risk based process for identifying and knowing the customer;
ii. theriskbased controlsinrelation to parties that maynot be customers.
Given therange of meanings, reference willbe made as necessaryto appropriate risk based controls.

Banks shouldhave risk-based policies and procedures covering CDD, whereby all customers of the Bank will
be subject to the Bank’s CDD procedures. Due diligence information should be made available to all areas
handling Trade Finance customers and transactions, to enable them to understand the customer profile
(including expected activity) and identify potentially suspicious activity.

Each Bank’s established policies should designate which party to a trade transaction is the customer and
therefore subjectto the Bank’s due diligence process. In theinstance of Payables Finance, the buyer (and
likewise, the seller in a Receivables Discounting program) is designated as the customer and should be
subjected to the Bank’s CDD process. ABank may undertake certain controls on other parties to the trade
transaction depending on its RBA. It is not the responsibility of the Bank to perform due diligence on all
partiesto a trade transaction. (Refer to Section 2.1 of the Trade Finance Principles, Core Paper)

b. Screening: Processes, usually automated, whereby lists of names, entities, persons or countries, derived
from various official sanctions or prohibited persons lists are used to identify possible fraud, sanctions or
other concerns with respect to a relationship or transaction.

c. Transaction Monitoring: Defined as any activity to review completed or in progress transactions for the
presence of unusual or potentially suspicious features. For Receivables Purchase based techniques, it
should be recognised that any patterning techniques in relation to transaction monitoring processes or
systems will highly depend on the level of automation of the infrastructure thatis used. Transaction
Monitoring may take the form of automated controls, ‘red flag based manual controls, or a mix of both
and will becommensurateto therisk and / or size of the Bank.

Itis important to note that with SCFtechniques, Banks typically apply CDD at the outset of each business relationship.
This includes a customer adoption of the anchor party and its business relationships with its counterparties,
providing appropriate insightinto the customer’s business and hence the trade patternthatcan be expected.

In that respect, Supply Chain Finance may offer more opportunities for systematic transaction monitoring,
dependingonthelevel of automation thatis applied. Asummaryof control activities is provided at the end of this

appendix. For further reference, some of the terms used inthis guidance are definedin Section 4: Glossaryof Terms.
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Receivables Purchase techniques under Supply Chain Finance is provided through a customer-led programme within

which either the customer itself or its counterparties in the customer’s supply chain are able to access finance by
means of selling their Receivables to a Bank. Receivables Purchase techniques provide a seller of goods or services
with the option of receiving the discounted value of receivables (represented by outstanding invoices) prior to their
actual duedate. Typical programme-based Receivables Purchase techniques are Payables Finance and Receivables
Discounting. Acustomer may actas buyer, seller, or both depending on its positionin the physical supply chain and
its individual financial requirements.>®

Payables Finance

PF1)

Party Y »

Receivables Discounting

Buyer (Party X) entersinto a
commercial agreement with
its seller(s)

Seller to Party X ;rz)

PF3)

PF4)

PF5)

Bank B W‘

F:
Seller issues invoice(s) with
payment details

P
RD:

Party X
Buyer of Party Y
Seller to Party Y

RD1) Seller (Party X) entersintoa
commercial contract with its

buyer(s) Party Y

RD2) Seller issues invoice with Buyer of Party X
payment details

Buyer approves and sends payment
instruction details to Bank A

Bank A makes available to sellers of
the buyer the option to elect for early
payment at a discount date

a) If the seller elects for early
payment, Bank A will pay the seller
the discounted value against
assignment of receivables to Bank A.
b) If the seller does not elect for early
payment, Bank A will pay the full
value of the invoice at due date)

On the due date of the invoice, buyer
settles the full value of the invoice at
Bank A

RD3) Seller sends invoice to Bank A under a
Receivables Finance Agreement

RD4) Invoices are advanced / discounted to
the account of the seller at Bank A

RD5) On the due date of the invoice, buyer
pays the full value of the invoice into
an account at Bank A

Seller’s Bank J‘

&

Bank A
Client’s Bank

Bank B
Buyer’s Bank

-
)

>

Physical

(
2

Supply

>> Chain >

SCF Payables Finance and Receivables Discounting —holistic view

56 Referenceis madeto the Standard Definitions fortechniques of Supply Chain Finance, sections 3.4.1
(Receivables Discounting) and 3.4.5 (Payables Finance)
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2.1 Distinctive features Payables Finance:

The buyer identifies an invoice(s) or account(s) payable (on its books) for whichit has given an unconditional,
irrevocable commitmentto pay,*” and theseller hasthe option to sell thereceivable(s) (i.e. the counterpart of the
buyer’s payable on its ownbooks) andreceive an early, discounted payment from the Bank. The techniqueiis ‘buyer-
centric’inthatthe buyer willtypicallyarrange a payables finance programme with one or more Banks infavour of
its sellers.

As seen in the diagram, the buyer encourages its sellers to consider the use of this Payables Finance programme;
the sellers make anindependent decision to utilise the programme.

The Bank relies on the creditworthiness of the buyer and typically grants the financing ‘without recourse’ to the
seller.Such ‘without recourse’ relates to the credit risk or risk of non-payment by the buyer of the invoice oraccount
payable. Itiscommonthat certain elements of recourse areretained againsttheseller, suchas relates to breaches
of representations and warranties. The buyer will pay the principal amount owed at the invoice maturity/due date
or atanother agreed uponduedatedirectly to the Bank. If thereareany dilutions between the buyer and seller, it
would beresolved outside of this Payables Finance structure.

Payables Finance Agreement (Buyer)

between Buyer and SCF Provider *
3 On the due date of the invoice, buyer pays into an SCF A— -— s =
Provider account the total value of the invoice. . I I I I
D D G G
. 0 2 @ 1]
[ Buyer approves and uploads invoice details onto the electronic ——
platform SUPPLY CHAIN
BUYER FINANCE (SCF)
PROVIDER
A A B If the suppliers elect for early A A
payment, SCF Provider will pay the
suppliers the discounted value (ie.
Invoice Amount - Early Payment fee
to SCF Provider) against assignment
of receivables to SCF Provider.
) If the suppliers do not elect for early
2] Buygr reclega/es payment, SCF Provider will pay the
Invoice wi ) full value of the invoice at due date.
payment details >
. -
Buyer enters into a . [0 SCF Provider makes available to the
commercial arrangement suppliers the option to elect for early
with their supplier(s) and payment at a discounted value
places orders
SUPPLIERS Payables Finance Agreement
(Supplier) between Supplier

and SCF Provider

SCF Payables Finance (as described in the SCF Standard Definitions)

57 a.k.a.independent payment undertaking (IPU)
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2.2 Distinctive features Receivables Discounting:

Discounted receivables range from a single receivable through to the majority of the receivables within the sales

ledger of a seller. Thefunds available to the seller are based on the outstanding value of the invoices related to the
relevantbuyers.

Receivables Discounting is usually offered by finance providers to customers selling to multiple buyers. The buyer
coverage will dependon the number of buyers for which the finance provider is willing to take credit risk.

The finance provider offers finance based on a securitymargin appliedto the open accountreceivables being
assigned by theseller and as pre-agreed between the sellerandthe Bank.

Typically, the Bank will limit such offering to a customer base, whose receivables complywith certaincriteria, such
as a minimum credit rating.

Receivables Finance Agreement
between Supplier and SCF Provider

& Invoices are advanced/ discounted A

ol R - T
_ I}
SUPPLY CHAIN

A FINANCE (SCF)
PROVIDER

Y

[ Seller sends invoice to SCF Provider under
SUPPLIER the Receivable Finance Agreement

[ seller issues invoice with

payment details E on the due date of the invoice, buyer

3 pays into an SCF Provider account
the total value of the invoice.
-

Supplier enters into a commercial
arrangement with the buyer

BUYER

SCF Receivables Discounting (as described in the SCF Standard Definitions)
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3 Due Diligence Overview —Receivables Purchase

3.1 Bank Aconducts duediligence, whichusually follows the pattern described bel ow:>2

Initial Due Diligence

Party X Party Y
Customer Counterparty
A
a)lcop b) Risk based a) CDD
checks
Bank A Bank B ,
Counterparty’s

Customer’s Bank
Bank

Customer andcounterparty checks
a. Bank Aand Bank B will conduct Customer Due Diligence on their customers (when onboarding and
duringtheaccountCDD review cycle)
b. Bank A will conduct appropriate Risk based checks on the counterparty on an RBA unless the
counterparty is a customer of the Bank, inwhichcasea) wouldapply

%8 This information is obtained prior to transactional activity and the data is made available to the processing department.
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4 Review Activity —Receivables Purchase

4.1 Oncethe Receivables Purchase programmeissetup, Bank Awill,in the normal course of business review
the programme from a customer and counterparty perspective. This reviewing activity will normally follow the
pattern describedbelow:

Due Diligence— Review Activity

Party X Party Y
Customer Counterparty

a)|cbD b) Risk based a)lcobp
checks
~
Bank A Bank B
Customer’s Bank Counterparty’s
y Bank

Customer and Counterparty periodic or event-driven reviews
a. BankAandBwillreview CDD on theircustomers
b. Bank A will review appropriate Risk based checks on the counterparty on a RBA unless Party Y is also a
customer of the Bank, inwhichcasea) would apply

5 Controls undertaken by Bank A
5.1 PartyDue Diligence

a. BankAshould conductduediligence® as appropriate on Party X (thatis a customer of Bank A) priorto the
setup of a Receivables Purchase programme. This is likely to involve a series of standardised procedures
for customer adoption within Bank A. The due diligence will supportan on-going relationship with Party X
andis notrequiredfor each subsequent programmethatisset up with this customer.

b. BankA’s RBA,its duediligence process may include, amongst others, the following information:
- The countriesin relation to which Party X buysand sells
- Thegoods traded
- The counterparties with whom Party X does business (buyers, sellers).

A counterparty in the context of a Receivables Purchase programis typically created when thereis a request from
the customer of Bank A to support its own business or the business of the customer’s trading partner. Bank A has
no other relationship with that third party. Such counterparties do not have an account, a facility or a dedicated
Relationship Manager at Bank A, and they also do not give any instructions to Bank A. They are sponsored by a global
line of business, and interactions with Bank A are limited to the scope of the Receivables Purchase program. The

59 | dentification, verification screening, CDD (and credit approval)
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relationship with these counterparties is based on a successful CDD on Party X and the trust of Bank A in the
commercialrelationships Party X enters into for the purpose of its own business.

Typical examples of counterparties undera Receivables Purchase program may include, but are notlimited to:

Buyers of Party X of Bank Aunder a Receivables Discounting programthatis arranged by Bank Afor Party
Xandits buyers (=PartyY)

Sellers of Party X of BankAunder a Payables Finance programthatis arranged by Bank Afor PartyX andits
sellers(=PartyY)

Minimum Risk based checks for non-customer relationships

Itis generally recommended to perform risk based checks on counterparties. The extent of such checks may vary
depending on the particular SCF technique that is is applied and additional aspects such as the state of disclosure
againstthe counterparty or whether a programme is whole turnover or not.®° Therisk based checks may include the

following:

Collect counterparty name and address information (counterparty name ata minimum)
Conductsanctions screening against relevant sanctions list(s), as appropriate

Conducta review againstinternal ‘red flag’ lists. In this context, ‘red flag’ lists refer to lists that Banks may
maintain to manage or monitor transactions / relationships with particular entities or persons. These are
generally based on a variety of factors including, but not limited to, prior unusual transaction history and
negative mediareports.

Evaluaterisks of the potential relationship to the counterparty based on the above information to identify
whether a Bank may require further review based on internal risk tolerance.

Based on thisinformation, it maybe required to conduct additional checks.

5.2 Additional checks:

a.

C.

An enhanced due diligence process should be applied, within the normal process of due diligence, where
Party X falls into a higher risk category or where the nature of its trade, as disclosed during the standard
due diligence process, suggests that enhanced due diligence would be prudent (See the FATF 40
Recommendations,®! Section 10 Guideline H).

An additionalduediligence process should be designed to ensure clear understanding of the trade cycle, to
gain assurances regarding customers’ compliance systems (which could include butare not limited to cross
border controls and licencing regulations) and to ensure understandingof payment flows.

Trigger Events:
There may betrigger events during the on boarding stage, during the ongoing review of a relationship or
duringthetransaction process.

The nature of business and the anticipated or actual transactions as described and disclosed in the initial
duediligence stage or during the relationshipmay not necessarily suggest a higher risk category. However

80 For Receivables Discounting, the risk based check may include the buyer name, however not always other information such as the address.
1 FATF 40 Recommendations (2012), http://www.fatf-gafi.org/publications /fatfrecommendations/documents/fatf-recommendations. html
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if, during the course of the Receivables Purchase programme, any additional riskfactors become apparent,
this may warrantadditional or enhanced checks for PartyX or Party Y.

5.3 Bank B Due Diligence

BankBis notinvolved in the Receivables Purchase Transaction except for receiving and crediting funds for Party
Y, or—inthe caseof a Receivables Discounting program —executing paymentinstructions of PartyY to Party X
(or to Bank A, depending on the specific design ofthe Receivables Discounting programme). Consequently, Bank
B is notsubjectto DueDiligencein the context of a Receivables Purchase program.

5.4 Reviewing transactional information

In practice, once a Receivables Purchase programme has been set up, Bank A processes the payment
instructions or invoice data received from Party X. If subsequent review or screeningactivity shows a positive
match, Bank A may stop the programme or a particular transaction. Depending on local law, there may be
circumstances where fraud would alsoallow the transactionto be stopped.

Reviewing andscreeningwill occur when the customer presents its payables or receivables information to Bank
A. The information (presented on a manual basis or electronically) will be subject to the programme eligibility
control. This control will typically ensure the transactions match with the scope BankA hadinitiallyagreed with
Party X for the Receivables Purchase programme, e.g. the transaction currency, the amount, the beneficiary or
buyer and the due date of thetransaction.

Unless local regulatory requirements apply, Party X will present no further information. Alocal regulator may
require further checks or presentation of information, e.g. for purposes of import/export controls

5.5 Monitoring

For Bank Amonitoring opportunities arise from:
e The normal procedures for monitoring Party X’s account and the usage of the Receivables Purchase
programme
e Party Y’s activity observed from business with Bank A in the context of the Receivables Purchase
programme

5.6 Ongoing Due Diligence by Bank A
a. BankAwillheavily rely ontheinitial and ongoing due diligence conducted onParty X. It will not be required
for Bank A to seek continuous additional assurances from Party X as every new transaction is received for

processing, since it will be subject to the regular transaction monitoring activities of BankA.

b. Thereshould be ongoing reviews of the relationship on a periodic basis. Bank A may conduct ad hoc controls
following the below grid:

Scope e Selected customers (PartyX), using a Risk Based Approach
e Ongoingsanctionscreening
e ifmaterialissuesarenoted, selected counterparties (Party Y)

e ongoingtransactionmonitoring
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Frequency e customer due diligence on a periodic basis and based on critical trigger events or
internal ad hoc controls

e Increased frequencyfor higherrisk customers based on Bank A’s policies

Responsibility e Adedicatedteam of Bank Ataking ownership and responsibility for ad hoc controls

e Supportfrominternal functions of BankA, e.g. Credit Risk, Customer Coverage and
Financial Crime Teams

6 Controls undertaken by Bank B

Bank B is not involved in a Receivables Purchase programme that Bank A has arranged. Controls undertaken
by Bank B arelimitedto standard controls on incoming or outgoing payments for Party Y.

6.1 Due Diligence:
a. Bank B has an existing relationship with Party Y. Appropriate due diligence should already have been
completed.
b. BankBwill notundertake any duediligence on Party X aside fromthe screening of Party X’s name against

sanctions and terrorist lists for incoming payments from any party involved inthe program®.

7 Risk Indicators, Pre- and Post Event

7.1 A Receivables Purchase Program is an undertaking arranged by a Bank for its customer to support business
transactions between the Bank’s customer and its counterparties, independent of the underlying trade
transactions. Contract terms will be agreed between the customer and its counterparties and then be
communicated to the Bank in the context of the arrangement of the Receivables Purchase Program. The terms
of a Receivables Purchase programreflect a unique combination of factors involving:

e the specific nature of the Receivables Purchase programme,
e the underlying commercial relationships between Party X and PartyY,
o the natureoftherelationship between Bank Aand Party X aswellas Party Y.

where Party X and Party Y would refer to customer and counterparty accordingly depending on the type of
programme.

7.2 In Receivables Purchase business, Banks deal in documents representing receivables information, or rather
sets of data, representing such documents. Since the execution of each transaction under a Receivables
Purchase programis a ratherautomated andintegrated process within a pre-agreed scope of parametersitis
rarefor BankAto review individual transactions in complete detail. Furthermoreitis relevantto note that:

e Both parties of a Receivables Purchase program are subject to initial and ongoing controls, ensuring that

transactions meetthecriteriathathadbeen agreed atthe outset of a Receivables Purchase programme
e Commercial practices andindustry standards determine finite timescalesinwhichto act

62 Under a Payables Finance programme arranged by Bank A, Bank A will appear as the payer for the majority of incoming payments. Only for
non-financed transactions, Party X will appear as the payer. Depending on whether a Receivables Discounting program is set up undisclosed or
disclosed (and Bank A acting as a collection agent), the beneficiary of a payment from Bank B may vary between Party X (if undisclosed) and
Bank A (disclosed).
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7.3 Potentiallythereareriskindicators that maybe looked atin the context ofa Receivables Purchase programme.

Different Banks have varying degrees of systems capabilities which will lead to differences in their

reviewing abilities

Againstthis background itisimportant to distinguish between:

7.4

e Information whichmustbevalidated beforea Receivables Purchase programmeis set up and which

may preventsuchsetup (e.g.a sanctioned entityor a terrorist name)
e Transactional controls, e.g. sanction screening

e Information whichoughtto be used in a post event analysis as part of the investigation and suspicious

activity reporting process

Trade Finance Principles

Banks should look to put into place internal procedures (either manual or automated) to identify and

monitor theriskindicators at all stages and have processes to review and escalate concerns appropriately.

7.5

related to the processing ofa Receivables Purchase programme. Itis also important to note that some riskindicators
will only become apparent after the transaction has taken place and will only be known to law enforcement or
financial investigation units as part of their formal investigation processes. Banks should derive their own set of risk

indicators from their riskassessments.

WHAT: Activity or information connected with the SCF program

Deal structures PRE

Beyond capacity and or substance of customer

Improbable goods, quantities, origins, destination
Applicable import or export controls regulations may not be complied with

Countries / Names on the Bank’s high risk, Sanctions or terrorist list

Any attempt to disguise or circumvent countries involved in the actual trade
Unusual complexity and or unconventional use of financial products
Evasive behaviour of Party X or Party Y when being on-boarded

Or a combination of the above

Deal structures POST

Party X or Y changes its name, legal entity structure, accounting standards, country of
incorporation or operation, or Bank relationship

New regions, currencies, Parties (X or Y) added after the initial setup

Or a combination of the above

Transactions POST

PUBLIC

Blatant anomalies or changes in value or volume of the transactions processed against
the agreed / expected or historic value or volume

Changes in financing behaviour of Party X or Party Y
Changes in settlement behaviour of the buyer
Failed or returned payments to sellers (under a Payables Finance program)

Or a combination of the above

Appended belowis a list of some of therisk indicators which might become apparentin the handling of a
Receivables Purchase programme. This table does not contain the full range of risk indicators which might apply
generally across the customer to Bank relationship, butis specifically targeted to cover some of the risk indicators

WHEN: Pre or post transaction
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Appendix V: Fl Trade Loans

1. Introduction

1.1 The Trade Finance Principles Papersets out the background to Trade Finance as defined inSection 1 of the core

paper and addresses associated financial crimerisks. The paperalso comments on the application of controls in
general and makes some observations on the subject of future co-operation between relevant stakeholders.

1.2 This appendix provides guidance on the application of controls by banks®® in the context of Financial Institutions

Tradeloans “FITL”, also called Bank-to-Bank Trade Loans. Itis intended to reflect standard industry practice. In
order toillustrate these controls fully, the appendix uses a simplified scenario and then describes in some detail
the control activities applied by the banks involved.

1.3 FITL is direct or indirect short-term financing on an uncommitted basis by a Bank (Lender) to another Bank

(Borrower) to fund clearly defined trade transactions undertaken by these Bank customers for their corporate
customers againstthe purchase andsale obligations of these customers. FITLis for bank to bank risk, has a short
tenor, butthe underlyingtransactions are always trade-related. They may be providedto facilitate either a single
transactionor a pool of trade transactions.

1.4 The Lender will have satisfieditself, based on documentary evidence or otherwise, that the financingwill be used

to fund tradetransactions. Depending on the Lender’s Risk Based Approach (RBA), the proof of the underlying
tradetransaction may include shipping documents or other information that demonstrates the financing to be
consistent with the underlying trade transaction(s). These transactions can involve either domestic or cross-
border trades.

1.5 The Lender (Bank A, as referred to in Paragraph 2 below) is not directly or immediately involved in the trade

transaction. Itis the Borrower, that undertakes the trade transaction(s) andthe parties involved inthe underlying
transactions are unlikely to have a relationship withBank A. Nevertheless, itis necessary for the Lender to apply
a minimum level of controls to the transactions underpinning the financingrequest, to address possible sanctions
or other financial crime risks.
Itshould be noted in this context, that, sanctions maybe applied differently from jurisdiction to jurisdiction. A
transaction thatis perfectly acceptablein the jurisdictional context of one bank could be prohibited under the
sanctions regime applicable to another.

1.6 This appendix should be considered together with the Wolfsberg Group Anti Money Laundering Principles for

Correspondent Banking,® which provide due diligence guidance on the transacting parties to practice effective
risk management andexercise soundjudgement.

1.7 Applying the Wolfsberg Group Anti Money Laundering Principles for Correspondent Banking and the Wolfsberg

Due Diligence Questionnaire®®, banks should develop their own RBAfor FI customers withspecificregardto the
risk control framework customers have in place for their trade finance activities. The risk profile of individual
Borrowers andLender’s RBA, together with other considerations suchas credit worthiness, should decide what
typeof Fl Tradeloans, andfor whichamount, a Lender is prepared to grant to therespective Borrower.

 Within this appendix, reference to Banks rather than Fls will be used given the need to refer to Banks in an accepted technical context in
relation to Guarantees and Standby Letters of Credit.

% Wolfsberg Anti-Money Laundering Principles for Correspondent Banking (2014)

% Wolfsberg Group Correspondent Banking Due Diligence Questionnaire (2018)
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1.8 The additional controls for FITLfromthe Lender’s perspective are

a. Screening: Processes, usually automated, whereby lists of names, entities, persons or geographiclocations
derived from various official sanctions or prohibited persons lists are used to identify possible sanctions or
other concerns with respect to a relationship or transaction.

b. Monitoring: Any activity to review the underlying transactions for the presence of unusual or potentially
suspicious activity.

2. Simplified scenario

2.1

2.2

2.3

2.4

Exporter Importer
{Party X} {Party ¥}

Issuing

Advising
bank bank and
Borrower
1
Disbursement i' I
’ .*
I'J
¢ Finance

F
S reguest

Given thatFITLis essentiallya finance request on anuncommitted basis froma bank customer, the underlying
transaction can be of any type of trade finance activity. The majority of FITL transactions seen by banks are
usuallyrelated to Documentary Credit type transactions andtherefore the assumption of L/C as the underlying
transactionhas been taken for this simplified scenario. The process flow of the underlying trade finance activity
displayed in the simplified scenario above is similar to the simplified scenario in the Documentary Credits
Appendix | of the Trade Finance Principles, however with the addition of a Lender granting the Fl Trade Loan.

Inthis example, the Borrower hasa contingentassetinits books inthe form of a Documentary Creditissued
on behalf of one of its customers. The borrower wishes to obtain a bank loan against this asset. The reasons
for such financing can vary, but generally, loans marked as trade have a better Product Recovery Rate (PRR)
than standard loans, which positively impacts their risk weighting for balance sheet purposes. Hence, the
Issuing Bank/Borrower and the Lender have arranged for the Lender to grant a loan to the Borrower in the
amount of the letter of credit.

Bank Adisbursestheloanupon request of the Borrower, usually when payment by the Issuing Bank/Borrower
is dueundertheletter of credit, butin practice canbeatany momentaslongasitis done before the repayment
of the obligation by the Importer as per the terms of the Documentary Credit used inthis example. In all cases,
anFl Trade Loan’s terms should match the terms of thetradeasset(s) itis based on.

Thetradefinance activities giving rise to the Fl trade | oan couldinclude documentary credits, billsfor collection
and/or various openaccount trade products.
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2.5 An overview oftheduediligence andcontrol activities is provided below.

3. Controls undertaken by Lender

3.1 Borrower Due Diligence: The Lender should conduct appropriate due diligence® prior to offering financing.
The due diligence will support an on-going relationship with the Borrower and would not require additional
due diligence for each subsequent request for financing. The due diligence must be subject to a regular risk
based review cycle. See the Wolfsberg Correspondent Banking Standards®” and FAQs, as well as FATF 40
Recommendations,® Section 10 Guideline H, for guidance with respect to the level of due diligence to be
performed

3.2 The Borrower initiates a financing request via SWIFT message or other means to Lender. In many cases, this
message is the extent of information banks will receive to trigger financing and process payment

3.3 Reviewing: Reviewing occurs once a request for financingis made. The request for financing is linked to the life
cycle of the underlying trade finance transaction. Banks should establish a requirement for minimum
information from Borrower on the underlying trade finance transaction before any loan is made. Unless the
nature of the underlying product precludes the information being available at that time (pre-shipment
financing) or atall (domestic financing or services) the details should include:

- Nameof Borrower

- Address of Borrower
- Nameof Buyer

- Address of Buyer

- NameofSeller

- Address of Seller

- Portofloading

- PortofDischarge

- Shipmentdate

- Descriptionof Goods
- Vessel name

- Purchaseorder number/ LC number/ Contract number/Invoice number

Reviewing of thedata could include Sanctions screening, AML, or other financial crime checks, dependingon
the Bank’s RBA.

As partofthecontrolsinplace, andin accordance with their RBA, the Lender may alsorequest actual or copy
documents relating to the underlying trade transaction(s). If subsequent reviewing activity of this identifies
unusual or potentially suspicious behaviour, or a positive screening match, the Lender may stop the payment
to the Borrower, but will not necessarily be able toimpact the underlying trade finance transaction.

Upon repayment of the Fl Tradeloan by the Borrower, theincoming funds will once again be screened by the
Lender as required under the Bank's screening program. ASanction risk exists at this pointif any movement of
the goods has taken place after theinitial financing was provided, and that movementinvolved a sanctioned
entity or country. The screening may reveal this sanctioned link, thus, depending on the sanctions regime

% | dentification, verification, screening, KYC (and credit approval)
 Wolfsberg Anti-Money Laundering Principles for Correspondent Banking (2014)
% Financial Action Task Force (“FATF”) 40 Recommendations (2012)
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applicable to the Lender, requiring the Lender to either block or return the funds that now have become
tainted.

3.4 Ongoing Due Diligence: Banks rely heavily on the initialand ongoing due diligence conducted by their Bank
customers. Itis not practical or commercially viable for Banks to seek detailed additional assurances from Bank
customers, whether continuously or for every single transaction, because that would a) hamper the efficiency
of processing and b) undermine the element of trust which is normal in the relationship between Banks and
their Bank customers. This stresses the importance of ongoing reviews of the relationshipon a periodic basis.
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