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SENSITIVE-SECORITY- INFORMATON-

Message from the Acting Administrator

March 15, 2010

I am pleased to present the following report, “Screening of Passengers by Observation
Techniques,” which has been prepared by the Transportation Security Administration.

Pursuant to congressional requirements, this report is being provided to the following Members
of Congress:

The Honorable David E. Price
Chairman, House Appropriations Subcommittee on Homeland Security

The Honorable Harold Rogers
Ranking Member, House Appropriations Subcommittee on Homeland Security

The Honorable Robert Byrd
Chairman, Senate Appropriations Subcommittee on Homeland Security

The Honorable George V. Voinovich
Ranking Member, Senate Appropriations Subcommittee on Homeland Security

Inquiries relating to this report may be directed to me at (571) 227-2801 or to the Department’s
Acting Chief Financial Officer, Peggy Sherry, at (202) 447-5751.

Sincerely,

Gale D. Rossides
Acting Administrator
Transportation Security Administration
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TSA developed and implemented the SPOT program based on behavior pattern recognition
techniques utilized by law enforcement organizations and verified by scientific research. TSA is
closely monitoring the effectiveness of the SPOT program and implementing measures to
improve the performance of BDOs individually and the program as a whole.

The program fulfills the mandate outlined in Section 1611 of the Implementing
Recommendations of the 9/11 Commission Act, P.L.. 110-53, 121 Stat. 485, Aug. 3, 2007, (9/11
Act) (codified at 49 U.S.C. §114 (note):

[TSA] shall provide advanced training to transportation security officers for the
development of specialized security skills, including behavior observation and analysis...
in order to enhance the effectiveness of layered transportation security measures.

Additionally, the SPOT program complies with Title 49, United States Code, Section 114:

o Paragraph (d) gives TSA responsibility for security in all modes of transportation.
o Paragraph (f) requires that TSA:
— Develop policies, strategies, and plans for dealing with threats to
transportation security;
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From House Report 111-298, page 77:

As discussed in the Senate report, no later than 60 days after the date of enactment of this
Act, TSA shall report on the scientific basis for using behavior pattern recognition for
observing airline passengers for signs of hostile intent, the effectiveness of this program in
meeting its goals and objectives, and the justification for expanding the program.
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passengers exhibiting anomalous behaviors that deviate from an established environmental
baseline, to include behavior cues associated with the fear of discovery. Passengers identified as
displaying such behaviors are then referred for additional screening and/or directed for Law
Enforcement Officer (LEO) intervention. SPOT provides Federal Security Directors with an
additional layer of security based on proven behavior observation and analysis techniques, to
make timely security risk assessments. TSOs certified in SPOT are known as Behavior
Detection Officers (BDO).

In 2003, TSA initiated a study on the feasibility of an additional security measure to identify
suspect travelers in airports using Behavior Recognition and Analysis (BR&A). Law
enforcement, security agencies, and academia have acknowledged for decades that all
individuals, no matter their race, gender, age, or religion, may exhibit particular behaviors when
in situations of stress, fear and/or deception. Likewise, individuals pursuing illegal, dangerous,
or possibly terrorist activities may unintentionally exhibit such behaviors in the process of
accomplishing their objective. The ability to recognize such behaviors increases the potential for
identifying those individuals.

BR&A is a highly successful security measure that has been employed by Israeli security
services for at least thirty years. After the terrorist attacks of 9/11, BR&A concepts were adapted
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based on flawed assumptions or racial/ethnic bias, by utilizing objective criteria that
ensure uniform and unbiased results and that must be documented;

e Partners BDOs to perform SPOT in pairs in order to validate each others’ observation and
to prevent the use of unlawful racial/ethnic profiling; and

e Uses a quantitative, non-biographical behavior based tracking system that will help
prevent unlawful racial/ethnic profiling, thus defending the program from claims of
unlawful profiling. It also allows the program to be fine-tuned periodically to ensure
optimal results.

In order for SPOT to be the most effective, TSA and local law enforcement must work together
in a coordinated response to high-risk passengers. This approach:

e Maximizes the effectiveness of the LEO and TSA elements at the airport or other
transportation facility through a teamwork concept in which each component has clearly

identified responsibilities; and

» Ensures that the highest-risk passengers are interviewed and evaluated by a LEO.
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airport last January.

2) The behavioral observations incorporated within SPOT are based on both law
enforcement experience and the most recent scientific findings. In my judgment it
involves NO element of racial or ethnic profiling.

Additionally, the work of Dr. David Givens, Director of the Center for Nonverbal Studies, was
utilized in selecting the SPOT behaviors. Dr. Givens is recognized as an expert in nonverbal
behavior who has worked with agencies within the intelligence and defense community to
analyze non-verbal behavior cues of known terrorists. Behaviors outlined in his Nonverbal
Dictionary were selected on the basis of their relationship to stress, fear and deception cues
associated with the fear of discovery and integrated into the SPOT program.

Beginning in FY 2009, TSA introduced the Additional Behavior Detection Training course
(ABDT) as an additional training tool for BDOs. ABDT is a two-day class emphasizing non-
verbal behavioral detection. This class teaches BDOs how to recognize possible red flags in
terms of deception that may manifest itself in micro-expressions and other non-verbal gross
motor behavior movements. The main focus is with micro-expression detection during the
Casnal Conversation nortion of the SPOT nrocess and helns direct auestions asked of the
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random process can be surmised. The end results will lead to a more precise understanding of
the success of the program.

The validation process consists of systematically selecting individuals for random screening and
completing a SPOT referral score sheet for each. The BDO will conduct SPOT screening for
each randomly selected passenger regardless of their SPOT score. The end results will be
collected for each person and can be compared to actual SPOT score sheets. The most important
aspect in doing the validation study is to establish baseline false positive and false negative rates
within the traveling public. False positives are those individuals who are screened using the
SPOT process and are not a threat; those that are basically inconvenienced. False negatives are
those individuals that are missed by the SPOT process and who do pose a security threat. These
are the passengers we are most concerned about and want to increase their detection. The
validation process using the randomly screening protocol will assess these rates and gather this
data.

The study is being conducted at 24 airports nationwide. These vary in size, location and
throughput in order to gain an overall understanding. All these locations have SPOT already in
progress with experienced BDOs. The data collection process has already started.
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generated from this data and distributed to TSA senior leadership as well as to individual airports
on a weekly basis. Airports are then able to monitor the performance of their BDOs based on the
information in the situation reports. The SPOT program office also sends out the “successes” of
the program to the SPOT airports to inform them of the type of activity occurring at the airports.
A sampling of SPOT successes is provided in this report (See Appendix 1). TSA uses all these
reports to measure the effectiveness of the program in meeting its goals and objectives.

Additionally, TSA plans to migrate the SPOT database to TSA’s Performance Management
Information System (PMIS) in March 2010. Migrating the database will greatly enhance the
SPOT program’s capabilities. In its current configuration, only raw data can be gleaned from the
SPOT database. Any manipulation of this data must be done manually. Under PMIS, data
manipulation will be computerized and allow for more robust analyses. For example, we will be
able to program trend analyses, better segregate data and create specific reports for certain data.
We will be able to better track performance data at specific airports and categories of airports
(threat or geographic location).

C. Justification for Expansion of the Program

The decision to expand SPOT nationwide to 161 of the Nation’s highest-risk airports was one
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The initial BDO allocations during deployment of SPOT were to augment checkpoint security
operations at the Nation’s highest-risk airports. However, terrorists have demonstrated in recent
years both a desire and ability to attack all modes of transportation. Examples include the
Madrid train bombings of March 2004, the London bombings of July 2005 and the Glasgow
Airport attack of 2007. Each of these attacks was focused on the transportation systems. Our
Nation’s transportation systems will continue to be a highly visible target for terrorists as well.

Recognizing this threat and as specifically authorized in Section 1303 of the 9/11 Act, 6 U.S.C. §
1112, TSA has developed Visible Intermodal Prevention and Response (VIPR) teams to augment
security in any mode of transportation at many locations within the United States. These teams
provide a security presence to deter, detect and prevent the carriage of explosives and any other
items specified as threat items into a transportation access area or aboard a conveyance.,

BDOs are utilized for VIPR team operations. The BDO resources needed to conduct these
operations have been deployed from the airports. TSA has allocated additional BDOs to conduct
SPOT in support of these operations so that airport coverage is not sacrificed.
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