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Voice of the Engineer

Solutions approach to partner training

- Partner Enablement through series of WebEXx Training Sessions

Basics are introductory sessions open to AM, SE, FE

Deep Dives are Field Engineer focus
Deployment information from the Experts for the Experts

Recordings and Slides will be Archived on the Parther Community

Voice of the Engineer — Deep Dives
https://communities.cisco.com/docs/DOC-30977

Voice of the Engineer — Basics
https://communities.cisco.com/docs/DOC-30718
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Voice of the Engineer — Deep Dives
https://communities.cisco.com/docs/DOC-30977

- Identity Services Engine (ISE)

v TrustSec & ISE Overview - 9/25/12
AAA, 802.1X, MAB - 10/9/12
ISE Profiling — 10/23/12
Web Auth, Guest & Device Registration — 11/6/12
Bring Your Own Device & EAP Chaining — 11/20/12
Posture & Security Group Access — 12/4/12

v Troubleshooting & Best Practices (Submit requests in survey) — 12/18/12

http://cisco.cvent.com/events/voice-of-the-engineer-series-security/event-summary-
d707f808c5124beb86ff59ebab996589.aspx

- AnyConnect — Tentative Schedule
v" AnyConnect VPN - 11/13/12
v" AnyConnect NAM — 12/11/12
v" AnyConnect Mobile — 1/8/13

v" Advanced AnyConnect Configuration — 1/29/13
- Content Security — In Planning

NN X X X
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Agenda for Voice of the Engineer

@ TrustSec & ISE Overview

@ AAA. 802.1X. MAB

— @ Profiling

@ Web Authentication, Guest & Device Registration

@ Bring your own Device & EAP-Chaining

@ Posture & SGA

Troubleshooting & Best Practices
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ISE Profiling Services



Agenda

@ Why Profiling?

@ Profiling Policies

@ Probe Overview

@ Enhanced Profiling Features

@ Best Practices - Profiling in a Real Network

@ Monitoring and Reporting
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IPv4 Address Space Status
Available
19%

The User to Device Ratio Has Changed

What is all this stuff

e 0N My network?!!!

ry 3 -—
| yaARSw I
“BoHR A Bus
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The User to Device Ratlo Has Changed

Things are spinning
out of control!

© 2012 Cisco and/or its affiliates. All rights reserved.



ISE Profiling

- What ISE Profiling is:
Dynamic classification of every device that connects to network using the infrastructure.

Provides the context of “What” is connected independent of user identity for use in access policy
decisions

PCs | Non-PCs

UPS Phone Printer AP

= e ~N
i 3% g N
= What Profiling is NOT:

— An authentication mechanism.

— An exact science for device classification.

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Profiling User Devices

Differentiated Access Based on Device Type Kathy + Corp Laptop =
Full Access to

Marketing VLAN

« How can | restrict access to my
network?

« Can | manage the risk of using
personal PCs, tablets, smart- Named ACL = Internet_Only

devices? /

VLAN = Marketing é&\q,

L
Marketing |8 . g Guest

Kathy + Personal
Tablet / Smartphone
= Limited Access
(Internet Only)

ISE
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Profiling Non-User Devices

Dynamic Population of MAB Database Based on Device Type

How do | discover non-user devices?

Can | determine what they are?

Can | control their access? Printers = Printer
VLAN

Are they being spoofed?

Cameras = Video
VLAN

dACL =
- Management_Only
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ISE Profiler: 3 Steps

Network-connected devices

g —
>§§.“E

L g N Ve N
Z (&)
- (@) - e
= o £ Z o £ 2
55 55 ES I
5 o % 5“>
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Profiling Policies



Profiling Policy Overview

Profile Policies Use a Combination of Conditions to ldentify Devices

i E Apple-Device
IE Apple-MacBook

E Apple—iF'ad% |
: Is the MAC Address
IE] Apple-Ph
=TS from Apple o7

L E Avaya-Device ~ :
% BlackBerry DHCP:host-name IP:User-Agent
» [ Brother-Device CONTAINS iPadv CONTAINS iPadv

—] .
¥ |5 Canon-Device : AN

E CareFusion-Alaris-Pump

» %ciﬁmﬂevfm | am fairly certain \/ Assign this MAC
T Dnicoenes this device is an Address to ID
IPad Group “iPad”

Profile Library

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Profiling Policy Architecture and Components

endpoints that connect to the network

N
[ ISE probes collect attributes from
J

N
Single Attribute is matched against a
Condition

J

N
One or more Conditions are combined
to form a Rule in Profiling Policy

4 : . ™
Each matched Rule may be assigned a weight, or

Certainty Factor(CF), or may trigger an Action.
L Endpoints assigned Profile with highest CF match. )

4 )
Endpoints can be mapped to an Endpoint ID group

/ Exception actions can be assigned\
to a Profile Policy based on
matching rules. Exception Actions
statically assign endpoints to
Endpoint ID Groups. Any further
profile changes will not result in ID
Qroup change for these static entriey

I\_/;/;/

/Unless statically\

assigned to a

Profile Change/
Exceptlon Action

If their profile, or parent profile, is set to an ID group
\.

4 . )
Endpoint ID groups can be used as a condition in

group, endpoints

—
)

out of group based
on profiling
policies. CoA can

Endpomt |dentity
Group Change

p
Probes Collect
Endpoint Attributes
\.
R
Conditions
U
p
Policy Rules:
+CF/Exception/Scan
\.
R
Profiling Policies
\.
R
Endpoint Identity
Groups
\.
R

the Authorization Policy. Endpoints can receive

_access policy based on ID group membership

Voice of the Engineer : Deep Dive — TrustSec & ISE

Authorization Policy

\_

I

© 2012 Cisco and/or its affiliates. All rights reserved.

be used to effect
new policy based

Qn profile changesy

Change of
Authorization

] may pass in and
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Sample Attributes for Custom Profiler Conditions

RADIUS  |snvP | [ | DHCP |
0 Called-Station-ID 4 hrDeviceStatus P MACAddress 4 boot-file
&p CalingStationID & ifDesar & out &P dient-fgdn
&p CHAP-Challenge & ifindex &) dient-dentifier
0 CHAP-Password 4 ifOperStatus |P 4 device-dass
4 Class 0 port 0 EndpointSource 4 dhcp-dass-dentifier
4 Connect-Info 4 portIfindex 0 — 4 dhcp-dient-dentifier
4 Digest-Attributes 4 sysContact 0 ost 4 dhcp-message-type
4 Digest-Response 4 sysDescr | 4 dhcp-parameter-reguest-ist
0 EAPKey-MName 4 sysLocation 0 P 4 dhcprequested-address
4 EAP-Message 0 syshame 0 mask 4 dhcp-user-dass-id
&) NASIP-Address 4P sysObjectlD P PortalUser 4P domain-name
&) NASPort &p sysUpTime &) User-Agent &P host-name
4 MAS-Port-Id 4 vlan 4 Name-Servers
&) NASPortType &p Vianhame ‘ CDP &) pxe-client-arch

0 cdpCacheAddress 4 pxe-cient-machine-id

&p cdpCacheCapabilit &) pxe-dient-network-id
&P cdpCacheDeviceld 4 server-identifier

&p cdpCacherlatform & vendor-dass

4 cdpCacheVersion

4 vianPortVlan

4 service-Type
4 Framed-IP-Address

Partial Listing

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved.

4 161-udp
4 162-udp
&P 1900-udp
&) 21t
&) 224
&b 23t
&P 25t
&b 3306t
&P 3339-tcp
&P H43-tp
P 445-tp
&) 445-udp
&) 500-udp
&) 520-udp
&P 53-tcp
&P 53-udp
&) 531-udp
&P 57-udp
0 68-udp
&P 80-tp
&) 3030-tcp

NetFlow

&) MAX_TTL

&P MIN_PKT_LNGTH
&p MIN_TTL

4 nexthop

&) OUT_BYTES

&P OUT PKTS

ﬂ output

&) OUTPUT SNMP

ﬂ prot

&p PROTOCOL

4 sampling_interval

é source_id

&) SRC_MASK
&) sRC_TOS
&) SRC_VLAN

4 srcaddr
é srcport
4 sys_uptime
& top_flag
&P TCP_FLAGS

0 operating-system Cisco Public

LLDP |

4 ldpCacheCapabilities
4 ldpCapabiliiesMapSupported

&) dpChassisid
é ldpManAddress

é ldpPortDescription

&) lldpPortid

0 lldpSystemCapabiliiesMapEnabled
4 ldpSystemDescription

é ldpSystemMame
4 ldpTimeToLive

Endpoint Attributes

L -

————

Conditions

L A

: 2

Policy Rules > CF

L

Profiing Policses H

Policy Changs/
E:u:epﬂ-:n Action

E'-:Ipl:nrﬂ ldanbity
Groups

L9

Err;pl:urrl Identily
Group Change

E 2

o ;

Authorization Policy H
"y

Changes of
Authorzaton

=




ISE — Profiling Attribute Collection

Endpoints

I

? Egit dbcreate | 3 Delets

Endpoint Profile

OO0 O OO0OO0OOOO O

Apple_Pad

Apple_iPad
Cisco-Access-Point
Cisco-IP-Phone-7945
Cisco-WLC-2100-Series
ISE-Appliance
Linux-Workstation
Microsoft-Workstation
Windows 7-Workstation

Xerox-Device

Sample —
Device
Attributes

Endpoint List = 1(

* A

*Policy A
Static A

* |dentity Group A

Static Group A

Attribute List
ADDomain
AcsSessionlD
Alrespace-Wlan-I|
AuthState
Authenticationlde
AuthenticationMe
AuthorizationP olil
CPMSessionlD
Called-Station-1D
Calling-Station-IC
Content-Length
Content-Type

Cookie

Description

DestinationlPAddress
DestinationPort
Device |IP Address
Device Type
EapAuthentication
EapTunnel
EndFointMACAddress
EndPointPolicy
EndPointProfilersServer
EndPointSource
Framed-IP-Address
Host
|dentityAccessRestricted
ldentityGroup
IdentityPolicyMatchedRule
Location

MACAddress
MatchedPuolicy
MessageCode
MAS-IP-Address
MAS-lIdentifier
MAS-Port

MAS-Port-Type

MetworkDeviceGroups
MetworkDeviceName

oLl

Crevice Type#All Device Types, Location#All Locations

wic

D-LINK INTERMATIONAL PTE LIMITED

PolicyVersion
PostureAssessmentSt:
Fosturestatus
FPragma
Proxy-Connection
ReqguestLatency

Response

SelectedAccessSernvice
SelectedAuthentication
SelectedAuthorizationP
Senvice-Type
SenviceSelectionMatche
StaticAssignment
StaticGroupAssignmen
Timestamp

Total Certainty Factor
Lser-Agent

Jser-Mame

chaddr

ciaddr

cisco-av-pair

client-fgdn
dhcp-class-identifier
dhcp-client-identifier
dhcp-message-type
dhcp-parameter-request-list
dhcp-requested-address
domain-name

flags

giaddr

hlen

hops

host-name

htype

ip

op

SeCs

viaddr

1c:bd:b9:d7 919

10.1.50.100
audit-session-id=3d64010a00000002856bbf4d
00:00:00:57:69:6e:37:2d:50:43:2e:64.:65.6d.61. 2e:
MSFT 5.0

01:1c:bd:b9:d7:9f9e

B

1,15, 3,6, 44, 46, 47, 31, 33, 121, 249, 43 252

10.1.50. 18

Voice of the Engineer : Deep Dive — TrustSec & IS
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demo.loc; Endpoint Attributes
0x0000 .
10.1.50.67 Condibions
E ., ' e
0 Policy Rules > CF
Win7-PC ¥ ‘
Ethernet e Policy Change
l: Profiling Policles Exception Action
10.1.50.11 ' *
BOOTRER| Endpoand ldantity Endpoint Identity
Groups Group Change
D L
) ¥ ¥
0.0.0.0 _— . Changes of
Authorization Policy H Athortzation




Profiler Conditions Library

Any Combination of These Conditions Could be Use in Your Policies

Conditions
_,;f Edit +Create ¥ Cclete
[ Profiler Check Mame a  Expression Diescription COn dl tionS are
[ aAndroidrule1checkl Liser-Agent CONTAINS Android AndroidRule1Check1
] androidrulelcheckz hiost-name COMTAIMNS android AndroidRulelCheckz deﬂnEd by S|ng|e
[ apple-DeviceRule1Checkl QLT CONTAINS Apple Apple-DeviceRule1Check 1 m atCh | ng attri bUte
[ apple-MacBookRuleCheck 1 Lser-&gent COMTAIMNS Macintosh Apple-MacBookRuleCheck 1
[] Arnle-MarBnnkRlrCheRrk = | lzpr-fnent CORTATMS Mar 015 _Annle-MarBonkRHRCHRrK
Apple-PadRue1Checkl User-Agent CONTAINS iPad
[ apple-iPadrulezCheck? hiost-narme COMNTAINS Pad Apple-iPadRulez2Check2 Endpoant Atiributes
[ apple-iPhoneRule1Check1 User-Agent COMTAIMNS iPhone; L CPU Pho Apple-iPhoneRule1Check 1 —'-—
[ apple-iPhoneRule2Check1 hiost-narme COMTAINS iPhone Apple-PhoneRulez2Check1 Conditions
(] apple-iPodrule1Check1 User-A0ent COMTAIMS iPod; L CPU Phone  Apple-iPodRule 1Check1 +
[] apple-iPodrule3Checks User-A0ent COMTAIMNS iPod; L Apple-Podrule3Check3 Palicy Rules > CF
[ applera-Check QT EQUALS Applera Holding B.Y, Singapon Check for Applera Holding B.Y. Singapore O ™ ¥ ‘
[] aruba-2PRUle1Check1 dhicp-class-identifier EQUALS ArubalP Aruba-APRule1Check 1 Profiling Prolicies H Policy Change!
Exception Action
[J  aruba-DeviceRuleCheck 1 QLI CONTAINS ARLUBA METWORKS Aruba-DeviceRuleCheck 1 b ¥ ¥ 4
[]  avayva-DeviceRuleCheck1 QLT COMTAINS Avaya Svava-DeviceRuleCheackl . Encipoind Idantity Erdpaint Identity 1
l k f|:| '.['.' Il:l I:lh E-m-upa GI’EI-LIFIEl'I-E"IgE-
. - =y 1: eck for Avava are : J
Policy > Policy Elements > Conditions > Profiling R T
: Change of
Authorization Pol
Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public | e Authonizaton )




Endpoint Attributes

Profiler Policies —

Condibions
* Minimum Certainty Factor | 20 | F—
\ Policy Rules > CF
Profiler Policy / L ¥ /
* Mame | spple-iPad / Description | Policy for Apple Pads - E:w Epilg Eﬂ?:ﬁi’t
Policy Enabled - E 3 1
. E i [cden E il Identi
| * Minimurn Certainty Factar | 20 (Walid Range 1 to 63533) w@&.ﬁ o ] [ g;rguupmthméf
* Exception Action | NONE v Parent Poli cy . ¥ ¥
Change of
#* - . ] Authonzation Policy |
Metwark Scan (NMAP) Action | NONE - Conditions Details H Authorization
(®) Create Matching Identity Gru:uur:ul
ST —— Marme Apple-DeviceRule1Check1
* parent Polly | Apple-Device e DESEI“II:It!EIr'I Apple-DeviceRule1Check1 corditions Detalke
Expression MAC:OUI CONTAINS Apple
Rules Marme Expression  Cperatot
N IP:User-Agent
EIf Condition | apple-iPadrf e?Check? < | Then | Certainty Factor Increases || 20 | W 7 Apple- CONTAINS AND
N iPadRule1Checkl iDad
=If Condition | gapple-iPadf Jle1 Checkd _h\\\g\pple-hﬂacﬂn... ,@Mj Certainty Factor Increases ~r| | 20 I
\ — ~  ’ fpple IP:User-Agent

\W MacBaokRuleChecks CONTAINS - AND

Mac 05
Select this option to create a Mame Apple-iPadRule2Check?? Apple- IEF;JE?:I_;E ent
. : Description Apple-iPadRule2Check?2? iPadrulel1Check?2 )
matching ldentity group Expression DHCP:host-name CONTAINS iPad AppleWebkit

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Mapping Profiles to Identity Groups

FLle Marne

S5 Camera

55 IP Phones

55 smartphones - tablets

Identity Groups

EiSEIII-EEIITIET

Cisco-IP-Phone
ﬂnr'||:Ir|:|iu:lDF‘&pple-iF‘ad[IJHﬂnpple-iF'hDﬂe

N

Other Conditions

Radius:Service-Type EQUALS Framed

FPermissions
Cizco_IP_Phornes
internet_only

Permit&ccess

|dentity groups directly
used as a policy
condition

Profiler Policy

* Marne

Palicy Enabled

* Minirmurn Certainty Factor

* Exception Action

* Network Scan (MMAPT Action

//21

| Apple-iPad | :

20

MOME

Endpoint Identity Groups

J Edt  spCreaste | X Delete

Name a Description
O android
U Apple-Pad |

Apple-Phone

Blackist
Cisco-AP-Aironet-3500
Cisco-IP-Phone

Unknown
Workstation

Identity Group for Profie: Apple-iPhone
Blacklist Identity Group

Identity Group for Profie: Cisco-AP-Aronet] .
Identity Group for Profie: Cisco-IP-Phone
Profiled Identity Group

Unknown Identity Group

Identity Group for Profie: Workstation

[
o
[
O profied
L]
O
C]

Cisco-camera

Identity Group for Profie: cisco-camera

Identity Group for Profie: Android
Identity Group for Profie: Apple-iPad

&

MOME

Voice of the Engineer : Deep Dive — TrustSec & ISE

‘@ Create Matching Identity Group ‘
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Endpoint Aftributes
L * _1-
Condibions

L, * _1-

Policy Rules > CF

: Profiling Policses M prﬁﬂlm _,
r Er-dpun:dirnlrlv | [ EnmuiIdmtily |
] Groups | Group Change |

b 2 L 2

Authonzation Policy mﬁhhm:ﬂn




Using Profiles in Authorization Rules

ldentity Groups are Defined as Conditions in Authorization Rules

Fule Mame

Profiled Cisco IP Phones
Frofiled Smartphones

Profiled Cameras

Conditions (identity groups and other conditions )

it Cisco-IP-Phone

T lApple-iPad OF Apple-iPhone C0F Android OF EIackEerr',rI

T real camera

then

Parmissions

Cisco_IP_Phones

Ithen

internet_only

al=1g

video vlan

N/

Android, iPhone,
IPad or BlackBerry
Devices

Voice of the Engineer : Deep Dive — TrustSec & ISE

Enforce ACL

To permit only http on internet
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Endpoint Aftributes

L -

¥

Conditions

L 2

Policy Rules > CF

L

Profiing Policses H

Policy Changs/
E:u:epn-:n Action

En-dpl:urﬂ ldanbity
Groups

Err:mmrrl Identily

Group Change

&

¥

Changes of
Authorzaton




Profiling CoA

Allows ISE to Actively Enforce Policy Over Connected Endpoints

aaa server radius dynamic-author
client 10.100.7.20 server-key XXXXXXX

RADIUS Authentication Servers > Edit

Server Index 1

Server Address 10.100.7.20
Shared Secret Format ASCII -

Shared Secret e

Confirm Shared Secret see

Key Wrap (Designed for FIPS
Port Murmber 1812

Server Status Enabled -

Voice of the En

Suppart for RFC 3576 Enabled = l
gineer : Deep Dive — TrustSec & ISE

CoA is triggered dynamically for following profile transitions:
- Endpoint is profiled for the 15 time.

- - Endpoint is statically assigned with a new Policy

- Endpoint is deleted from ISE DB.

EﬂﬂﬂTSﬂ:-ilelnSTAdvancEd[

Allow AAA Override

MAC

Enabled

MAC State

Radius NAC

51

WLANSs > Edit (screenshot edited to fit)

2012 Cisco and/or its affiliates. All rights reserved.
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Endpoint Attributes

¥

Conditions

: 2

Policy Rules > CF

Profiing Policses H

Policy Changs/
Exception Action

¥

Endpoind ldenbity ] [

¥

Groups

Endpoint Identily
Group Change

E 2

8
Authorization Policy H
"y

¥

Changes of
Authorzaton




CoA and Profiling Exceptions

Profile Transitions

- Default Exception Actions (Policy > Policy Elements > Results > Profiling > Exception Actions)

Profiler Action Name &

Description

EndpointDelete

FirstTimeProfile

8 0O 0|0

StaticAssignment

When endpoint is deleted or reassigned to the unknown profile.
When an endpoint profile changes from unknown to known for the first time.

When an endpoint has connected to the network and is now statically assigned.

Type of CoA sent for these events configured under global settings:

Administration - System - Settings = Profiling

>

Profiler Configuration

* CoA Type: |Reauth

.~ |No CoA

)
Lol

" Port Bounce
Reauth

- Predefined Exceptions are not configurable and cannot be assigned to a Profile.
Administrator may define additional Exception Actions for use in Profiler Policy to trigger
CoA and static Profiler Policy assignment.

NEW to 1.1.1! CoA sent on any profile transition that results in change to endpoint access per
Authorization Policy. (Based on change of ID Group where ID Group used in Authorization Policy).

Voice of the Engineer : Deep Dive — TrustSec & ISE
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Profiler Exception Policy Example
Draeger-M300 Heart Monitor — Default Profile

- Example of default profile

Profiler Policy List = Draeger-M300
Profiler Policy
* Name Draeger-M300 Description P[I'hl:!p" for Draeger M300 Medical devices
Paolicy Enabled
* Minimum Certainty Factor | 20 (Valid Range 1 to 65535)
* Exception Action | NONE -
* Network Scan (WMAP) Action | NOMNE d
() Create Matching Identity Group
(® Use Hierarchy
* Parent Policy | Draeger-Device d
Rules
¢ If Condition | Draeger-M300-Dst-Port op | Then | Certainty Factor Increases || 20

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Profiler Exception Policy Example

Create New Profiler Exception

- Add New Exception

- Go to Policy > Policy Elements > Results > Profiling > Exception Actions

Profiler Exception Action List = Draeger-M300
Profiler Exception Action

* Name | Draeger-M300 Description Static Policy Assignment for medical
devices - no additional CoA

COA Action || Force COA

* Policy Assignment | Draeger-M300 v

CGoncar

- In this example, action statically assigns endpoint to policy “Draeger-M3007, but NO CoA will be
sent.

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Profiler Exception Policy Example

Define Rule Conditions to Trigger Exception

- Add Condition(s) to trigger Exception Action

Rules
“ If Condition | Draeger-M200-Dst-Port <p | Then | Certainty Factor Increases || 20 o T
+1f Condition | Conditions = | Then | Certainty Factor Increases || 0 w T
Condition Mame Expression OR -
5 1.|' g -y
"3 | ¥ [Draeger-M300-Portc Draeger-M200-PortCheckl OR rari
¥ |Draeger-M300-PortCL Draeger-M300-PortCheck2 OR T
¥ i Draeger-M300-PortCL) Draeger-M200-PortCheck3 i

- In this example, conditions that trigger Exception are identical to those used to match profile.

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Profiler Exception Policy Example

Set Exception Action

- Set action for new rule to “Take Exception Action”

- Set Exception Action to new exception, i.e. Draeger-M300

Profiler Policy List > Drasger-M300
Profiler Policy
* Name Dmeger_ME[][] De_gcriptiﬂ.n P':flll:j" for Rraeger M300 Medical devices
Policy Enabled
* Minimum Certainty Factor | 20 (Valid Range 1 to 65535)
* Exception Action | Draeger-M300 -
* Network Scan (NMAP) Action | NONE -
(C)  Create Matching Identity Group
(®) Use Hierarchy
* Parent Policy | Draeger-Device A
Rules
 If Condition Draeger-M300-PortCheck1_OR_Draeger-M30... op | Then | Certainty ku:tnr Increases = || 20
L7
: - — - ————_ .
If Condition | Draeger-M300-PortCheck1 OR_Draeger-M30.. @ | Thenll Take Exception Action b
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Create Custom Conditions and Profiler Policy

Profiler Policy

* Mame

Policy Enabled
* Minimurm Certainty Factor
* Exception Action

* MNetwork Scan (MMAP) Action

®
O

* Parent Policy

this i a test for BR3030 Techtorial

Description

("alid Range 1 to 65535)

test

10

MNOME -
MNOME -

Create Matching Identity Group
Llse Hierarchy

MOME v

Rules
If Condition | mac_oul EcQUALS 02345 DHCP_dhcp-cla... <& | Then | Certainty Factor Increases » || 10
If Condition | [ DP ldpSystermDescription_ EQUALS| ast <5 | Then | Certainty Factor Increases » || 10

Condition Mame

<

<

<

M add all Conditions Below to Library

Expression <~

ﬂ.NDv%

e

MAC LT | |EQUALS  w| | 012345 AND 5y
DR

DHCP:dhcp-class-ided ) | | COMTAINS « | | test — oo L

IP:Lser-Agent COMTAINS | | test ok

| - B

Voice of the Engineer : Deep Dive — TrustSec & ISE
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Profiler Condition Lizt = New Profiler Condition

*Mame

*Type

* Attribute Name
* Operator

* Attribute Value

MyCondition

DHCP

dhcp-class-identifier

COMNTAINS

J [ I

Customstring

| S ubmit | | Cancel |

Cisco Public



ISE Profiler Library

~300 (and growing) Pre-

oullt Policies for Device Classification

"
For Your
Reference

Endpoint
Android
Apple-Dey
Apple-Mag
Apple-iDey
Apple-iPad
Apple-iPhg
Apple-iPog
Applera-D
Arubz-AP
Arubz-Dey
Avaya-Dey
Avava-IP-A
BlackBerry
Brother-D
Brother-H
Brother-H
Brother-M
Brother-M

Canon-Dey

Canon-Dy
Canon-Mi
CareFusio
CentOS-
Cisco-AlR
Cisco-AlR
Cisco-AIR
Cisco-AIR
Cisco-AIR
Cisco-AlR
Cisco-AlR
Cisco-AIR
Cisco-AP-
Cisco-AP-
Cisco-AP-
CisCo-Ac(
Cisco-DM
Cisco-DM
Cisco-DM

Cisco-DMP
Cisco-Devi
Cisco-IP-C
Cisco-IP-C
Cisco-IP-C
Cisco-IP-C
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P
Cisco-IP-P

Cisco-IP-PH
Cisco-IP-Ph
Cisco-IP-PH
Cisco-IP-Ph
Cisco-IP-PH
Cisco-IP-Ph
Cisco-IP-PH
Cisco-IP-P
Cisco-IP-PH
Cisco-IP-PH
Cisco-IP-Ph
Cisco-IP-PH
Cisco-Rout
Cisco-5Swit
Cisco-Tele
Cisco-WLC
Cisco-WLC
Cisco-WLC
Cisco-WLC

DLink-DAP-
DLink-Devig
Debian-Wo
Draeger-Dig
Draeger-0ig
Draeger-M3
Enterasys-L
Fedora-Wol

FreeBSD-\W HP-Laserly

Gentoo-Wi
HP-Color-L3
HP-Calor-L3
HP-Calor-Lz
HP-Color-L3
HP-Calor-L3
HP-Calor-Lz
HP-Color-L3
HP-Calor-L3
HP-Calor-Lz

HP-Color-L
HP-Color-1
HP-Color-L
HP-Calor-1
HP-Color-U
HP-Calor-1
HP-Device
HP-JetDirg

HP-Laserly
HP-Laserly
HP-Laserls
HP-Laserly
HP-Laserls
HP-Laserly
HP-Laserls
HP-Laserls
HP-Laserly

HP-Laser]s

HP-Laser]
HP-Laser]
HP-Laser]
HP-Laser]
HP-Laser]
HP-Laser]
HP-Laser]
HP-Laser]
HTC-Devig
HTC-Phon
IP-Phone
ISE-Appli3
Konica-De
Kanica-Mir
Kanica-Mir
Kubuntu-|
Lexmark-[
Lexmark-H

Lexmark-T

Lexmark-]
Lexmark-]
Lexmark-]
Linksys-Di4
LinksysW\ 4
Linux-Wo
LinuxMint
Macintosh
Mandriva-|
Microsofi
Microsofi;
Motorolal
Motorola
Metgear-L
Mintendo)
Mortel-De
Mortel-IP-
05 _X-Wo
05 X _Lei

05 X Lion-
05 _X_5Snov
05 _X_Tiger

OpenB5D-V| Solaris-Wg

OracleEnter
PCLinuxQS-
Philips-Devid
Philips-Intell
Polycom-De
RICOH-AfiC
RICOH-AfiC
RICOH-AfiC
RICOH-AfiC
RICOH-AfiC
RICOH-AfiC
RICOH-Devi
RedHat-Wo
Router

SUSE-Work:

Samsung-
Samsung-

Samsung-

SonyP53

Sun-Work
SymbianO)
Ubuntu-W
VMWare-[
Vista-Wor
Windows]
Windows)
Workstati
XBOX360
Xandros-\|
xerox-412
Xerox-70(
Xerox-Coll

¥erox-Coll

Xerox-Colo
Xerox-Colo
Xerox-Colo
Xerox-Colo
Xerox-Colo
Xerox-Colo
Xerox-Colo
Xerox-Colo
Xerox-Devi
Kerox-Doc
Xerox-Faxc
Xerox-Igen
Xerox-Phas
Xerox-Phas
Xerox-Phas
Xerox-Phas
Xerox-Phas
Xerox-Phas

¥erox-Phas

Xerox-Pha
Xerox-Pha
Xerox-Pha
Xerox-Ph3
Xerox-Ph3
Xerox-Ph3
Xerox-Ph3
Xerox-Ph3
Xerox-Ph3
Xerox-Pha
Xerox-Pha
Xerox-Phg
Xerox-Ph3
Xerox-Ph3
Xerox-Ph3
Xerox-Ph3
Xerox-Ph3
Xerox-Ph3
Xerox-Pha

Xerox-PHh
Xerox-Ph
Xerox-Ph
Xerox-PH
Xerox-PH
Xerox-PH
Xerox-Ph
Xerox-PH
Xerox-PH
Xerox-PH
Xerox-PHh
Xerox-Ph
Aerox-Pr
Aerox-w
Kerox-w
Aerox-W
Xerox-W
Aerox-w
Aerox-w

Aerox-W
Aerox-\W
Kerox-W
Aerox-W
Aerox-\W
Kerox-W
Kerox-\W
Aerox-WW
Xerox-W
Kerox-\W
Aerox-\W
Xerox-W
Kerox-\W
Aerox-WW
Xerox-W
Kerox-\W
Aerox-\W
Xerox-W
Kerox-\W

Xerox-Workcentre-6303n
Xerox-Workcentre-7120
Xerox-Workcentre-7132-Multif
Xerox-Workcentre-7242
Xerox-Workcentre-7345
Xerox-Workcentre-7346
Xerox-Workcentre-7428
Xerox-Workcentre-7435
Xerox-Workcentre-7535
Xerox-Workcentre-7556
Xerox-Workcentre-7673
Xerox-Workcentre-7755
Xerox-Workcentre-7773
Xerox-Workcentre-M118
Xerox-Workcentre-M20
Xerox-Workcentre-M20i
Xerox-Workcentre-Pro-133
Xerox-Workcentre-Pro-C3545

Voice of the Engineer : Deep Dive — TrustSec & ISE
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ISE — Profile Library

» | Profiling Policies

|5

Android

» |5

Apple-DCevice

¥

¥

Applera-Device
Aruba-Device
Ayvava-Device
BlackBerry

¥

Cisco-Device

¥

R R EE R EE

Voice of the Engineer :

DLink-Device
Enterasys-Device
HP-Device
HTC-Drevice
ISE-Appliance
Lexmark-Device
Microsoft-Device
MotorolaMobile-Device
Hetgear-Device
MNintendoWWil
Mortel-Device
SonyPsS3
sSymbianQOS-Device
VMWare-Device
Waorkstation

Herox-Device

Deep Dive — TrustSec & ISE

» |5 Apple-Device
£ Apple-MacBook
£ Apple-iPad
£, Apple-iPhone
£ Apple-iPod

» |4 Cisco-Device
» | Cisco-Access-Point

£ Cisco-AP-Aironet-1130
% Cisco-AP-Aironet-1240

£ Cisco-AP-Aironet-1250

» | Cisco-IP-Phone

/

£ Cisco-WLC-2100-Series
» £ Linksys-Device

© 2012 Cisco and/or its affiliates. All rights reserved.
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» |4, Cisco-Device
w [£] Cisco-Access-Point

Cisco-AP-Aironet-1130
Cisco-AP-Aironet-1240
Cisco-AP-Aironet-1250

w» |-£] Cisco-IP-Phone

Cisco-IP-Conference-Station-7935
Cisco-IP-Conference-Station-7936
Cisco-IP-Conference-Station-7937
Cisco-IP-Phone-7902
Cisco-IP-Phone-7905
Cisco-IP-Phone-7906
Cisco-IP-Phone-7910
Cisco-IP-Phone-7911
Cisco-IP-Phone-7912
Cisco-IP-Phone-7940
Cisco-IP-Phone-7941
Cisco-IP-Phone-7942
Cisco-IP-Phone-7945
Cisco-IP-Phone-7945G
Cisco-IP-Phone-7960
Cisco-IP-Phone-7961
Cisco-IP-Phone-7962
Cisco-IP-Phone-7965
Cisco-IP-Phone-7970
Cisco-IP-Phone-7971
Cisco-IP-Phone-7975
Cisco-IP-Phone-7985
Cisco-IP-Phone-9971

|<,-_::£I Cisco-WLC-2100-Series

» | Linksys-Dewvice

Cisco Public




Profiling Design Considerations

- General Profile Design Planning
1. Identify endpoints requiring device classification (authorization based on profile attributes)

2. Determine required attributes

Most popular endpoints have pre-built profiles. Determine requirements by reviewing default ISE profiles (Profile X
contains conditions A, B, and C). Which data/probes are used to collect that data?

Can often determine profiling requirements for similar endpoints types by reviewing existing profiles.
If no existing profile, then temporarily enable probes, collect attributes, and see what device offers.

Some devices may require traffic analysis to determine unique attributes for OUI, DHCP options, User Agent,
TCP/UDP ports, or DNS naming

3. Determine best option from available methods to collect required profile data

-« Access Device Configuration:
Profile Timing — impacted by MAB/802.1X order and deployment mode (auth open vs Closed)

Do access policies allow collection of attributes needed to match policy condltlons’? | ?
- Exception Policies may be required to override dynamic ID group aSS|gnments O y

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Determining Required Profile Attributes
Which Data Should | Collect to Match a Specific Profile Policy?

Profiler Policy List = Apple-iPod

*Mame |Apple-iPod Description Folicy for Apple |FPods

Policy Enabled

* Minimum Certainty Factor |20 (WValid Hange 1to 65535)

* Exception Action MOME v

(0 Create Matching |dentity Group
(*) Use Hierarchy

*Parent Policy | Apple-Device o

Rules ' Conditions Details X |

Name Apple-iPodRule1Check1

= If Condition | Apple-iPodRule3Check3 Description Apple-iPodRule1Check1

Expression IP:User-Agent CONTAINS iPod; U;

© IfCondition | Apple-iPodRule1Checkl | CPU iPhone OS

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Determining Required Profile Attributes

Profile Conditions Reveal Specific Probes and Attributes

AndroidRule1Check User-Agent COMTAINS Android
AndroidBule1Checks host-name COMNTAINS android
Apple-DeviceRule1Check? QU COMTAIMNS Apple
Apple-MacBookRuleZheck User-Agent COMTAINS Macintosh
-
HP-DeviceRule2Checki OUI CONTAINS Hewlett S MacOs
HP-JetDirect-Printer-Check dhcp-class-identifier CONTAINS JetDirect = IPad
HTC-DeviceRule1Check CU EQUALS HTC Corporation o HDDlEWEDl-{i’[
ISE-ApplianceCheck cdpCachePlatform COMTAINS ISE o iDad
IFa
Fubuntu-WaorkstationRule1Check Lser-Agent CONTAINS Kubuntu
Lexmark-DeviceRule1Check OUI CONTAINS Lexmark S IPhone
Lexmark-Printer-E260dnRule1Check dhcp-class-identifier CONTAINS Lexmark E |5 iPhone LI" CPLLIPH

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Profiling Policy Plan

Profiling Policy / Requirements Example:

Cisco IP Phone Oul RADIUS
CDP SNMP Query
IP Camera Oul RADIUS
CDP SNMP Query
Printer (0]8]| RADIUS
DHCP Class Identifier DHCP
POS Station MAC Address RADIUS (MAC Address
(static IP) discovery)
ARP Cache for MAC to IP mapping SNMP Query
DNS name DNS
Apple iPad/iPhone OUI RADIUS
Browser User Agent HTTP
DHCP Class Identifier + MACto IP DHCP
mapping
Device X MAC Address RADIUS (MAC Address

Voice of the Engineer : Deep Dive — TrustSec & ISE

Requested IP Address for MAC to IP
mapping

Optional to acquire ARP Cache for
MAC to IP mapping

Port # traffic to Destination IP

discovery)
DHCP

SNMP Query

NetFlow

© 2012 Cisco and/or Its affiliates. All rights reserved.

"
For Your
Reference

Collection Method

RADIUS Authentication

Triggered by RADIUS Start
RADIUS Authentication

Triggered by RADIUS Start
RADIUS Authentication

IP Helper from local L3 switch SVI
RADIUS Authentication

Triggered by RADIUS Start

Triggered by IP Discovery

RADIUS Authentication

Authorization Policy posture redirect to central Policy
Service node cluster

IP Helper from local L3 switch SVI

RADIUS Authentication
RSPAN of DHCP Server ports to local Policy Service node
Triggered by RADIUS Start

NetFlow export from Distribution 6500 switch to central

Policy Service node
Cisco Public



Probe Overview



Select Profiling Probes
ISE Probes

- |ISE Profiler can use various probes to identify
devices. It may not be easy to choose which ones to
use:

RADIUS HTTP DHCPSPAN

DHCP SNMP Query NetFlow

DNS NMAP SNMP Trap

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved.

General Settings Profiling Configuration

b NETFLOWY

¥ DHCF

» DHCPSPAN

» HTTP

P RADIUS

P MNetwork Scan (MMAF)

P DMNS

P SHMPOLUERY

¥ SHMPTRAP

Cisco Public




Select Profiling Probes

ISE Probes

i Home Operations Policy

| afs System | Sl Identity Management

Administration

B Metwork Resources Guest Management

. Deployment @ Licensing Certificates

Logaging Maintenance Admin Access Settings

-
Deployment

&=
v ‘;-55' Deployment
ﬁ ise-mnt-1
% ise-pan-1
j:- ise-psn-1

. ise-psn-2

™

EdIT Node

General Settings

Hostname jse-psn-1

Profing Configuration

FQDN ise-psn-1.cts.local
IP Address 10.1.100.5
MNode Type Identity Services Engine (ISE)

Role SECONDARY

3380
[]
=
=
=

[] Moniforing

Policy Service

Enable Session Services i

Role| seconDARY

Yolude Mode in Mode Group | =Mone>

Enable Profiling Service

Voice of the Engineer : Deep Dive — TrustSec & ISE

© 2012 Cisco and/or its affiliates. All rights reserved.

MNETFLOWY

DHCFSFAM

FADILS

Metwork Scan (MMAF)

=

SHMPQUERY

SHMPTEAR




RADIUS Probe

RADIUS Packets Receilved from Network Access Devices .

- Common RADIUS Attributes

Endpoint IP Address |
! 7

User-Name NAS-IP-Address | NAS-Port

Framed-IP-Address

Lasoipion | RADNS

Calling-Station-ld | Acct-Session-Id | Acct-Session-Time | Acct-Terminate-Cause

g e

Dependent on NAD config, but usually Endpoint MAC Address

MAC address -> QUI for NIC vendor classification
RADIUS Accounting provides MAC:IP binding to support other

probes that rely on IP address (DNS, NetFlow, NMAP, and HTTP)

Sample access switch configuration:

— Enable RADIUS Auth and Accounting
for ISE PSNs enabled for session and
profiling services.

— Include options to send various
attributes via RADIUS.

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affil

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

ip radius source-interface xxx

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req

radius-server attribute 25 access-request include
radius-server host @PSN auth-port 1812 acct-port 1813 key xxx
radius—-server vsa send accounting

radius-server vsa send authentication




RADIUS Probe

Sample Profiling Topology

10.1.100.x

10.1.10.x
A

10.1.13.x
10.1.50.x — ISE
100 100
(DHCP) (DHCP)
Win7-PC Cisco 7960
10.1.14.x _J
Microsoft
Active
Directory
DNS/DHCP
. J RADIUS Server
Y UDP/1645 or UDP/1812
10.1.40.x UDP/1646 or UDP/1813
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SNMP Trap Probe

SNMP Traps Recelved from Network Access Devices

- SNMP Trap probe intended for use with SNMP Query probe to

trigger queries against access device.

- Supports Link Down/Up, MAC Notification, and Informs.

(ISE does not currently process WLC traps.)

NAD config in ISE must be set to accept traps.

V) + SNMP Settings

* SNMP Version 2¢ -
* SNMP RO Community | cisco123

General Settings

(%]

Link Trap Query

a MALC Trap Quary

Interface | GigabkEthemet 0
port| 162

LI EAE

Description | SHMPTRAP

* Polling Interval (3,600 | seconds
Link Trap Query V] -

MAC Trap Query [V}

Sample access switch configuration for
SNMP Link and MAC Notification traps:

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights res

interface <Endpoint Interface>
snmp trap mac-notification added
snmp trap mac-notification removed

mac address-
mac address-

snmp-server
snmp-server
snmp-server
snmp-server

table notification change

table notification mac-move

trap-source <Management Interface>

enable traps snmp linkdown linkup

enable traps mac-notification change move
host @PSN version 2c ciscoro




SNMP Trap Probe

Sample Profiling Topology

10.1.100.x -
10.1.10.x Catalyst
A ,‘ 6500
~ ' Catalyst
10.1.13.x
— ISE
- I1 LR .
100 100
(DHCP) (DHCP)
Win7-PC Cisco 7960
10.1.14.x _J
Microsoft
Active
Directory
WLC5508
DNS/DHCP
. / SNMP Traps/Informs Server
Y UDP/162

10.1.40.x
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Ganeral Setbngs
SNMP Query Probe 1L
I_' B DHCT
SNMP Polling of Configured Network Access Devices _
- System Query — Periodic per Polling Interval set in NAD config— =+
Reads the following MIBs: System, cdpCacheEntry, lldpLocalSystemData, "
lldpRemoteSystemsData, cLApEntry (WLC only), and cldcClientEntry (WLC only) -
Polling distributed amongst all PSNs with SNMPQuery probe enabled. !
ARP info collected during to build IP ARP Cache table in ISE. 5 on
- . il
Interface Query — Triggered by SNMP Trap or RADIUS Accting e
Start for specific interface ™ - suup settings :z
Il RSSS——— - =
— Reads the following MIBs: _ EventTimeout] 30
* SMMP Version |2¢ - —
Interface data (ifindex, ifDesc, etc) ' _ Description [4NMPQUERY
) ) * SHMP RO Community ciscoro
CDP (if Cisco) and LLDP data R P g B
Session Data (for if _type=Ethernet) MM—“MH% Send Interface Query
Port, VLAN, dotlX data * Poling Interval | 3 g00 second 30 sec after trigger
Link Trap Query —
Sarnple access device MAC Trap Query Select optimal PSN to
configuration: y Originating Policy Services Node | ngne v | € perform polling; only PSNs
Mone
snmp-server community ciscoro RO 5e-psn-1 enabled TOI’ _SNMP_Qu_ery
snmp-server community ciscorw RW Se-psn-2 probe will display in list.

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



SNMP Query Probe

Sample Profiling Topology

10.1.13.x 3750X &

100 100
(DHCP) (DHCP)

Win7-PC Cisco 7960

10.1.44.x

) , 2) Triggered

! SNMP Query
YT UDP/161

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved.

10.1.100.x

1) RADIUS Accounting
YR Start or SNMP Trap
1.10.x Catalyst
| \ \ 6500
' Catalyst

Polled

SNMP Query
UDP/161

Cisco Public

Microsoft
Active
Directory
DNS/DHCP
Server



SNMP Query Probe

CDP / LLDP Data Collection

- MIB Data Collected: cbp

LLDP

4 cdpCacheAddress
é cdpCacheCapabilities
é cdpCacheDeviceld
4 cdpCachePlatform
4 cdpCacheVersion

Broad Cisco/3-party device support

Sample access switch configuration:

CDP:

LLDP:

cdp run
interface <Interface>
cdp enable

11dp run
interface <Interface>
1l1dp receive

40 ldpCacheCapabilities
4 ldpCapabilitiesMapSupported
&) ldpChassisId

0 ldpManAddress
4 ldpPortDescription

&P ldpPortld

4 ldpSystemCapabilitesMapEnabled
4 ldpSystemDescription

4 ldpSystemMame

4 lIdpTimeToLive

General Sathngs Profiing Configuration

" ¢ NETFLOW
u i
b DHCF
u B
b DHCPSPAN
b HTTI
I
F RADTIS
I —
b Network Scan (HMAF
I
F ONS
4 R
Retries | 2 |
Timeout | 1000 |
Ev«entTrr'-e:-utl_'iﬂ |
Description | SNMPQUERY |
L]

Note: Wireless LAN Controllers do not support CDP/LLDP for wireless clients — only CDP on wired

connection, so CDP info is not specific to connected wireless endpoints needed for wireless profiling.

Voice of the Engineer : Deep Dive — TrustSec & ISE
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General Settings | |

DHCP Probes 2 e

Collect DHCP Request Attributes from User/Proxy/Helper o
= DHCP Probe — Used when PSN interface Is destination for/ secrton G
DHCP relay traffic. S

DHCP Proxy also supported, but NAD typically cannot send to more

Interface | GigabitEthernet 0

than one target at same time—only after failure or timeout of primary

Description | DHCPSPAM

DHCP SPAN Probe — Captures DHCP packets from a mirrored |V, .+

port such as from SPAN/RSPAN/ERSPAN or network tap O~

— Recommend dedicated ISE interface 7, Network Scan (AP

— Be sure to enable ISE interface from CLI and make any — o
needed physical connections to SPAN port / tap. -

Sample L3 gateway device configuration: :::TREE

— Gateway is the access device if SVI present for client VLAN.

interface X (Routed port or VLAN interface)
ip helper-address @REAL DHCP SERVER
ip helper-address (@PSN Probe Interface

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



DHCP Probes

Sample Profiling Topology

IP Helper to Real

DHCP Server (UDP/67)

“Extra” IP Helper to ISE
PSN (UDP/67)

110.1.10.x] R PRT
‘l. .. « . ® s*
| S Catalyst
10.1.13. 3750X
L=, | 10.1.50.x
.100 100 P 1
(DHCP) (DHCP) 1 )
Win7-PC Cisco 7960
10.1.14.x
10.1.44.x

Voice of the Engineer : Deep Dive — TrustSec & ISE

AP1142
| SPAN/RSPAN or DNS/DHCP
.1 Network TAP Serves
interface Vl1anl0 Mirrored traffic
ip address 10.1.10.1 255.255.255.0 from WLC to
ip helper-address 10.1.100.100 dedicated PSN
ip helper-address 10.1.100.5 interface

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



ldentifying the Machine AND the User

Real Customer Example: Profiling Based on a Custom DHCP Attribute

= One customer decided to modify the DHCP nppte sttt
Class Identifier on their Domain Computers « e [Coi | Caarpacn | Looktor ot T Uow- G
Provided a unique way to profile the device as a Corporate Asset. Policy Enabied o
* Mirimum Certainty Factor | 10 | (valid Range 1 to 65535)
= Manual Configuration Example: * Brepton Acton [ NONE 5
* Natwork Scan (NMAP) Action | NONE ]
C\>ipconfig /setclassid "Local Area © Crote Makcing Kty Grong
Connection" CorpXYZ O use Hierarchy
= Parent Policy | NONE v|
Windows XP IP Configuration
DHCP Classld successfully modified for adapter "Local Area Connection” '““
I Condition DHCP dhop-uses-ciass-id EQUALS ComXyZ {» | Then | Certainty Factor Increases =[] 15

http://technet.microsoft.com/en-us/library/cc783756(WS.10).aspx

| sumt R

Condition value must be expressed in hex.

= GPO Script Configuration Example:

1 - Create a GPO which has the necessary IPCONFIG command in a startup script

2 - Create a Domain Local group called something like 'Laptop Computer Accounts' and add all the laptop computer accounts
3 - Modify the GPO by removing the 'Authenticated Users' from the permissions list

4 - Add the 'Laptop Computer Accounts' group to the permissions list and assign 'Read' and 'Apply Group Policy' permissions.
5 - Link the GPO to the domain root (or the highest level OU which will encompass all computer accounts)

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DNS Probe

If DNS Probe enabled, upon learning IP address of endpoint,
reverse DNS lookup performed by PSN against its locally
configured name server to retrieve the endpoint FQDN.

DNS Probe requires IP address for reverse DNS lookup
obtained from one of the following sources:

RADIUS Probe — “Framed-IP-Address” ONS
SNMP Probe — “cdpCacheAddress”
DHCP Probes — “dhcp-requested-address”

DNS Probe requires DNS reverse PTR records! DHCP clients

will require DDNS to be configured and enabled on Servers.

Sample ISE PSN configuration (CLI): [Tl Rt e
<A.B.C.D> Primary DNS server IP address

<A.B.C.D>» DNS server Z IP address
<A.B.C.D> DN5S server 3 IP address




DNS Probe

Sample Profiling Topology

10.1.100.x

10.1.10.x Catalyst
\ 6500

10.1.13.x 3750X

10.1.50.x

100 100
(DHCP) (DHCP)

Win7-PC Cisco 7960

10.1.14.x

10.1.44.x

Directory
AP1142 WLC5508
DNS/DHCP
| | Server
{ 1) ISE leams the endpoint IP address 2) PSN performs reverse
from RADIUS, SNMP Query, HTTP, or DNS lookup on IP address
10.1.40.x DHCP probe information. and populates FQDN
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HT TP Probe

Collect HTTP Packet Data from SPAN or URL-Redirects

HTTP SPAN Probe — Captures HTTP User Agent and other
HTTP attributes for packets on TCP/80 and TCP/8080 interface [ GgabiEthermet g

Descnption | HT TP

— Recommend dedicated ISE interface

— Be sure to enable ISE interface from CLI and make any needed
physical connections to SPAN port / tap. mh

- URL Redirected Traffic —= HTTP probe can capture traffic sent D+
to PSN via URL Redirection. O

URL Redirected traffic includes LWA, CWA, Client Provisioning, Posture, |
Native Supplicant Provisioning, and Device Registration WebAuth. '

Dedicated interface not required; Probe interface is typically the interface that terminates RADIUS traffic
per IP variable substitution of the Redirect URL. URL Redirect example:

cisco-av-pair = urI-redirect:https:/mport/guestportal/gateway?sessionId:SessionIdVaIue&action:cwa

Sample access switch configuration to support http redirects: | ip http server
1p access-list extended REDIRECT-ACL

permit tcp any any eq http

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved.




HT TP Probe

Sample Profiling Topology

1

ISE sends URL Redirect to access
device as RADIUS authorization result

Endpoint opens browser; redirected
to PSN on TCP/8443 (default port)

............
........

*
-
.

.o

101 100.x |

100
(DHCP)

Win7-PC

, , SPAN/RSPAN or
| R ,n Network TAP

10.1.40.x

cisco-av-pair = urlredirect=https:/ip:port/guestporial/gateway?sessionld=SessionldValue &action=cwa

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public

Mirrored traffic
from WLC to

dedicated PSN
interface




aanara Settmgs

NetFlow Probe N

Collect NetFlow Export Data from NetFlow-Capable Device [ T ;N

Descnption | NETFLONY

- Key use cases for NetFlow Probe: 5
Capture flows to match endpoint quintuple traffic = SRC/DST IP/Port/Protocol 0
—l ]
destinations/ports to which they attempt communication. :
Ex: Specialized healthcare equipment such as heart monitors. .
Match anomalous traffic. Ex: IP Phone attempting s (7.
to communicate to Internet on TCP port 80. 'i:). W 4
- Potentially high volumes of data—Iimit use / filter when possible |-

Recommend dedicated ISE interface (enable via CLI and assign IP address
for use as the NetFlow export target)

Classify general purpose hw/sw devices based on the

Flexible NetFlow v9 includes numerous enhancements for filters. | ip flow-cache timeout active 1
mls netflow interface

mls flow 1p 1nterface-full

ip flow-export source LoopbackO
ip flow-export version 9

ip flow-export template timeout-rate 1 VW
1p flow—export destination @ISE-PSN 99906
interface X (Routed port or VLAN interface)

Sampled NetFlow may not apply if profile relies on seeing all
packets for specific endpoints...\What if miss critical flows?

Example IOS configuration for NetFlow export:

\4
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NetFlow Probe

Sample Profiling Topology

interface GigabitEthernet 2/47
ip flow ingress

10.1.10.x

' Catalyst
10.1.13.x

100

(DHCP)
Win7-PC

Voice of the Engineer : Deep Dive — TrustSec & ISE

3750X

S
(DHCP)

Cisco 7960

10.1.14.x

10.1.40.x

© 2012 Cisco and/or its affiliates. All rights reserved.

10.1.200.x

atalyst
6500

10.1.100.x |

interface VLAN 40
ip flow ingress

ip flow-export destination 10.1.100.5 9996

Cisco Public




General Settings |

NMAP Probe 0} o

Active Scan Against Endpoints using Network Mapper (NMAP)| "™
- Network Scan — On-demand scan against multiple endpoints [ e
From Profiler Configuration page, enter subnet and click Run Scan. e~

Click link to navigate to Endpoints page for results of last scan
Probe does not need to be enabled for on-demand scan.

¥ Network Scan (NMAF)

Description | MNMAP

’ Endeint Scan o Trlggered sScan Of Slngle endp()lnt Manual Scan Subnet| 10.1.100.0/24|
From Endpoint Profile page, select existing NMAP Scan Action ukin Sen,J | Gneel Ser

Click to see latest scan results

Configure matching condition to initiate Scan Action

Endpoints that match Unknown profile are automatically scanhed using P
SNMPPortsAndOS-scan

» SNMPQUERY

- Note: Scan data added to Endpoint database only if real MAC address.s

B SNMPTRAF

known. If endpoints not local to PSN (local ARP), then SNMP may return

MAC. Otherwise, other probes required to discover MAC:IP Bindings

Metwork Scan (MMAP) Action Name

CommonPortsAndQ5-scan

- Caution: Large network scans can be very time consuming and add

heavy load to PSN
O5-5C2n0

SHNMPPortsAndQ5-scan

o
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NMAP Probe

Sample Profiling Topology

Network Scan (On-Demand)
for entire 10.1.10.0/24 subnet

10.1.13.x

100

(DHCP)

10.1.40.x

Voice of the Engineer : Deep Dive — TrustSec & ISE

10.1.100.x

3) Trigger Endpoint Scan for OS:
OS =Apple i0OS
4) Update Profile 1o Apple iDevice

© 2012 Cisco and/or its affiliates. All rights reserved.

1) New endpoint detected:
OUI = Apple-Device
2) Policy rule matched.

Cisco Public

Microsoft
Active
Directory
DNS/DHCP
Server



NMAP Scan

Manual Scan (On-Demand Scan)

¥ MNetwork Scan (MMAP)

Description

MrAR

Marnual Scan Subnet

10,100.7.0f24

I Run Scan || Cancel Scan

Click to see scan results

klin:k to see latest scan results |

5
Identities

Latest Network Scan Results Endpoints

| ~

o) S Edit

@-r

E Users

| Endpaints

E Lakest Metwork Scan Resulks

Endpaint Profile
Linkncmn
Linkromn

VMW are-Dievice
VMW are-Dievice
WM are-Device
VMW are-Dievice
WM are-Device

oo ngdo

Endpoint

*MaC Address  00:50:56:4F:AE:6C

* Policy &ssignrment | YMWare-Device -

Stafic Assignrment ]

* Identity Group Assignment | Profiled A

Static Group Assignment [l

Attribute List

161-udp Shmp

162-udp shmprtrap

DeviceRegistrationStatus 0O
EndPointPolicy YW are-Device
EndPointProfilerServer ISE-1-1-ALPHA

EndPaointSource MMAP Probe
IdentityGroup Profiled
a | MAC Address Static Assignment

Ed:1F: 13: 7792 AF fal=e
E4:1F:13:F1:BDia5 false
00:0C: 2953 BB E2 fal=e
O0:0C: 2968 FA 42 fal=e
00:0C:29:81:7A:99 fal=e
00:50:56:4E:3E: 12 fal=e
00:50:56:4F: AE:AC fal=e

Voice OF The ENgIMeer - DEEp DIVE — TTUSISEC & TSE
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Network Scan (NMAP) in Profiler Policies

Triggered Using Network Scan Option in a Profiler Policy

Profiler Policy List = Microsoft-Workstation EEEE—
_ If scan detects UDP port 161/162
Profiler Policy W 1900-udp
open, then SNMP Query run & 21t
* Mame | Microsoft-Workstation Diescription . . . .
against endpoint IP using public & 2t
Policy Enabled .
’ as default RO community. & 2t
* Minimum Certainty Factar | 10 (Walid Range 1 &P 25-tp
* Exreption Action | MONE - . &P 3306-tcp
* Metwork Scan (WMAP) Action | CormmmonPorts&ndCS-scan SEIECt N MAP ACtIOn 4 3385-tcp
() | NOME And g H43-tcp
groverene . ':IS‘SEHH . q"q'E_tq:l
= O T e Take Network Scan Action & 5o
Parent Policy | ComrmonPortsandOS-scan 7
&P 500-udp
&) 520-udp
Rules
) &P 53-tp
S If Condition | Microsofi-WorkstationRule 2Checkd <& | Then | Certainty Factor Increases - || 10 Y v &) 53-udp
. &P 631-udp
If Condition | microsofvWorkstationRule! Check <p | Then | Certainty Factor Increases )/ £ o v &) 57-udp
| 0 68-udp
If Condition | microsoft-waorkstationRule1 Check o Take Metwork Scan Action W v & 50-tcp
&) 3030-tp

> NMAP Actions: Policy > Policy Elements > Results > Profiling > Network Scan Actions

4 operating-system
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Network Scan Example

Scan Generic Apple Devices to Increase Profiling Fidelity

Profiler Policy List = Apple-Device
Profiler Policy
* Name | Apple-Device Description | Generic policy for all Apple devices
Policy Enabled
* Minimum Certainty Factor | 10 (Valid Range 1 to 65535)
* Exception Action | NONE - ;
g Rule Logic: If detect Apple
* Network Scan (MMAP) Action | OS-scan d MAC Address. then perform
() Create Matching Identity Group a network scan for the OS
© Use Hierarchy Conditions Details X to better determine specific
Parent Policy ***NOMNE*** .
lame Apple-DeviceRule1Checkl type of Apple device.
Description Apple-DeviceRule1Checkl :
Rules Expression MAC:0UI CONTAINS Apple
£ If Condition Then [ Take Network Scan Action _ ~ & -
£ If Condition I Apple-DeviceRule1Check ap II Then | Certainty Factor Increases || 10 - v
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Profile Match on Any iDevice

Very Useful for Authorization Policies Based on Matching any iPhone / iPad / iIPod

Profiler Policy List = Apple-iDevice

Profiler Policy

* Mame | Apple-iDevice| Description Policy for Apple iDevices

Policy Enabled

* Minirmum Certainty Factor | 10 (Valid Range 1 {

Rule Logic: If NMAP detects OS type as either Apple
I0S or Apple iPhone OS, then increase CF by 10.

* Exception Action | NONE A

* MNetwork Scan (NMAP) Action | NONE i

() Create Matching Identity Group

| NMAP has determined that device Is an iDevice, but
(®)  Use Hierarchy

specific iDevice type still not confirmed since multiple

* Parent Policy | Apple-Device - ) )
Rules IDevices can return these same values.
£ ¥ Condition Then [ Certainty Factor Increases -] [10 & v
£1f Condition Then | Certainty Factor Increases *| |10 - v
| 4 Y
Conditions Details X | | Conditions Details x
Name Apple-i0S-NMAP-Rule4Checkl Name Apple-i0S-NMAP-Rule5Checkl
.. NMAP operating-system ... NMAP operating-system
Description : Description conTATNS Apple iPhone 0S
_ | NMAP:operating-syste | NMAP:operating-system
E:-tnreasmrl CONTAINS Apple i0S | E““re*'-"f"'”'l CONTAINS Apple iPhone 0S \
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The Probe Avengers

Probes that are Most Effective When They Work as a Team!

DNS and NMAP cannot work without an IP Address
— Require IP address for reverse DNS lookup or NMAP Scan

« HTTP (SPAN), NetFlow, and NMAP cannot update endpoint without a MAC address
Require MAC - IP binding
Probe data will be added to database only if MAC address in known, otherwise dropped!
ARP cache in the profiler service maps IP to MAC addresses.

« Fellow probes that can provide IP address and IP:MAC binding info:

SNMP Query probe periodically

polls all Network Access Devices
RADIUS Probe DHCP Probe SNMPQuery Probe (configured for polling) for system
Framed-IP-Address dhcp-requested-address ARP table =) MIB info including ARP table. May

require non-access devices to be
configured in ISE if L3 gateway.
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Other Probe Contingencies

RADIUS Probe

~ramed IP address sent in RADIUS Accounting must
ne learned via DHCP or IP Device Tracking

« DHCP Probe
Assumes all endpoints use DHCP

Static IP on Endpoint? May need to consider alternative probes and methods that
do not rely on DHCP conditions or MAC-IP binding.

DNS Probe
Requires Reverse Pointer “PTR” Record to be present in DNS.

SNMP Query Probe

Triggered query requires SNMP Trap or RADIUS probe to alert ISE of new device
connection.
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Enhanced Profiling Features



Device Sensor

Distributed Probes with Centralized Collection

 Profiling based on CDP/LLDP, DHCP, HTTP (WLC only), or mDNS (4k only)
- Automatic discovery for most common devices (Printers, Cisco devices, phones)

« Centralized visibility with minimal ISE sensor investment and traffic

Device Sensor Support
3560/3750 running 15.0(1)SE1 (excludes LAN Base)
3560C/CG running 15.0(2) SE (excludes LAN Base)
4500 running 15.1(1)SG (excludes LAN Base)
4500 running 10S-XE 3.3.0SG (excludes LAN Base)

* Low touch deployment

ISE

» Topology independent

NP : .
O\)(\‘:\E\’/ e Wireless Controllers running 7.2.110.0 (DHCP only)
NS , . WLC running 7.3.101.0 (HTTP support added)
N2 : |
sV | Check Release Notes!
PV
" (-
— —
CDP/LLDP/DHCP  CDP/LLDP/DHCP  CDP/LLDP/DHCP DHCP DHCP

Device Sensor Distributed Probes
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Device Sensor Data Collection
Enable CDP/LLDP /DHCP

Access device needs to have services enabled to collect CDP, LLDP, or DHCP
Sample access switch configurations:

CDP:
Global: CDP must be enabled (default setting) ::ieigzce Interfaces
Interface: CDP must be enabled (default setting) cdp enable

LLDP:

Global: LLDP must be enabled (disabled, by defaulty | ;-S° =7

interface <Interface>
Interface: LLDP must be enabled (default setting) 11dp receive

DHCP:

DHCP Snooping must be enabled globally | ip ghcp snooping
Apply DHCP snooping to each access VLAN | 1P dhcp snooping vlan <x,y-z,..>
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Device Sensor Implementation for Wired

Device Detection Based on CDP, LLDP or DHCP

RADIUS Accounting

V]
v RADIUS

Description
RADILS

ISE: Enable RADIUS probe

1) Filter DHCP, CDP, and LLDP options/TLVs

2) Enable sensor data to be sent in RADIUS
Accounting including all changes

device-sensor accounting
device-sensor notify all-changes

3) Disable local analyzer if sending sensor
updates to ISE (central analyzer)

no macro auto monitor |Beaware of CSCtr23701

access—-session template monitor

device-sensor filter-1list cdp list my cdp list

tlv name device-name
tlv name platform-type

device-sensor filter-spec cdp include list my cdp list

device-sensor filter-list 1lldp
tlv name system—-name
tlv name system-description
device-sensor filter-spec 1lldp

list my lldp list

include list my 1lldp list

device-sensor filter-list dhcp
option name host-name
option name class-identifier
option name client-identifier
device-sensor filter-spec dhcp

list my dhcp list

include list my dhcp list
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Device Sensor Implementation for Wireless
Device Detection Based on DHCP and HTTP

= Enable/Disable device profiling on all the clients that will join the WLAN.
= DHCP Option 12 (Hostname) and

60 (Vendor Class ID) supported;
HTTP — User-Agent only

= DHCP Proxy and Bridged
modes supported.

= 7.2.110.0 FlexConnect limits:

Standalone APs not supported

Local auth w/ local switching not supported
Voice of the Engineer : Deep Dive — TrustSec & ISE

RADIUS Accounting

e e
WLC ISE

y

¥ RADIUS

Description

RADILS

ISE: Enable RADIUS probe

config wlan profiling radius (all|dhcp|http) enable <wlan-id>

CISCO DR WLANS

'WLANMS
FlegConnecl
] Adwvanced
FlazCannadt Lacal

Switchang i

The page at hitps://10.1.44 .90 says:

CONTROLLER

WLANSs WLANs > Edit ‘locallp’

[+ Enabled

Flawiannect Local dorh & [+ Erabied

WIRELESS

v WLANS ~ General | Security | QoS | Advanced

HTTP added in 7.3 - NOTE: CSCuc15636|

will be Mac address for Accounting messages. Press OK to continue.

OK

Cancel

Enabling DHCP Profiling requires enabling DHCP Reqd and disabling Local Auth. Calling-5tation-Id Client Profiling

Voice
Media Session Snooping "] Enabled
) Re-anchor Roamed Voice Clients [ | Enabled
E IS based CAC Policy | Enabled
DHCP Profiling
HTTP Profiling




Device Sensor in Action

Switch Device Sensor Cache

ISE Profiling result

# show device-sensor cache all

Devica: 0021.55d6.0133 on port GigabitEthernetl/0/1

Proto Type:name
cdp Z1address-type

cdp 16: power-type
cdp 11 :duplex-type
I —

cdn PA. =twpe
cdp biplatform-type

cdp 5:version-type

cdp 4:capabilities-type
cdn 2anort-id-tyne

cdp 1:device-name

dhcp 50:requested-address

uncp g 5erVer =TaenCiT1er

x| atady 58 raram - =195t
dhcp ED:dass—identigieri

dhcp 12 :host-name

dhcp 6l:cTient-identifiar

17

b
i
1
23

17
8

10
14

cdpCachelDeviceld
cdpCacheDevicePort
cdpCacheluples
cdpCachePlatform
cdpCachePower Consurnption

cdpCachelersion

SEPO0Z2153060133

Port 1
01:

Cisco I[P Phone 7945

Zeed
SICCP45,9-0-35
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01

0o
aF

34

20
EY

23
a3
20

3l

01 CC 00 04 0A 84 OF

oo

2E EQ

EndPointMaCsddress
EndPointMatchedProfile
EndPointPolicy

EndPointProfilerServer

00-21-53-De-01-33
Cisco-IP-Phone-7945
Cisco-IP-Phone-79045
ISE-OZ2

EndPointSource

RADILS Probe

Frarned-IP-Address

IdentityGroup

10,100,115, 100
Cisco-IP-Phome

20 49 30 20 30 68 6 Cisco IP Phone 7945

35

El
32

79
20

35

Cisco Systems, Inc. IP Phone CP-7945G

2E 39 2D
31 36 30| SEP002155D60133
10.100.15.100
73 6D 73 2C
6E 65 20 43

44 36 30 31 33

SEP002155D60133 &

dhcp-class-identifier
dhcp-parameter-request-ist
dhcp-requested-address

dhcp-server-identifier

dot LxauthauthControlledPortCon
dot LxauthauthControlledPortStatu

dot 1xAuthSessionl lserMarne

hiost-name

Cisco Systems, Inc, IP Phone CP-7945G

1, 66, 6, 3, 15, 130, 35

10,100,135, 100

10,100,7, 100

2

2
0o-21-33-06-01-33

SEPO0Z2155060133
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Profiling without Probes

Direct Profiling using Client Provisioning (Posture Agent or NSP)

[ = ==

Access Device

User authenticates
and opens browser

User re-auth

GOUgle

s e b —aate

Voice of the Engineer : Deep Dive — TrustSec & ISE

HTTP GET hitp://www.google.com

&=

RADIUS: URL Redirect=Client Provisioning / Posture
<

https://psn:8443/guestportal/gateway?sessionld=Se

HTTP Response: “Please Reconnect’

RADIUS: CoA = Session Terminate

EAP Exchange

ssionldValue&action=cpp

RADIUS: Access Accept: AVP=Permit Access

HTTP GET  hitp://www.google.com

Client
Provisioning
captures user
agent and MAC
address from
SessionlD

HTTP RESPONSE nhitip://www.google.com

-—
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Profile Attributes from Client Provisioning

Administration > Identity Management > ldentities > Endpoints

* MAC Address 7C:6D:62:E3:D5:05

* Policy Assignment | Apple-iPad -
static Assignment [ Apple-iPad profiled with O probes enabled!
* Identity Group Assignment | Apple-iPad -

Static Group Assignment ]

Attribute List

EndPointPolicy Apple-iPad
EndPointProfilerServer  ise-psn-1
EndPointSource CP
IdentityGroup Apple-iPad

EndPointSource (Source of last attributes received) = CP (Client Provisioning)

MACAddress 7C:6D:62:E3:D5:05

MAC Address retrieved from Calling-Station-I1D via SessionlD lookup

o hecten izz::':i No IP Address listed for Endpoint; Profiling achieved without MAC-IP Binding
PolicyVersion 20

StaticAssignment false

StaticGroupAssignment fale

e ” User-Agent retrieved from CP and passed to Profiling process

Total Certainty Factor 30

User-Agent Mozilla/5.0 (iPad; CPU OS 5_0_1 lke Mac 05 X) AppleWebKit/534.46 (KHTML, like Gecko) Version/5.1 Mobile/2A405 Safari/7534.48.

Save | Delete | Reset
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Profile Attributes from HTTP Probe Only

Profiling for URL Redirected Flows without Client Provisioning (CPP / NSP)

* MAC Address 00:50:56:A0:0B:3A

* Policy Assignment | Windows7-Waorkstation WindOWS 7 Workstation pr()f”ed

= with only HTTP Probe enabled

* Identity Group Assignment | Microsoft-Workstation

Stafic Group Assignment

Attribute List
EndPointPolicy Windows7-Workstation

IdentityGroup Microsoft-Workstation

MatchedPolicy Windows7-Workstation

OuUI VMware, Inc.

PolicyVersion 20

Total Certainty Factor 60
User-Agent Mozilla/5.0 (Windows NT 6.1; rv:11.0) Gecko,/20100101 Firefox/11.0

StaticAssignment false
StaticGroupAssignment  false I User-Agent retrieved from HTTP Probe during Web Auth
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Probeless Profiling
Wireless 802.1X with Posture Example

Matched AuthC Rule = Dotl1X J

Authentication Policy

Employee with iPad connects to corp SSID and logs in Rule Name Conditions Identity Source
using AD account ‘employee’ e

Device type Unknown, so hit Emp_NonCompliant rule.

Employee redirected to Client Provisioning/Posture Dot1X Wireless_802.1X

OS detection performed to determine CP policy

User agent captured—iPad not supported for posture
agent so ISE send CoA w/session terminate.

Endpoint Profile = iPad } Authorization Policy

Endpoint user-agent and other data written to db usimng
MAC address from Session ID lookup=>Profile=iPad!

e Name Conditions Permissions
~ule Name

BYOD IDevice and Employee

On reconnect, match profile=iDevice and Employee.

aan T .

Gues i Gwes en meme
RADIUS Access-Request
| EAP Request = PEAP "
IPad Default If | <no then A CWA_Posture
p RADIUS Access-Accept X
[AVP: Airespace ACL
PEAP = Internet_Only] User Agent + MAC Captured ][ Matched AuthZ Rule = BYOD
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Best Practices - Profiling in a Real
Network



Sample Attributes Used to Profile Endpoints

RADIUS

| & called-station-1D | &P hrDeviceStatus

&) caling-Station-ID
&p CHAP-Challenge
4 CHAP-Password
&p Class

4 Connect-Info
&) Digest-Attributes
4 Digest-R.esponse
&P EAPKey-Name
4 EAP-Message
&P NAS-TP-Address
&) NASPort

&P NAS-Port-Id

&P NASPort-Type

4 Service-Type
4‘ Framed-IP-Address

SNMP

4- ifDescr

4‘ ifIndex

4' ifOperStatus
4‘ port

4- portIflndex
4‘ sysContact
4 sysDescr

4‘ sysLocation

4 syshame

4‘ sysObjectID
4 sysUpTime

4‘ Vlan

&) VianName
4‘ vlanPortVlan

~ MAC

4 MACAddress

&p OUI

P

'DHCP |

4' boot-file
| 4‘ dient-fgdn |

NMAP

161-udp
&) 152-udp

&p dient-identifier
4‘ device-class
&p dhop-dass-dentifier

&) FODN

4 EndpointSource

4 dhcp-dient-dentifier
4 dhcp-message-type

&) 1900-udp
&) 21t
& 224
&p 23t
&P 25t

3306-tp

4 Host
EINN
4 mask

1‘ PortalUser

4 User-Agent

&P dhcp-parameterrequestdist
&p dhoprequested-address

i 3339t

H3-top

4‘ dhcp-user-dass-id
&p domain-name
Q‘ host-name
ﬁ Name-Servers
4 pxe-dient-arch

&p pre-dient-machine+d
4‘ pxe-dient-network-d
4' server-dentifier

4P 445-tp
&) 445-udp
&) 500-udp
&) 520-udp
&P 53-tcp

&P 53-udp

&P 531-udp

&P 57-udp

Some attributes are more interesting than others

Voice of the Engineer : Deep Dive — TrustSec & ISE
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W SuSoep

u\letFlow
&) Max_TTL

&P MIN_PKT LNGTH
&p MIN_TTL

4 nexthop

&p OUT_BYTES

&P OUT PKTS

4 output

&) OUTPUT SNMP
Q prot

&p PROTOCOL
4 sampling_interval

Q source_id
4 SrC_as

&) SRC_MAC
&) SRC_MASK
&P sRC_TOS
SRC_VLAN

4 srcaddr
Qv srcpart
sys_uptime

& top_flag
&P TCP FLAGS

I ﬂ- operating-system ICisco Public

'CDP |
4‘ cdpCacheAddress
4' cdpCacheCapabilities
cdpCacheDeviceld
&p cdpCachePlatform ‘
cdpCacheVersion

LLDP

4 ldpCacheCapabilities
4 ldpCapabiliiesMapSupported
&) dpChassisd
4‘ ldpManAddress
4 ldpPortDescription
&) lidpPortld

j ldpSystemCapabiliiesMapEnabled
4 ldpSystemDescription
4 ldpSystemMame

4 ldpTimeToLive



Profiling Probes

Key Attributes and Common Profiling Use Cases

Probe Key Profiling Common Endpoint Profiling Use Cases
Attributes

RADIUS

RADIUS w/Device
Sensor

SNMP

DHCP

NMAP

DNS
HTTP
NetFlow

Calling-Station-1D
Framed-IP-Address

CDP/LLDP/DHCP

MAC Address/OUI
CDP/LLDP attributes
ARP tables

DHCP attributes

Operating System
Common ports
Endpoint SNMP data

FQDN
User-Agent

Source/Dest
IP/Ports/Protocol

Voice of the Engineer : Deep Dive — TrustSec & ISE
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MAC Address -> OUI = Indication of device vendor. Some endpoints can be profiled w/
this attribute alone if vendor only makes specific devices. Ex: 3-party IP phones, mobile
devices, game consoles; MAC:IP bindings and probe support.

See SNMP probe for CDP/LLDP info
See DHCP probe for DHCP info

Valuable for any vendor that leverages CDP/LLDP. For example, Cisco IP phones,
cameras, APs. DHCP (See DHCP probe info); MAC Address (see RADIUS probe)
Polling of device ARP tables populates ISE MAC:IP bindings.

Unigue Vendor IDs for hardware and software. DHCP fingerprints for OS detection.
Hostname/FQDN for common name patterns may indicate OS or device type; Additionally
provides MAC:IP Bindings to support other probes.

Operating System detection IF scanning not blocked by network/client FW,
Offers classification of endpoints that run SNMP agents like network printers.
Good for detecting endpoints that listen on the common UDP/TCP ports.

Value will depend on whether common naming conventions used for hostname/DNS.
Operating System detection; some browsers like Chrome may mask actual OS.

Good for detecting mission-specific endpoints with unique traffic patterns or use general
purpose hw/sw; May detect anomalous traffic for specific endpoints.

Cisco Public



The Unofficial Guide to Probe Selection
Which Probes Apply to My Use Case?

- Relatively and Generally Speaking...
Which probes are the easiest/most difficult to deploy?

Which probes have the least/highest impact to my network?
(in terms of traffic overhead, ISE server load, or additional components to support)

What is the general value that this probe adds to my abillity to profile my endpoints?

DDI | Deployment Difficulty Index Easy Medium

NII Network Impact Index Low Impact K Medium
Impact

PVI |Probe Value Index High Value | Medium
Value

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All I’ightS reserved. Cisco Public



Probes for Discovery

Best Practice Recommendations for
Discovery Phase
(NAC/pre-RADIUS deployment):

EDI | Deployment Difficulty Index Easy Medium

NII Network Impact Index Low Medium
Impact Impact

PVI Probe Value Index High Medium
Value Value

RADIUS

RADIUS w/ 2 1 1 CDP/LLDP/DHCP attributes
Device Sensor

SNMPTrap 1 1 1 LinkUp/LinkDown and MAC Notifiy
Traps, Informs
SNMPQuery 1 2 1 MAC Address/OUI
CDP/LLDP attributes
ARP tables
DHCP (Helper) 2 1 1 DHCP attributes
DHCP SPAN 2 3 1 DHCP Attributes
NMAP 1 2 2 Operating System
Common ports
Endpoint SNMP data
DNS 1 1 2 FQDN
HTTP (Redirect) N/A
HTTP (SPAN) 2 3 2 User-Agent
NetFlow 3 3 2 Source/Dest IP/Ports/Protocol

Not applicable since ISE not in auth control plane

If network supports Device Sensor, then can leverage RADIUS Accounting independent
of auth control plane

Detect endpoints connections / trigger SNMPQuery probe

Polling of device ARP tables populates ISE MAC:IP bindings; Be careful of high SNMP
Query traffic triggered by excessive RADIUS Accounting updates due to re-auth or
Interim Updates.

Provides MAC:IP Bindings; Network impact generally low, but be careful of low DHCP
lease timers.

Provides MAC:IP Bindings

SNMP data assumes UDP/161 open and public string. Relative value of NMAP will
depend on customer network and whether OS detection is important factor in wired
access policy.

Value will depend on whether common naming conventions used
Not applicable since ISE not in auth control plane

Consider SPAN of key HTTP chokepoints like server or Internet edge using intelligent
SPAN/tap solutions and/or VACL Capture.

Recommended only for specific use cases, not general profiling

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Probes for Wired

Best Practice Recommendations for ISE
Wired Deployment:

EDI | Deployment Difficulty Index Easy Medium

NII Network Impact Index Low Medium
Impact Impact

PVI Probe Value Index High Medium
Value Value

RADIUS

RADIUS w/ Device 2 1

Sensor

SNMPTrap 1 1
SNMPQuery 1 2
DHCP (Helper) 2 1
DHCP SPAN

NMAP 1 2
DNS 1 1
HTTP (Redirect) 2 1
HTTP (SPAN) 2 3
NetFlow 3 3

Voice of the Engineer : Deep Dive — TrustSec & ISE

MAC Address (OUI), IP Address, User-

Name, Others

CDP/LLDP/DHCP attributes

LinkUp/LinkDown and MAC
Notifications Traps, Informs

MAC Address/OUI

CDP/LLDP attributes

ARP tables
DHCP attributes
DHCP Attributes

Operating System
Common ports

Endpoint SNMP data

FQDN
User Agent

User Agent

Source/Dest IP/Ports/Protocol

Fundamental probe for device detection and enabling other probes

If running 3k/4k access switches with Device Sensor support, then this is ideal and
optimized method to collect select attributes.

Detect endpoints connections / trigger SNMPQuery probe

Polling of device ARP tables populates ISE MAC:IP bindings; Be careful of high SNMP
Query traffic triggered by excessive RADIUS Accounting updates due to re-auth or
Interim Updates.

Provides MAC:IP Bindings; Be wary of low DHCP lease timers.
Provides MAC:IP Bindings
SNMP data assumes UDP/161 open and public string

Value will depend on whether common naming conventions used

Value will depend on relative importance of OS for wired access.

Consider SPAN of key HTTP chokepoints like Internet edge; Leverage smart SPAN
solutions and VACL Capture if possible

Recommended only for specific use cases, not general profiling

© 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



Profiling Flow for a Wired Network

SNMP Query, SNMP Trap, RADIUS, DHCP Helper

Device Authenticator
Initial Attempt authentication order dotlx mab
y B —
Open Mode: Time when MAC —~ —meemeeme i StAte trap if configured @
address is moved to FWD state | A | MAC-Notification Trap
4 o . f 30 sec to

5 MAC-Nofuflcatl(_)n Trap is start SNMP Query

i sent if configured

i . - Primary Key:

i DCHP Discovery /Request |~ DHCP Helper _______ Y Yoo 11.2);.33};4.55.66
~ :11:22:33:44:55:
3| Attributes
ol emmmmenBABOL /ID-Req _____ 02 1% | Username:00:11:22:33:44:55:66 Switch IP
% | ( = 0 _ Q — Password: 00:11:22:33:44:55:66 Port ID
) Max-reautn-req +1) X DX-UMeEr | N [ 1 0 1 o e o e e e e e e e e e e e e e e .
= SR B MAB ! " YW CDP Info
< | 802.1X times out e VLAN Data
= Authorized Access-Accept Session Data
O | | DHCP Options
=4 B |
gl SNMP Query
& SNMP Response
T |
DOy Make sure to fail over to MAB within 60 sec (tx-timer =~ 12sec)

@ roint of Profiling
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ISE Profiler Probes Implementation
Using Profiling Based on RADIUS, DNS, DHCP in a Wired Network

radius—-server host @IP ISE key xXxxX
1p device tracking

EAP-OL

802.1X Selective Open Mode
Only DHCP is permitted

oF

DNS
RADIUS Léa

Oul, IP

interface Vlan20
ip helper-address (@IP DHCP server
ip helper-address @IP ISE

Voice of the Engineer : Deep Dive — TrustSec & ISE
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’ DNS prob

| (reverse-lookup)

e

DHCP probe

DHCP class identifier, hostname
req attributes

¥ RADIUS

Description | RADIUS

¥ DMS

Timeout | 2

Description | DS

DHCP Server ¥ DHCP

Interface | GigahitEthernet O -
Port | 57
Description | pHCP




ISE Profiler Probes Implementation

SNMP/CDP/LLDP, NetFlow

snmp-server community Xxxxxx RW

snmp-server enable traps snmp linkdown linkup
snmp-server enable traps mac-notification change move

snmp-server host @IP_ISE version

2C XXXXXX

SNMP
.

CDP/ LLDP/ Mac notification

CDP / LLDP

Queries following mibs:
- system
- cdpCacheEntry

- CLApENtry (If device is WLC)
- cldcClientEntry (If device is WLC)

LinkUp/Mac Notification/RADIUS Acct Start event queries:
- interface data (ifindex, ifDesc, etc)
- Port and Vlan data
- Session Data (if interface type is Ethernet)
- CDP data (if device is Cisco)

Voice of the Engineer : Deep Dive — TrustSec & ISE

—

’,—‘V ISE

NetFlow v5 or v9

Ip flow-export destination @IP ISE
Ip flow-export source FastEthernet 0/1
Ip flow-export version 9

© 2012 Cisco and/or its affiliates. All rights reserved.
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EDI | Deployment Difficulty Index Easy Medium

Pro beS for Wi reIeSS NIl | Network Impact Index Low Medium

Impact Impact
Best Practice Recommendations for ISE PVI' | Probe Value Index U;?Se \h/ﬂ;ﬁlym

Wireless Deployment:
-

RADIUS MAC Address (OUI), IP Address, User- Fundamental probe for device detection and enabling other probes
Name, Others

RADIUS w/ Device 2 1 1 CDP/LLDP/DHCP attributes WLC 7.2.110.0 supports Device Sensor which offers optimized delivery of DHCP

Sensor attributes.
SNMPTrap WLC traps not currently supported by ISE.
SNMPQuery 1 MAC Address/OUI Specific attributes of client wireless connection may offer limited value; Be careful
IP address of high SNMP Query traffic triggered by excessive RADIUS Accounting updates
due to re-auth or Interim Updates.
DHCP (Helper) DHCP attributes Provides MAC:IP Bindings; Be wary of low DHCP lease timers
DHCP SPAN 2 DHCP Attributes Provides MAC:IP Bindings
NMAP Operating System OS detection and common ports primary use case.
Common ports SNMP not common for wireless clients.
DNS 1 FQDN Value will depend on whether common naming conventions used
HTTP (Redirect) 2 User Agent Common requirement to distinguish mobile device types. HTTP often provides
higher fidelity than other methods for OS detection.
HTTP (SPAN) 2 User Agent Consider SPAN of key HTTP chokepoints like WLC connections and Internet edge;
Optionally use intelligent SPAN/tap options or VACL Capture where available
NetFlow 3 Src/Dest IP/Ports/Protocol Recommended only for specific use cases, not general profiling

Voice of the Engineer : Deep Dive — TrustSec & ISE
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Wireless Profiling

Best Practices

- Set Calling-Station-ID to MAC Address for non-1X WLANS:
Security > AAA > RADIUS > Authentication

RADIUS Authentication Servers

Call Station ID Type £ Systern MAC Address =

- Disable DHCP Proxy to allow forwarding of DHCP -> IP Helpers:
Controller > Advanced > DHCP

DHCP Parameters

Enable DHCP Proxy [

CHCP Qption 82 Remote Id field format AP-MAC -

CHCP Timeout (5 - 120 seconds) 120

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



ISE Profiler Probes for Wireless
RADIUS, DNS, DHCP (IP Helper)

DHCP Parameters . '
Disable DHCP Proxy ' DNS
RADIUS Iu., p

Enable DHCP Proxy ] L

DHCP Qption 82 Remote 1d field format AP-MAC -

DHCP Timeout 5 - 120 seconds) 120

OuUl, IP

DNS probe

= L
E (reverse-lookup)
: ISE
J
/

¢/ | DHCP probe

o DHCP class identifier
Requested attributes

No “open mode” for Wireless

ACL could be enforced for not yet profiled devices
VLAN / ACL could be changed after profiling

interface V1an20 \,__,-/:
J.Lp helper-address @DHCP server IP DHCP Server
ip helper-address QISE IP

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



ISE Profiler Probes for Wireless
HTTP Best Practice: Use URL Redirect w/Posture and/or HTTP Probe

Y

Cisco-av-pair = url-redirect-aclqACL-HTTP-REDIRECT fareererasmrammnnnnannnl,,,
Cisco-av-pair = url-redirect=https:; Flp:r:u:urf."guesfpDr!alfgateway?zessinﬂId=Sessinﬂldﬁfmm&actinﬂ=n:r:ur:l

L 4
e

4: redirect to ISE™~ T HTTP Probe and/or
----------- > | G Posture Redirect to

Activate ACHRedirect
capture User-Agent

ISE

= Allow the initial profiling of

HTTP traﬁ:ic by redirecting tO Access List Name ACL-HTI'F"-REDIRECT- . Lo
ISE Policy Service node Deny Caunters 0 Security > Access Control Lists 5 ACL-HTTP-REDIRECT

Destination

. . Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
= Once profiled, client can
’ . barmit 0.0.0.0 / 0.0.0.0 / eMp A A A N
. . 1 ermi ny ny ny ny
bypass redirection through 0.0.0.0 2202 f
. ) 0.0.0.0 0.0.0.0
assignment to an ID Group < Permit 4 0.0.0 0.0.0.0 uoP Any oNs Any  Inbound
3 0.0.0.0 0.0.0.0
that matches a different 3 Permit / 0000 " uoe DNS Any Any  Outbound
Authorization Policy rule. . . 0.0.0.0 / 10.1.100.0 /
y 4 Permit 00,0, JEE Ser Jee San TCFE Any Any Any Inbound
) 10.1.100.0 / 0.0.0.0 /
_ Any
= Permit e 255255248 0.0.0.0 TeP Any Any  Outbound
c o 0.0.0.0 / 0.0.0.0 ! A a A a A
2n mn n mn n n
Voice of the Engineer : Deep Dive — TrustSec & ISE - Y 0.0.0.0 0.0.0.0 ¥ ¥ ¥ Y ¥
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ISE Profiler Probes for Wireless
URL Redirect / IP Helper Alternative: Use SPAN to Capture HTTP / DHCP Traffic

- SPAN-based probes require a copy of the traffic be sent to ISE

- The SPAN / RSPAN / ERSPAN features are used to send a copy of local switch traffic (VLANS
or Ports) to another port on the same or remote switch.

monitor session 1 source vlan xx , yy HTTP SPAN || Alternative to URL Redirection
monitor session 1 destination interface Gil/0/24
/ DHCPSPAN | | Alternative to ip helper
..... ¥ DHCPSPAN
Source PORTS or VLANS
Interface | GigabitEthernet O -
E Description | DHCPSPAM
ISE Probe ¥ HTTP
Interface | GigabitEthernet O -
Description | HTTP
=

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



SPAN-Based Probes (DHCP, HTTP)

Best Practice Recommendations

» Use dedicated ISE interface (probes supported on all interfaces)
Enable interface from PSN CLI and optionally assign IP address

VMware appliance requires promiscuous mode to be set on the virtual switch/ interface to accept
SPAN/mirror traffic.

VMware Host > Configuration > (% vSwitch _Properties

Hardware > Networking >
VSWItCh > Securlty > Policy Exceptions
Promiscuous Mode: Accept .

. romiscuous Made: Accept -
(DefaUIt — ReJeCt) MaC Address Changes: Accept -

Forged Transmits: |.ﬁ.|:|:-3|:|t j
Ik Cancel | Help |

- Use VACL Capture/Redirect with RSPAN to filter traffic to only interesting profile data and
to reduce overall data that must be parsed by PSN

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



VACL Capture (HTTP Example)

Best Practice: Use VACL Capture to Forward only DHCP / HTTP

HTTP only
"_———----—-~~~
_ B
— —_—
o=
’ @’ VLAN 20 (&
All traffic from VLAN 10 CEE00 \
v HTTF

Cat6K(config) #ip access-list extended HTTP TRAFFIC
Cat6K (config-ext-nacl) #ipermit tcp any any eq www Interface | GigabitEthernet 3 -
Cat6K (config) #ip access-list extended ALL TRAFFIC Description | HTTP

Cat6K (config-ext-nacl) #permit ip any any

Cat6K (config) #vlan access-map HTTP MAP 10
Cat6K (config-access-map) #match ip address HTTP_ TRAFFIC f&— 7 CaptureI+TTP
Cat6K (config-access-map) #faction forward capture

Caté6K (config) #vlan access-map HTTP MAP 20
Cat6K (config-access-map) #match ip address ALL TRAFFIC (€ , Forward all other traffic
Cat6K (config-access-map) #faction forward

Cat6K(config) #ivlan filter HTTP MAP vlan-list 10 Applied to VLANs 10

Cat6K (config) #int fa2/24
Cat6K (config-if) #switchport capture allowed wvlan 10,20 Capture port;
4

Caté6 fig-if itch ) )
atéK(config-if)#switchport capture include VLAN 10 traffic routed to VLAN 20

Voice of the Engineer : Deep Dive — TrustSec & ISE © 2012 Cisco and/or its affiliates. All rights reserved. Cisco Public



ISE Profiling

Use Device Sensors whenever possible to optimize data collection.

Whenever possible, ensure profile data for a given endpoint sent to same PSN;
else potential for excessive updates of endpoint data and contention by multiple PSNs.

HTTP Probe:
Use URL Redirects over SPAN to centralize collection and reduce traffic load related to SPAN/RSPAN.

In general try to avoid SPAN. If used, look for key traffic chokepoints such as Internet edge or WLC connection; use intelligent
SPAN/tap options or VACL Capture to limit amount of data sent to ISE. Also difficult to provide HA for SPAN.

DHCP Probe:

Use IP Helpers when possible—be aware that L3 device serving DHCP will not relay DHCP for same!
In general try to avoid DHCP SPAN. If used, make sure probe captures traffic to central DHCP Server. HA challenges.

SNMP Probe:

Be careful of high SNMP traffic due to triggered RADIUS Accounting updates as a result of high re-auth (low session/re-auth
timers) or frequent interim accounting updates.

For polled queries, be careful not to set polling interval too low. Be sure to set optimal PSN for polling in ISE NAD config.
SNMP Traps primarily useful for non-RADIUS deployments like integration with NAC Appliance

NetFlow: Use only for specific use cases in centralized deployments. Potential for high load on network
devices and ISE database (replication).



Monitoring and Reporting



Profiling Monitoring

Real-Time Monitoring

Profiled Endpoint Dashboard

Fiaflled Er=lpeinks

LT

LR o
O K=

F redie

------------

S Edit P Create ‘

Profiled Endpoint List _

xDelete - | ﬁllmpnrt - mE}:pnrt - ‘

57 Filter

‘ Endpoint Profile

. ‘ MAC Address

Cisco-Device

i
{

Cisco-Device
Cisco-Device
Cisco-1P-Fhone-7945
Cisco-IP-Fhone-7945
Microsoft-Workstation
Microsoft-Waorkstation
Mortel-Device
LInknowe
YivWare-Device
wWindowsT-Workstation
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Endpoint Detall

All Profiling Attributes Collected about Endpoint

Endpoint

*MaC Address  00:0C:29:E6:69:01

* Policy Assignrment | Windows7-Workstation

1

Stafic Assignment [

* Identity Group Assignment | Workstation v

Static Group Assighment [

Attribute List
ADDarmain

live, cisco, comm

b o e el o o Y e e B T e | :nn:‘d s -l b |

AcssessionID
AuthState Llser-Agent

S EndPointProfilerServer ISE-02b
EndPointSource HTTP Probe
L 4

MozillafS.0 (compatible; MSIE 9.0; Windows NT 6.1; Wowod; Trident/S.0)

AuthenticationldentityStore
AuthenticationMethod

AuthorizationPaolicyMatchedRule

AD2003R.2
MSCHAPYZ

52 1x marketing

Voice of the Engineer : Deep Dive — TrustSec & ISE

dhcp-class-identifier
dhcp-clent-identifier
dhcp-rmessage-type
dhcp-pararmeter-regquest-list

dhcp-requested-address

MSFT 2.0

01:00:0c:29:e6:69:01

DHCPREQUEST

1, 15, 3, b, 44, 45, 47, 31, 33, 121, 249, 43, 252
10.100,12.101
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Endpoint Profiler Summary

Endpoint = Endpoint Profiler Summary

Showing Page 1 of 1
Generated on Decermber 15, 2011 12:53:10 Al GMT

Relnad

Logged At Details hag
Dec 15, 2011 12:24 A Raw Log 00:18:F8:20:50C:
Dec 15, 2011 12:24 AM ) Faw Log qo:94:-6B:3F:7F:
Dec 15, 2011 12:24 A A Raw Log 00:21:55:06:01:
Dec 15, 2011 1224 AM 2 R Log 0024 0720598
Dec 15, 2011 12:24 AM % Faw Log 00:24:07:AD:8F:
Dec 15, 2011 1224 AM 2 R Log 00:50:50:4F: AE:
Dec 15, 2011 12:28 AM = Fanw Log CH 40758599
Dec 15, 2011 12:24 AM = Faw Log 00:16:41:E2:CB
Dec 15, 2011 12:24 A B | oo 00:1F:3C.B9: DA

Dray
Dec 15, 2011 12:24 Al
Dec &, 2011 3:14 PM
Dec &, 2011 3:14 PM
Dec &, 2011 3:13 PM

Mov 17, 2011 4:15 P

Frofiler History

Endpaint policy

Endpoint > Endp

oint Profiler Detail

Generated on December 15. 2011 1:01:25 Ald GMT

Endpoint Session

Endpoint Details

time : Mot Applicable

Endpoint Static Assignment

Endpaoint Source :
Endpoint OU|

Wistran InfoComm (kKunshan)Co

Endpaint Host Mame :

Endpaint Subnet :

Endpoint MAD Address :

Endpoint %LAMN
Endpoint FLIDN :

10.100.7 .1
14

Endpoint Mamesener :

Endpoint Property :

Windows/-Workstation
Windows/-Workstation
Windows/-WWorkstation
bicrosoft-Yarkstation

Picrosoft-Waork station

20

CPM=ession|D=07070707000001240E05049E

otaticAssignment=falze

L P [ O R +

Frofiler Summary

Logoged At
SEMET
Event

Endpaoint MAC Address :
Endpaint Policy
hatched Rule :
Certainty Metric

Endpaint Matched Policy

Endpoint Action Name

ldentity Group

Dec 15, 2011 12:24 A
|=E-01

Frofiler is triggering Change OFf
Authorization Request

FO:DE:F1:00:FE:20
Windows7-\Warkstation

Windows7-\Warkstation

Workstation




NCS Prime Reporting

Client Summary By Vendor

otal Traffic|® of

Clsco 16 9 5] 236,62 0.0 3721 34,78 30,91 0.0
IBM 15 e 5] 414,93 0.0 34,88 34,78 41,15 0.0
Yrmware = 5 5 209.93 0.0 13.95 21,74 2743 0.0
Apple =] 2 1 3,73 0.33 11.63 4,35 0,449 100.0
Intel 1 1 1 0.1y 0.0 2,33 4,35 0.0z 0.0

Clients by Vendor

Intel

Apple

Vmware
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NCS Prime Reporting

Client Summary by Endpoint Type

Average

MNumber of

Sessions
Unknown 17 14 10 325.53 0.0 29.82 37.04 42,53 0.0
Zisco-Device d 5 5 4z2.0 0.0 15.749 15.52 5.49 0.0
True a 1 1 17.82 0.0 8.77 3.7 2.33 0.0
Real-Camera a 1 1 20.0 0.0 8.77 3.7 Z2.61 0.0
YWMWare-Device o 4 4 155.85 0.0 8.77 14.51 20,36 0.0
apple-iPad 4 1 1

Cisco-Access-Point =}

SRl R N 1 1| [Microsoft-Workstation =1
Cisco-WLC 3 1 1 | [Cisco-IP-Phone-7945 = 1}~ Unknown =10
Cisco-IP-Phone-7945 2 1 1 (Cisco-WLC =1
_ _ [Apple-iPhone = 1
Microsoft-worlkstation 2 z 1 Apple-iPad = 1
Cisco-Access-Point 1 1 1

VMWare<Device = 4§

Real-Camera = 1

Cisco~Device =5

True =1}
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Support Resources

 ISE Product - http://www.cisco.com/go/ise

» TrustSec - http://www.cisco.com/go/trustsec
- ISE 1.1.1 Demos

https://communities.cisco.com/community/partner/borderlessnetworks/security?view=video

- dCloud BYOD Hosted Demos — http://www.cisco.com/go/byoddemo

- Free NFR Lab Software for Partners (1.1.1 Available)

Cisco Marketplace - $35 VMware image, perpetual license, 20 endpoints
http://cisco.mediuscorp.com/ise

- PDI Helpdesk - Webpage: http://www.cisco.com/go/pdihelpdesk

- Program-related questions: pdihd-bn@cisco.com

« Your Cisco PDM and CSE
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Please Fill Out Survey




Cisco ISE ATP Resources

- |ISE ATP Portal: http://ciscosecurityatp.com/

« Cisco Partner ISE Resources: http://cisco.com/go/isepartner
- ISE ATP HLD Webinar: https:/communities.cisco.com/docs/DOC-27689
- ISE HLD Help Alias (US): ise _hld help@cisco.com

- ATP requirements and guidelines for ISE:
http://Iwww.cisco.com/web/partners/partner with cisco/channel partner program/resale/atp/ise.html

- Sales Acceleration Center (SAC) for HLD submissions: sac-support@cisco.com

« SAMPG Partner Team:
Sheila Rone srone@cisco.com
Phuong Nguyen pvnguyen@cisco.com
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Additional Training

- ISE Security Basics - https://communities.cisco.com/docs/DOC-30718

- |SE Best Practices VoD - Security Express - Replays and Presentations
https://communities.cisco.com/docs/DOC-18350

- 802.1X Training on PEC

nttp://tools.cisco.com/pecx/login?URL=searchOffering%3Fcourseld=00028869
nttp://tools.cisco.com/pecx/login?URL=searchOffering%3Fcourseld=00028870
nttp://tools.cisco.com/pecx/login?URL=searchOffering%3Fcourseld=00028851

- Team MIDAS Wireless ISE and BYOD classes
Tech Sessions: http://cisco.cvent.com/d/ccgs4s
Hands-On Lab Sessions: http://cisco.cvent.com/d/kcgs43
Lab Guide: https://communities.cisco.com/docs/DOC-30944
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- ISE Registration

http://cisco.cvent.com/events/security-basics-ise/event-summary-7c9587527cea465fb40e76a08d9d28e3.aspx

- ASA Registration

http://cisco.cvent.com/events/security-basics-asa/event-summary-47f2d80478f141a28cea9cs5df3f4e2dd.aspx

Date Time (Eastern) Topic

Gr1 2 2:00- 3:00 ISE Owverview
=Ly o 2:00- 200 ASA Overdiew
10M0 11:00-12:00 ISE Crwervieww
10024 11:00-12:00 ASA Overiew
1157 2:00- 3:00 ISE Owverview
11128 2:00- 200 ASA COverdiew
1205 11:00 - 12:00 ISE Owverview
12012 11:00-12:00 ASA Overview
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