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1 INTRODUCTION

“Abrites VAG Commander” is a Windows PC based diagnostic software for the vehicles from
VAG. With the help of this tool you can perform operations with vehicles from the VAG group,
which are in most cases unsupported from the producer diagnostic testers. The “Abrites VAG
Commander” provides you also a full diagnostic capabilities for VAG-vehicles.

2  INSTALLATION

Your set consists of one interface (USB to OBDII). Optionally you might have a programmer which
Is connected either to the USB port of the PC, or to the interface (USB to OBDII).

2.1 Installing USB Interface drivers

The drivers are installed automatically when installing the software.
In case of some problem with the drivers you might download latest drivers from www.ftdichip.com

2.2 Uninstalling USB Interface drivers m

In case the installed USB drivers are ¢orr Zd Eaplv(;g( |5r<%ecrl)y (your USB Interface is
not recognized by the )Q(pran h@ e problem by uninstalling and then reinstalling them,
for to start over with a clean slate.

Uninstalling USB interface drivers can be done by running the FTClean program.

You can find it in the “USB Interface Drivers” sub-folder of your ABRITES Commander or
download it from the Internet using the following link:

http://www.ftdichip.com/Resources/Utilities/FTClean.zip

The following is a step by step for using FTClean to remove drivers:
Unpack and run FTClean.exe.
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Status: System clean completed

Uninstallation has finished.

Important! Do not forget to reinstall the drivers following the instructions from point 2.2 “Installing
USB Interface drivers”.

2.3 Installing “ABRITES Commander for VAG”

The “ABRITES Commander for VAG”B@r@ngﬁw@@e%sgllanon package, so please run the
setup program. WWW .

Now you are ready to start the "ABRITES Commander for VAG"

When starting the software, there is a splash screen appeared, where the connection with the
hardware is examined. If no problem appear, then a message “Connection OK " should
appear!

The main screen looks like this:
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Make sure you are running the
are using a shortcut to the
“working folder” parameter is set to the folder whe
“working folder” of the shortcut is not set the K-L

“ABRITES Commander for VAG”
“ABRITES Commander for VAG”

from its folder. If you

, please be sure that the
re the executable is placed! If the

ine may function incorrectly.
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3 Diacnostic witH “ABRITES VAG C omMMANDER”

The “ABRITES VAG Commander” consists basically of two parts:

— Standard diagnostic functions like reading/clearing trouble codes, device identification,
adaptation, measured values, etc.

— Special functions like odometer correction, reading login (PIN), reading EEPROM, etc.

All devices, which can be installed into the car are listed in the main screen of the “ABRITES VAG
Commander” with their VAS-Number. If you want to connect to some device please double click
on it. The “ABRITES VAG Commander” will try to connect to the device using consecutively the
following protocols:

- KWP2000 over TP2.0 with baud 5000KB/s (CAN)

- KWP2000 over TP1.6 with baud 5000KB/s (CAN)

- UDS over ISO transport protocol (CAN)

- KWP1281 or KWP2000 over K-Line (the protocol is recognized automatically from the

wake-up pattern).

You can choose which of these protocols to try when attempting to connect as described in the
“Configuration” section.

3.1 Configuration n
: O
Ry oT-S R
The “ABRITES Commander. VA@@dD c&% ed by pressing the “Options” button from the
main screen. The follom&\z}ia od is displayed:

it Special functinnsl #2 Vehicle Selectionl 1 Broadoast Options |
—Uze for diagnostic —Select COM part: K-Line baud rates trying sequince —— — Language
10472 % 9600
v
v I v &utodetect IEninsh v | Advanced
v CAMTF 1.6 ID 9600 % 10472
o - K.-Line: used OBDI PINg
WV K-Line Kw/P2000/KwP1281 | Lodding [z 7 [15
¥ Erable CAM lag Antena factor: :
M UDS ) 5 — CAM Resistar
] - Test
v Enable K-Line log 120 0rm — Bl
¥ Imstant Logging

NOTE: changes regarding interface detection and timing par ameters which you made in
this dialog will be applied after restarting the ap plication.

3.1.1 Used protocols

The meaning of the check-boxes is as follows:
- CAN TP2.0 — when trying to connect to the device the commander will try to connect to it
using “KWP2000 over TP2.0 with baud 500KB/s”
- CAN TP1.6 — when trying to connect to the device the commander will try to connect to it
using “KWP2000 over TP1.6 with baud 500KB/s”



- UDS - when trying to connect to the device the commander will try to connect to it using
“UDS over ISO transport protocol” with baud 500KB/s
- K-Line KWP2000/KWP1281 - when trying to connect to the device the commander will try
to connect to it using “KWP1281 or KWP2000 over K-Line”
NOTE: These check-boxes are used for configuring only the used protocols when trying to
connect to the device in order to perform standard diagnostic requests, they are not applied when
auto-scanning devices.

3.1.2 Interface detection

Normally the “ABRITES VAG Commander” USB Interface is recognized automatically, but there is
an option to set it manually. So if you have troubles as described in the “Troubleshooting” section
you can try to set the port used by the “ABRITES VAG Commander” manually. This can be done
as follows:
- Open the “Device manager” and check as which COM port the USB interface is recognized
- Uncheck the “Automatic” check-box and set the port in the respective field.

3.1.3 K-Line baud rate settings

When trying to connect to the device over K-Line the commander will try to connect to it using one
baud rate and if it doesn't succeed it will switch to another baud rate and try again. There are two
baud rate values currently used — 10427 and 9600. Using the “10472 \ 9600” and “9600 \ 10247”
radio-buttons within the options dialog one can set th@ogeilwhldﬁ:t@g&wo baud rate values
will be used. ob A2

If “10472\ 9600” is sel&ﬂtw\{%eh first the commander will try to connect to the device over K-Line
using baud rate 10472 and if it doesn't succeed, it will switch to 9600 and try again with it. If

“9600 \ 10472" is selected, then first the commander will try to connect to the device using baud
rate 9600 and if it doesn't succeed it will switch to 10472 and try again with it.

ATTENTION: Some device working on baud 9600 cannot be waked up if they are first tried on
baud 10472, so if you cannot connect to device through the K-Line, try to change the options so
first to try on 9600.

3.1.4 Timing parameters

The protocols running under K-Line require very precise byte timing. Since Windows is not a real-
time operating system, these times are not always respected, so it is possible that the
communication with some devices is unstable, or it is not possible to connect. In such cases you
can try to change some of the times timing parameters from the “Advanced” button.
The timing parameters have the following meaning:
- Wakeup echo delay — time after slow init between receiving “55 xx yy” and sending the
inverted value of “yy” (according the K-Line wakeup procedure)
- Communication echo delay — time between reception of a byte under KWP1281 and
sending it inverted back to the device
- Inter byte time — time between sending two bytes under KWP2000
- Time between messages — time delay between reception of response from device and
sending new request to it.



3.1.5 Logging parameters

It is possible to log the whole CAN/K-Line communication when a problem with some device is
occurred. This is possible by checking the “Enable CAN Log” or “Enable K-Line Log” check-boxes
from the options dialog. Please note that they are active by default. The log-files are binary files
which are placed in the “Trace” sub-folder of the ABRITES VAG Commander. Per each start of the
ABRITES VAG Commander one file is created, and it contains the date/time when it is created in
its filename.

NOTE: In some operation systems the ABRITES VAG Commander installation folder is created
with restricted permissions for creating/writing files. As a result the ABRITES VAG Commander
cannot create the log-files. In this case at the startup of the Commander you will see a warning
message like this:

f Cannat create log file, The diagriostic communication will not be
i !‘&k logged. Please check the permissions of the "TRACE" folder where
2 this application is installed! Refer to USER MARUAL For help.

For to remove the restrictions, go to the ABRITES VAG C%‘r{nbﬁarld@i@mation folder, right-click
the “Trace” folder, click Properties, a @@Il@@@r@ .

Remark: If you are usinW\%%st a, click Edit to open the permissions for “Trace” folder.

For all users in the “Group or user names” section select the “Allow” check-box for “Full control” in
the “Permissions for users” section. Click Apply.

Refer also to topic “Set, view, change, or remove file and folder permissions” from the Windows
Help and Support Center.

NOTE: Please pay attention that enabling logging may significant decrease the PC performance
since writing big data block on the hard drive may consumes more time on slower machines. So if
your PC is slower, please use the log function only when a problem have to be reported.

3.1.6 Antenna factor

This parameter is applicable only to the Hitag2 programmer, not applicable for the other Key
programmers.

The parameter is used to specify the amplify factor of the antenna. You should specify a value in
the range from 0 to 9, typical value should be 5.

With the “Test” button you can see whether with the current value the programmer reads the
transponder properly. If you get a message that the transponder is read on 100%, then the
present antenna factor is OK.



3.1.7 K-Line PINs

Normally the K-Line is output on PIN7 of the OBDII connector. But some models (e.g. Porsche
Cayenne 2004) the K-Line with some units might be on PIN3 or PIN15. For that reason there is a
option on which PINs to try to connect to the units..

ATTENTION: If you check all PINs to be examined (l.e. PIN3, PIN7, PIN15) then when scanning
for units the time will will be significantly increased. For that reason by default only PIN7 is
selected.

3.1.8 CAN resistance

According the CAN specification there should be a resistance between CAN-Low and CAN-High.
Normally the gateway has this resistance, but if you want to connect on some device on the table
then you should use that resistance. For that reason there is a option what resistance to use —
None, 75 Ohme, 100 Ohm, 120 Ohm, or 10 Kiloohme. By default 120 Ohm is used. Normally you
should don't have any problems, but if some problem appear you can try to change the CAN
resistance.

3.2 Scanning units

After startup on the main screen of the “ABRITES VAG Commander” a list of all possible units with
their VAS-Number is displayed.
The customer is able to connect to the listed devices by doyble-clicl&i{lg)omhe desired device.

o . b}d&j&eg al :C . . .
Instead of displaying al{g@% .ur([gs oose a configuration of devices corresponding to
specific car model (chassis type). This is done by selecting the type (e.g. “1T - VW Touran") from
the “Chassis type” combo-box. Then pressing the “Display button” will show all devices which can
be installed into this car type.

Pressing the “Scan all” button will attempt to connect to each device currently displayed in the list.
Depending on the configuration options only the selected protocols will be used when scanning for
the devices.

For all devices, which the “ABRITES VAG Commander” finds, a detailed information is displayed
in the main screen. For each device the following information is shown:

- VAS Number

- Unit name

- VAG Number - returned by device in the device identification

- Description - returned by device in the device identification

- Coding - returned by device in the device identification

- Part / Imp / Supp N (Part number / Importer number / Supplier number) — information is

shown separated with spaces, also returned from the device in the device identification
- DTC — number of DTCs stored in the unit

Instead of scanning all units (which can take a while) the user retrieves the list of the installed
devices from the gateway by pressing the “Gateway config list” button.



Since clearing of the DTCs for all existing devices is one of the main diagnostic operations, and
broadcast requests for clearing DTCs are not accepted from all units, there is a possibility to scan
all devices and if connection to the device is possible, then its DTCs are cleared. This is made by
pressing the “Clear all DTCs” button from the “Auto scan devices” panel. Once again, the
protocols used to connect to the devices are specified in the configuration options.

3.3 Broadcast requests

Broadcast requests are these requests which are sent to all or a group of devices simultaneously.
The “ABRITES VAG Commander” is able to send broadcast requests to all devices with request to
enter into a desired transport mode, to clear all DTCs in all devices, to disable/enable the
communication of all devices. This is done by pressing the corresponding button from the “CAN
Broadcast” panel.

Available functions are:

[Transport Mode]
Entering into or leaving the vehicle from Transport Mode that is used by the factory to put the cars

into a "sleep" to conserve battery charge during long periods of inactivity.

[Disable Normal Communication]
This function will disable all communication between units in the car. This can help you to hold

current state of the car and to prevent disturbing of communication while re-flashing.

: o
[Enable Normal Communication] dz r ep al Y. C
Restore normal messagﬂWWan@;b

[Clear All DTC's]
Sending requests to all units in vehicle to erase its DTCs,

3.4 Standard diagnostic requests

When double-clicking on the desired device in the main “ABRITES VAG Commander” window, you
connect to the device to proceed standard diagnostic requests. The following dialog is opened:
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Eztablishment diagumostic session with selected unit .. ..

—--- eglectronic control unit identification ---

================ Dewvice H: 1 ================
070208016BL  <- VAG mumber

PROGRAMMAELE Clear log
FProgram status 7, data status 01
Coding 11172

Part number : SE8E3

Twporteur's number :©211

Bupplier number @ 137

Bystem description : RBE E, EL EDC GOOOSG Wiite log
i |
¥
—Diagnostic reguests
¥ Read Freeze frame
Securit So —Diagnostic session
Ielertification Read DTCs ¥ Bazic settings: dovvnloadiuplo 4
Access E -
84 Enter
S Clear DTCE Adaptation Actuator test S
wersion : recuests
fleasured . CompEients K
Ext ldent & Wi Coding Reszet Program YN i
values SecUrity
' ~ O Exit
1Y =
a1

g - OPGZTER™

This dialog provides you the possibility to execute the following diagnostic requests:

3.4.1 Identification

“Identification” will provide you the VAG part number and software coding.
1

-—— electronic control unit identification --—-

================ Dewvice N: 1 ================
4F0310401L <= WAG number

PREOGERAMMAELE

Program status 00, data status Z0

Coding 11772

Part rmamber : 0O

Twporteur's manber -0

Supplier nmawber : 0O

Bystem description @ 3.0L WETDI GOOOAG

3.4.2 Software and Hardware version of the unit

“SW/HW version” displays (if the service is supported by the corresponding controller) the SW and
HW version of the unit (including all slave units of the master unit).



==== EW/HIW wersion

8 wersion of module 1 Ez. 6.9

EW wersion of module 2 Dz 5.9

B wersion of module 2 Mz. 5.9

EW wersion of module 4 ALd_7_Ea

EW wersion of module & HPQ3E W19 0F

Hardware number : 1E09073951

3.4.3 Extended Unit Identification

“Extended identification / VIN” displays programming data, flash status, programming attempts,
flash date, VIN number.

rial number

Supplier identification M TF74035

Production date H le.10.03

Changes from supplier H as

Nunber of walidation status : 1001

Current supplier's number M SDEF

-—— Flash
Programming succefnll - ready for driwvineg.
Programwming attempts :© 0O

Succesful prograwwming attempts @ 0

Status of conditions for programming : 0

Flash-Tool code: 0xz000000000000 Flash date: E£3_.05_.03 =

www.obdzrepa
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3.4.4 Read Diagnostic Trouble Codes

“Read DTCs” will display all present errors in master and slave units.
Displayed errors can be together with freeze frame data (this depends on the checkbox “Read Freeze
frame”)

Status :© Permanent error AI

18038 Accelerator Position Senscor (G79): Bignal too Low
Status : Permanent error

19804 Control Circuit for Controller for Turbocharger 1 (J7Z4): Electrical Mal function
Status :© Sporadic error
mechanical error

12804 Control Circuit for Controller for Turbocharger 1 (J7E4): Electrical Mal function
Status : Permanent error

lower limit exceeded

3.4.5 Clear Diagnostic Trouble Codes
“Clear DTCs” will clear all stored DTCs inside of the unit.

3.4.6 Measured values

“Measured values” provide you a possibility to check measured values in.different groups.
You can enter manual number of the gr02§§ lfeé ” ”ng_iriEremg’lt rdecrement the group

number. _ Ob

Measured Values

Fawer Sugply SilEE)

i

5

& Scan all
“Yoltage (Terminal 30) 3604
Yoltage Status BN
Terminal 15 Status Terminal 150
=-Contact Status activated

The button “Scan all” will generate a file with all measurement values from all groups.



Measured Yalues

Channel

—

Imrmakilizer |l

- Scan all
Yarable Code authorized |yes
ke Status (Transponder
Lock) |5"ES
Fixed Code authorized |yes

Immaokilizer Status |E.D

Some important measured values: )

The most used measured value is the key ?f@?rahg_idﬁn@b@g?%e key recognition is
made on channel 2 if the | ilizen 3 k&n . oron channel 23 if the immobilizer is by K-Line.
The only exception is th mAllroad where the recognition is made also on channel 23.



3.4.7 Security Access

“Security Access” gives you the possibility to perform security authorization on different levels.

Security Access ﬂ

— Secutiy access parameters

+ Standard Tywpe

" Llser defined I

Secutity AccessLogin)

Security Access(CS) |2332| 91c

Salue(DEC) B Yalue(HEX)

Security Access(Systam)

3.4.7.1 Standard Security Access

This type of security access can be: dz Y ep a
e “Security AccesWI&pbW”-— ally used in immobilizer systems
e “Security Access (Component Security)” — usually used during adaptation of different
units/parts

e “Security Access (System Specific)” — security access different from the previous two and
different from authorization for programming session.

Hints:

- When device to which you connect is using “KWP1281” diagnostic protocol, then only
“Security Access (Login)”

- If you want to put the security access to the ECU you should use “Security access (CS)".
This will allow you access to adaptation channel 50

- If you want to put the security access on the Immobilizer you should use “Security access
(CS)". If you've a error message that it is not supported, you should use then “Security
access (Login)”



3.4.7.2 User defined Security Access

You need to clarify the type of the security access and then by using the buttons “Request
SEED"/"Send KEY” authorization can be performed.

Security Access x|

Secully access parameters

" Standard Type

&+ |zer defined |1

Feguest SEED |1 1
YWalue(DEC) B Yalue(HEX)
Feturn KEY
SEED: MM aafeab
! o~ (7 mm




3.4.8 Adaptation

“Adaptation” will open for you a separate window where you can check adaptation values.
You need to enter the number of the channel where adaptation will be performed and then press
the button “Test”. If the specified value is accepted by the unit — press the button “Save”.

Adaptation i | i _)_(]

Channel: 50

Adaptation CHANNEL -

50
| ' =

‘ Enter

Personal Identification Number? (PN

‘ Scanall ‘

Stared walus ;32000
|

Testvalus : (2336
I Test
Mew walus : [2336 | Sane |
| SR

opO2rere

The button “Scan all” ng\(la\Lerate a file with all channels and adapted values.

Some important channels used for adaptation:

- Channel 50 is used for adaptation of new parts. Usually to get access to this channel you
should make a security access with the Login of the device to which you're connected and
which you will adapt to the car. After you gain access to the channel 50 you should put the
Login (PIN) of the car, to which you adapt the new part.

- Channel 21 — If the Immobilizer is by K-Line, then on channel 21 the adaptation of the keys
is made. To gain access to it, it is necessary that security access with the immaobilizer is
made

- Channel 1 — If the Immoabilizer is by CAN, then on channel 1 the adaptation of the keys is
made. To gain access to it, it is necessary that security access with the immobilizer is
made




3.4.9 Coding of the unit

“Coding” will open for you a separate window where you can change the coding value of the

master and all slave units. In the example below only the master unit supports coding. Slave units

1 and 2 are without coding.

X

NI Device | Coding type | Value |
01 4F0-910-2759-D shortup to 23 hits 13121

02 — Mot suppored

03 — Mot suppored

www.obdzrep

Mew coding value: |

et
[T Set coding type manually
= 12 hit coding
& 20 hit coding
€ Long coding  Bytes: |
Coding data read. Exit

3.4.10 Basic settings

“Basic settings” will expect from you to enter a number of the group and to press the button “ON”

or “OFF".



3.4.11 Actuator test

Available are two types of tests: “Selective” and “Sequential”.

In the selective test you have the possibility to enter a test code manually or to select it from a list
box. When a test is selected, you just need to press “Start”.

outputtest x|
Choosetest ——— oelective testmode | Start |
&+ Selective test ¢ Enter output code Testcode
" Sequential test &+ Select output | | Coiroe] =5 |

EMD of selective output test,

Felay for Harn j

Terminal 58

Bulb for Dastirne Bunning Light, Left

. CcOt
w% obdeepalI
W °

3.4.12 Reset of the unit

“Reset” will request from the unit a SW reset. Not all electronic control units support this service.
Please note, that it is not available in all diagnostic sessions.



3.4.13 Custom requests

Using this function the user can send manually diagnostic requests to the corresponding unit.

The example below shows a request for identification of an Instrument Cluster ECU.

Custom requests

— Regque=st

— Trace li=t

T=: 00 02 1& 9B

R=: 00 30 54 9B 34 46 30 39 31 30 39 33 30 41 20 20 30 36 33 30 03 20 3E
12 01 5B 38 DE 2B 67 4B 4F 4D 42 49 49 4E 53 54 52 ZE 20 4D 37 33 20
43 31 36

<

| 2]

v ZIer
WWW .« O~

3.4.14 Program VIN

“Program VIN” requests the stored in the device VIN and tries to change it. Not all electronic
control units support this service. Please note, that it is not available in all diagnostic sessions.

Urgent point for this diagnostic service is that most of electronic control units updating its internal
memory when ignition is turned off and current diagnostic session is closed. Example are engine

control units BOSCH EDC16.

3.4.15 Custom download/upload

“Custom download/upload” allows direct reading from the address map of the device. This option
will be available only if you have some updates in your configuration like e.g. “Reading/writing the

flash counters”.
Take into account that in most cases a security authorization is required before you try to
read/write into the address map.

3.4.16 Component security

This special function allows managing of brand new units (and immobilizer units) where is allowed

programming of PIN, SKC, BGW, MAC. Functions are under CAN-TP2.0.




3.4.17 Active diagnostic session

Default diagnostic session established after connection to the unit is “89”. User can request
entering in a different diagnostic session where is allowed performing of diagnostic activities
unavailable in standard session “89".

Take into account that in most cases different diagnostic sessions require security authorization.

Diagnostic session
2

www.obdzfepalr'



3.5 Special Functions

Special functions are some specific for electronic control units application, which will allow you
change of odometer, reading security access codes, read/program EEPROM / flash content and
SO on.

Special functions are available from the main dialog of the application.

Il?ul Special functions Ib Vehicle Selectionl ,!,-' Broadcastl Dptionsi
Lo 1 o v , & ==
caAn Jj - L4 F Lg]_ TR [
|hstrument EZS-Kessy Ihztrument  Engine Control - Mizronas Kessy TV activation  F.ey lzarming Dump kool
LAk [QF28E) K.-Line Linit COC32ux adaptation ED1/EDZ2 g '\)
“* @ @ § I "
' et i 5 * L
A @ =25 . et | &Q} (G)] o Open
Airbag Wit Crafter Cuztom PIM Corveerter Semvice Remote Mawigation  Cruise control  Brake pads
Read \wiite interval cantrol a.. spzhem change
2 =

The appropriate special function is opened by selecting it in the list box and double-clicking on it,
or by pressing the “Open” button.

NOTE: For the purposes of the some special functions (basically for th -learning) there are
buttons for auto detection of the PIN and 2;3:@?@@3{.@6@ ly“this will try to read these
data from the engine coﬁri Wit,.b@l o Tirst to read them from the instrument cluster if
the instrument cluster stipplier is VDO. Please pay attention that for VDO version after end of 2006
it might be required that the part of the instrument cluster is re-flashed. This is also required for
functions for changing the mileage, reading/writing the odometer. As mentioned in the license
agreement, use these operations on your own risk.

3.5.1 Special functions with “instrument CAN”

When this function is opened, the “ABRITES VAG Commander” tries to establish diagnostic
session with the Instrument / cluster using KWP2000 over TP2.0.



# |Unit name

Instrument cluster / Immobilizer special functions ' x|

oo
01 Engine Control Unit-Master ~ Odometer - Riead/wite memory
02 Transmizson _
03 ABS Read current odometer value Readvwrite EEPRTIM
04  Steering Angle : :
05 EZ3-FKessy/Entry and Sta... =
Tl T r— & Current adometer value Readfwiits BAM Riead ROMAFLASH
07 Control head iD MNew odameter value
08 Climatronic/iuto HVAC
eI e S R Change odometer Cuztom ReadMwrite the memary area
0a
OB | &ir heating
oc r— Immobilizer PAFS]
0 51ide door lefe 1
7] ||.'.| SECURITY ACCESS CODE Read Security ficcess Code
{7} Special Functions iin Yehichs Selectin
= Read ke [MMO data
EZS ¥ ey |natrurner Wehicle madel:
Q786 K-Line
s Reszet cluster | == |
Custom PIM Converter Service
ReadMiite interval cantrol &, spzfem change
.
~1Y . C O
pazrepatt
WWW .« O

Available functions are:

« Reading current odometer value

¢ Change of odometer

¢ Read/Program memory of instrument cluster immobilizer
« Reading security access code of the IMMOBILIZER

* Read/Write immobilizer related data

Please, take into account that provided security access code from this application is
IMMOBILIZER related and it will not be accepted from the instrument cluster!

This application can be used with the following models:
VW Golf5, VW Caddy, VW Touaran, VW EOS, VW Individual, Skoda Octavia Il, Skoda Scout,
Seat Leon, Seat Altea, Seat Toledo, Audi A3, Audi A6, Audi A8, Audi Q7, Audi Allroad.

With Audi A6, Audi A8, Audi Q7, Audi Allroad the function for reading current odometer value
is not available. You need directly to enter new value and to press button change odometer.
After a minute you will be asked for the currently displayed value and the odometer will be
changed.

ATTENTION:

Please take care that some instrument clusters from Audi A3 and Audi A8 are with



blocked access to these special functions. This can be recognized if after reading of
current odometer value is displayed unreal value. T o restore instrument cluster to
normal behavior need to be removed for one minute f  use of instrument cluster (for
example on Audi A8 can be used fuse number 5). Reas  on for blocking of security
access is usage of bad diagnostic tools in the past

ATTENTION:

“ABRITES VAG Commander” is designed to calculate od ometer values in “KM” units.
Please, take this into account especially when usin g dump tool or when VAG
Commander asks you about displayed value of instrum ent cluster (Audi Q7, Audi A6,
Audi Allroad).

m

. Nele
www.oberePalI



For some of the vehicles you can read and program immobilizer related data inside of
immobilizer and engine control unit. This can be done by pressing the button “Read/Write

Immo data”.

The following screen will be displayed:

Read Write Immobilizer data

qooooaao
aoooaalo
ooooaazZo
Qoooooso
oooooo4o
ooooaaso
oooooaeo
ooooaato
oooooaso

]

aF
32
30
c7
FF
56
a9
Fo
FF

04
33
39
ZB
FF
57
24
oF
FF

a7
33
32
Da
FF
Sh
0
FF
04

a6
aF
32
0o
FF
37
a7
FF
40

47
04
33
14
FF
Sh
Eg
FF
44

b
37
33
20
FF
30
1z
FF
54

S
56
A
oo
FF
43
DE
FF

Sb
47
o9

31
Ly
0
Fa
Fl
36
FF
FF

a4
Sb
na

ab
S

34
31
Dd
)
22
32
FF
FF

57
a4
ED
oo
ol
33
FF
FF

30
b

39
34
gl
FF
C
EBE
FF
FF

32

aF 092233..
FE odbuns
03

AT
G
3z
FF
FF

T3
11
33
FF
FF

FF
38
67
FF

oL
39
FF
FF

FF

BT P |

LIWEIZELTZ4I09:E
3T 233, .IWGEZZZ1TZ AW

1M E'W"JGEZE TE4Ww 032233

Seﬁalnumher|M%¢E?ZDE8892233

Serial key |bdfd8dEfc?2bda

MAL | thda0d7a

Status |2nnufefafe

Configuraticn | f1 Moe220111

L W W .

= |2335

)9

iW"v"EZEZ1 TE4 032233

¥ Update dump

— Transponder identificators

KeylD1 [B327067

Keymz 8124867 KeylDE |

) Ke_I,IIDé bm

Kenll3

d@pxﬁﬁﬁ‘

KevDb |

K.enlDa |

Program datain ECL - EDCTE /A MED S«

Restore IPCAmmobilizer to IR G IN_ zhate

Pressing the button “Read” will read immobilizer related data. Pressing the button “Write” will
program data from the HEX screen if the “Update dump” checkbox is NOT selected, or from
parsed data area if the above checkbox is selected.
Same data can be programmed in the EEPROM of the engine control unit.

From this dialog also is available function to reset immobilizer in virgin (delivery) condition
where is allowed adaptation of this immobilizer to engine control unit.

3.5.2 Special functions with “EZS Kessy CAN”

When this function is opened, the “ABRITES VAG Commander” tries to establish a diagnostic
session with the “EZS-Kessy / Entry And Start Authorization” using KWP2000 over TP2.0.




EZ5-Kessy for Q7,/A6/Allroad x|

To leamn keyz or toread the EEPROM you need to put the compaonent zecurity and PIM [Login) of the car.
Thiz infarmation can be read from the engine control unit [ECL
r'ou can put thiz information manually or press " Autodetect button™",

— Companent security:
{* Get component security from Engine Control Unit [ECU)
Component pratection bytes |,:|9 |35 |a|:| ‘e? |5-| |2

FIM [Login] code: 32809

{~ Get component security from EZ5-Kessy EEFROM dump Load EZ5-Kessy dump

Autodetect from engine [ECL]

—Learn keys Wi

Humber of WM .
keys to 1 Learn keys Make dealer key [WALIZZZAPRENT T T Read Wwirite
leart:

—EZ5 EEFROM
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Read EEFROM
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]
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This special function is dedicated for Q7/A6/Allroad models and the user has the following

possibilities:

- Learn a key. Learning a key requires in most cases a preprogrammed (using VIN) key, which
normally should be purchased from the VW/Audi dealer. Only models with EZS-Kessy with SW
version till V2.0.2 it is possible to learn an empty (clear) key. For models with EZS-Kessy over
this SW version it is required to have a dealer key purchased from the dealer, or create with
our programmer.

- Read the EZS-Kessy EEPROM (2KB);

- Write the EZS-Kessy EEPROM (2KB) but without an area of 96 bytes with the PIN, component
security and ECU synchronization;

- Change the VIN inside the EZS-Kessy EEPROM,;

- Program a blank key so it becomes like a dealer key.

IMPORTANT: To make any activity with the EZS-Kessy  you need to know the login (PIN) of
the car and the first 6 bytes of the component secu rity bytes. The component security is
normally 7 bytes, but the 7 ™ byte is not required. The login and the component security
bytes can be read normally from the ECU. Thisistr  ue for all cars with
EDC16x/MED9x/ME7x ECUs. Vehicles with other ECU (e. g. EDC17x or MED17x are not
supported)!

The login and the component security bytes can ber  ead manually from the ECU from the



customer using the “Engine control unit” special fu nction, or decoded from EEPROM dump
(which is read with programmer). It is also possibl e that the VAG Commander reads the
required information automatically when you press t he “Autodetect” button. In this case

the VAG Commander connects to the ECU and reads the  login and CS automatically and
then fill the required fields.

IMPORTANT: Cars equipped with EDC17/MED17 is not po ssible to read the ECU and to get
the component security from there. So for such cars you need to open the EZS-Kessy and
to read its EEPROM with a programmer. Then you'vet o select the “Get component security
from EZS-Kessy” and to load the EZS-Kessy dump. Aft  er that you can learn/make a dealer
key also from such cars.

IMPORTANT: If the car doesn’t have any existing wor  king key, it is not possible to give
ignition ON in order to get communication with the ECU. So to be able to communicate with
the ECU you've to make short with the fuses as desc  ribed in the Appendix. After the login
and the component security bytes are read, you can restore the fuses.

IMPORTANT: If the car doesn’'t have a working key, ¢ ommunication with the EZS-Kessy is
possible only if you press the brake pedal. Soifd  on’t have a working key, before learning
keys, making dealer keys, read/write VIN, read/writ e EEPROM you've to make “Ignition
OFF", then “Ignition ON” and press and hold the bra ke. After that you can continue with the
function from learning a key, making a dealer key, readi.ngﬁvritir@ @E’[ROM, or
reading/writing VIN. e d2 rep altlt.

WWW .« O
NOTE: To make any activity with the EZS-Kessy you need to put the login and the component
security bytes, or to load the EZS-Kessy EEPROM dump. If this information is not made, any
attempt to make any activity with the EZS-Kessy will result an error.

3.5.2.1 Learning key with EZS-Kessy

To learn a key for the EZS-Kessy. You need to put the login and component security bytes (as
described above) and to specify the number of keys which should be learned. Then pressing the
“Learn” button will learn the key.

IMPORTANT: For EZS-Kessy modules with SW version ab  ove 2.0.2 it is required that you've
a dealer key. This key can be obtained from the VW/  Audi dealer or can be made if you have
the respective Key programmer.

3.5.2.2 Reading/changing VIN

To read/write the EZS-Kessy VIN it is required to put the login and component security bytes (as
described above). Then using the read/write buttons you can change the VIN.



3.5.2.3 Reading/Writing EEPROM

To read/write the EZS-Kessy EEPROM it is required to put the login and component security bytes
(as described above). Then using the “Read EEPROM” button you can read the whole EEPROM.
This EEPROM is required to prepare a dealer key.

Pressing the “Write EEPROM” button respectively will write the EEPROM, but the area from
address 0x100 to 0x15F (i.e. 96 bytes) is not possible to write.

The write procedure takes about 8-9minutes, while the reading of the EEPROM is completed for
less than a minute.

3.5.2.4 Program a blank key so it becomes like a dea ler key

You need to put the login and the component security bytes (as described above) and then to
press the “Make dealer key” button. In this time the blank key should be inside the Key
programmer and the ABRITES Commander should be connected to the car. After several seconds
the dealer key should be ready and can be learned with the learn button.

3.5.3 Special functions with “instrument K-Line”

When this function is opened, the following dialog appears:

M
From this dialog you need to choose t nﬁlrﬁgneng’lggter / immobilizer and then
you can read/write ‘(c® eter ead PIN code and so on). Please note, that

only connection via L|ne WI|| be made (KWP1281 or KWP2000) and this doesn’t depend on
the configuration options.

ATTENTION: All read EEPROM dumps are stored in the  “Dumps” sub-folder of the
ABRITES VAG Commander so it is possible to restore the EEPROM in case of unwanted
changes.



Instrument Cluster,/Immobilizer {K) x|

Chooss IPC wpe: | Instrument Cluster [ VDOG66,YDO86,Motometer ) - &
AP Instrument Cluster [VDOS5.VDOB6.Motometer] || —
00000010 A4 &1 VWY LT Immobilizer goadfiomfie:
00000020 A4 A4\White immobilizer box Audi AAJABIAB
00000030 AL A4 Black immaobilizer box Siemens 6 PIN HCO5 [Immo1) _ -
00000040 AL A . - . "wirite
00000050 AA Al Black immobilizer box Siemens 6 PIN HCO5 - 2400 [Immo1] . P
aonooosn an a) Black immobilizer box Siemens 6 PIN TMS (Immo1) il
no000070 a4 adInstrument Cluster Audi A4 BS with Board Computer [F1997)
po0o0030 A4 A4 Instrument Cluster Audi A4 BS without Board Computer [-1997) Read Reset ECLI
00000090 AL A nstryment Cluster Audi A8 [-10.1996) ROMFlash
sy 2 M Instrument Cluster Audi AB (11.1996
000000co As ag Instrument Cluster Audi A6 B45 [-1997)
nooooop0 A4 ad Instrument Cluster Magneti Mareli - Shadow 1 Wirgir [Factary
AOO000ED A4 AfInstrument Cluster Magneti Mareli - Shadow 2 [Passat] e
000000FD CF Fyhotryment Cluster Magneti Mareli - Shadow 3 [TT]
gggggﬂg gg g Instrument Cluster Mangeti Mareli - Direct 1996-2000 Lagin ’07
ooooolzo oo of Instrument Cluster Mangeti Mareli - Direct 2000+ bl
ooooolio oo of Instrument Cluster SharanfGalaxy up to year 2000 i
00000140 00 0fInstrument Cluster Audi A4 BOSCH RB4 CRYPTO 2001+ 0 Ehngs
00000150 ED 34 nstryment Cluster VW Golf4 BOSCH RBx
e oion or 2linstrument Cluster Audi A4 BOSCH RBx
noooolso os ol ¥YY PhaetonfTouareg.Bentley Continental, Porsche Cayenne
noooolo0 8E Flnstrument Cluster Audi A4 BOSCH RB8 CRYPTO 2004+
00000140 oo 00 00 00 00 00 54 00 S5F 05 2D 05 00 00 00 00 ...... T _c=vnnn
DOO0D01ED 00 00 00 00 S4 00 CD 0Z 00 00 54 00 54 00 EB 0Z ....T..... T.T...
LLI _’I_I [~ Skip reg. responses
- comnm ~
L] 3
A2 tepalf Ext

For the most of inst‘f\p(tﬁﬂrWIustke)rs"ljs\ijrﬁaemented automatic parsing of data from the
EEPROM (odometer/immobilizer).

For instrument clusters from Magneti Marelli please refer Appendix A.

If connection to Momometer instrument is not succeeded, please send the file “motometers.txt”
to “moto@abritus72.com” and this instrument will be added to the database till three business
days. Latest database for Motometer instruments is available on
www.abritus72.com/mmdata.bin

NOTE: Sometimes if you try to access the instrument cluster by selecting the wrong
type, the cluster may block and reject any future d iagnostic requests until it is reset

from the power supply by removing the fuse or disco nnecting from battery. For example
this always happens for the Bosch clusters, which w ill be blocked if accessed as
“Instrument cluster (VDO66, VDO86, Motometer)” type

NOTE: Please be very careful when selecting “Instru  ment Cluster Audi A4 BOSCH RB4
CRYPTO 2001+" and “Instrument Cluster Audi A4 BOSCH RBx” instruments. You will be
able to read the EEPROM of the instrument no matter  which of both types is selected,
but if you've chosen the wrong type and you try to make some changes, you can
damage it. You can recognize whether the right typ e is selected by doing the following:

1. Choose “Instrument Cluster Audi A4 BOSCH RBx”



2. Read the EEPROM

3. If the displayed odometer corresponds to the real value, and if the displayed login is
accepted, then the type is “Instrument Cluster Audi A4 BOSCH RBx”, otherwise it is
“Instrument Cluster Audi A4 BOSCH RB4 CRYPTO 2001+”

Take into account that most instrument clusters need a “Reset” after change of the odometer.
You can try to send a diagnostic request for reset of the cluster (button “Reset ECU”). If this
service is not supported you need to remove the fuse of the instrument cluster and to connect
it again.

NOTE: When reading the RB8 EEPROM the device is put into service mode and “L0O x-y” is
displayed. If by any reason the instrument leavesi  n this situation (e.g. if your laptop goes
off due flat battery, or you disconnect the interfa ce from the car, or the car battery is flat),
you need to read the RB8 instrument EEPROM, and cha nge the immobilizer status to 6.

3.5.3.1 Transferring keys from one RB8 instrument to another

Starting from V5.2 of the ABRITES VAG Commander it is possible to transfer the keys from one
instrument to another. After reading the RB8 EEPROM there are two additional buttons: “Read
keys” and “Write keys”.

Instrument Cluster /Immobilizer (K} r A Com x|

00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... eeennnnnnnnn
00000040 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 .. .eeennnnnnnnns
000000EQ 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 ...eeennnnnnnnnn

Fezet Comp. Security

e it
Chooze IPC type: Instlumewmed .@? FTPTU 2004% - |

Read I
00000000 C1 C7 20 2B D A7 2B 1C A8 OC 16 39 5E 45 A4 .. +b..+....9°E. = | wite |
00000010 00 28 17 00 nn nn 00 00 39 00 00 00 00 00 00 FF . {...... Torrnnnn
00000020 01 FO EC FD Al 70 CA 61 DO F9 08 BF AF 38 7C 9E ..... Pele.... Bl. | Save to file..
00000030 87 23 EA F5 C2 DF 17 CE CF 54 2C 96 E4 27 C1 53 .4....... T,..'.7
00000040 03 03 23 07 F3 01 SF 05 5F 3F 30 SD 42 B9 25 90 ..#..._._?0]B.%. | Load from file... |
00000050 63 DC B2 C4 50 95 71 24 FA 0D A4 FB 51 E3 70 00 c...P.g§....0.p.
00000080 FD 17 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...veuennennnnns | Fiead RO Flash |
00000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 veuvenernennenns
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +vveeenenenne... - | Resst ECU |

000000CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +0ueeeneeneenn.. Lagin | 21551
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vuueeuneneesnes

0OODOOED 15 04 03 0D 11 00 64 03 1E 00 80 50 00 14 00 80 ...... doo . P.... Odometer

00000OFD 80 0L 00 00 44 74 00 00 00 00 00 00 00 00 00 00 ....DEc...e..... Fao0 =
00000100 40 EE 19 97 DZ D4 CF 01 E4 3E B0 64 0L 44 6D 46 Huvvuus.. ».d.InF | ange
00000110 54 COF S0 43 72 ED 60 FO AF 97 A9 56 28 A6 79 94 T..Cr. ....¥[.¥.

00000120 03 03 4B F4 FC Ol 2B 3F 2D 43 68 7E 53 SB DO 61 ...... +7-Ch-3[.a Imrmio Status:
00000130 FE 1C 9E 78 9C 3C 5F 03 A4 36 4E 01 AD 08 70 00 ...x.<_..6H...D. s o
00000140 FD 17 00 00 00 00 00 00 00 00 00 00 00 00 00 00 vuueeuneeneesnes | ange
0O0000L50 57 41 55 54 54 54 38 45 35 35 41 31 31 31 31 31 WAUEZZSESSALL1L11

00000160 31 00 01 00 B 00 96 00 74 00 5D 00 D4 02 60 01 l....... toloom. |Headkey4|VWﬂekaﬁ|
lI_I 4 [T Skip neq. responses
RES& Crypto data read. | Ecil |

In order to transfer the keys you have first to read the EEPROM of the source instrument, and
when pressing “Read keys” they are saved into file. Then you have to go on the destination
instrument, read its EEPROM and pressing the “Write keys” button — then you will prompted
for the file where the source instrument keys were read. After selecting the key file you will be



asked what information to transfer:

Select key data to transfer |

¥ Transfer leamed key |Ds
¥ Transfer leamed key count

¥ Transfer component protection data

¥ Tranzfer login

- “Transfer learned keys Ids” - this are the key fixed code identifiers. If they are not
transferred you have to perform key learning on the new dash

- “Transfer learned key count” - transfer the key count

- “Transfer component protection data” - this transfer the key variable code. Without this the
key is not recognized and cannot be learned. Please pay attention that in order to start the
engine you've also to adjust these component protection data in the ECU too.

- “Transfer login” - transfers the car login.

NOTE: There are two types of RB8 Instruments — such with 7 bytes of component protection
inside and such with 12 bytes of component protection. This procedure is valid only for instruments
which are with 12 bytes component protection. Almost all RB8 Instrument clusters are from that
type, these with 7 bytes of component protection are mainly represented on A4 benzine cars (RS4
Benzine is also with 12 bytes)

3.5.3.2 Exchanging RB8 Instrument . Om
r.C
If you want to put used RB8 instrume @oﬁ @@@\;&to synchronize the ECU and the RB8
instrument. For thatwe&ﬁéﬂyou d to read the ECU component protection data and the ECU
MAC. Then after reading the the RB8 instrument a button “Reset Comp. Security”. After
pressing this button the following dialog will appear. Just put here the component security and
MAC of the ECU.

x
0ld Cs: |x-‘«D |41 |EE |BE= |5& |82
MNew CS: Ix-‘«D |41 |EE |BE= |5& |821

MAC
Old MAL: |11 |22 |33 |44

M MAC: |25 |5..-3.| |35 |EID

NOTE: There are two types of RB8 Instruments — such with 7 bytes of component protection
inside and such with 12 bytes of component protection. This procedure is valid only for instruments
which are with 12 bytes component protection. Almost all RB8 Instrument clusters are from that
type, these with 7 bytes of component protection are mainly represented on A4 benzine cars (RS4
Benzine is also with 12 bytes)



3.5.4 Special functions with “Engine Control Unit”
Special functions with ECU can be:
- Read/Write of flash memory
- Read/Write the flash counters
- Read/Write EEPROM
- Change odometer (EDC15)
- Extracting security code/PIN
- Immobilizer Enable/Disable (EDC15/ME7x)
Functions become available after pressing the button “ECU” from special functions of main
dialog:
1 B 1 1 e d 1 Com 5'
Choose ECL 7 ST °
Q0EE -1
e ECU Autodetect Nele! A8 =) o N -
ECU Autodetect - EEF'BF?DM __J
VYAG-EDC15x 00 it ienrennnnns 1= Load fram file...
VAG-ME7.1.1}7.5/7.8 wakeup pattern 01 2]
VAG-ME7.1.1}7.5/7.8 wakeup pattern 11 gg ----------------
Porsche 5.2{7.8 00 teeeninnnnnnn ite -
EDC16U1 00 veiw i imn s ennnnns EEFROM
EDC16U31 ] Save tofile...
EDC16U34 D0 teeeeeeennn
EDC16CP/EDC16CP34 gg e Login |1
EDC16CP34 Master a0
EDC16CP34 Slave 0 Ddameter.
EDC16CA Master I 1 0 Change
EDC16C4 Slave D0 teeeeeeennnnnns I
EDC16U1 Master 00 wein e e enennnns
EDC1EUT Slave gg ................ | » I -
EDC16U31 Master 00 tenenimninnnnn e e
EDC16U31 Slave v 00 e
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 eeeevurnennnnnns ~ Flash counter
oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weseweeennnnnnns
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueevueneeneene it IU se IU Fead Flash
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weeeeeeeennnnnss Flash taol 1D
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weeeeeeeennnnnss :
oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 &eseweeennnnnnns |
oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 &eseweeennnnnnns
oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 &eseweeennnnnnns Fead Wiile wite Flash
oo 00 00 00 00 o0 OO 00 00 OO0 00 00 00 OO o0

=

E it




IMPORTANT: You need to clarify the type of Engine C  ontrol Unit in the car before
proceeding! To help you in this operation there is a button “ECU type help” which will ask
you for the model and engine and will give you the possible models of ECUs. There is also
a “Autodetect function” implemented — if you select the “ECU autodetect” then system will
try automatically to find the ECU type. Please pay  attention that this will be not always
possible, especially for EDC17/MED17 ECUs.

You can choose ECU type — VAG- EDC15x, VAG — ME7.1.1/7.5/7.8, Porsche 5.2/7.8
BOSCH VAG-EDC15x, VAG-ME7.1.1, VAG-ME7.1, VAG-ME7.5, VAG-Cartronic ME7.8, EDC16U1,
EDC16U3x/CP, etc. (Extracting security code, odometer correction, enable disable immobilizer and so on)

Example is : 1.9 TDI — EDC15

Engine Control Unit - 5pecial Functions

Choice ECL type: ]"-;"AG-EDC15:< Ll Fread EEPRE! |
‘wiiite EEPROM |

00000000 FL FF FF FF FF 15 31 33 38 34 2E 31 34 9B 00 CE ...uw. 1384.14. .. ~

00000010 15 31 33 35 34 2E 31 34 64 00 FF FF FF FF FF FF .1384.143....... ' Save tafile... |

00000020 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE FF ovvvrvinnnneenns

00000030 FF FF 2ZF 2F FF FF FF FF FF FF FF FF CL FF 64 00 oo /Y evvvnnnens 3. Laad fram fle... |

00000040 02 00 64 00 00 00 FO DS 00 00 00 00 00 00 84 00 v o9ueeevunneenn

00000050 OF 00 4 00 00 04 F7 77 00 F7 77 00 84 87 FC B5 . .dees . WauWee.ns =

00000060 O0Z 00 00 00 BE BF BC B3 00 B3 00 00 00 00 B4 BS vvvurrrvnnnenns Lagin

00000070 00 00 BS OB 96 07 E3 CE OL 00 FF 00 00 00 00 00 +vuurervnnneenns
00000080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...... T Oioristar

00000090 00 00 00 00 00 00 00 00 00 00 DIZI 00 00 00 00 00 eamy Tl s K e e C O e
®
000000AD 00 00 00 00 00 nn oo 0o oo nn @aﬂ 2 ?@Palr ..... 1123400 Change
000000ED 00 00 00 00 00 V&W a0 FE FF.

0ooo0o0Co FF FF FF FF FF\ﬁ} b DD FF FF 03 23 4C 80 .....cvcnnnnn #L. ! Immo O |
0ooo0oo0po 80 00 01 28 02 00 00 &1 00 27 4C 02 02 00 01 ..ufeuenns Ve
000000ED 28 02 00 00 00 DC F4 4z 4C 08 08 00 01 28 FF 0O {...... BL....Q.. -7 1
000000F0 00 00 3E 50 1D 4C 01 01 00 01 28 03 00 00 00 12 ..>I.L....[ .....

oooooloo 59 16 44 01 01 00 01 &8 01 00 00 05 80 9E FF FF ¥.Dnooofevenanns
00000110 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ........ccvvvuunn
000001Z0 FF FF FF FF FF 80 Ca 33 ES B4 52 3D 96 F1 42 06 ....... FooBSuas e

00000130 F1 41 55 SA& 36 SA 30 43 30 30 39 37 33 36 35 D& LAUDEGEQCOOS7365, e |

= B wiite Flash I

. Esit |




HINTS when reading/writing flash memories of ECUs (or changing flash counters):

1. In case of EDC15 the best advice is to remove fuse 11 and fuse 15 to prevent disturbing of
communication from the instrument cluster.

At a certain point during reading/writing flash memory of the EDC15 ECU, you will see “Trying
gateway options...” written on the status line at the bottom of the “Engine Control Unit” window.
Make a quick Ignition OFF/ON at this point.

2. In case of ME7.x or ECUs from Porsche you can read the flash memory like reading of the
EEPROM - the only difference is that you need to uncheck the checkbox for automatic detection
of EEPROM and put the corresponding start address and length.

If you experience problems with reading ME7.x memory better remove fuse 11 and fuse 15 to
prevent disturbing of communication from the instrument cluster and try again.

3. When flashing the device please always read and  save first the original flash!

4. When using EDC16 please notice that the flash wh  ich was read is saved automatically in
the “Flash” subfolder and can be used in case of an y failure to restore the flash.
ATTENTION: FILE IS CRYPTED!! Don't use it directly  to write it! In case of failure during
the flashing the device should enter into a boot-lo ader mode which will allow to flash the
device (but not to read it). The flash can be then restored with the “Custom Read/Write”
function.

5. Please, stop all screen savers/power saving opt  ions and unused application during the
flashing! Please do not do anything else on your PC while flashing.

6. Please, take into account that the readin ;ﬂ%@ gtﬁ_eﬂam @il@% a long time
kécf)ﬁ I

(especially when CAN connection i t the battery may become flat.
N ANAt A3,

HINTS when reading/writing EEPROM memory of ECUs:
1. If you experience problems with reading ME7.x EEPROM better remove fuse 11 and fuse 15 to
prevent disturbing of communication from the instrument cluster and try again.



3.5.5 Special functions with “Micronas CDC32xx”

The “Micronas CDC32xx” special function is dedicated for the VDO instrument clusters with
Micronas CDC32xx microcontroller. This is possible using the CDC32xx programmer.
After starting the function a following dialog will be brought to the user:

Micronas CDCI2xx il

— CDC32%= Programmer
Type: I\.-'W' j Caonnection et
g
il COC32wpot  [COMT47: USB Serial Port v
Dzl [ Jetta from 072006 =l
— Ddometer — Read/write EEPROM./Flazh
, 00000000 99 04 57 56 57 54 GA 5A ..UVWZZZ = Fead
Ddometer. 33444 dﬁead 00000008 31 4B S5& 37 50 30 34 32 1KZ7P04Z EEPROM Flzad FLASH
BEETEED 0O0000010 33 31 35 D& 05 58 58 58 31G. .00
DOO0DOLE 58 58 58 58 58 58 58 58 XO0OO0OM e
Wit D000D0Z0 58 58 58 58 58 58 40 08 XCOOME. EEPROM Wirite FLASH
odometer 00000028 AD 14 70 ES 99 17 ED 3D ..p....=
00000030 C5 25 DS 00 14 00 00 FE 2 {euen..
0000003E 78 FE EQ OB 12 3D FF FF ¥....=.. o Luﬁldehum P
o -
— Immo data
4N ‘wmuzzzmzwmzaw . ‘WMMM« Read lmmo
data
Senal number WA ZTZ0GT044313 — Transponder identificatars
. Whrite lmmo
Serial key(CS] | 9a1abd3cc528d5 KepD1 | 3443daf3 a iEpES FeeEtf data
MAC | 70e5223 d&%@ 457 KeylDE |
W .- O ik
Status |0000f2786 KepDa |t KeyiD7 |
Configuration |f1E|1E|E22EI111 [mwvw =] | KeviDa | KeyiDg |t
PIN |E834 Adlkey

NOTE: Before starting any activity with the CDC32xx programmer it is important to set
properly the communication port (COM port) used by the programmer. This is made from
the “CDC32xx port” combo box. If the port is proper ly set after starting any activity the
LEDs of the CDC32xx programmer will start to blink. If they're not blinking this is probably
indication that you don't selected the port properl y

From the “Type” and “Device” combo boxes the user has to select the car type, or the
microcontroller type. For each selection there is a possibility to view the wiring/PIN-outs using the
“Connection diagram” button.

If the user wants to read the whole Flash/EEPROM, he have to select “Micronas Secured” from
the “Type” combo, and then the microcontroller sub-type from the “Device” combo.



Type: I Micronas 5ecured j

Device: | CDC32176-secured =

TOCDTTE ey T —
F COC3272G secured
OrnELEr COC3297G zecured

Tdnmeter [Bannd———r e

If CDC3217G, CDC3272G or CDC3297G is selected, the user will be able to read/write the flash
memory. If “CDC32xxG-secured->24C32" is selected, the user will be able to read/write the
EEPROM memory.

If the user wants to change the odometer, read/write the immobilizer data, or to make a key, he
have to select the car type and the model in the appropriate combo boxes.

Changing the odometer is made from the “Read odometer” and “Write odometer” buttons.
Reading/Writing the Immobilizer data is made from the buttons “Read Immo data” and “Write
Immo data”. Please pay attention that the writing the invalid immobilizer data may causes the car
to stop working. For that reason it is better always to make a backup of the data read.

If you want to make a key you need to read the immobilizer data first.

Then you should have a programmer connected, and to put the appropriate TAx transponder
inside. After that 1 key is added to the existing keys. This means that existing keys continue to
work.

NOTE: It is possible to have 8 keys per caia%péswaak fall m&@mlot added but replace
the 8™ position.

NOTE: Pressing the “Add key” button programs the transponder as a dealer key and puts the
transponder ID into the immobilizer data. But the data are not written in the microcontroller yet,
you've to press the “Write immo data” button to write the data. Or if you want since you've a dealer
key at this moment, you can exit without writing data and later learn the transponder by diagnostic.

IMPORTANT: Sometimes the read/write procedure may f  ail. If you've a message that
controller cannot be read/written you've to retry s everal times. If after 6-7 attempts it is not
possible e.g. to read the odometer or to read thei  mmobilizer data, this means that the
wiring is not correct, or you selected wrong device type.

NOTE: Sometimes writing of the data may fail. In or  der not to lose the information all
written data are backed up in the “Dumps” subfolder

3.5.6 Special function “Kessy adaptation”

The window “Kessy adaptation” can be used for adaptation of brand new kessy units to the car.
This adaptation can be by CAN TP2.0, K-KWP2000 and also can be used with Porsche Cayenne.
To perform this adaptation you need to know the security access code of the old immobilizer of the
car (WFS Security access code) and also the Component Security code of your new kessy unit.



Kessy Adaptation

F.ezsy adaptation

‘ 4E03058520 1834 Get |

CS acc. code  WFS acc. code

Cading

4342

7063

Adaptation

|4328

20 bit
% 12 hit

3.5.7 Special function “MMI-TV activation”

Using this special function you can change speed limit of MMI compatible vehicles
to change speed where TV becomes OFF.

Covered vehicles are:

Audi A3/S3

Audi A6/S6 (MMI up to July 2006)

Audi Allroad (MMI up to July 2006)

Audi A8/S8 (MMI u&nb@@@p@p al
WWW -

Audi Allroad (MMI up to July 2006)

Audi A6/S6 (MMI starting from August 2006)

Audi Allroad (MMI starting from August 2006)

Audi A8/S8 (MMI starting from August 2006)

Audi Allroad (MMI starting from August 2006)

TY¥ Activation

Speed Limit: | km/h

= Edition 1

" Edition 2

Cancel

x|

r .com




Use the following rule when enabling TV:

- if the car is before 2007 try with edition 1. In case you do not succeed wait with ignition ON
for more than 30 minutes and then try with edition 2.
If the car is after 2007 it is better to try at first with edition 2.

3.5.8 Special function “Custom memory access Downloa d/Upload/ReadMemory”

The “Custom memory access Download/Upload/ReadMemory” functionality is available from the
“Special functions” list, but also it is available in the standard diagnostic dialog. The functionality is
the same on both places with that difference, that in the standard diagnostic dialog the user should
open the diagnostic connection, perform security access, enter into diagnostic session prior to
starting the custom read/write. When this functionality is opened from the “Special functions” list,
these actions are automated and performed from the “ABRITES VAG Commander”.

Using this application you can read/program memory in some electronic control unit. Requests
sent from this application can be related for the currently running session of for some of electronic

control units from the dialog.

You can use this application for many different purposes — investigations, read/program flash
memories (for example you can program by this dialog internal flash memory of EDC16).

In the example below we read a part of the flash of EDC16CP

Custom memory download;/upload L I OF[\_ El
Chooze ECU type; EDC16U1 r ep @, ° - ~

EDC16U31 Load fram File...
EDC16U34
EDC16CP/EDC16CP34
EDC16C4 Master _ i i
EDC16C4 Slave il
EDC16U1 Master Sarim o M
EDC16U1 Slave -
EDC16U31 Master - Cennection
EDC16U31 Slave St Address 200000
MED9.5.10

MED9.1 Master Len. of req. f
MED9.1 Slave A Tatal size’w

Step ’70
Encryeption ’7

£ Download/Upload

" Readwrite mem
"Diag Eszion —————————

Session |0
K

E =it

In this dialog is needed to clarify the diagnostic session which you want to be entered before



start of read/program memory.
In the example above it is used session “86".
If you want to save currently running diagnostic session simply enter session “0”.

3.5.9 Special functions with “Airbag”
With this special function one can:

- Read/Write EEPROM memory of an airbag module
- Clear the crash data of an airbag module

Choosze ECL type:

00000000 40
00000010 00
00000020 00
00000030 00

an|
oo
oo

AUDI_BOSCH_2003_
VW_SIEMENS_ALL

AUDI_BOSCH_1997_2000
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Write EEPROM
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Save ta file..
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Clear crash data

Exit

For some airbag models it is not enough to clear the trouble codes (using "Clear DTCs" diagnostic

request), but the crash data stored into device's EEPROM should also be cleared.
For some models (see "Covered units:" below) crash data can be automatically cleared (using

“Clear crash data” function) from device’s EEPROM, but for some models the user has to do this
by hand (read EEPROM memory (using “Read EEPROM” function), find where crash data is
stored, change data, write EEPROM memory back(using “Write EEPROM” function)).

Covered units;




1C0 909 605 C, 8L0 959 655 A, 1J0 909 609, 6Q0 909 605 C,6Q0 909 605 A, 6Q0 909 605 B,
3B0 959 655 B, 1C0 909 605 F, 1C0 909 605 H, 1J0 909 607, 1J0 909 603, 4B0 959 655 C, 4B0
959 655 J,

4D0 959 655 C, 8L0 959 655 F,8A0 959 655 C, 8A0 959 655 K, 8A0 959 655 K, 4D0 959 655 H,
8D0 959 655 C, 8D0 959 655 L



3.5.10 Special function “VW Crafter”

This special function gives the possibility:

NOTE: It is possible to connect only to the engine
Crafter vehicles. To connect to any other device yo

read the engine control unit EEPROM together with the PIN code and component security
read/write mileage into engine control unit

make immobilizer ON/OFF

learn keys with prepared transponders
perform diagnostic on the engine control unit and the immobilizer.

Mercedes.

Starting this special function brings a following dialog:
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From these buttons is possible:

when pressing “ECU EEPROM” the same dialog as in the “Engine control unit” is brought to

the user and is possible to read EEPROM, change mileage and make immobilizer bypass from
here. Not needed to select any engine type, it is made automatically
pressing “Key learning” will bring the “Key learning” dialog, the user is not required to select a
model, it is selected automatically
“Engine control unit diagnostic” will perform a standard diagnostic (reading identification,
trouble codes, etc.) to the engine control unit.



- “Immobilizer diagnostic” will perform a standard diagnostic (reading identification, trouble
codes, etc.) to the immobilizer.

NOTE: If the car doesn't have any working key it is not possible to give ignition ON,
respectively to get communication with the engine ¢ ontrol unit over OBDII because the
gateway (the EZS in this case) is not gating the CA N messages to the engine control unit if
no valid key is recognized. So if you've a car with ~ out any valid key, you will need dismount
the ECU and connect it on the table, or to connect the CAN wires of the ECU directly to the
interface.

NOTE: For the key-learning it is needed to give ign ition with the valid key before starting
the procedure. If there is no valid key, simply put the key into the ignition lock, but the key-
learning procedure will take about 5 minutes in thi s case. When the procedure is finished
you will need to make ignition ON with each key whi ch you want to learn.

NOTE: Sometimes during communication with the immobilizer it is possible to lost communication
with it, so you will need to repeat the procedure in this case.

3.5.11 Special function “Key learning”

Inside every key there is a small chip called a “transponder”. In most cases this chip doesn’t
require an external power supply but is supplied from the mlagneticgile) ich induces electric
current. The immobilizer recognizes Whegzﬁrcé & E&_liged't tart a car exactly by using
the transponder. With t{gﬁ\\f%tigr@fm cars the transponder type and the records inside it
have changed. In general, there are five different types of immobilizers/transponders used. They
are called Immo [, Immo II, Immo lll, Immo IV and Immo V. Systems from Immol till Immo I
require simply that a transponder from the proper type is found inside the key, and they are able to
learn these transponders.

Starting from Immo4 it is required that the transponder is from the proper type, but also has some
specific records inside it. Only transponders with such correct records can be learned. According
to the data inside there are the following types of transponders:

- Tp22 — dedicated for use inside Seat vehicles;

- Tp23 — dedicated for use inside Volkswagen vehicles;

- Tp24 — dedicated for use inside Skoda vehicles;

- Tp25 — dedicated for use inside Audi vehicles (especially A3 and A4);

Such transponders can be used in all cars of the specific producer (e.g. Tp24 can be used for all
Skoda models);

The last immobilizer system used in VAG is the Immo V. It requires that the transponder is
programmed with a specific code, and this code depends on the VIN number and is unique for
each car. Normally, only the car producer can deliver such keys and such keys are called “dealer
keys” (because only the dealer can supply them).

Abritus72 Ltd. can deliver modified transponders which are programmed with special data and
they have the abbreviations TA2, TA3, TA4 and TA5. Each of these TAx transponders can be
transformed with the Key programmer to the corresponding TP2x transponder which can be then



learned in the Immo IV systems, but also can be programmed with the Key programmer for use in
Immo V system, i.e. they can also be used for producing dealer keys.

For some cars a special programmer is needed in order to prepare the key to be like an ordered

from the authorized VAG dealer. Currently following programmers are supported:

- Hitag2 programmer — used only to program keys with Hitag2 transponders (PCF7936,
PCF794x). Such cars are VW Touareg/VW Phaeton/Porsche Cayenne/Bentley
Continental/Audi A8

- Tango programmer - used to program Hitag2 and Megamos 48 crypto transponder.

- Abrites Key (Tag) programmer - used to program Hitag2, Megamos 48 crypto transponder,
and Q7/A6/RS6/Allroad keys

The “Tango programmer” and the “Abrites key programmer” are referred as “key programmer” in

the following description.

Normally, there are several key-learning procedures which are applied depending on the car type
and year of production. You can check in the appendix section which car to which key-learning
procedure belongs.

Starting the “key learning” special function will bring the following dialog:
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Frocedure 1:
Mormal key leaming procedure - for vehicles fram 1998 to 09/2008 year via K-line and CAM.

1.1. Enter security access code and number of keps

1.2, Turn ignition OM [Rew ar existing key] e
1.3. Press button “Learn

1.4. Far zame YW /SeatSkaoda vehicles it iz pozzible to add new key without the remaining key stop to work.

ou will be azked whether you want to uze this feature if available. Pleaze answer with vez/no according your
wishes.

X

E st

The customer has to choice the vehicle model for which it wants to learn a key.



In the background the system tries to determine automatically what vehicle model is. If succeeded
the recognized model will be selected automatically. If the system cannot recognize the model, the
user has to choice the model manually.

NOTE: It is possible that the system doesn't recogn ize correctly the model. In this case
you've to select the model manually. For example it is not possible to distinguish between
“VW CAN -2007” and “VW CAN (2007+)”, for that reaso  n by default “VW CAN (2007+)" is
selected by default.

After the vehicle model is recognized, the system checks the key recognition and engine start

conditions. They are displayed in the following fields:

— Engine start permitted: Having the value “No” means that the key or engine control unit is not
properly identified from the immobilizer. Reason for that might be invalid key, or engine control
unit not adapted to the car, or for some model some waiting time is running. “Yes” here means
that the immobilizer recognize properly the key and the engine is allowed to start, i.e.
everything is OK.

— ECU Responding: This shows whether the immobilizer is able to communicate with the engine
control unit

— Transponder type OK: This is used as indication whether the key on the ignition has the
correct transponder type. For example for Audi A3 car the immobilizer expect Megamos 48
transponder, but if you put dedicated for Audi A8 (which uses Hitag2 transponder), then here
the value will be “No”. If there is no key into the ignition you will haveﬁ\l\o” once again.

- Key count: shows the currently Iearneg l;zys can‘p_eﬁg-t earning procedure this
field should be update Were learned correctly.

- Dealer key/transporWe Shows whether the keys/transponder was successfully precoded to
the specific car. After making a dealer key this position should change to “Yes” if you put the
prepared transponder into the ignition

- Keyl/transponder locked: indicates whether the transponder is writable.

NOTE: Abrites TAx transponders are NOT writable, but they are unlocked internally to become
writable before preparing them as a dealer key/transponder.

— Keyl/transponder learned: Indicates whether the transponder ID is recognized from the
immobilizer as valid ID for starting the car. After learning the key/transponder to the car this
should change to “yes”

- Lock times — login acknowledge: if invalid login was put several times to the immobilizer, the
immobilizer rejects further attempts to put the login. This timer indicates how many times
remains until new login attempt can be accepted

- Lock timers — transponder acknowledge: If you give ignition OFF/ON cyclically, the immobilizer
stops to recognize the transponder, and even valid transponder will not start the car. This timer
shows when the immobilizer will recognize transponders. This value is typically set when trying
to make keys for Passat B6/CC

To perform the key-learning you will need the Login, and for some models also a dealer key.
One way to obtain the login is to press the “Autodetect Login/Security code” button. This will read
the login and also the component security. If after that the option for making a dealer key is
opened, this login/component security will be used there automatically.



3.5.11.1 Procedure 1 — Normal key learning procedure  — for vehicles from 1996 to 09/2006
year via K-line and CAN.

From Special functions - Key Learning choose vehicle model.

Key learning x|

Wehicle model: | Ayd 44486 1957 [external immobilizer box Kw1 281 j
Seat Toledo [CAN -

Mew key count;
Skoda Octavia [l -2007 [CAN)

i g .| Skoda Octavia || 2007+ [CAM]
Login/Secuily code!| o, Superb (ke diagnosis Kv/1281] |
Skoda Roomster [k-ine diagnosis Kaw1281] —
Shkoda Scout [CAMN]
Skoda Fabia -1933 [external immobilizer bow K 1281] i

. ,CO
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1.1. Enter security access code and the number of keys

1.2. Turn ignition ON (new or existing key)

1.3. Press button “Learn”

1.4. For some VW/Seat/Skoda vehicles it is possible to add a new key without the
remaining key stopping to work. You will be asked whether you want to use this feature. Please,
answer with yes/no according to your wishes.

1.5. Wait until “adaptation finished” is displayed

1.6. Remove the key and turn ignition off with all remaining keys

NOTE: The system will autodetect whether it is poss  ible to add the key without erasing the
remaing keys. If possible and if 1 key is selected, then and only then, a message will appear
where you've to confirm that you want to add the ke . If you press “No” here the key will be
learned normally (other keys will be erased). If yo  u select other than 1 key to learn, or if
adding is not possible, than the key will be learne  d normally (with erasing other keys which
are not present). For the case where the key willb e added you should give ignition with the
key which you want to learn — this should be a TP2x transponder for older cars, and
prepared dealer key for newer cars (e.g. after 2007 ). Please pay attention that during the



autodetection whether adding is possible, reflashin g of the instrument may be needed (for
newer cars 2007+), so you will be asked for that.

You must use Keys or transponders — TP05,TP08,TP22,TP23,TP24

Note: some of the new vehicles need to remain with ignition ON five minutes before starting of the
key learning procedure (VW Golf5, Skoda Octavia Il, VW Touaran, Seat Toledo 2004+,...). Other
vehicles may need to stay more than 30 minutes with ignition ON until programming becomes
allowed (Skoda Fabia 2006+, Skoda Roomster 2006+, Skoda Superb 2007+, VW Polo 2006+,
Seat Ibiza 2006+)

3.5.11.2 Procedure 2 — for CAN vehicles after 09/200 6 year — VW, SEAT,SKODA

For this type you will need a virgin key or transponder (TP22/TP23/TP24 depending on the type of
the car) as follows:

For SEAT you must use Virgin key or Transponder — TP22,
For VW you must use Virgin key or Transponder — TP23
For SKODA you must use Virgin key or Transponder — TP24

You need to choose from Special functions — Key learning - ,§e@,@£&ia -2007 (CAN)
obd2reP s
WWW -
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Wehicle rmadel: | eat, Skoda -2007 [CAN]

Mew key court; ’Di

Login/Security code:; ’Di

“fou can reach login code using special functions of ‘instrumentAmmaobilizer’ - main panel. Another way to ZI
reach login code iz to extract it from the ECU - special function 'E ngine Contral i,

| Make T2« from TAZ/TAL/TA4/TAR \
Learn

ATTEMTIOMN: *'ou can produce TP2R trangponder from the comesponding TAZ/TAZ/TALTAR tranzponder
uzing wour Tango programmer and prezzing the button "Make TR2x from TAZ/TAIT A4/ TAS"

Frocedure 2:

Vs /S eat/Skoda after 0342006

For SEAT you must uze Virgin key or Tranzsponder TP22

For W you must uze irgin key or Tranzponder TP23

For SKDDA pou must uze Virgin key or Transponder TP24

21, Enter zecunity access code and number of keys

2.2 Turm ignition OM [news or existing key]

2.3. Press button "Leamn"

2.4. For zome W /Seat/Skoda vehicles it iz pozsible to add new key without the remaining key stop to work.
“rou will be asked whether you want to uze thiz feature. Please answer with pes/no according pour wizhes if
prompted,

25 \Wait until adaptation finished iz displayed

2 6. Remove key and turm ignition on with all remaining keys

C omﬂ

-
WWW obd2repat

NOTE: If you have an TA2/TA3/TA4/TAS5 transponder and a Key programmer you can produce the
corresponding TP2x transponder which will be then accepted by the immobilizer. This is done by
using the “Make TP2x from TA2/TA3/TA4/TA5” button. This requires only a connection with the
Key programmer, no connection to the car is needed.

The key-learning procedure when have a Tp2x transponder is the following:
2.1. Enter the security access code and the number of keys
2.2. Turn ignition ON (new or existing key)
2.3. Press button ”Learn”
2.4. For some VW/Seat/Skoda vehicles it is possible to add a new key without the remaining
keys to stop working. You will be asked whether you want to use this feature. Please answer
with yes/no according to your wishes, if prompted.
2.5. Wait until adaptation finished is displayed
2.6. Remove key and turn ignition on with all remaining keys

3.5.11.3 Procedure 3 — for CAN vehicles 2008+, Passa t B6, Audi A3 CAN

Normally, most of the newer cars require a transponder which is precoded with the VIN humber
from a dealer. Fortunately, it is also possible to precode the transponder by yourself using the



Key programmer if you have available the 7 bytes of the component protection data and you need
to use an TA2/TA3/TA4/TAS transponder as base for this operation.

NOTE: The “Set transponder type” combo-box specifies what kind of dealer key to make (for VW,
Seat, Skoda or Audi). As base for this operation is used TAXx transponder (TA2 for Seat, TA3 for
VW, TA4 for Skoda and TAS for Audi). Please, pay attention to the fact that the transponder which
you're placing into the programmer should be from the proper type. If it is not then you will receive
an error message and the operation will not succeed. The transponder will not be locked and can
be used again — this is just a check that the correct transponder is used.

If you have a dealer key/transponder you can proceed with normal key-learning (like procedure 1).
Simply put the number of keys to learn and the security access code and the keys will be learned.

But - if do not have a dealer key then you should press the “Program dealer key” button which will
show the following dialog:

Program dealer key _ X

Set transponder t-"'I:'E:l"'IIIE!;la“-":'5 48 - V¥ [TA3) i | Autodetect component protection

" All 7 bytes of the component protection data [component zecurity] are know

— Program tranzponder from ¢ bytes

| a | i | 1] | 0 | a | i Frooram —{ l
-

. O [U- Frogramimer over ket
10 veP a 1 Y. C -Nitfr‘.:ll'l'.-'g-:l-: transponder
p=

% Find the 7th byte of the Wﬁqﬂnﬁjﬂprﬁe@n“d&t&aj =

= Find 7th byte and program transponder

':':"""F":'ﬂent |r3-a_ |_3::|_ ||:|e |aB il:-E 'rEld Program

protection bytes: | | I

% Automatcial tying of the 7 bute

" Manual tving of the 7 bute (W Passat BE/CC) A

ey with T
transponder in ignition,
programmer over key

Walue for the autorization read by daignostic: |

Exit

The 7 bytes of the component protection data are contained inside the immobilizer and sometimes

inside the engine control unit. Inside the engine control unit there are stored always at least 6 of

the component protection bytes, sometimes also the 7" byte is contained.

There are several ways to extract the component security:

— Simply press the “Autodetect component security” and the component security bytes will be
read from the ECU. This will also automatically decide whether you've the 7™ byte, or you've to
search for it. Also the login will be displayed in the status bar. The autodetection is not always



possible, it works basically for EDC16 and MED9x engines which are using CAN diagnostic
connection.

- The component protection bytes are displayed e.g. using the special function “Engine Control
Unit” - when reading the EEPROM of the engine control unit then VAG Commander will show
you the component security bytes:

L oL m N e i r ) |EEPROM I'ﬂEmljr':.-' datall .. | |
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 o0 s e s e v s e e s
00 OO0 OO0 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 &..veeinneenanns | Fead Flazh |
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ... i eneenanns
=l [ wiieRsh |
3
D ata read. Component secunty: 1b dd4 05 ed 37 a8 Ob | E it |

— For CAN immobilizers till end of 2006 it is possible to read all 7 bytes from the
instrument/immobilizer. This is possible from the Immo panel - you've to go to “Special
function”, then “Instrument CAN” and “Read/write immo data”. After you read the immobilizer
data in the field “Serial Key” the 7 bytes of the component security will appear.

3.5.11.3.1 Programming a dealer key with all 7 bytes available

If the 7" byte is different from “00” then you have all the 7 bytes of the component security and you
are able to prepare a transponder directly with the Key programmer. In this case you must choose
“All 7 bytes of the component protection data (component security are known)”, put the 7 bytes
and press the “Program” button. , C O

W
3.5.11.3.2Finding the 7" byte

If the 7™ byte is not available you must choose “Find the 7th byte of the component protection
data” and you have to put the six bytes which are known. There are two possible ways to check
whether the 7" byte is matched:
- automatically
This mode requires that the immobilizer and the Key can simultaneously read/write the
transponder. For that reason it is required that the ring coil is dismounted from the ignition lock
and placed over the Key programmer.




NOTE: The automatical check might be not possible for some models (e.g. VW Passat B6). So
it is required that the manual procedure is used in this case.

Manual

The main difference between the automatical and manual procedure is that by the manual
procedure you should put the key into the programmer, then make a ignition with it, and then
once again to the programmer and so on until the byte is found.

If you use the manual procedure you will be consecutively invited to put the transponder into
the program, and than to give it to the ignition.

Normally for the most models it is required that the key is in the ignition, and you change only
the position of the transponder. You will be invited to put the transponder into the programmer,
then to put it near ignition lock so it is read by the immobpilizer. E from this is e.g. the
Passat B6. For it it is required that y ffde ]h(gra'ngmder iS put into the
programmer, then L@ Wlth ﬂ}&@gp% er isput into the ignition lock, BUT TILL FIRST
POSITION, than again into the programmer, and again into the ignition lock until the byte is
found.

NOTE: If you get “XXX" is displayed you need to stop on the current position and wait
10minutes before you continue.

ATTENTION: For the Passat B6 there are some cars fo r which you cannot search for the
7" byte. For such cars a key can be made only by open  ing the comfort module and
reading the comfort module EEPROM. Then after havin g the 6 bytes of the component
security from the engine, you can extractthe 7 ™ byte from the comfort module EEPROM
using the dump tool. It is also possible to program directly the key to the car from the
dump tool if you've attached a programmer. For more details please refer to the dump
tool section.

ATTENTION: As mentioned above for some carsitisn ot possible to find the 7 ™ byte of
the components security. You can understand whether for the desired car is possible
by performing the following procedure:

a) Connect with 25-Immobilizer and go to “Measured Vaues”, Channel 2

b) Put the original key or key with TA3 transponder —in this case in the Measured
values you should have “yes” or “1” on the second p ossition of channel 2
¢) Eject the key so there is no key in the ignition lock

— If the second positions changes to “No” or “0” you CANNOT search for the 7 ™ byte



— If the second positions remains “Yes” or “1” you ¢ an search for the 7 ™ byte

After you obtain a dealer key/transponder you can proceed with normal key-learning (like
procedure 1). Simply put the number of keys to learn and the security access code and the keys
will be learned.

3.5.11.4 Procedure 4 — No more applicable. Use proce dure 3 instead.
3.5.11.5 Procedure 5 — No more applicable. Use proce dure 3 instead.

3.5.11.6 Procedure 6 — for Audi A4 (RB8)

Audi vehicles equipped with instrument cluster BOSCH RB8 with integrated immobilizer require a
different key-learning procedure. In most cases the instrument doesn't accept the security code
even if it is correct. For that reason a different procedure is used. You need to choose from
Special functions — Key learning — Audi A4 2004+ (RB8 Instrument Cluster KW2000). The
following buttons will be available:

Key learning x|

Yehicle model: .'L"-.I_Jn:li &4 2004+ [BEE Instrument Cluste

Mew key count; [0 L
earh
LogindS ecurity code: [0 o C Om
1Y.
ep a

5 19 v

Mo login code is need for ey le r@ub -~
WO

'ou have to put anly the Aumber of the kevs whickh will be adapted.

Frocedure &

Audi vehicles equipped with instrument cluster BOSCH BBE& with integrated immobilizer require different
key-learmming procedure. |k mozt cazes the instrument doesn't accept the zecurnity code even if it ie comect. For
that reazon separated procedurs 1z uzed.

| Program dealer key |

i»

The Fey-lzaming procedure goes in the following steps:

1.Learning dealer key [purchazed by WIM number]

|f wou have dealer key [purchased by YN number] vauye ta put the number af kevs b be pragrarmmed and to
presz the "Leamn button'.

Before the procedurs iz finished on the dizplay af the instrurment it iz dizplaved L7 #-v", where "=" iz number of
succezsfully learmed keys, and "v" iz the total number which haz to be leamed. When "L7 wy" iz displayed,
wou will azked o put each nest key and to press 0K After pressing the 0" the instrument will be reset

and """ walue zhould be incremented until it reaches the "y value.

MOTE: Thiz iz not adding of the key but programming of all keys which will be accepted from car. IF you have ﬂ

The Key-learning procedure goes in the following steps:



1. Learning a dealer key (purchased by VIN number)

If you have dealer key (purchased by VIN number) you have to put the number of keys to be
programmed and to press the “Learn button”.

Before the procedure is finished on the display of the instrument is displayed ,L7 x-y*, where
.X" is the number of successfully learned keys, and ,y* is the total number which has to be
learned. When L7 x-y" is displayed, you will be asked to put each next key and to press ,,OK".
After pressing the ,OK" the instrument will be reset and “x* value should be incremented until it
reaches the ,y“ value.

NOTE: This is not adding of the key but programming of all keys which will be accepted by the
car. If you have some other keys which you don't learn here, they will stop working.

2. Preparing a dealer key
If you have a Key programmer you can prepare a dealer key from a TA5 transponder. Put
how many dealer keys you want to program and press the “Program dealer key”. It is not
required to enter anything; the VAG Commander connects to the RB8 instrument and
reads all required information.
After the dealer key is prepared you can proceed like in the case “Learning dealer key
(purchased by VIN number)”

cepair.com

NOTE: When reading tNﬂR@S\}EEFQRICt%gdeVice is put into service mode and “LO x-y” is
displayed. If by any reason the instrument leavesi  n this situation (e.g. if your laptop goes
off due to flat battery, or you disconnect the inte rface from the car, or the car battery is
flat), you need to read the RB8 instrument EEPROM,  and change the immobilizer status to
6.

3.5.11.7 Procedure 7 - For vehicles with Hitag2 Key  (transponder) from 2004 to 2007 year —
VW Touareg, VW Phaeton, Bentley Continental, Porsch e Cayenne

You must use a virgin transponder PCF7936 or a virgin key, no need for some special preparation.
If you use a Transponder - you need to switch it in Cipher (Crypto) mode. You can use your Key
programmeror HiTag2 programmer for that purpose if you have one. This is done by replacing
0x06 with OXOE in the first byte of the configuration page (Configuration page is page 3 where
page 0 is the transponder ID, and pages 1 and 2 are the secret key). If this value is already Ox0E
then the transponder is already in cipher mode.

After the transponder is switched into cipher mode the key-learning procedure goes as follows:
From Special functions - Key Learning choose vehicle model, Write how many keys you need to
program, enter security access and push the "Learn" button. Then follow strictly the
recommendations.



3.5.11.8 Procedure 8 — for vehicles with a Hitag2 Ke vy (transponder) 2007+ or Audi A8 (CAN)
produced after year 2002.
For vehicles after year 2007 (or Audi A8) you need to prepare a Hitag2 key (transponder) before

you use the key learning function.
You can use a virgin transponder PCF7936 or a virgin key.

1. From Special functions - Key Learning choose vehicle model, Push "Program dealer
key". The following dialog will appear

2. There are following possibilities:
2.1 Making the key without disassembling the Kessy (completely by OBDII)

The “Autodetect from ECU” button will try automatically to read the component security bytes
from the ECU, and will select for you automatically whether you need to search for the 7" byte
or not.

Dealer key with Hitag2 x|

~ Load companent protection data from Kessy/ECU dump
— Program fram Fessy/ECU dump

Load dum 0 . C Dmgram Aytodetect
p — mhdzrepalf from ECLI

. \J N .
= Al T bytes of the cDmpDWMLt\&‘tmﬁ data [component zecurity] are know
— Program trangponder from ¢ bytes

Component protection bytes: | dd | all | Ih | Fe | b | af | 1 Erogranm

@ Find the 7th byte of the component protection data

— Find 7th byte and program transponder

. . Find 7ih byte
Companent protection bytes: |,j,j |aEI |3|:, |Ee ||:||:, |a|= - FiegEn | Phesmie
key
Logr: f32. 1, 00 e
. . Exit
Trving bytes [HOZ22]... Take key QUT and place inta progranmnmer

IMPORTANT: If you don't have a working key from the car, you will need to short the fuses as
described in the appendix to get communication with the ECU.

After the component security is read, if you've all 7 bytes, then you can program the key
directly. If you have only the 6 bytes, you have to choice:
a) if you have working key from this car, you can put it into the programmer, and press the
“Find 7™ byte from working key” - the 7™ byte will be found in several seconds;



NOTE: If you use the Tango programmer this function will not work, the function work only
on Hitag2 or Abrites key programmer.

b) if you don't have a working key, you've to search manually for the 7" byte. The
procedure takes approximately about 20-25 min, but can rise to 45min in the worst case.
You've to connect the interface to the OBDII, and the programmer should be connected
too. Then after pressing the “Program” button you will receive notification when to put the
key into the ignition, and when to put it into the programmer.

IMPORTANT: You need only to put the key inside (for VW Touareg you will hear the
unlocking of the steering in this case), please DO NOT ROTATE THE KEY.

IMPORTANT: You may hold the programmer near the ign  ition lock so you can
proceed faster when you remove the key. But please pay attention that the
programmer is at least 15cm from the ignition lock so the reading of the key from
the car is not disturbed.

NOTE: It is always better to use a plastic key ora n empty transponder when you
search for the 7 ™ byte, at least when you prepare such keys for the first time. If by
some reason the key becomes locked (e.g. battery go  es down, computer is hang-up,
etc.), you can find the encryption-key with the “Fi nd 7" byte from working key”
button, and then you can restore the key with the H. |tagZéeétxfﬂl.

alr.

2.2 Making %Wy.d@mgﬂ;t%%ssy or the ECU

You can load a dump of the Kessy or ECU using the “Load component protection from
Kessy/ECU dump” radio-button. After pressing the “Load dump”button you've to select the
respective dump file, after that the “Program” button will be active.

NOTE: Please pay attention that in the ECU dump sometimes there are only 6 of the
component security bytes. In this case you will need to search for the 7" byte.

NOTE: Please pay attention that if you have the Kessy dump, then you will have all the 7
bytes. But there are a lot of Kessy devices with different software versions, so it is possible that
the EEPROM is incorrect decrypted (especially for newer cars) , respectively the component
security bytes will be wrong. In this case the key will not work and you will need to restore the
key using the Hitag2 programmer.

2.3. Making the key in the case when the Autodetect button is not functioning

It is possible that by some reason the Autodetect button is not functioning, e.g. missing
license, you don't make the short with the fuses properly, ECU is missing or is broken, and so on.
If you've already read the component security bytes previously (e.g. by dissoldering the ECU
EEPROM and decoding it by dump tool), then you can put the component security bytes manually
and proceed as described in step 2.1



3. After the key is programmed like a dealer key, write how many keys you need to
program, write security access and push "Learn" button.

3.5.11.9 Procedure 9 — for vehicles Audi A6,Q7,Allro  ad 2005+

It is possible to program a key for the Audi A6/Q7/Allroad but this function is not located in the
“key-learning” dialog. The function is available in the “EZS-Kessy (A6/Q7)” function from the
“Special functions” list. This is so because it requires separate license. Please refer to section
“Special functions with “EZS Kessy CAN™

3.5.11.10 Procedure 10 — for vehicles VW Passat B6/C C equipped with
EDC17/MED17

If such car is equipped with EDC17/MED17 then it is not possible to read the component security
from the engine control unit. Instead it is only possible to read the PIN code from it. Fortunately it
is possible to program a key for such car.

You need to read the PIN from the EDC17/MED17, and also to read the comfort module EEPROM
with a programmer.

Then you've to select “VW Passat B6/CC with EDC17/MED17 (CAN)” from the key-learning
dialog. To learn a key to this car you should make first a dealer key. This is made by pressing the
“Program dealer key” button which brings the following dialog:

Program dealer key X

Set trangponder t_l,lpe:IMEgﬂl'l'IDS 48 -Wgaz T ep a j_{l o COll

Autodetect companent pratechian
= A7 bytes of the cumpuwtwmmﬁ dga [component zecunty] are know

Program tranzsponder from 7 bytes

Component pratection bytes: | 1] | ] | 1] | 1] | 1] | 1] | 1] Frogram

= Find the 7th byte of the component protection data

— Find 7th byte and program tranzponder

Component protection bytes: | ] | ] | 0 | 0 | 0 | 0 Eroaranm

€ Automatcial tying of the 7 bute [possible when you can check in measured values when key is recognized)

€ tanual tying of the 7 byte [after each attempt you can ty with the key on the ignition]

Walue for the autorization read by daignostic:

— Passat BE/CC with EDC17/MEDT 7

Login/Secunity code: | 34759 Load comfort module
EEPROM dump SegE

E st

Here you've to put the PIN code, after that to load the comfort module EEPROM dump, and the
“Program” button will become active.



After pressing the “Program” button you should perform exactly the same procedure as the
manual procedure for the Passat (I.e. you will need to change the position of the key in the
programmer, then in the ignition lock, than back in the programmer, then back in the ignition lock,
and so on until the dealer key is done. When the transponder is ready, you will have all the
component security bytes displayed in the status bar).

After having the dealer key you can learn it in absolutely the same way as for the Passat B6/CC
with EDC16 or MED9.



3.5.12 Special function “Dump Tool”

Using this application you can calculate security access codes, change odometer and so on.
This application needs the EEPROM dump from the corresponding unit. After the dump is loaded
some modification will be made and you need to store the dump as a new file, which you can
program into the device.

For more details about the concrete functions, please refer to the appendix.

3.5.13 Special function “Service Interval”

Using this application, you can perform reset of the service reminder, reset of the service interval
parameters or change service interval options.

With the opening of the special function window, the commander will connect to the instrument
cluster and read the available information concerning the service interval function.

Depending on the vehicle model, year, etc. you will have enabled “Service reminder reset” or/and
“Service interval reset” or/and “Change service options” sections.

Together with these sections in the section “Applicable adaptation channels” you will see the
adaptation channels which values will eventually change if you select one of the listed above three
operations, with their current values, units and short dersgia';i%ﬁ. . Com

When the read information is first lg @@aﬁc@@ ertain options within the window are
changed, column “NeW\yﬁMBWf th@‘ pplicable adaptation channels” table will be automatically
filled with the default values that should be stored into the respective adaptation channels related
to the chosen options.

The applicable(and available) adaptation channels from column “New value” are also available for
editing, so the user may put there any other values.

3.5.14 Special function “Remote control adaptation”

Using this application, you can learn remote controls.

With the opening of the special function window, the commander will connect to the applicable for
the vehicle control unit and read any available information related to the remote controls
adaptation.

In the “Instructions” window, within the “Remote adaptation” section” will be available directions
what should be done to learn remote controls.

Additionally, in the “Available settings” table, will be listed all the applicable adaptation channels
with their current values and description which are related to the remote controls function. By
editing the “New value” column values and pressing “Change settings” button, the user can
change certain settings.

This function is available for Audi A6 2000+, Audi A4 and VW vehicles 2001+, Audi A3 2003+.
For Audi A8, VW Touareg, VW Phaeton, Bentley remote controls are learned with the “key
learning” special function.



3.5.15 Special function “Navigation”

Using this application, you can enable/disable the “Eject” button of the “Navigation” system, eject
the navigation CD/DVD holder and set “tire circumference” value applicable for the navigation
controller function.

3.5.16 Special function “Cruise control system”

Using this application, you can activate/deactivate a cruise control system and change the related
steering wheel electronics( SWE) configuration if SWE unit is available.

With the opening of the special function window, if SWE unit is available, the commander will read
and display it's current configuration.

After “Activate Cruise Control” or “Deactivate Cruise Control” button is pressed this will
activate/deactivate cruise control system function and apply any changes of the SWE
configuration to the SWE unit.

3.5.17 Special function “Brake pads change”

Using this application, you can “Open rear parking brake for pad change
brake”, perform “Parking brake function test” a l . C O
This function is available for the folleyw c‘:ig ﬁo@ls: Audi A8 2004+, Audi A6/allroad 2005+,
Audi Q7 2009+, VW Pa‘sﬁ%é’t\@g , YW Tiguan 2009+.

For vehicle model Audi A8, it is also possible to set the pad thickness.

Close rear parking

3.5.18 Special function “ECU Exchange — Dump Tool”

Using this application you can change the EEPROM dump of an engine control unit, so that after it
is programmed into an ECU, the ECU can be adapted to a vehicle.

You need to read both the EEPROM dump of the engine control unit that is currently in the vehicle
(called in the application “active ECU”) and the EERPOM dump of the engine control unit with
which you wish to replace it (called in the application “replacement ECU").

After opening the application, load both dumps (using buttons “Load active ECU dump” and “Load
replacement ECU dump”). Press “Change replacement ECU dump” to do the needed
modifications in the replacement ECU dump. Press "Save replacement ECU dump" to save the
modified dump into a new file, which you can program into the device after that.



ECU Exchange - Dump Tool x|

Choose ECL type:

EDC16 -
00000000 oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - '?
oooooolo oo o0 00 Qo o0 a0 00 00 a0 a0 o0 0o Qo0 oo oo oo I
00000020 oo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 oo Load active ECU durmp

0oooooso 00 00 o0 00 Q0 00 00 00 00 00 0o o0 00 0o oo oo
00oooo40 00 00 o0 00 Q0 00 00 00 00 00 oo o0 00 0o oo oo
00000050 00 00 00 00 Qo0 00 o0 00 00 00 oo 00 00 0o oo oo
0ooooos0 00 00 00 00 00 00 00 60 00 00 00 00 00 00 0o oo
0oooooyo 00 00 o0 00 Q0 00 oo 00 00 00 oo o0 00 0o oo oo
0ooooos0 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 0o oo
0oooooso 00 00 o0 00 00 00 0o 00 00 00 0O 00 Qo0 00 0o ?iI:J
k

|«

Ooooonnn MD oo o0 oo 00 00 00 QOO Q0 Q0 00 00 00 Qo 0o oo - '?
OO000010 00 Q0 00 00 00 00 00 Q0 o0 o0 oo 00 Qo0 o0 QOO 00 £
Qa0000z0 00 00 00 0O 00 Q0 Q0 OO0 a0 o0 oo OO a0 oo oo oo Load replacement ECL dump

00000030 00 00 00 00 Q0 00 00 00 00 00 oo o0 00 0o oo oo
oooooo40 00 00 00 00 Qo0 00 00 00 00 00 00 00 00 00 0o oo
00000050 00 00 00 00 Q0 00 o0 00 00 00 oo 00 00 0o oo oo
oooooos0 Q00 00 00 OO0 Q0 00 0o 00 00 00 0o o0 00 0o oo oo Change replacement ECL durnp
0oooooTo 00 00 o0 00 Q0 00 00 00 00 00 oo o0 00 0o oo oo
00oooos0 00 00 00 00 Q0 00 o0 00 00 00 oo o0 00 0o oo oo
00ooooso o0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ?iI:J
F

<

Save replacement ECL dump

1Y . cormt e
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3.5.19 Special function “Door unlocking”

This function is dedicated to open the doors of the car when the car is in SAFE mode.
To use this function you will need to connect manually some PINs of the VAG Interface OBDII
connector with cables to the wiring of the CAR.

_ﬁ

So you've to find somewhere in the car the desired wires — orange with green (CAN-H) and orange
with brown (CAN-L), and you've to connect them to OBDII connector PIN6 (CAN-H) and OBDI
Connector PIN14 (CAN-L). Also you've to connect OBDII Connector PIN4 (Ground) to any metal
part of the car.



After you're ready you can call the “Unlock doors” special function. Following dialog will be
displayed:

Doorumodang x
nlock = Unlnﬁg:wl
ouareg/Fhaston
O7iaBMlmad i A8
Unlock Parzche
Cayenne
OBON Fin 6 <-x CAM-H [orangedgreen]
OB Pire 14 <-» CANH /b
Unlock Y Passat Urlock V! EOS i s
QBOI Fired <-» GHD [metal part of the car]
Urlock Audi 43 Unlock Audi &4 Exit

oberepair-CU”

So for any of the desireWrNg(}Q‘ you've to press the appropriate button.

ATTENTION: In the most cases this only opens the do  ors. It doesn't disable the alarm!



4 ABRITES VAG C Heck

The “ABRITES VAG Check” is a tool which performs self-diagnostic of the USB dongle and
interface.

65 vAG K +CAN hardware check x|

— Dongle check

Durnp file: I | | |Generate dumip

— Interface check

| Detect Interfaces | [ Include K-Line test

I Durnp file: I | | |Generate durmp

It has two sections:
- Dongle check — performs self-diagnostic of the Usggﬁfgl.e C Om
- Interface check — performs 8@@@3}&@9e% interface
WWW -
Pressing the “Detect” button from the dongle section performs a detection whether the dongle is
successfully read.
NOTE: This will not check the dongle data for inconsistency!

If you specify a dump file in the “dongle section” and press the “Generate dump” button, then all
dongle data will be read, and this file can be examined from the producer. This file should be sent
to the interface producer if there are problems with the interface, e.g. interface is not recognized,
K-Line is not working, or if requested by by producer.

NOTE: If you get an error message “0x10001” while r  unning the “ABRITES VAG
Commander” please send the dongle dump to “support@ abritus72.com”

In the “Interface section” there is a possibility to perform a detection of the interface — pressing the
“Detect Interface” button checks for interface availability, firmware version and interface ID. You
are able to perform also test of the K-Line, but this requires that the interface is connected to the
OBDII since the K-Line requires 12V.

Also results from detection of the interface and K-Line test can be saved into a file if “Dump file”
field is entered and “Generate dump” button is pressed. This dump file should be sent to the
producer if there are problems with the interface recognition.



5 ABRITES VAG U ppate ReQUEST

The “ABRITES VAG Update Request” tool is dedicated to inform you which is the latest version,
which is released from the producer, and to allow you to request a compilation for your interface.
The “ABRITES VAG Update Request” can be used also if you have problems when running the

“ABRITES VAG Commander” as described in the “Troubleshooting” section.

YiIG YAG K+CAN update request ﬂ
=
Last 5W released from LfbritusT2:
VAG E4CAN commander 4.1
=
Check latest version |
— Reguest data
Contact persor: IF'eter Adamsz
e-mail Ipeter.adams@yahm.mm
Interface 1D: IB':'[:'EI *
E st

Pressing “Check latest version” Willq(:2 @@r@@@e@%’r%t t.o the producer homepage and
will return to you whicthhéWtest eased version.

If you want to receive this latest software, or if you have some problems as described in the
“Troubleshooting” section, you should enter the “Request fields” and press the “Request” button.

NOTE: This requires that the dongle and the interfa  ce are connected to the PC. After the
request is made a text file named “SW_Update_Req_xx  xx.bin” is created, where “Xxxx”" is
the number of your interface (2 or 4 digits). After the file is generated you have to send it
manually to update@abritus72.com.




6 TROUBLESHOOTING

Below you can find a list of typical problems and how to solve them:

Problem: When starting the “ABRITES VAG Commander” on the splash screen “Interface NOT
found " is displayed
Solution:

Please be sure that the USB interface drivers are installed properly. You can look at the
device manager, the USB interface should appear as “USB Serial Port (COMxx)” where
“xx" is the number of the port
If the interface is recognized OK, then please try to unplug and plug it again into the USB
slot and restart the “ABRITES VAG Commander”.
If the interface is not recognized (the USB interface appear with yellow exclamation mark in
the device manager), then you can try to solve the problem by uninstalling and reinstalling
the USB interface drivers (see sections “Installing USB interface drivers” and “Uninstalling
USB interface drivers”).
If the problem is still present, you can try to set the used port manually as follows:

o Start the “ABRITES VAG Commander”

0 Press the “Options” button

0 Uncheck the “Autodetect” check-box and enter the number of the port from the

device manager. ' C om
0 The changes will take qﬁe&@eﬁ@t@&%@\éRITES VAG Commander”
WWW .« O

NOTE: Please take into account that the used port will change when inserting the USB

interface into different USB slots, so the manual setting of the port should be repeated

in this case.
If the problem is still present, please run the “ABRITES VAG Check” and try to auto-detect
the interface and generate a dump from the interface. Report about the problem to
Abritus72 Ltd. with the included interface dump file.

Problem: When starting the “ABRITES VAG Commander” on the splash screen neither “Interface
found " nor “Interface NOT found " is displayed
Solution:

Please try to unplug and plug the dongle and the USB interface again into the USB slot
and restart the “ABRITES VAG Commander”.

If the problem is still present, please run the “ABRITES VAG Update Request” and request
an update of your software. Please be sure that the version of the “ABRITES VAG Update
Request” is at least 1.1 (displayed in the title bar when “ABRITES VAG Update Request” is
started). Please specify in your mail what kind of problem yo u have when running the
“ABRITES VAG Commander”.

Problem: When starting the “ABRITES VAG Commander” the splash screen is displayed but the
application freeze on this state for about 1-2 minutes. After that “Interface found” is displayed and
application functions normally.



Solution: Probably there are some bluetooth devices installed on the PC. Please try to deactivate
them temporally.

Problem: When starting the “ABRITES VAG Commander” a message “Error code: 0x10001.
Please contact ‘support@abritus72.com’ with the Error code in the subject”
Solution:

- Please run the “ABRITES VAG Update Request” and request an update of your software.
Please be sure that the version of the “ABRITES VAG Update Request” is at least 1.1
(displayed in the title bar when “ABRITES VAG Update Request” is started). Please
specify in your mail what kind of problem you have when running the “ABRITES
VAG Commander”.

Problem: When starting the “ABRITES VAG Commander” a message “Error code: 0x10002.
Please contact ‘support@abritus72.com’ with the Error code in the subject”

Solution:

Probably the dongle is not inserted into the USB slot or it is not recognized in the device manager.
You can check in the device manager whether it is recognized. It should appear as “Matrix USB-
Chip” in the “Universal serial bus controllers” section if your tool is buy before December 2007, or
as “HID-compliant device” in the “Human Interface Devices” if it is buy after December 2007.

Problem: When starting the “ABRITES VAG Commander” a message “Error code: 0x10003.

Please contact ‘support@abritus72.com’ with the Error code in the subject”

Ii(r)cl)LtJ):l))rl])./ SW dedicated for other interface.was_t i tér tglgpm .
oyrinterface~’Pfease run the “ABRITES

VAG Check” tool and pre du@‘@dvl‘\zhggg Then send this dump file to

“support@abritus?Z.coﬁ'l‘fjﬁ\ﬁﬁA ’

Problem: When starting the “ABRITES VAG Commander” a message “Error code: 0x10004.
Please contact ‘support@abritus72.com’ with the Error code in the subject”

Solution:

Please run the “ABRITES VAG Check” tool and prepare a dump file of the dongle. Then send this
dump file to “support@abritus72.com”

Problem: When starting the “ABRITES VAG Commander” on the splash screen “Interface found ”
is displayed, but is not possible to connect to device (especially through K-Line)

Solution:

Make sure that if you run the “ABRITES VAG Commander” from a shortcut the “working folder” is
set to the folder where the “ABRITES VAG Commander” executable is placed.

Problem: The device connects sometimes to the device under K-Line, and sometimes not.
Solution:
Try to increase/decrease the “Wakeup echo delay” timing parameter.

Problem: The connection with the device under K-Line is unstable.

Solution:

Try to increase/decrease the “Inter byte time”, “Time between messages” and “Communication
echo delay” parameters.



Problem: How to recognize whether the instrument cluster is A4 RB4 or A4 RB4 Crypto.

Solution: If the instrument is not crypt (this means it is RB4) the immobilizer number (14 ASCII
symbols) is found on addresses 0x00, 0x100 and 0x200. If the immobilizer number is placed there,
then the instrument is not crypt, otherwise

Problem: After reading the A4 RB8 instrument, the instrument displays “LO x-x" instead the
odometer.
Solution: Read the RB8 instrument EEPROM, and change the immobilizer status to 6.

Problem: It is not possible to connect to a device through the K-Line, since it is possible to
connect to it with other diagnostic tools.
Solution: Try to change the baud sequence to 9600/10472 from the options dialog.

Problem: Cannot read Motometer instruments.
Solution: Download and replace file www.abritus72.com/mmdata.bin into the ABRITES VAG
Commander folder.

Problem: Some device cannot be read or unexpected behavior was found
Solution: Please enable the logging as described in chapter 3.1.5 and send to use the
corresponding log-file.

www.obdzrepa



7  APPENDIX

7.1 Programming instrument clusters from Magneti Ma relli (K-line diagnostic link)

7.1.1 Instrument cluster from Audi A3, Audi A6, Aud i TT, VW New Beetle

Access to these type is possible using the types “Instrument Cluster Magneti Marelli - Direct 1996-
2000” and “Instrument Cluster Magneti Marelli - Direct 2000+” depending of the production year of
the car. So you have to select the one of the both types and then try to read the EEPROM.

Please note that the threshold of the year 2000 is not absolute, some models are continue to be
equipped with older instruments even if they are after year 2000. So the best way is to choose first
the “Instrument Cluster Magneti Marelli - Direct 1996-2000", if not succeeded you have to make
the ignition OFF and again ON, and to try with the “Instrument Cluster Magneti Marelli - Direct
2000+” type.

If succeeded to read, the PIN code and odometer arg o a}@aﬂy@e@gg\zed and displayed for
Magneti Marelli direct types % in @3@@@ n do it by yourself using the description
below:

1. Inthe EEPROM search for the Immobilizer number (AUZ..., WAUZ...). If the immobilizer
number is found, then the login is the two bytes preceding the immobilizer number.

0O003EB10|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|................
gooosgzo0|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|......... ... ...,

oooo3Bs0|FF FF FF FF FF FF FF FF FF FF FF FF FF FF 87 BF | ... ..ot o
gooose40(¥73 90 FF FF FF FF FF FF 00 00 FF FF FF FF FF O0j=...............
gooosgs0)|00 FF FF FF FF FF FF FF 00 01 D4[E§:§g]4l T +ATZ
0oo03Be0 |35 5& 30 41 58 58 58 58 58 58 58 3B 5A 79 |5E0AXOGDOE. i Ev
Qoo03B70 |96 Be 00 FF FF 42 20 %3 5D 43 7F FF 30 42 DE B5|..... B ..C..0B..
goooseso|s7 42 20 ES 31 FF FF FF FF FF FF FF FF FF FF FF|WE .1...........
oooo3gso |FF FF FF FF FF 04 0D 2B 41 55 5A 35 5& 30 41 58|....... +AUZ5Z04K

00003BAOD |58 58 58 58 58 58 11 1E 3B 54 79 96 Be 00 FF FF |20C00EL L Z2v. .. ..
oo0oo03BEO |42 20 93 9D 43 7F FF 30 42 DE BS 57 42 20 E& 31|(B ..C..0B..WE .1
O0oO0o03BCO|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|................
gooo3sepo|04 0D 2B 41 55 SA 35 5A 30 41 58 58 58 58 58 58| . . +AUZSZ0AXEEEE
OO003BEO |58 11 1E 3B S5& 79 96 Be 00 FF FF 42 20 93 9D 43|X. . :Zv..... B ..C

E.g. on the picture above the immobilizer number is AUZ5Z0AXXXXXXX and the login is “0D2B”
in hexadecimal or 3371 in decimal



2. If the immobilizer number is not present, then the login is found somewhere in the region
0x0070-0x009F in the EEPROM. Starting from 0x0070 in the EEPROM (i.e. 0x3870 in the
memory area) there should be a long sequence of OxFF (e.g. about 7-8 bytes of OxXFF). The
first two bytes which are not OxFF should be the login.

00003800 |FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|.........ovuun..
gooo3s10(FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|......... ... ...,
Qo0038Z0(FF FF FF FF FF FF FF FF EA 00 01 18 1F CC FF FF|....... .. .o
00003830 (FF EA De 01 FD C1 1E FF FF FF 1E FF FF FF 1E FF|......... ... ...

00003840 (FF FF 06 06 F9 FF FF FF 10 00 47 453 36 35 54 54 |.......... GERSTT
Qooos3ss50(31 30 30 30 31 10 FF FF FF FF FF FF FF FF FF 23|10001.......... #
oooos3ge0 |07 23 03 02 00 OO0 1E 00 32 20 00 00 0Z 00 32 FF|.#...... 2 L2,
00003870 FF FF FF FF FF FF FF FF FF FF FF FF|................

FF FF_FF FF

00003880 |FF (M4 7F100 01 OF 14 FBE 00 00 02 00 FF FF FF FF|uvunneeennnnnn.
00003890 |FF FF FF FF 03 6D FF FF FF FF FE 63 1B FF FE 63)..... m..... ¢...c
000038&0|1B FF FE 63 1B FF FE 63 1B FF FE 63 1B FF FE 63|...0...C...C...C

E.g. on the picture above starting from address 0x0080 of the EEPROM there are 17 bytes with
OxFF, then follows the login which is 0x047F in hexadecimal or 1151 in decimal.

| i, COM
The odometer consists of two blocks m:@f@/ @‘(@@té \;snh the inverted odometer, followed by
0x90 bytes with the reat\,qdmﬁ\kgtef, is may vary (e.g. blocks with 0x98 bytes instead 0x90, or
first is the real value and then the inverted). So if the odometer is displayed correct, you can try to
change it. But please be always sure that you change the odometer only after it is displayed
correct (only small deviation is possible).

7.1.2 Instrument cluster from Audi TT-K

- First try to access the instrument as one of the "Magnet Marelli direct" types (especially for
year 2000+) and if succeeded proceed as described above

- If not succeeded select type “Magneti Marelli - Shadow 3 (TT)” and read EEPROM. Currently
for the software versions we know the login can be located as described above, and the
odometer starts from address OxAA to address 0x1C8 (marked in the picture below).



gooooooo oo 1D 0o 17 00 0& 00 0A OO OB OO0 OB OO O OO0 OD
gooooolo|oo OE FF FF FF OFF FF FF FF FF FF FF FF FF FF FF
goooooZo|FF FF FF FF FF FF FF FF EA 00 03 78 00 2B FF FF
gooooos0|FF FF FF FF ED 9B FF F9 FF FF FF FF 1E FF 1E FF
oooooo40|1E FF 39 B9 OB 96 58 58 58 58 58 58 58 58 FF FF
goooooso|0e Oe FF OFF FF OFF 10 00 58 58 58 58 58 58 58 58
goooooe0n |58 58 58 FF FF FF FF FF FF FF FF FF FF FF FF FF
goooooyo|oY FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
goooooso | FF FF FF FF FF OFF FF FF FF FF FF FF FF FF FF FF
goooooso|FF FF 1D EE OO 04 OF OO0 FF FF FF FF FF FF FF FF

ooooooan FF
ooooooEeD 3! 7 FF 37 B 37 BF FF
goooooco 37 BF FF a7 B F FF
gooooono F FF 37 B F FF
ooooooED FF i F FF
oooooorn FF 37 B F FF
goooolon F FF : i F FF
ooooo1ln FF 37 B F FF
ooooolzo FF 37 B F FF
ooooo1s0 F FF 37 B iF 00
ooooo14n ao ; 40 00
ooooo1so 40 00
ooooolen C ao CoE 40 00
goooolyo ' ao CoE 40 00
ooooolsn Ca ao CoE 40 00
ooooo19n C ao C

ooooolan ca ao

ooooolEn ao

gooooico oo 01 3 40

ooooolno|FF FF FEF F

g Eg‘ggxf p FF
ooooolED V@ﬁqFf(E FF FF FF FF FF FF FF FF FF FF




7.1.3 VW Passat - usually these Instruments are be fore year 1998

- First try to access the instrument as one of the "Magnet Marelli direct” types (especially for
year 2000+) and if succeeded proceed as described above

- If not succeeded select type "Magneti Marelli - Shadow 2 (Passat)” and read EEPROM. The
login is displayed; odometer is displayed as “0”, but can be changed. When the "Change
odometer" button is pressed a dialog appears, where the current and the new odometer
values should be entered.

7.1.4 VW New Beetle

- First try to access the instrument as one of the "Magnet Marelli direct" types (especially for
year 2000+) and if succeeded proceed as described above

- If not succeeded select type "Magneti Marelli - Shadow 1” and read EEPROM. The login is
not displayed. The odometer is displayed as “0”, but can be changed. When the "Change
odometer" button is pressed a dialog appears, where the current and the new odometer

values should be entered.

r .com

WWW.obd2fepall



7.2 Porsche Cayenne/VW Touareg gasoline engines — EC U wakeup fuses

Porsche Cayenne — fusebox




7.3 Audi A8 fusebox (passenger side — wakeup ECU):




7.4  Audi Q7

To get communication with the ECU you need to short the fuses as shown on the picture below:




If not succeeded to communicate with the ECU then you should try as on the picture below:

If you're still not able to get communication with the ECU it is possible to make short of the external fusebox
(it is found under the front cover, where also the engine is). You've to short the first 5A fuse with the +12V
connection as shown on the picture. Please pay attention that you've to use a bigger cable because if you
use a small cable it can become hot.



7.5 Audi A6/RS6 (except 3.2L)

To get communication with the ECU you need to short the fuses as shown on the picture below:



7.6 Audi A6 3.2L FSI

To get communication with the ECU you need to short the fuses as shown on the picture below:



7.7 VAG K+CAN Commander key-learning procedures

Programmer Transponder/ Key Learnig proced-
Model Year Solution needed Key ure
Audi A2 all OBD-K not needed TPO8 Procedure 1
Audi A3 -2003 OBD-K not needed TPO8 Procedure 1
Audi A3 2003-2007 OBD-CAN Key programmer TP25/TA5 Procedure 4
Audi A3 2007+ OBD-CAN Key programmer TA5 Procedure 5
Audi A4 -2003 OBD-K not needed TPO8 Procedure 1
Audi A4 2003-2008 OBD-K Key programmer TA25 Procedure 6
Audi A4 2008+ n.a
Audi A5/S5 n.a
Audi A6 -2004 OBD-K not needed TPO8 Procedure 1
Blank key for
Audi A6/RS6 2004+ OBD-CAN Abrites programmer Q7/A6 Procedure 9
Audi Allroad -2004 OBD-K not needed TPO8 Procedure 1
Blank key for
Audi Allroad 2004+ OBD-CAN Abrites programmer Q7/A6 Procedure 9




Blank key for

Audi Q7 2004+ OBD-CAN Abrites programmer Q7/A6 Procedure 9
Audi A8 -2002 OBD-K not needed TPO8 Procedure 1
HITAG-2/Key pro- PCF7936 or
Audi A8 2002+ OBD-CAN grammer key Procedure 7
HITAG-2/Key pro- PCF7936 or

Audi A8 2007+ grammer key Procedure 8
Audi R8 n.a

Audi TT -2005 OBD-K yes TPO8 Procedure 1
Audi TT 2007+ OBD-CAN Key programmer TAS Procedure 3.2
VW Golf5 -08/2006 OBD-CAN not needed TP23/TA3 Procedure 2
VW Golf5 08/2006-2008 OBD-CAN Key programmer TA3 Procedure 3.1
VW Golf5 2008+ OBD-CAN Key programmer TA3 Procedure 3.2
Seat Alhambra 2000+ OBD-K not needed TP22/TA2 Procedure 1
Seat Altea -08/2006 OBD-CAN not needed TP22/TA2 Procedure 2
Seat Altea 08/2006-2008 OBD-CAN Key programmer TA2 Procedure 3.1
Seat Altea 2008+ OBD-CAN Key programmer TA2 Procedure 3.2
Seat Arosa 1998-2004 OBD-K not needed TPO8 Procedure 1
Seat Cordoba 1996-2004 OBD-K not neeged A NYTTP08 Procedure 1

1%~
Seat lbiza -2007 ,QB}&—H 2 r e& %’eded TPO8 Procedure 1
W Geo

Seat Leon -2 OBD-K not needed TPO8 Procedure 1
Seat Leon -08/2006 OBD-CAN not needed TP22/TA2 Procedure 2
Seat Leon 08/2006-2008 OBD-CAN Key programmer TA2 Procedure 3.1
Seat Leon 2008+ OBD-CAN Key programmer TA2 Procedure 3.2
Seat Toledo -2003 OBD-K not needed TPO8 Procedure 1
Seat Toledo -08/2006 OBD-CAN not needed TP22/TA2 Procedure 2
Seat Toledo 08/2006-2008 OBD-CAN Key programmer TA2 Procedure 3.1
Seat Toledo 2008+ OBD-CAN Key programmer TA2 Procedure 3.2
Skoda Octavia 1997-2003 OBD-K not needed TPO8 Procedure 1
Skoda Octavia Il -08/2006 OBD-CAN not needed TP24/TA4 Procedure 2
Skoda Octavia Il 08/2006-2008 OBD-CAN Key programmer TA4 Procedure 3.1
Skoda Octavia Il 2008+ OBD-CAN Key programmer TA4 Procedure 3.2
Skoda Scout -08/2006 OBD-CAN not needed TP24/TA4 Procedure 2
Skoda Scout 08/2006-2008 OBD-CAN Key programmer TA4 Procedure 3.1
Skoda Scout 2008+ OBD-CAN Key programmer TA4 Procedure 3.2
Skoda Roomster 2007+ OBD-K not needed TPO8 Procedure 1
Skoda Fabia 2000+ OBD-K not needed TPO8 Procedure 1




Skoda Superb -01/2007 OBD-K not needed TPO8 Procedure 1
VW Bora BOSCH 1997+ OBD-K not needed TPO8 Procedure 1
VW Bora Motometer 1997+ OBD-K not needed TPO8 Procedure 1
VW Caddy VDO 2004-09/2006 OBD-CAN not needed TP23/TA3 Procedure 2
VW Caddy -2008 OBD-CAN not needed TP23/TA3 Procedure 2
VW EOS -08/2006 OBD-CAN not needed TP23/TA3 Procedure 2
VW EOS 08/2006-2008 OBD-CAN Key programmer TA3 Procedure 3.1
VW EOS 2008+ OBD-CAN Key programmer TA3 Procedure 3.2
VW Golf 4 BOSCH 1997+ OBD-K not needed TPO8 Procedure 1
VW Golf 4 Motomet-
er 1997+ OBD-K not needed TPO8 Procedure 1
VW Golf 4 VDO 1997+ OBD-K not needed TPO8 Procedure 1
VW Cross Golf -08/2006 OBD-CAN not needed TP23/TA3 Procedure 2
VW Cross Golf 08/2006-2008 OBD-CAN Key programmer TA3 Procedure 3.1
VW Cross Golf 2008+ OBD-CAN Key programmer TA3 Procedure 3.2
VW Jetta -08/2006 OBD-CAN not needed TP23/TA3 Procedure 2
VW Jetta 08/2006-2008 OBD-CAN Key programmer _ hA3 Procedure 3.1
T x . M U Ittt
VW Jetta 2008+ OBR-CAN) |1 @@@r;ﬂﬂ er TA3 Procedure 3.2
QpU=E="+
VW Multivan ZWWW ° OBD-K not needed TPO8 Procedure 2
VW Passat B4 Moto-
meter 1996+ OBD-K not needed TPO8 Procedure 1
VW Passat B4 VDO 1997+ OBD-K not needed TPO8 Procedure 1
VW Passat B5 VDO 2001+ OBD-K not needed TPO8 Procedure 1
VW Passat B5S Moto-
meter 2001+ OBD-K not needed TPO8 Procedure 1
VW Passat B6 2005+ OBD-CAN Key programmer TA3 Procedure 3.2
HITAG-2/Key pro- PCF7936 or
VW Phaeton -2007 OBD grammer key Procedure 7
HITAG-2/Key pro- PCF7936 or
VW Phaeton -2008 OBD grammer key Procedure 8
VW Polo VDO 2000+ OBD-K not needed TPO8 Procedure 1
VW T4 Motometer 1998+ OBD-K not needed TPO8 Procedure 1
VW T4 VDO 1998+ OBD-K not needed TPO8 Procedure 1
VW T5 2002+ OBD-K not needed TPO8 Procedure 1
HITAG-2/Key pro- PCF7936 or
VW Touareg -08/2007 OBD-K grammer key Procedure 7
HITAG-2/Key pro- PCF7936 or
VW Touareg 08/2007+ OBD-CAN grammer key Procedure 8
VW Touaran -08/2006 OBD-CAN not needed TP23/TA3 Procedure 2
VW Touaran 08/2006-2008 OBD-CAN Key programmer TA3 Procedure 3.1




VW Touaran 2008+ OBD-CAN Key programmer TA3 Procedure 3.2
HITAG-2/Key pro- PCF7936 or

Porsche Cayenne -2007 OBD-K grammer key Procedure 7
HITAG-2/Key pro- PCF7936 or

Porsche Cayenne 2007+ OBD-CAN grammer key Procedure 8
HITAG-2/Key pro- PCF7936 or

Bentley Continental -2007 OBD-K grammer key Procedure 7
HITAG-2/Key pro- PCF7936 or

Bentley Continental 2007+ OBD-CAN grammer key Procedure 8

7.8 Dump tool special function

The dump tool receives as input a dump file from the corresponding unit (input dump is loaded
with the “Load dump” button). The dump file may have been read either via OBDII or with a
programmer (especially for units where reading via OBDII is not possible). As output the dump tool
displays some data extracted from the input file and/or makes some modifications to the input
data. If any modifications were made (for some sub-functions there are no modifications made,
only data are visualized) the user has to write the modified dump to a desired file (with the “Save
dump” button), and then this modified dump should be saved back to the device via OBDII or with
a programmer.

If data are read/write with a programmer the user must take care to ensure that the proper byte
order is used. Because most of the programmers are reading the data on 16bit words, the byte
order in the dump depends on the used programmer — some programmers are producing dumps
starting with the least significant byte, and some are produqmg dum@; mng the most significant
byte. This means that for the same unit tw n produce different dumps.
Normally the software tw tpda yte order of the dump, but if it doesn't succeed, then
you may need to use the “Swap bytes” button. This buttons changes alternatively the byte order
into the dump. So if after loading the dump file into the dump tool data cannot be extracted or
modified, or the extracted data are not valid (e.g. displayed PIN is not accepted from the car),
please try to swap bytes to get result. For some functions the swapping is made automatically (for
example the decoding of the Kessy), but for some function the user has to made this manually.

A more detailed description of the most important functions follows below:

- IMMO - KESSY - Audi A8, VW Touareg, VW Phaeton, Por sche Cayenne, Bentley
Continental [ 93C86 ]
Required license: ANOO3
This function is used to extract the security code from the Kessy module (this module is used in
Audi A8, VW Touareg, VW Phaeton, Porsche Cayenne and Bentley Continental). The function
also displays the learned keys and visualize/change the immobilizer and VIN numbers.




Dump Tool ] |

Tuope: [MRD - KEESSY - Audi A8, % Touwareg, Y Phaeton, Porsche Cayenne, Bentley Continental [ 33C36 | bt
ooooooon 81 80 01 00 00 00 32 00 00 00 00 74 BS 01 00 0O ...... b ] |- | Lead dump ‘
ooo00o010 00 00 00 00 AR AA CA 30 33 30 36 C& 30 30 30 31 ...vuwa 0306.0001

o00o0o0zZ0 85 32 31 ZE 30 31 Z2E 30 33 6a 30 38 85 32 31 ZE .Z21.01.03309.21. | S ave dump ‘
ooo0ons0 3031 ZE 30 33 01 00 00 01 00 00 01 FF 01 00 01 OL. 03, ceeennnnss | Swap bytes L/H

oooooo40 oo OF OE 4B 33 44 30 39 30 3% 31 33 35 46 20 D7 ...K3DOS09135F .
ooo00050 35 57 4B 34 37 30 32 31 DA 5o 42 52 42 34 7§ DA SWK4T0:Z1.VERBLx.
oo000060 56 42 52 42 34 Y8 DA 56 42 52 42 34 78 05 04 00 VERE4x.VEREM. ..

00000070 00 FF 05 0Z 00 02 FF 0L FF FF FF FF Ol FF FE FF «uvvnvnnenranens il |D?E;r IM'
00000030 FF 0L FF FF FF FF 0L FF FF FF FF OL FF FF FF FF evnvivneenrnnnes R

00000090 0L FF FF FF FF OL FF FF FE FF 0L FF FF FF FF D2 vueevaeenenennn AR S
000000A0 O1 70 56 57 54 33 54 30 43 31 30 33 34 34 39 30 .pVWZ3z0Cl034490 {WEDUD%DDU Set
Q00000ED 0L 00 00 00 00 00 00 00 29 00 23 05 0B 00 07 03 .euenn. [ - -

N0000OCO 0L 00 00 00 0L 00 00 00 0L 00 00 00 01 00 00 00 «@nenenrenennnn. ,

00000000 01 00 00 00 Ol 00 00 00 20 74 A0 FO 7B 9B FO 72 cuvuren. T |WGZZZ?LZ3DD1DDUU
NO000DED 9C FO 83 43 FO CE 65 90 FO 65 90 FO 00 00 00 00 ...... e T

NO0000FD 00 00 01 00 00 E5 EB E3 70 35 A FO C2 2B 41 75 ...o.wn. 15, .. +hu

00000100 F6 BOD 80 4B 01 00 7F 7E OL 00 93 2C 60 01 00 00 ... E.vewaea,lon. o

<] _*H

Pressing the “other data” displays the learned keys and also allows changing the immobilizer
status (on some models changing the immobilizer status is used to put the Kessy e.g. into deliver
condition).

Kep 1. DCO04426 Key 5 FFFFFFFF ep ailxr. com
Key 2: BE 344320 K y\'g.-IFFF D A2Y

Key 3 FFFFFFFF W\t\iy  FFFFFFFF

K.ey 4: FFFFFFFF K.ey 3 FFFFFFFF

Immo status: i Set

- EZS-Kessy Security access code [9S12]
Required license: AN0O3
This function is used to extract the security access code from the EZS-Kessy. The EEPROM of the
EZS-Kessy is found inside the microcontroller (Motorola HC9S12 family) and is typically read with
a programmer, for some older version of the EZS-Kessy (till V2.0.2 of the EZS-Kessy) is also
possible to be read by OBDII.



Dump Tool [ |

Tuope: EZS-Fessy Secunty access code [9512] ot
ooooooon 24 68 10 02 00 10 FD EBO FF FF 00 FF 32 33 39 37 sh.......... 2397 & | Lead dump
ooooonlo 37 33 30 30 32 36 30 30 31 31 FF FF 30 35 37 37 7300260011..0577

oooooo20 36 33 30 30 30 34 30 36 30 31 FF FF 35 39 32 35 6300040601..5925 | S ave dump ‘
ooooons0 31 30 30 31 32 30 36 30 300 33 39 30 33 31 30 34 100l2060035903104 | Swap bytes L/H ‘

nooo0040 34 32 34 37 35 FF FF FF 36 30 2E 32 30 2E 30 32 42475...60.20.02
o0000050 36 36 33 30 57 41 55 54 5& 54 34 4C 30 37 44 30 a630WAUZZZ4ALOTDO
nooo00s0 30030 30 30 30 FF FF FF 02 20 66 03 34 46 30 39 00000.... £.4F09 e F%T__
00000070 31 30 38 35 32 20 20 20 300 32 32 30 00 02 02 00 10852 nzao....
oooooos0 07 ED 24 10 77 S5F 30 38 ZE 30 33 ZE 30 37 FF FF ..*.w_08.03.07..
00000090 34 46 30 39 30 35 38 35 32 42 20 20 20 33 31 FF 4F0905352EB 3l1.
noooooil FFOFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..ovvveeeennnn
000000B0 33 30 35 32 34 34 37 33 32 30 30 31 32 30 36 30 3052447320012060
ooooooco 30 33 33 30 31 30 31 30 33 35 33 33 30 FF FF FF 0330101035330...
oooo00p0 FFOFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..vvivnnnnnnnnss
000000EQ FFOFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ....vveennnnnnn,
ooooa0Fd FFOFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... veeeeanna
oooooloo L1 17 FF D4 22 2F A4 FD &6 ES 49 FE 11 17 FF D4 ...."f....I...;;r:J
4

[«

- Comfort module component protection data (Passat B6 )
Required license: ANOO9
This function is used to extract the 7bytes of the component protection data for Passat B6. This
function requires a dump file from the comfort module |x t@e@mhe component
protection bytes which are alw. t@ %@Q tro un|t So you need to load the dump
of the comfort module émﬁ\tﬁé’ﬂy og is displayed where you can put the six bytes of the
component protection manually or you can directly load the ECU dump too. The tool accepts an
ECU dump from EDC16, PPD1x, MED9x and ME7x ECUs.



Comfort module component protection data [Passat Bb)

oooooolo
00000020
00000030
00000040
oo0oooso
oo0o00aosn
0o0oaovo
oooooos0
oo000oso
00000040
100000E0
ooooooco
oooooopo
000000ED
0o0000o0Fo
oooooloo
ooooolio
o00001z0
00000130
00000140
ooooolso
oooo0lso
00000170
ooooolso
ooooo1so
00000140
100001E0

(1

00000000 JF

g3
34
34
FF
FF
Sh
uxe}
43
FF
A5
FF
FF
FF
57
30
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
62
33
33
FF
FF
S
03
gz
i}
FF
FF
FF
FF
34
a0
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

ao
ZD
33
33
FF
FF
FE
57
oo
0z
FF
FF
FF
FF
32
30
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

ao
2D
43
45
FF
FF
B5
o

oo
ZE
20
20
FF
FF
47
03

uii}
ZD
0
20
FF
FF
14
62

oo
2D
30
20
FF
F
FE
SA

i}
ZE
34
FF
FF
FF
i}
FF

oo
ZDh
35
FF
FF
Fi
03
FC

o
ZD
33
FF
FF
TF
63
B2

oo
33
33
FF
FF
FF
ui}
a6

ao
43
43
03
FF
FF
03
FF

ECU component protection data

%" Load ECL component protection data from durmp

™ Enter component protection data manually

Load ECU durnp

a7
30
30
g0
FF
FF
a4
oo

a0
39
39
FF
FF
FIr
oo
43

Z9
35
35
FF
FF
FF
03
g6

............. 1) |
39 .b--.--.--3C035%9
39 433H 04533C0959

FF 433H

|
7

Load dump

0k

=

Save dump

Swap bytes L/H

Cance

Load dump from EDCTE/ME Pu/ME DS [uncr}lpted]!ﬁimos FFD/Simoz F5I

[dtherdrata

umber

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

Ef
FF
FF
FF
FF
EF
FE

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

I

(—) :
O

St

E xit

The function also visualize/change the immobilizer and VIN numbers.




Comfort module component protection data [Passat B6] -

00000000 FF OFF 00 00 00 00 00 00 00 00 00 00 07 60 29 OC ...ieeennnnnns . oA L
00000010 §3 62 20 ED ZE ZD ZD ZE 2D &l 33 43 30 3% 35 39 .b--.--.--3C03253%3 &
00000020 34 33 33 43 20 20 30 34 35 33 33 43 30 3% 35 39 433H 04533C095%
00000030 34 33 33 43 Z0 20 20 FF FF FF FF 03 80 FF FF FF 433H .........
00000040 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ...viinnninnnass =
00000050 FF FF FF FF FF FF 7F FF F& 7F FF FF FF FI' FF FF ...vvnnnnnnnnnss H
00000060 54 S5A FE BS 47 1A FE 00 03 63 00 03 64 00 03 56 Z2..6G....c..4..¥

00000070 00 03 57 00 03 62 54 FF FC B2 56 FF 00 43 &8 00 ..W..hE...V..C.. Save dump
00000o0s0 43 &2 00 43 33 00 43 &84 00 43 65 54 FE 7% 62 44 C..C..C..C.Z.¥hT
00000090 FF OO 02 69 00 Q7 A5 N0 N7 AR NN N2 &7 NN N7 AR i s f a0 h
R R L LR Component security = Swap bytes L/H
000000E0 FF FF FF FF FF F
noooooco FFE OFF FF FF OFF

Load dump

nooooop0 FFOFF FF FF FF
000000ED 57 34 32 31 38
00o0000F0 30 50 30 30 33
noooolo0 FF FF FF FF FF
nooo0llo FFOFF FF FF FF
nooo0lzo FFOFF FF FF FF - Irrna number
00000130 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .. o eeeeeiinnnss '\ 202000000000
00000140 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... .ccovinannns !

nooools0 FFOFF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... ..veivnncnnns
noo00led FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .....ccivnnannns Set
00000170 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ......ccvnnnns

'Zﬂl Component security bytes are; D3 72 52 79 BZ E4 Ad
e .

Other Diata

b b b b fa G0 b F

00000180 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF oovvvvninnnnnnn. S
00000190 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .ovvvuninniannns W22 3263000082
000001AQ FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .oovvvnnnnnnnnn.
000001BO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .oovvvnnnnnnnns. oot
-
L @Jm

. , v O
Component security butes are: D9 7252 YIBZ E4 A4 r ep a l %
WWW-ObdZ 3

Pressing the “other data” displays the learned keys and allows several operations:

- if a programmer has been recognized, allows to read current transponder's data, add it to the
dump and if transponder's type is appropriate allows to program it as dealer key

— allows to change the immobilizer status (on some models changing the immobilizer status is
used to put the Comfort module e.g. into deliver condition).



l Comfort module keys 1 L _§j
Comfort module keys data, __1_-_]
write kevs bo comfort module durnp:

'ou can enter manually a key in certain pogition.

Sdith prezang MOE" kevs" data will be written ba comfort module durmp.

[Fior to delete key from certain pozition, write 00000000 in the key pozition figld)

Y'ou can presz ' Frogram banzponder to read curent tfranzponder with programmer bo certain pozibion;

Wwéith presaing "OK" keys' data vl bewritten ba caomfort modube dump.

Change immobilizer status:

By preszing "Set'! pow can set immobilizer status.

MOTE: Momally immobilizer status should bave the walue "2 1t iz recommended to chatngedit if it iz differsnt.
=\afrite kevs to Comfart module dump: = Change immobilizer status;

Fey1: i21 C2DCEF | | Program transponder Ky i iI:II:II:IEIEIDDEI Program transparider Irnrnia status: [ 2 S ot

: B

Key 2: iD2ESBB.-’1‘-.5 Frogram tranzponder Key & iDDDDDDDU Program tranzponder

Kep 3 IUUUUUDUU Fragram transponder Key 7 iDDDDDDDD Fiogram ransponder

Fey 4 iDDDDDDDD Program transponder Kep &: !DDDDDDDD Program tranzponder

0F
CAMCEL

- o
W opd2repatt o
W °

Keys with data “00000000” represent the empty positions in the dump file (position at which no key
is learned). The rest are already occupied positions and represent the data of the learned at the
respective positions keys.

With pressing a “Program transponder” button (and if a programmer is recognized) the current
transponder is read and it's data is written at the corresponding (to the pressed button position)
position in the dump file (for example pressing “Program transponder” button next to “Key 4:” data
will write transponder's data at position 4 in the dump).

After current transponder is read, if it 's type is appropriate (TA3), it is also allowed to program
transponder as dealer key. You will be asked whether you like to do it.

In short if you put a TA3 transponder and program it to a specified position, the car should start
without making any key-learning procedure.

By pressing OK, all changes in dump's data will be saved.

By pressing CANCEL, the loaded dump will remain unchanged.

- ECU EDC16 Set component protection data [95320]
Required license: ANO0O9
This function allows viewing and/or changing the component protection data found into the EDC16.
Into the EDC16 there are at least 6 bytes of the component protection found, or sometimes there
are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.




Darng Tool

Tupe: EC EDCTE Set component protection data [95:320] bt
00000000 00 SE 05 1z 38 FF FF 31 36 2D 31 32 2D 30 34 FF .+~ .8..16-12-04. = | Load dump ‘
00000010 FF FF 31 37 2D 31 32 2D 30 34 08 10 18 89 00 39 ..17-12-04..... g

Q0000020 17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CTl037374L068 | Save dumg
@O0000030 42 03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B.//l037372667.. | T
00000040 00 06 OF 00 04 24 10 75 &6 30 32 33 31 30 31 32 ..... *.1. 0281012 WopRECE
Q0000050 31 31 39 20 20 00 00 00 16 9C 07 D5 OA 18 FA BL 119 ..oueven...

Ho000060 00 Component security data __351 A

00000070 42

00000080 20 g . ! .

nooooo9n 0o !Eﬂ !F3 !EE !?2 !49 iE? !a& L___EE___J n

Q0000040 00 . , — — I

ooooooeo 4z NP [0 0 jo o o 0 o

00000050 20 4

00000000 00 n

NO0OODED 24 F3 C5 72 49 E7 84 CD D4 00 00 00 56 57 54 43 $..rI....... TIZC

Q00000FO 54 30 30 30 30 30 30 30 30 30 00 AC F6 02 FS 55 Z000000000..... i

Q0000100 24 F3 C5 72 49 E7 84 CD DA 00 00 00 56 57 54 43 §..2I.ue.n.. YUZC %

4 I I ]

- ECU EDC16 Immo bypass [95320]
Required license: None
This function is used to make the so called “Immobilizer bypass”. Bypassing the immobilizer
he engine start (e.g.

means that the ECU start the engine even if the immaob
due to a wrong key or wrong synchraofiizati

Type:

ECU EDCIE Immo bypass [95320]

e

immobilizer and the ECU)

isEo‘g alld

e

00000000 g0

5E

nooooolo
n0o0000z0
00000030
nooo0o40
00000050
no0000a0
00000070
n00000s0
00000090
00000040
000000EQ
noooooco
n00000no
no00000EQ
n00000Fo
nooooloo

FE
17
42
oo
3l
oo
4z
20
oo
oo
4z
20
oo
24
54
24

FF
12
03
0a
3l
04
20
20
oo
04
20
20
oo
F3
30
F3

05
3l
n4
2F
05
39
24
52
20
oo
24
52
20
oo
Ch
30
C5

12
37
oo
Z2F
oo
20
10
34
20
i}
10
34
20
oo
Tz
30
T2

38
2D
43
3l
04
0
75
0
20
an
75
20
Z0
o}
49
30
49

]

Irmmo iz now OMIN

FF
31
54
30
24
uli}
Fit
32
20
oo
AfG
32
20
uli}
E7?
30
E?

FF
32
3l
33
10
oo
30
2C
37
oo
30
2C
37
oo
g4
30
g4

3l
2D
30
37
75
oo
33
30
38
oo
33
30
38
oo
CD
30
CD

36
30
33
33
An
la
47
4ac
37
al1]
47
4aC
37
oo
Di
30
Da

2D 31 32 ZD 30 34 FF .*~..8..16-12-04.
34 08 10 18 89 00 39 ..17-12-04..... 9
37 33 37 34 31 30 36 ....CT1037374108
37 32 36 36 37 FO E3 B.//l037372867..
30 32 3§ 31 30 31 32 ..... *.u.0281012
AC 07 D5 0A 18 FA BL 119 ...........
39 30 36 30 32 31 41 ..*.u.03G2060214
Z0 45 44 43 20 20 20 B R4 Z,0L EDC

31 03 00 00 48 00 00 7871...H..
00 00 00 00 09 F7 6E ..., n
39 30 36 30 32 31 41 ..*.u.03G5060214
20 45 44 43 20 20 20 B R4 Z,0L EDC

31 03 00 00 48 00 00 7871...H..
00 00 00 00 09 F7 6E L.oeneeenannss n
00 00 00 56 57 5& 43 §..rI....... WWEZC
30 00-AC Fg 02 F5 55 Z00O0000O0O..... i)
00 00 00 56 57 S5& 43 §..rI.......

:

Load dump 4

Save dump ‘

Swap bytes L/H ‘

|TogmelmmDDnHDH|

The “Toggle Immo On/Off” button allows to switch on/off alternatively the bypass function.

- ECU EDC16 Odometer calculator [95320]

Required license: None




This function changes the odometer value contained into the EDC16 ECU. Just put the new
odometer value and press “Set” button, and then save the dump.

Dump Tool n x|
Tupe: ECU EDC1E Ddometer calculator [35320] ¥
00000000 [§0 5E 05 12 3% FF FF 31 36 2D 3L 32 2D 30 34 FF .~..8..16-12-04. fj 'F [“aad dump 4
00000010 FF FF 31 37 2D 31 32 2D 30 34 08 10 18 &9 00 39 ..17-12-04..... g
000000z0 17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CTL037374l06 | Save dump
00000030 42 03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B.//l037372667.. | Sves e Lt
00000040 00 06 05 00 04 2& 10 75 A6 30 32 38 31 30 31 32 ..... *.u.0281012
00000050 31 31 39 20 20 00 00 00 16 9C 07 DS 0& 18 Fi BL 119 ..uveeeae.s
00000060 00 04 24 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..*.u.03G9060214
00000070 42 20 52 34 20 32 2C 30 40 20 45 44 43 20 20 20 B R4 2,0L EDC
00000080 20 20 20 20 20 20 37 38 37 31 03 00 00 48 00 00 BT Eews Hi Odameter
00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 09 F7 6E +ovvvvennnnnnns n
000000AD 00 04 24 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..%.u.03G9060214 252 Set
000000ED 42 20 52 34 20 32 2C 30 4C 20 45 44 43 20 20 20 B R4 2,0L EDC
000000CO 20020 20 20 20 20 37 38 37 31 03 00 00 48 00 00 i
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 0% F7 BE .vvvivevennnnes n
0O0000ED 24 F3 C5 72 49 E7 84 CD DA 00 00 00 56 57 5& 43 $..r1....... VIZC
000000FD 54 30 30 30 30 30 30 30 30030 00 AC F& 02 F5 55 Z000000000..... i
00000100 24 F3 C5 72 49 E7 84 CD DA 00 00 00 56 57 5& 43 §..rT....... VI &
<] »

Enter new odomieter walue and prezs button 'Thange'
- ECU EDC16 Security access code / Checksum calculato  r [95320]

Required license: None

This function displays the securlty

calculates and fixes (if sore $-

Dump Tool

Type:

3eLpS @oﬁeﬁ@f@s@ontamed i

com

nto the EDC16 unit. It also

tifem are incorrect) the checksums of the EEPROM. Please pay
attention that the checksums are calculated for the area till address 0x180 because after that area
the EEPROM sections are different for each different software version of the EDC16 unit.
Fortunately the most of the interesting data are found in this section.

EC EDCTE Securty access code / Checksum calculator [95:320]

noooooon
nooooolo
nooooozo
00000030
no000040
00000050
00000060
nooooo7o
000000s0
nooooosn
00000040
000000E0
noooooco
000000n0
n00000EQ
n00000Fo
nooooloo

[«

o
FF
17
a2
00
31
0o
az
20
00
00
a2
20
00
24
54
24

SE
FF
1z
03
06
3l
04
20
20
oo
04
20
20
oo
F3
30
F3

05
3l
n4
2F
as
39
24
52
20
oo
24
52
20
oo
C5
30
C5

1z
37
oo
ZF
fui}
20
10
34
20
i}
10
34
20
oo
T2
30
T2

38
2D
43
31
04
20
75
20
20
oo
75
20
20
oo
49
30
49

FF
3l
54
30
24
uli}
AB
32
20
oo
AG
32
20
ul}
E7?
30
E7

FF
32
3l
33
10
oo
30
2C
37
oo
30
2C
37
oo
g4
30
dh

3l
2D
30
37
75
oo
33
30
38
oo
33
30
38
oo
CD
30
CD

36
30
33
33
AA
la
47
4C
37
oo
47
4c
37
ale]
Di
30
DA

ZDh
34
37
37
30
ac
39
20
3l
oo
39
20
31
oo
oo
30
i}

31
0
33
32
32
o7
30
45
03
oo
30
45
03
ui}
i}
oo
i}

3z
10
37
36
38
s
36
44
oo
oo
36
44
oo
oo
oo
AC
oo

2D
13
34
36
3l
04
30
43
oo
oo
30
43
[us]
oo
56
Fa
36

a0
g9
3l
37
30
14
3z
20
45
[ELE]
3z
an
44
na
57
nz
57

Checksums in the file updated! Prezs the Sawve button to zave the changes

34
i}
30
Fo
31
Fi
31
20
uli}
F7
31
20
oo
F7
54
Fi
Sh

FF .
39 ..
36 ...,

E3
32
Bl

41 ..

Z0
oo
6E

L

20
i}
6E
43
55
43

17-

A

l12-04..

J16-12-04. -
= s d

CT1037374106

B.//1037372667..
*.u.0281012

113

oL 033060214

B R4 Z,0L EDC

7871..

LH..

*ouL 0359060214

B R4 Z,0L EDC

g..x1
Z0ooo
g..rI

7871..

CH..

'F Load dump 4

Save dump ‘

Swap butes LAH ‘




- ECU MED 9.x Reset component protection data [95160]
Required license: ANO09
This function allows viewing and/or changing the component protection data found into the MED9x
with ST95160 serial EEPROM. Into the MED9x there are at least 6 bytes of the component
protection found, or sometimes there are 7 bytes. If there are 6 bytes contained, then the 7™ byte
is zero. Please pay attention that for some MED9.1 ECUs the data (security access code and
component protection data) are encrypted and in that case they are incorrectly displayed. You can
recognize whether the EEPROM data are encrypted by trying to put the visualized security access
code to some detail (e.g. ECU or immobilizer)

x|
Tope: ECU MED 9% Reset component protection data [957160] >
oooooooo 00 97 E5 81 38 FF FF 30 35 2D 30 37 2D 32 39 00 ....58..05-07-29. & | Load dump |
oooooolo FF OFF 30 35 2D 300 37 2D 32 39 08 10 18 4% 05 47 ..05-07-29...1I.&
ooo0oozo 29 07 05 10 37 43 31 30 33 37 33 37 37 34 33 39 )...7TH1037377439 | Save dump |

00000030 02 02 2F 2F 31 30 33 37 33 37 32 34 39 36 FO AR .. //1037372496.. |
00000040 01 03 AS 5& 69 96 C1 3E 00 00 0O 3F 61 1B D4 05 ... Z2i..>...78...

00000050 E4 37 A8 0B 37 &6 3C 13 00 01 00 00 OO BC FY B2 Y. 7. <.........
00000060 01 03 AS 5& 69 96 CL 3E OO0 00 00 3F 61 1B D4 05 ... Z2i..>...7a...
00000070 E4 37 AS 0B 37 A6 3C 13 00 01 00 00 00 BC FT B2 .7 .7 <o,

0o0o00oso Component security data ‘_)_f_l CZEE

00000030
gggggggg Od: E |04 |5 iE4 ‘3? |48 |B IL' Z6ED

I I - mew
000000Co i g . CZEE
oooooopo| e o o fo o jo fo o 0000

Swap bytes LAH |

D0000OED Z6ED |
000000F0 rr s ‘L(:C)-OL
00000100 03 04 8B C& AL 7B 00 00 00 00,00 a? ﬁ@;@@a‘j{» ..... o
-'.‘.L! WWW 5 Ob L4

- ECU MED 9.x Security Code / Checksum calculator [95  160]
Required license: ANOO3
This function displays the security access code which is contained into the MED9x unit with
ST95160 serial EEPROM. It also calculates and fixes (if some of them are incorrect) the
checksums of the EEPROM. Please pay attention that the checksums are calculated for the area
till address 0x280 because after that area the EEPROM sections are different for each different
software version of the MED9 unit. Fortunately the most of the interesting data are found in this
section. Please pay attention that for some MED9.1 ECUs the data (security access code and
component protection data) are encrypted and in that case they are incorrectly displayed. You can
recognize whether the EEPROM data are encrypted by trying to put the visualized security access
code to some detail (e.g. ECU or immobilizer)



Dump Tool I |

Tupe: EC MED 9. Securty Code / Checksum calculator [95160] bt
oooQooon 00 97 ES 81 358 FF FF 30 35 2D 30 37 2D 32 39 00 ....8..05-07-29, a | Lead dump ‘
ooooonlo FF OFF 30 35 2D 30 37 2D 32 39 05 10 15 45 05 47 ..05-07-29...I1.G

oooooozZ0 29 0% 05 10 37 43 31 30 33 37 33 37 37 34 33 39 )...7H1037377439 | S ave dump ‘
ooooonsn 0z 02 EF 2F 31 30 33 37 33 37 32 34 39 36 FO0 AR .. //1037372496. . | Swap bytes L/H
oooooo40 01 03 AS 5h 69 96 C1 3E 00 00 00 3F 61 1B D4 O5 ... .21i..>...%a8...

ooooons0 E4 37 AS OB 37 A6 3C 13 00 01 00 00 00 BC F7T B3 .7..7.<ececuaun

ooooo0en 01 03 AS SA 69 96 C1 3E 00 00 00 3F 61 1E D4 05 ... Zi.. 2002800 e FEEQ;

ooooooy0o E4 37 AS OB 37 A6 3C 13 00 01 00 00 00 BC F7 B3 7. .0 ennannn

oooooos0o 0z 04 00 00 10 57 56 57 SA 5A SA 33 43 54 36 45 ..... WVWZZZ3CZEE

00000090 30 30 30 30 30 30 56 57 54 43 54 30 30 30 30 30 000000WWEZCZOOo000
oo0000Aa0 30 30 30 30 57 56 57 S5& 5A& 54 33 43 54 36 45 30 0000WVWEZZZ3CZIAED
000000EQ 300 30 30 30 30 11 00 00 0000 00 00 00 BF F2 A7 00000, ....0000...
ooooooco 02 04 00 00 10 57 56 57 54 54 54 33 43 54 36 45 ..., WWWZZZ3ICZ0E
oooo00p0 30 30 30 30 30 30 30 57 54 43 54 30 30 30 30 30 0000000WZCZo0000
no00000EQ 30030 30 30 57 56 57 54 54 54 33 43 5S4 36 45 30 0000WVWEZEZ3CEZGRED
o00000F0 30030 30 30 30 11 00 00 0000 00 00 00 BF F2 A7 00000...........
00000100 03 04 8B C& AL YE OO OO0 00 00 OO0 00 00 00 00 00 ..... {........;;r:J
4

]
Checksums claculated up to address 0x2800 Press the Save button ot 2ave the changes:

- ECU MED 9.x Reset component protection data [95080]
Required license: AN0O09
This function allows to view and/or change the component protection data found into the MED9x
with ST95080 serial EEPROM. Into the MED9x there argﬁl_eistp @t@gf\the component
protection found, or sometimes ther@ d@eﬁ @t@ are 6 bytes contained, then the 7" byte
is zero. Please pay attewaﬂ ﬁh\lat'for some MED9.1 ECUs the data (security access code and
component protection data) are encrypted and in that case they are incorrectly displayed. You can
recognize whether the EEPROM data are encrypted by trying to put the visualized security access
code to some detail (e.g. ECU or immobilizer)

]
Type: ECU MED 9. Reset component protection data [95080] -
oooooooo HD a7 EL 81 35 FF FF 30 35 2D 30 37 2D 32 39 00 ....5..05-07-29. = | Laad dump
oooooolo FF OFF 30 35 2D 30 37 2D 32 39 058 10 18 4% 05 47 ..05-07-29...I.G
0ooooozZo 29 07 05 10 37 48 31 30 33 37 33 37 37 34 33 39 )...TH1O037377439 | Save dump

00000030 02 02 2F 2F 31 30033 37 33 37 32 34 39 36 FO AR .. //1037372496..
ooo000040 01 03 AS 5A 69 96 C1 3E OO0 00 00 3F 61 1B D4 05 ...2i..>...73...
00000050 E4 37 A8 OB 37 &6 3C 13 00 01 00 00 0O BC F? B2 /.. 7 <o........
ooo00060 01 03 AS 5& 69 96 C1 3E 00 00 00 3F 61 1B D4 05 ... Z2i..>...7;...
00000070 E4 37 AS 0B 37 A6 3C 13 00 .01 00 00 00 BC FT B2 V.. .7 <. ....n..

00000080 " :
Component security dakta _ - Xl
00000090 o aooo

00000040 oie @ [pa [ [E4 [ [ee e [ o ] 250
D0DDOOED . | . e
000000C0 . : CZ6E
oooogopo, M o Jo (o jo 0 o o 0000

Swap butes L/H |

000000ED ' ZEED
000000FD -
00000100 03 04 8B C& AL 76 00 00 00 00 00 00 00 00 00 00 ..... feeanaenns “
iI! 3




- ECU MED 9.x Security Code / Checksum calculator [95 080]
Required license: ANOO3
This function displays the security access code which is contained into the MED9x unit with
ST95080 serial EEPROM. It also calculates and fixes (if some of them are incorrect) the
checksums of the EEPROM. Please pay attention that the checksums are calculated for the area
till address 0x280 because after that area the EEPROM sections are different for each different
software version of the MED9 unit. Fortunately the most of the interesting data are found in this
section. Please pay attention that for some MED9.1 ECUs the data (security access code and
component protection data) are encrypted and in that case they are incorrectly displayed. You can
recognize whether the EEPROM data are encrypted by trying to put the visualized security access
code to some detail (e.g. ECU or immobilizer)

Dump Tool i x|
Tupe: ECU MED 9. Security Code / Checksum calculator [95080] bt
00000000 00 97 ES 81 38 FF FF 30 35 2D 30 37 2D 32 39 00 ....8..05-07-29. = | Load dump ‘
00000010 FFOFF 30 35 2D 30 37 2D 32 39 08 10 18 49 05 47 ..05-07-29...I1.G
Q0000020 29 07 05 10 37 48 31 30 33 37 33 37 37 34 33 39 )...7HL037377433 | Save dump ‘
Q0000030 02 02 2F 2F 31 30 33 37 33 37 32 34 39 36 FO AB ..//l037372496.. | T
00000040 0L 03 A5 54 69 96 CL 3E 00 00 00 3F 61 1B D4 05 ...Ei..»...%a... e
Q0000050 E4 37 A% OB 37 A6 3C 13 00 Ol 00 00 00 BC F7 BZ o 7e . 7e%evnranns
00000060 01 03 A5 54 69 96 CL 3E 00 00 00 3F 61 1B D4 05 ...Ei..%...%a... Logn 24855
Q0000070 E4 37 A% OB 37 A6 3C 13 00 0L 00 00 00 BC F7? BZ 7. 7% eurennns
Q0000080 02 04 00 00 10 57 56 57 SA4 S5A 54 33 43 54 36 45 ..... WYWZZZ3CIEE

00000090 30 30 30 30 30 30 56 57 54 43 SA& 30 30 30 30 30 000000VWECZOOoooo
o00000Aa0 30 30 30 30 57 56 57 SA SA 5A 33 43 54 36 45 30 0000WVWEZZZ3CZAED
000000Ed 30 30 30 30 30 11 00 00 00 00 00 00 00 BF F2 A5 00000...........
ooooooco 0z 04 00 00 10 57 56 57 S5& 5A SA ZZSC@OF:\-

33 43 54 36 45 . ”lng
nooooopo 30 30 30 30 30 30 56 57 54 43,54 éz xgg@@& cZbooao

000000ED 300 30 30 30 57 56 5 .\gt SA@ O000WVWEZZ3CEGED
no0000Fo 30030 30 30 3 0 00 00 .00 BF F2 AS 00000, ..........
00000100 03 04 88 C8 A1 7B 00 OO 00 OO0 00 00 00 00 00 00 ..... {ﬁ
4 I I k

Checksums claculated up to address 0x2800 Press the Save button ot 2ave the changes:

- ECU MED 9.x Reset CRYPTED Login/Component protectio n
Required license: ANOO9
The function allows changing the security access code and the component protection data into
MED9.1 ECUs for which the EEPROM is encrypted. As mentioned previously for some MED9.1
ECUs the data (security access code and component protection data) are encrypted and in that
case they are incorrectly displayed. You can recognize whether the EEPROM data are encrypted
by trying to put the visualized security access code to some detail (e.g. ECU or immobilizer).
Changing the security access code and the component protection data into the ECU requires that
the original (uncrypted) data are entered. These data can be read e.g. from the
Immobilizer/Instrument if possible and are entered into the “Old” fields. E.g. for Audi RS4 the
MED9.1 ECUs are with encrypted EEPROM, but the login and component protection data can be
taken from the RB8 instrument cluster.



Dump Tool i N Ei

Type:. ECU MED 9% Reset CRYPTED Login/Component pratection bd
00000000 00 EC BE 2ZA 35 FF FF 30 36 2D 30 36 2D 31 35 00 ...*5..06-06-15. & | Load durmp: |
ok A = e | Save dump |
o€ -Logn —_— - [ emeem |
o 01 [uncrppted] login: |53234
Cancel

(A8 i —l

New [uncmpted] login: . | 23413
b [uncrypted) log .
0L LTK
00~ Componerit security protection

I |

EE Old {uncrpted) C5: |12 |AB T |3 F8 o0 K&
0 | NewluncwptediCS. 12 03 (34 |aF D& [BC 0 TH
or
o . I
or Uncipted data can be read from the instrurent o from the MED ECLE through the OBD .
oc v
k) I ! .3

- ECU MED 9x Immo bypass
Required license: AN012-B COm
This function allows you to make a 8 @@r]{y@@f@%’e MED9 engine control units. It works
on the unencrypted eng‘Wé\RJ rdl units, but also on the encrypted too, but on some encrypted
engine control units it might not work.

ATTENTION: For the encrypted MED9.x ECUs it is nece ssary to make changes in the flash
too! So after you will need to give also the ECU fl  ash and EEPROM as input, and after the
modifications to write back the modified flash and EEPROM to the ECU. Unencrypted
MED9x require only EEPROM changes. It is automatica Ily recognized whether the ECU is
encrypted or not.



Dump Tool |

Type

ECU MED 9.x Immo Bypass -
00000000 OL 2C 4C 15 38 FF FF 30 37 2D 30 32 2D 30 38 00 .,L.8..07-02-08. = 5
00000010 00 00 30 37 2D 30 32 2D 30 38 08 10 13 24 01 81 ..07-02-08...5.. £
00000020 08 02 07 02 20 02 31 30 33 37 33 35 34 39 36 38 .... .l037384963 Lﬁ;ggump
00000030 02 02 2F 2F 31 30 33 37 33 38 33 37 38 35 F4 9F ..//1037383785..

00000040 Ol 03 &5 5& 71 96 A5 3E 00 00 00 43 44 56 66 77 ...Z0..%...CDVEW

00000050 A5 A5 14 00 C8 44 DE FO 00 01 00 00 00 FF F5 16 ..... Deveeennnn. i!:i
00000060 Ol 03 &5 5& 71 96 A5 3E 00 00 00 43 44 56 66 77 ...Zq..%...CDVEw

nooooo7o s 45 14 00 CE 44 DE FO 00 01 00 00 00 FF F5 16 ..... Devvnnnnnns Save durnp
00000080 02 04 00 00 10 57 41 55 54 5& 54 34 4C 33 37 44 ..... WATZZZ4L37D

00000090 30 39 31 32 31 30 20 20 20 20 20 20 20 20 20 20 091210

00000040 20 20 20 20 57 41 55 54 5A 54 34 4C 33 37 44 30 WATZZZ4L37D0 Swap bytes LA
D0000OBO 39 31 32 31 30 11 00 00 00 00 00 00 00 00 F5 62 91210.......... b

000000CO 02 04 00 00 10 57 41 55 54 54 54 34 4C 33 37 44 ..... WATZZZ4L37D

00000000 30 39 31 32 31 30 20 20 20 20 20 20 20 20 20 20 091210

D0000CED 20 20 20 20 57 41 55 54 54 54 34 4C 33 37 44 30 WATZZZ4L37D0

DO000OFD 32 31 32 31 30 11 00 00 00 00 00 00 00 00 F5 62 91210.......... b Toggle Immo On/Off
00000100 03 04 4B D4 39 0B 00 00 00 00 00 00 00 00 00 00 .. E.9 .. .eu.....

00000110 o0 00 00 00 00 OO0 00 00 00 00 00 00 00 00 FE 95 ...
ooooo0lzo 04 03 43 30 35 20 42 50 47 35 31 30 03 02 07 31 ..HOS-BPGS10...1
00000130 33 32 34 30 31 38 31 35 43 00 00 00 00 00 FE &F 32401815C.......
00000140 05 03 30 33 48 39 30 36 30 33 32 47 Z0 30 30 30 ..03HS068032G 000
00000150 30 30 00 00 00 OO0 00 00 00 00 00 00 00 00 FC CL OO0.......cc.euuns
00000lsd 06 02 00 07 02 YC 01 &0 FF FF 04 32 11 &0 0D 92 ..... [ .
00000170 OE 74 00 00 00 OO0 00 00 00 00 00 00 00 00 FACE .C..eeeneennnnns
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- ECU ME 7.x Set component protection data [9P08/9508 0]
Required license: ANO09
This function allows viewing and/or changing the component protection data found into the ME7x
ECUs. Into the ME7x there are at least 6 bytes of the component protection found, or sometimes
there are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.



Tope: ECU ME 7.x Set compaonent protection data [SPO295080] -

00000000 ED 20 20 20 20 5A FF 00 12 30 35 30 32 30 33 54 Z...0502032 & | Load dump
00000010 05 01 01 00 43 DE 71 1C 00 00 69 CL OO0 A5 81 FC ....C.g...i.....
00000020 05 01 01 00 43 DE 71 1C 00 00 62 CL 00 A5 80 FC ....C.q...di..... | Save dump |
00000030 04 01 Da AC DE OC 2D AL BO 18 5B 00 00 00 Al Swrap byles L7H
ooooo040 04 01 De AC DE OC 2D A1 BO 18 5B 00 00 00 A0

00000050 07 02 &0 02 E0 0Ol 06 00 28 04 53 0D 07 00 Fl
ooooo0e0 00 00 67 0D 0% 0E 00 00 18 03 00 00 00 0054
00000070 05 04 22 09 09 0006 05 00 .00 FD 2D 00 46 41
00000080 05 04 22 09 09 00 06 05 00 00 FD 2D 00 46 41

00000090 TR e
00000080 ,

Old: 10 I [
000000C0 B & |2 |a [por 18 [ [ ek ]|
000o000Do : : . : . S
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00000100 e
1I! (3

AEdddd

- ECU ME 7.x Security Code / Checksum calculator [9P0  8/95080]
Required license: None
This function displays the security access code which is contained into the ME7 unit. It also
calculates and fixes (if some of them are incorrect) the c%ei(%m.s @t@E)EPROM. Please pay
attention that the checksums are c t@l@rﬁ@a@a nly for the first 0x120 bytes because
after that area the EEPR@W@thons are different for each different software version of the ME7x
unit. Fortunately the most of the interesting data are found in this section.

Dump Tool 18 ﬂ
Tupe: ECI ME ¥.% Security Code / Checksum calculator [SPOE95080] bt
oooooooon ED 20 20 20 20 54 FF 00 12 30 35 30 32 30 33 5a E...0B0203Z & 15 Load dump 4
oooooolo 05 01 01 00 43 D& 71 1C 00 00 69 C1 00 AS 81 FC ....C.0eeudeeuss
oooooozZ0 05 01 01 00 43 D8 71 1C 00 00 69 C1 00 A5 80 FC ....C.de.edeeu. | S ave dump ‘
ooooons0 04 01 D AC DS OC 2D Al BO 18 SE OO0 00 00 AL FB ...... R (S | Swap bytes L/H
oooooo4n 04 01 De AC DE OC 2D A1 BO 18 5B OO0 OO0 00 AQ FE ...... SRR e
oooooos0 07 02 80 02 EO OL 06 OO0 28 04 53 0D 07 00 F1 FDr o....... R
ooooo0en 0000 &7 0D 09 OE 00 OO0 18 03 00 00 00 00 54 FF e cvenannnns T e Fﬁza;

oooooo70 05 04 22 09 092 00 06 05 00 00 FD 2D 00 46 41 FE ... ... ens -.Fh4,
oooQoos0 05 04 22 09 09 00 06 05 00 00 FI 20 00 46 41 FE .7 ivenanas -.Fi.
oo0ooo020 00 80 80 80 80 00 00 30 00 80 80 FF OD OO0 78 FB ..o ivennnnnns W
Qoo0o0and 00 50 80 80 80 00 00 80 00 30 80 FF OO0 00 78 FB ...vcvenennnns .
ooooo0En 05 07 00 00 10 57 41 55 54 S5A 00 00 00 00 38 FE ..... WAUZZ....8.
ooooooco 05 07 00 00 1o 57 41 55 SA 54 00 OO0 OO0 00 38 FE ..... WAUZZ....8.
oooooop0 S5A 34 45 38 33 4E 30 30 37 35 39 35 41 00 EC FC Z4ESSNOOT7S954A. ..
O00000ED 54 34 45 38 33 4E 30 30 37 35 39 35 41 00 EC FC Z4E8:5NO07L05A. ..
ooo0ooFd 55 55 33 SA 30 43 31 33 31 30 34 34 33 00 E4 FC WMKSEOC13104435. ..
ooo0olon 55 58 33 SA 30 43 31 33 31 30 34 34 33 00 E4 FC UX3ZOC1310445... «
kil _*H

Checksums in the file updated! Prezs the Sawve button to zave the changes

- ECU EDC15 Immo bypass [24C04]
Required license: None



This function is used to make the so called “Immobilizer bypass”. Bypassing the immobilizer
means that the ECU start the engine even if the immobilizer is not allowing the engine start (e.g.
due to a wrong key or wrong synchronization between the immobilizer and the ECU)

Dump Tool
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| Toagagle Immo Qa0 |

The “Toggle Immo On/Off” button allows to switch on/off alternatively the bypass function.

- Gateway Odometer resetter [
Required license: None\/\TWW .

951p93 2 T € P

This function resets the odometer value inside the CAN gateway. Actually not all CAN gateways
are containing such value, and this value is not exactly a odometer but is proportional to the
current mileage, and this function sets this value to zero.

Dump Tool
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Gateway Odometer resetter [95160]
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- Steering lock VW Passat 6 Security code [68HC908]
Required license: AN0O3 to view security access cod e and ANOQ9 to view component
protection data.
This function displays the security access code contained into the steering column locks of Passat
B6 which are with Motorola microcontroller (the unit can be either with ELMOS or Motorola
microcontroller). The function displays also the component protection bytes by pressing the “Other
data” button”.

Dumip Tool s x|
Tupe: Steering lock W Pazzat B Security code [EBHCS08] bt
gooooooo 24 24 24 F3 F3 F3 C5 C5 C5 72 72 Y& 49 459 49 EY H$$ ...... rrrIIT. = | Load dump
ooooonlo EY E7 B4 84 84 FE FE FE 56 56 56 57 57 57 54 5& ....... VVVIIIIIZZ
00000020 54 33 33 33 33 33 33 33 33 33 33 33 33 33 33 35 Z3533335335353333533353 Save dump ‘
ooooo030 33 33 33 33 30 30 30 30 30 30 30 30 30 30 30 30 3533000000000000 | Sveap bytes Lk
ooo0oo40 30 30 DA DA D& CD CD CD 57 5% 57 26 56 56 57 57 00...... TSI
goooooso 5 54 54 SA SA 33 33 33 33 33 33 33 59 35 35 35 WZEEZ33335333333353 .
0000o0en 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 3333333333333333 Lugn|52593
ooooooTo 33 33 33 33 33 33 33 33 33 33 54 Fe F& F& AC AC 33333333334.....
ooooooso AC D& D& D& CD CI CI OD 0D 0D BE7 BE7 EV 24 06 00 . .vvivevaunns g..

Qoo0o090 00 00 91 07 00 00 00 80 15 00 00 31 12 13 00 00 ... vewana H| Ppe
ooooooLo 00 11 07 00 00 00 10 04 00 05 91 22 01 00 47 70 vevvevnnnns g
ooo0o0En 31 01 00 47 7D 04 0B 16 11 00 3E 04 OB 08 FF FF 1..GY..... Fawan
gooooaco FFOFF 04 06 01 15 00 41 21 30 01 79 04 12 15 01 ....... AlO.y....
gooooopo 31 41 20 FF 27 00 FF 04 OB 16 11 70 01 OO0 00 25 14 .'...... A
OO00000ED 61 F1 FF FF FC FC FC ZE ZE ZE A5 AS A8 0B OB OB a.....ceeueuanns
ooooooro 01 01 01 FC FC FC 74 YA YA FD FIr FD 00 FF CD 52 ...... o R E
ooooolonl FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF .. ... . ciuunnnn e
<11 Cg n
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- ECU Simos 7 - K-line - Login code [93C76] [93C86]
Required license: ANO0O6
This function displays the security access code contained into the engine control unit from
Siemens ECUs (Simos 7x generation which are accessed through K-Line) for benzine engines.
Interesting for these ECUs is that the same ECU can be used through K-Line and CAN, and
depending which link is used the security access code which is accepted from ECU is different.
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- ECU Simos 7 - CAN - Security Access Code [93C76][9 3C86]
Required license: ANO0O3
This function displays the security access code contained into the engine control unit from

Siemens ECUs (Simos 7x generation which are accesse

Interesting for these ECUs is that t

Dump Tool

Type:

ECU Simog 7 -

benzine engines.

%U(@n@e sed through K-Line and CAN, and
depending which link is‘wﬁWWe Security access code which is accepted from ECU is different.

CAM - Secunty Access Code [93C76] [33C86]
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- ECU Simos 7 - CAN - Reset component protection data

Required license: ANO09
This function allows viewing and/or changing the component protection data found into the

[93C76] [93C86]




Siemens ECUs (Simos 7x generation which are accessed through K-Line or CAN) for benzine
engines. Into the Simos 7x there are at least 6 bytes of the component protection found, or
sometimes there are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.

Type: ECU Simoz ¥ - CAN - Reszet component protection data [93C7E] [33C8E] -

000000l0 0L 00 00 00 00 00 00 00 00 00 00 00 00 00 E7 OF ..vvvennnnnnnnns
oooooo0zo E7 OF E7 OF 00 00 08 38 00 1C 00 00 00 04 00 00 ....... Biucomgenimsnsmnans | S ave durnp ‘
00000030 00 00 00 00 20 2D 2E 2D 2D 2E 2D 2D 00 00 00 00 ....--.--.--.... |
00000040 = _)_(]

00000000 EZ AC AZ AC AZ AC 54 00 54 00 54 00 01 00 0L 00 ...... i A ! S j | Load durmp ‘

Swap butes L/H ‘
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NOOOOOED B0 B0 80 80 80 80 80 80 B0 80 80 B0 80 80 80 B0 .....eenwennen..
OO00O0FD B0 S0 80 80 80 80 80 80 50 50 80 80 50 80 B0 B0 ....oveeernnen..
00000100 B0 80 S0 80 80 80 80 80 80 TF TE 80 50 80 80 7F ..vve.e... I -
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- ECU Simos PPD1x - Reset component protection (gti Y. C Om
Required license: AN0O09 b dz Y ep
This function allows vie%@qéﬁ\li/or%anging the component protection data found into the
Siemens ECUs (Simos PPD1x generation) for diesel engines. Into the PPD1x there are at least 6
bytes of the component protection found, or sometimes there are 7 bytes. If there are 6 bytes
contained, then the 7" byte is zero.

Durnp Teal I x|
Tupe: ECU Sirnoz PPD% - Reset companent pratection data ¥
00000000 31 31 31 53 4E 30 49 30 46 37 31 30 00 00 00 45 LLLISNOIOFTLO...H fj | Load dump |
00000010 00 00 00 45 00 00 00 4% 00 00 08 3% 00 1C 00 00 ...H...H...8....

00000020 00 FF 80 80 80 80 80 50 96 80 80 80 80 00 B0 80 ...vvvurennnn.ns | Save dump
00000030 00 FF 19 9E 59 20 59 2C 59 2C 94 50 94 50 94 50 ....¥,¥,¥,.F.P.F | S et
00000040 01 00 01 00 Ol 00 D9 72 52 789 B2 E4 DY 72 52 79 .vuvens tRy...tBy

00000050 B2 E4 D9 72 52 79 B2 E4 A4 00 A4 00 A4 00 00 00 . ofRFeeevuesns
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- ECU Simos PPD1x - Security Access Code
Required license: ANOO7
This function displays the security access code contained into the engine control unit from

Siemens ECUs (PPD1x generation) for diesel engines.

Dump Tool T ﬂ
Tupe: ECU Simos PPD1x - Security ccess Code x
00000000 31 31 31 53 4E 30 49 30 46 37 31 30 00 00 00 48 lllSHDIDF?lD...Hﬂ Load dumg ‘
Q0000010 00 00 00 45 00 00 00 4% 00 00 08 33 00 1C 00 00 ...H...H...5....

N00000Z0 00 FF 80 80 80 80 80 80 96 80 S0 80 80 00 B0 B0 «vueeeeeeneeenn. S ave dump
00000030 00 FF 19 9E 53 2C 59 20 59 2C 94 50 94 50 94 50 ....Y,¥,Y,.P.P.F

00000040 0L 00 01 00 0L 00 D9 72 52 79 B2 E4 D9 72 52 79 .vuun.. tBy...tRy S
00000050 B2 E4 D9 72 52 79 B2 E4 A4 00 44 00 A4 00 00 00 .. tRY.c.neenn..

00000060 00 00 00 00 30 00 80 00 50 00 33 04 33 04 33 04 vvvenrnnns 3.3.3 Lod F—;gj
NO000070 56 57 SA 43 54 30 30 30 300 30 30 30 30 30 56 57 VWZCZOOOOODODOWE Bl

00000080 54 43 54 30 30 30 30 30 30 30 30 30 56 57 54 43 ZCZ000000000VWZC

00000090 54 30 30 30 30 30 30 30 30 30 57 56 57 SA 54 54 ZO0000000OWVWEZZZ

000000AD 33 43 54 36 50 31 31 31 31 31 31 57 56 57 54 54 3CZ6P111111NVUZZ

000000BD 54 33 43 54 36 50 31 31 31 31 31 31 57 56 57 54 Z3CEEPL111110VHZ

000000CO SA 54 33 43 5A 36 50 31 31 31 31 31 31 00 oo oo zzaczepliiiliff..

Q00000Da 7C 70 37 30 31 30 30 33 47 39 30 36 30 31 38 20 | |70l003GI06018

N00O0OED 20 20 00 00 00 00 AF 50 AF 50 AF 50 98 24 85 AL ..... F.F.E.%.

N0000OFO 76 5B F4 84 85 51 84 9B 80 3B 81 09 81 08 83 4E W[.. . Qev.ienn.. n

00000100 83 AF 82 1B F4 80 DE 30 30 33 47 39 30 36 30 31 .0..... 003690601
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- ECU Magneti Marelli Securlty
Required license: ANOG] W
This function displays the security access code contained into the engine control unit from Magneti

Marelli.

Dump Tool

Type:

ECU Magneti Marelli Secunity Access Code [95320]
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- IPC VDO VW/Seat/Skoda (2007+) CDC3272 [24C32]




Required license: AN0O02 and AN0OO6

This function is dedicated to change the odometer inside the instruments clusters from VDO with
Micronas microcontroller. This function works only on microcontrollers which have the mask of the
microcontroller “CDC3272". If the mask is different then this function will not work. Even with the
correct mask it is possible that sometimes you’ve got and “Error” when connecting the instrument
cluster after changing the mileage.

Dumip Tool s x|
Type: IPC VDO W MSeat/Skoda [2007+) COC3I272 [24C32) ¥
00000000 01 40 3F DY 35 FF 23 48 71 20 89 34 71 20 95 34 .@7.8.#Hy .dq .4:fj | Laad dump
00000010 71 23 90 48 90 B9 08 90 69 09 08 10 16 64 06 02 q#.Heeeuneenn...

DO0000Z0 15 04 DA FD AF AD F2 34 51 34 1Z 34 12 34 12 34 ....... 404.4.4.4 | S ave dump ‘
00000030 12 34 12 34 12 34 12 34 12 34 12 34 12 36 94 74 .4.4.4.4.4.4.8.2 | T
00000040 DA 90 74 89 07 09 81 23 48 97 0L 23 47 0L 89 78 ..z....#H..#06..x

DO0000S0 90 78 97 89 07 89 89 07 53 07 08 98 90 70 89 78 Huveeeuseens p.x

DO000DG0 90 78 90 70 89 78 50 79 £9 85 90 78 90 09 87 89 .X.D.K.T...X....

00000070 OD 83 90 &7 09 87 08 97 B9 07 09 87 89 07 89 07 vevueernnrennnns

OO00ODE0 23 08 97 40 93 41 30 36 34 36 03 00 OC 00 00 00 #..0.A0646...... Hilofratan

00000090 00 00 00 00 00 00 00 00 00 00 00 00 00 11 F8 36 wevureenneeenn. & ek
00000040 00 00 04 56 00 76 30 37 32 43 24 23 42 38 97 90 ...V.v07206#B5. . Eﬁ423 Set
OO00OOED 87 80 97 08 97 08 97 80 87 89 03 04 71 83 07 90 ..vueeenn... g

0O000OCO 89 23 74 09 83 27 40 98 12 37 89 04 57 34 89 02 .#t..'B..7..04..

O000OODO 57 20 39 &6 75 B9 06 79 03 46 56 92 01 58 90 58 W 9.u..y.HV..X.X

OONODOED 12 33 04 51 39 0& 12 34 90 12 34 90 81 23 49 08 .9..9..4..4..#1.

OO00O0FD 12 34 90 81 23 49 08 12 39 08 12 34 90 81 23 49 .4..#1..9..4..41

00000100 08 12 34 89 12 30 48 12 34 81 23 00 56 57 54 44 ..4..0H.4.¢.VUZD .

<] ;H

Enter new odometer walue and press button Thange' a j— I . C Om

rAa2reP
_LJV"

- IPC - CRYPTO Skoda Fabia, Skoda Roomster, VW Polo, Seat Ibiza [ 93C86 ]
Required license: ANOO6
This function changes the odometer for the Skoda Fabia, Skoda Roomster, VW Polo and Seat
Ibiza which are with encrypted EEPROMSs (year 2007+). Please pay attention that for some of
these models it is also possible to read the mileage also by OBDII but it is different than the read
with a programmer.



Dump Tool | I

Tupe: IPC -

CRYPTO Skoda Fabia, Skoda Roomster, W Polo, Seat |biza [ 93036 |
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|51 i

- Audi A8 (-2002) - Security access code, Program traniE)

V{?\TW .seéjlwé%sﬁ 80-!9 %

Required license: AN0O6 to
data to dump. WW

qnder A

and ANO0O9 to write transponder's

The function visualize the security access code and also the immobilizer and VIN numbers. It also
gives the opportunity to change the immobilizer and VIN numbers.




Dump Tool
Type:

Audi A8 [-[2002] - Security access code, Program transponder [24c17]
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Save dump

Swap bites L/H

Login {3125
i

Cther Data

Imnrno Rurmber

[AUZ7Z0%1070693

Set

Wi

!W.-’-‘«UZZZ-iDZY’N no2g22

—

Set

<

Exit

Pressing the “other data” button displays the learned keys and if a programmer has been
recognized, allows to read current transponder's data and add it to the dump.

With pressing a “Program transponder” button (and if a programmer is recognized) the current
transponder is read and it's data is written at the corresponding (to the pressed button position)
position in the dump file (for example pressing “Program transponder” button next to “Key 4.” data
will write transponder's data at position 4 in the dump).
You should use transponder TPOS.
By pressing OK, changed data will be written into the dump.

By pressing CANCEL, the loaded dump will remain unchanged.




Keys data _= ) )L

Fenl: IEE‘CFCFE“:' ;f'rcugram Transpu:unde!f k.eps: | FEragram 1 ranzponder
A= |25f25|:I|33 Frogram transponder =TT I Frogram Transponder ok
Ky IEEC?HI:::: Frogram transponder Key?: I Froaram Transponder

Cancel

K ]2d53?3d1

Program transponder

K.end:

FPrograni [ Ferspanoer

Status:

You can enter-mantally a key incertain pogition or pou can pres:* Program transponder! ba read curent ransponder
with programmer b certain pozition.

With preszing 'OE" keps' data will be written to dump.

After you have done all the modifications you wish, you have to press "Save dump" for to save the
changes in the dump.

- Audi A3/A4/A6 UKNSI 1995-1997 odometer and login code [93C56] — displays the login and
changes odometer. No license required.

- Audi A3/A4/A6 UKNSI 1997-1998 odometer and login code [93C5 displays the login and
changes odometer. No license requ:{ré!q% a ]_ Y.

- Audi A3/A4/A6 UKNSW%an qg&@ r;g I%i-g)code [93LC56] — displays the login and
changes odometer\.’\h license required.

- Audi 100 VDO 1995 odometer [94C46] — changes odometer. No license required.

- Golf 3 VDO 1995 odometer [93C46] — changes odometer. No license required.

- Golf 3 VDO V3.9 odometer [93C46] — changes odometer. No license required.

- Golf 3 Diesel odometer [93C46] — changes odometer. No license required.

- Golf 3 Motometer V5.8 odometer [93C56] — changes odometer. No license required.

- Polo Motometer odometer [93C46] — changes odometer. No license required.

- Polo Motometer 1996 odometer [93C66] — changes odometer. No license required.

- Passat VDO 1991 odometer [93C56] — changes odometer. No license required.

- Passat VD202 1993 odometer [93C46] — changes odometer. No license required.

- Passat GT odometer [93C46] — changes odometer. No license required.

- Passat GT odometer [93C56] — changes odometer. No license required.

- Caddy odometer [93C56] — changes odometer. No license required.

- Corrado VDO 1993 odometer [93C46] — changes odometer. No license required.

- Corrado MotoMeter 1991-1995 odometer [93C56] — changes odometer. No license required.

- Corrado VDO 1991-1995 odometer [93C56] — changes odometer. No license required.

- Jetta 1994-1996 odometer [93C46] — changes odometer. No license required.

- T4 MotoMeter 1996-1997 odometer [93C56] — changes odometer. No license required.



