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Revision Control

Version | Date Change Description Author
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11 4/24/09 Cisco Fixed many Bugs. Re-verified with Version 12.4(22)T1, RELEASE SOFTWARE David Kriebel
(fc5)
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Introduction

The configuration on the preceding pages is provided as a courtesy and should not be taken as exact
representations of any customer environment. The configuration presented may not be the best solution
for larger more complex networks. This document’s purpose is to provide a resource for network
engineers prior to implementation. Cisco Systems could change features and products at anytime
without the knowledge of Interactive Intelligence.

Interaction Center 3.0 introduces the feature to secure calls. With industry standard Transport Layer
Security (TLS) the signaling can be encrypted for endpoint authentication. Interaction Center uses RFC
2246 TLS Version 1.0, RFC 3268 AES for TLS, and RFC 4568 Security Descriptions in SDP (SDES).

Interaction Center can easily use Secure Real-time Transport Protocol (SRTP) RFC 3711 to secure and
encrypt the audio packets. Using these two methods together can eliminate problems with interception,
modification and fabrication. Be sure to read Interaction Center Security Concepts at
www.inin.com for the detail on Interactive Center Security features and configuration options.
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Gateway Configuration

We were able to successfully integrate using the following Cisco IOS version and hardware.

Cisco I0S Software, 2800 Software (C2800NM-ADVENTER
12.4(15)T3, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 24-Jan-08 15:26 by prod_rel_team

ROM: System Bootstrap, Version 12.4(13r)T5, RELEASE

Delta uptime is 17 hours, 0 minutes

System returned to ROM by reload at 16:34:16 east T
System restarted at 16:35:40 east Thu Apr 3 2008
System image file is "flash:c2800nm-adventerprisek9

This product contains cryptographic features and is
States and local country laws governing import, exp
use. Delivery of Cisco cryptographic products does
third-party authority to import, export, distribute
Importers, exporters, distributors and users are re
compliance with U.S. and local country laws. By usi
agree to comply with applicable laws and regulation
to comply with U.S. and local laws, return this pro

A summary of U.S. laws governing Cisco cryptographi
at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.h

If you require further assistance please contact us
export@cisco.com.

Cisco 2811 (revision 53.50) with 247808K/14336K byt
Processor board ID FTX1019A372

2 FastEthernet interfaces

5 Serial interfaces

1 Serial(sync/async) interface

1 Channelized T1/PRI port

1 Virtual Private Network (VPN) Module

DRAM configuration is 64 bits wide with parity enab
239K bytes of non-volatile configuration memory.
1000944K bytes of ATA CompactFlash (Read/Write)

Configuration register is 0x2102

PRISEK9_IVS-M), Version

SOFTWARE (fc1)

hu Apr 3 2008

_ivs-mz.124-15.T3.bin"

subject to United
ort, transfer and
not imply

or use encryption.
sponsible for

ng this product you
s. If you are unable
duct immediately.

¢ products may be found
tml

by sending email to

es of memory.

led.
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Hardware Configuration

The use of SRTP on a Cisco gateway carries a hefty cost. Using the codec complexity of secure will use
more DSP resources than using a codec without this added security. With a NM-HDV module, we could
only get 12 channels of SRTP on a PRI. Consult www.cisco.com for details on the supported hardware
and loading characteristics. In this example we are setting up a simple ISDN PRI with NI2 and DSP
security.

Delta(config)#voice-card 1
Delta(config-voicecard)#codec complexity secure
Delta(config)#controller t1 1/0/0
Delta(config-controller)#pri-group timeslots 1-12
Delta(config-controller)#framing esf
Delta(config-controller)#linecode b8zs
Delta(config-controller)#no shutdown
Delta(config-controller)#exit
Delta(config)#voice-port 1/0/0:23
Delta(config-voiceport)#no shutdown
Delta(config)#interface Serial1/0/0:23
Delta(config-if)#isdn switch-type primary-ni
Delta(config-if)#isdn incoming-voice voice

Global Configuration

You can configure TLS and SRTP at the global or dial-peer level. These examples shows configuration
at the global level and at the dial-peer level. Even though the Cisco doc claims to support SRTP fallback
it was not tested.

Delta(config)#voice service voip
Delta(conf-voi-serv)#srtp
Delta(conf-voi-serv)#sip
Delta(conf-serv-sip)#url sips
Delta(conf-serv-sip)#session transport tcp tls

Certificate Configuration

In this example the Gateway needs to generate a certificate to be signed by Interaction Center.
Interaction Center is the Certificate Authority.

1. Generate the Key Pair that will be signed by the IC Server

Delta#config t
Enter configuration commands, one per line. End wi th CNTL/Z.

Delta(config)#crypto key generate rsa general-keys label ININ-Key exportable
The name for the keys will be: ININ-Key
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Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus grea ter than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be export able...[OK]

2. Now you must create a "Trustpoint”. The Trustpoint is a marker to your Certificates on the
Gateway. You must provide info about your site for the Certificate Signing Request.

Delta(config)#crypto ca trustpoint INDY

Delta(ca-trustpoint)#enrollment terminal pem

Delta(ca-trustpoint)#crl optional

Delta(ca-trustpoint)#subject-name C=US, ST=Indiana, L=Indianapolis,
O=Interactivelntelligence, OU=Testing, CN=www.inin. com
Delta(ca-trustpoint)#fgdn www.inin.com

Delta(ca-trustpoint)#rsakeypair ININ-Key

Delta(ca-trustpoint)#exit

3. Now we are ready to Generate the Certificate Signing Request

Delta(config)#crypto ca enroll INDY
% Start certificate enrollment ..

% The subject name in the certificate will include: C=Us, ST=Indiana,
L=Indianapolis, O=Interactivelntelligence, OU=Testi ng, CN=www.inin.com
% The subject name in the certificate will include: www.inin.com

% Include the router serial number in the subject n ame? [yes/no]: no

% Include an IP address in the subject name? [no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

----- BEGIN CERTIFICATE REQUEST-----
MIICADCCAWKCAQAWQZAXFTATBgNVBAMTDHd3dy5pbmliuLmNvEPEIA4GALUECXMH
VGVzdGluZzEgMB4GA1UEChMXSW50ZXJhY3RpdmVJIbnRIbGxpZ2W 2UXFTATBgNV
BACTDEIuZGlhbmFwb2xpczEQMA4GAL1UECBMHSW5kaWFuY TELNE UEBhMCVVMX
GzAZBgkghkiGOwOBCQIWDHd3dy5pbmluLmNvbTCBnzANBgkghki GOWOBAQEFAAOB
JQAWQYKCgYEAspy6AK2bAQErA/sBWIOKMBY21GeTpw0JzbPzRqgKdbynUzeK2BuPgn
nw/HTd/c9em8Ck+vg4KePgR9sINHVITuwlZVPIW5PSnZp84wrqd 5wZAm2DL4k4XT
1aYkwSKkC+QVCUNrRGCBA1c1GOjpfMFEMLH1zKLVtsqKXwjh6TZ irsMCAWEAAaAh
MB8GCSqGSIb3DQEJDJESMBAwWDgYDVROPAQH/BAQDAgWgMAOGEIBEDQEBBAUA
A4GBAHImMjLWfOYrz+GEUXdO2pzPtlyCwWh2vT4bQBuUdz4YOAsL Yc7ZP+4IWBR6Y
I13zRMOrcnkthCSi/oahNilvJ6S6XhXjw1t6wH+ReAOMJIIKFZRdV chOPbnE7x0OEs1
NoJcRDDgAg+50tDAFxIoDee27/NvRh87px6s6Ku43UyJ7M99

----- END CERTIFICATE REQUEST-----

---End - This line not part of the certificate requ est---

Redisplay enrollment request? [yes/no]:no
Delta(config)#
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4. Now we can take this to Interaction Administrator to be signed.
You must Copy and Paste all of the ----BEGIN CERTIFICATE REQUEST down
to ------ END CERTICIATE REQUEST-----
This is found under System Configuration — Certificate Management — SIP/TLS Line Cert Config -

Modify...

SIP/TLS Line Certificates Configuration

Line Certificates I Authority Certificates | Port-To-Certificate Mappings  Third Parky Certificate Signing |

Here vwou can have wour certificate signed by the signing authority certificate so that it can be
propetly authenticated when used on a SIFYTLS line.

Certificate To Sign:
MBEGEC59G51b300E IESMEAWDEYDYROPASH/BADDAGW gMANECSqESIhSDQERBALIA -]
A4GEAHIMjLwWFOYrz+GELNdOZ pzPy Cwii b2y T4bQBUUIdz4 v 0AsL Y c 7 ZP+4IWEREY
I3zRMOronkbhiCSifoahMily J636xhxjw 1 tewH+Rea0mIIkFZRdYchOPbnE7xOES1
MoJoRDDgAg+S0tDAFloDesz 7 INYRhSTpxbsakud 3y 17 MO0

Generated Certificates

Signed Certificate:;

MIIC Tz CAbigawIBAgIGATIIGEFTMADSCSE5Ib30OEEEQUAMECxELACBNYEADT

L o]

Zopw To Clipboard Save As.,, |
Signing Authority Certificate:
----- BEGIN CERTIFICATE---—- -]
MITCGEDCCAY GgAwIBAQIFIBEiCgIwDCy JKoZIhycNAQEFE AR ZEQMA4EA 1 LUECHMH _I
-

Copy To Clipboard | Save hs,., |

Close |

You will want to save the Top Certificate as “CiscoRouterSignedCertificate” and the bottom Certificate as
“CiscoRouteri3AuthorityCertificate”. Be sure to save these to a safe and secure location.
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5. First we need to load the Signed CiscoRouteri3AuthorityCertificate
Delta(config)#crypto ca authenticate INDY

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

MIICGzCCAYSgAwWIBAgIGAYMWM2IYMAOGCSgGSIb3DQEBBQUANHEAOBgNVBAOT
B1NlcnZlcnMxXFTATBgNVBASTDFNIcnZIciBHcm91cDEAMBsSGALU EAxXQUUVQgtTESL
SVITZXJI2ZXIgR3IvAXAWHhcNMDcwODA2MTIONzM2WhcNMjcwOBMTIONzM2Wi|BI
MRAwDQgYDVQQKEwdTZXJ2ZXJzMRUWEWYDVQQLEWXTZXJ2ZXIg&8AXHTAbBgNV
BAMUFFFYLUXPSOIfU2VydmVyIEdyb3VWMIGIMAOGCSgGSIb3DQBAQUAA4GNADCB
IQKBgQC1ToX/SGxP5IXdZKBc/sdInLoXrxLxU7pwGn3tVu/D8xQ  PCOksql8rSU62
NoAzRLS5BCt/IBqVz3EM4tDTMeWAK8bLF6Y8HWZ4514Cu+dernf oPUMbflkBe6bv
6youa+wmlU+LIIksV4qpRyZzxgi7tacdq8+ad4BQ+60mYtRU+QI DAQABoXAWDj]AM
BgNVHRMEBTADAQH/MAOGCSqGSIb3DQEBBQUAA4GBAF3glUZ®BWkxbiKMcoEU
ssKtnKMyvOHtn7Sm8wOUSWPrdGT+q7igsuJgsvzR3Z6KHMDNF1Q a4OpwgKiktxEm
uhlXsyilniEWvi2uuRJ3Quelfh5tuhkVgovOplLSRGRVPmMBzvlw 0eHJID36zTx5tY
NaPND7VebEhMLJuPMTIU

Certificate has the following attributes:
Fingerprint MD5: EBA2163C A68A9B7C 3D301CFB FEAC1BAl
Fingerprint SHA1: AFDF3A6A 9937EC74 CEF36D97 F9106626 162F15E7

% Do you accept this certificate? [yes/no]:yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

6. Now we need to load the CiscoRouterSignedCertificate
Delta(config)#crypto ca import INDY certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

MIICUjCCAbugAwIBAgIGAZBEI3GXMAOGCSqGSIh3DQEBBQUAMEEDAOBGNVBAOT
B1NlcnZlcnMxXFTATBgNVBASTDFNIcnZIciBHcm91cDEAMBsSGALU EAXQUUVQgtTESL
SVITZXJI2ZXIgR3IvAXAWHhcNMDcwODA3MTkwOTUyWhcNMjcwCEDMA kwOTUYW[CB
kDEgMB4GA1UEChMXSW50ZXJhY3RpdmVJIbnRIbGxpZ2VuY2UxHIBgNVBASTFIRI
c3RpbmcgKDAXODMxNjMzNjIXOCkxFTATBgNVBAMTDHd3dy5pbmuLmNvbTEVMBMG
ALUEBXMMSW5kaWFuYXBvbGIzMRAwWDgYDVQQIEwdIJbmRpYW5WRIQ¥ DVQQGEWJIV
UzCBnzANBgkghkiGOWOBAQEFAAOB|QAWGYKCgYEAspy6AK2bAQR/sBWIOKMBY21
GeTpw0JzbPzRgKqg5ynUzeK2BuPgnnw/HTd/c9em8Ck+vgdKePgR 9sIJNHVJTuwIZV
PIW5PSnZp84wrqd5wZAm2DL4k4XT1aYkwSkC+QvCUNrRGCBA1d GOjpfMEMLH1
zKLVtsqgKXwjh6TZirsMCAWEAATANBgkghkiGOWOBAQUFAAOBgQBGgox1Ss6IrHr0
fFe4QmDygXEHOs9twayb1rgDDLrpdPv50ywSogj3gVLagbmEWZe T8jzIUPp2i0Vb
S5H7hLNsnqrSqlmzWWwWDjafATAA/bNG6uy+2L02KeXNZUBOZRJEh JGIJQR1Ybhc+ID
NDAuCkv5bN1RX5e8WBFVUCR6XOKGyw==

----- END CERTIFICATE-----
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% Router Certificate successfully imported

7. If this is the only Certificate that this Router will be using, it would be wise to make the Trustpoint
the Default whenever crypto signaling is required. You can do this will the following commands in
the SIP-UA.

Delta(config)#sip-ua
Delta(config-sip-ua)#crypto signaling default trust point INDY
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Dial-peer Configuration

Now we must make changes to the dial peers so they use TLS/SRTP. The example below creates a
default IP and POTS peer for simplification in the troubleshooting process, but many other layouts and

options are available. Some examples are shown below:
This peer is a catch all inbound pots peer

Delta(config)#dial-peer voice 9 pots
Delta(config-dial-peer)#service session
Delta(config-dial-peer)#incoming called-number . T
Delta(config-dial-peer)#direct-inward-dial

This peer will be matched on an outbound pots call

Delta(config)#dial-peer voice 99 pots
Delta(config-dial-peer)#service session
Delta(config-dial-peer)#destination-pattern .T
Delta(config-dial-peer)#direct-inward-dial
Delta(config-dial-peer)#port 1/0/0:23

An inbound voip TSL/SRTP peer

Delta(config)#dial-peer voice 301 voip
Delta(config-dial-peer)#voice-class sip url sips
Delta(config-dial-peer)#session protocol sipv2
Delta(config-dial-peer)#session transport tcp tls
Delta(config-dial-peer)#incoming called-number .
Delta(config-dial-peer)# dtmf-relay rtp-nte
Delta(config-dial-peer)#codec g711lulaw
Delta(config-dial-peer)#no vad

This peer will be matched on an outbound voip call

Delta(config)#dial-peer voice 305 voip
Delta(config-dial-peer)#preference 1
Delta(config-dial-peer)#destination-pattern 560....
Delta(config-dial-peer)#voice-class sip url sips
Delta(config-dial-peer)#session protocol sipv2
Delta(config-dial-peer)#session target ipv4:10.70.0
Delta(config-dial-peer)# dtmf-relay rtp-nte
Delta(config-dial-peer)#codec g711lulaw
Delta(config-dial-peer)#no vad

123
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Interaction Center Configuration

Create your line. Notice that the Phone number is preceded by sips: this is a requirement for the Cisco
Gateway. The from address must contain sips: for the gateway to treat the incoming call as a secure
connection. Without this the call will be rejected. In SU4 and greater the Phone Number field will need to
be created like the following example.

Example: sips:5151111@10.70.0.50:5061

Line Configuration - Cisco ﬂ E |

SIP Line: Configuration | Call Putback | Custom Attributes | History |

Line W Active =
Transpart Phone Mumber: Isips:5151111
Session
Authentication  Domain Marme: Iqexp.cl:nm
Proxy
Reqiskrar Maimum Mumber of Calls
Access
Fegion " Combined  © Inboundoutbound
TLS Security
Inbound: I ¥ Mo Limik

Oukbound: I ¥ Mo Limik

[ Disable T.38 Faxing

v Auto Disconneck when Silence Detected in ;I

«l »l v Confirm auto-save (] 4 I Cancel | Apply |
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Be sure to set the Transport to TLS and the Audio Protocol to STRP

Line Configuration - Cisco ﬂ E |

SIP Line: Configuration | Call Putback | Custom Attributes | History |

Line Transport Prokocal; TLS -

| Audio

i Audio Protocol: ISRTP b I Security IEnd-tD-Edge 'I
Session

Authentication  address ko use: IL::u:aI Area Conneckion j
Proxy

Registrar HP MCF752 Gigabit Server Adapker

Access

Region Feceive Port: S061 Connect Timer (ms): | 3200

TLS Security
Maximurn Packet Retry: | 10 T1 Timer (s S00

Pazirmum Invike Rekry: = T2 Timer {ms): I 4000

Reinvite Delay (ms): a0

1

Retrvable Reason Codes; I 480, 500-5949

«l » ¥ Confirm auto-save (n]s I Zancel Apply
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Set the Proxy on the line to point to your Cisco Gateway with port 5061

Line Configuration - Cisco ﬂ E |

SIP Line: Configuration | Call Putback | Custom Attributes | History |

Line Priotitized list of Proxy IP addresses:

Budio -

Transpork IF Address M— DB SRy
Session 10.70.0,50 [T Use tel; Scheme

Authentication

Registrar
Access
Region

TLS Security

Add | Edit | Del_etel Up | Du:uwnl

«l » ¥ Confirm auto-save (n]s I Zancel Apply
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The TLS Cipher Suite supported by Cisco is TLS_RSA WITH_AES_ 128 CBC_SHA. Not setting this
correctly will result in a “SIP — Remote System not responding” when an outbound call is placed. This
can be found under the SIP Line Configuration — TLS Security.

TLS Cipher Suites E E |

O TLS_Rsa_WITH_AES_256_CEC_SHA

O TL5_Rsa_WITH_3DES_EDE_CEC_SHA

O TLs_Rrsa_WITH_DES_CEC_SHA

O TLS_RSa_WITH_RC4_125_SHA

O TL5_Rsa_EXPORT_WITH_DES40_CEC_SHA

Default | Move Up | Move Qu:uwnl

(04 I Cancel |
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The default SRTP Cipher Suite needs to be changed to AES_CM_128 HMAC_SHA1 32, because this is
what the Cisco Gateway supports. Not setting this correctly will result in a “488 not supported Media”
returned from the Cisco Gateway. This can be found at Regionalization — Locations — Communications -
Modify — SRTP Cipher Suites - Modify...

SRTP Cipher Suites EHE |

O aES_CM_128_HMAC_SHAL &0
O AE5_CM_192_HMAC_SHAL &0
O AEs_CM_192_HMAC_SHAL 32
O aEs_cM_z56_HMAC_SHAL S0
O &ES_CM_z56_HMAC_SHAL 32

Default | Mave LUp | Move Qu:uwnl

(0] 4 I Zancel |
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The dial plan must now be modified to format the dial string for easy dialing from the phone or the client.

Regional Dial Plan - Edit Pattern E3 |

Input Pattern: ﬂ Standardized Mumber: I +HIS17$RRRRZ ﬂ
Location Filker IC:.C\II} j Default Dial String: I FhERaaZ ﬂ
Lisk Mame: |31? local exchanges j Display String: I (31770 $54-mien 2 ﬂ
Classification: ||_.;..;a| j Edit Base: I (3170 $54-me 2 ﬂ

I Account Code Yerification Compaonents:  |ReportingCodel:317
ReportingCodez: $$4
ReportingCoded: kExx

2.
Description: I (3177 7 digit ll
Dial Group | Filter | Classification | Dial Skring | Add Group |

CISCO <allz Local sipsifddndi@gexp.co, ..
Edit |
Remoyve |

Up |Q|:uwn|
= | = | Ok I Cancel | Help

Dial Group - Edit Entry E3 I

The Fallowing Dial Line Groups are being modified.

Dial Group | Private Line Assignment

CISCO

1| | >
Input Pattern: I $EERRRRE
Lacation Filter: I{AII> j
Classification: IL-:u:aI j
Dial 3kring: I sips:$$$RI@aexp.com: 5061 ﬂ

QK I Zancel | Help |
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Redundancy

Here is an example on using two dial-peers for inbound calls to Interaction Center. When Interaction
Center is using a switchover pair, this allows the Gateway to send the calls to the active server.

Delta(config)#dial-peer voice 305 voip

Delta(config-dial-peer)#preference 1
Delta(config-dial-peer)#destination-pattern 560....
Delta(config-dial-peer)#voice-class sip url sips
Delta(config-dial-peer)#session protocol sipv2
Delta(config-dial-peer)#session target ipv4:10.70.0 123
Delta(config-dial-peer)#dtmf-relay rtp-nte

Delta(config-dial-peer)#codec g711lulaw

Delta(config-dial-peer)#no vad

Delta(config)#dial-peer voice 306 voip

Delta(config-dial-peer)#preference 2
Delta(config-dial-peer)#destination-pattern 560....
Delta(config-dial-peer)#voice-class sip url sips
Delta(config-dial-peer)#session protocol sipv2
Delta(config-dial-peer)#session target ipv4:10.70.0 122
Delta(config-dial-peer)#dtmf-relay rtp-nte

Delta(config-dial-peer)#codec g711lulaw

Delta(config-dial-peer)#no vad

Since the Server Certificates that are used during switchover are the same, there is nothing that needs to
be done for outbound calls from Interaction Center.
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Functional Tests

Inbound and Outbound with Cisco 2811 and xIC 3.0 SU1

Test scenario: 1. Place an outbound call through the gateway and verify audio
a. Place this call on hold and then off hold and verify audio
b. Record a section of the call
c. Transfer the call to another station configured with TLS/SRTP and verify audio
2. Place outbound call and transfer to a station configured with TLS/RTP and verify audio
3. Repeat step 1 but with an inbound call

In our test environment the outbound calls were placed to analog phones off of a channel bank, which
was connected to the gateway via a PSTN connection.

Specific Test Cases

Test Case | Title
5163 TLS/sRTP Gateway Configuration
5572 Gateway SIP Security — Hold
5573 Gateway SIP Security - Inbound Call
5574 Gateway SIP Security - Outbound Call
5576 Gateway SIP Security — Conference
5577 Gateway SIP Security - Transfer (Blind)
5578 Gateway SIP Security - Transfer (Consult)
5579 Gateway SIP Security — Recording
5580 Gateway SIP Security - G.711 and G.729 With SRTP
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Faxing Support

Note that only the initial tones would be secure before the gateway flips to T.38.

To allow faxing with xIC the T.38 protocol must be enabled within the gateway. This can be done either
at the global level or within a dial-peer.

Global Configuration

Delta(config)#voice service voip
Delta(conf-voi-serv)#fax protocol t38

Dial-peer Configuration

An inbound fax peer

Delta(config)#dial-peer voice 301 voip
Delta(config-dial-peer)#fax protocol t38

This peer will be matched on an outbound fax

Delta(config)#dial-peer voice 305 voip
Delta(config-dial-peer)#fax protocol t38
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Functional Tests
To test faxing functionality simply try to send and receive faxes by using Interaction Fax.

200 faxes were sent at a rate of 1 fax every 35 seconds between two separate servers. This resulted in
200 inbound faxes and 200 outbound faxes with 95% accuracy.

Specific Test Cases

Test Case | Title
4417 SIP - T.38 Inbound/G.711
4418 SIP - T.38 Outbound/G.711
4419 SIP - T.38 Inbound/G.729
4420 SIP - T.38 Outbound/G.729
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Troubleshooting

The documentation that could be found on www.cisco.com for TLS SRTP configuration was outdated and
the commands were no longer in the 10S in the locations indicated. Becoming familiar with the following
debug statements will be invaluable for determining when things are failing.

Delta#debug ccsip all
Delta#debug voice ccapi inout

Working calls are extremely valuable, so this will show 1 for each direction.

A working inbound call (PSTN to SIP):

001147: Mar 20 20:24:33.122: //-1/7C56219F8003/CCAP I/cc_api_display_ie_subfields:
cc_api_call_setup_ind_common:
cisco-username=
————— ccCallinfo IE subfields -----
cisco-ani=7158634
cisco-anitype=0
cisco-aniplan=0
cisco-anipi=0
cisco-anisi=0
dest=5601111
cisco-desttype=0
cisco-destplan=0
cisco-rdie=FFFFFFFF
cisco-rdn=
cisco-rdntype=-1
cisco-rdnplan=-1
cisco-rdnpi=-1
cisco-rdnsi=-1
cisco-redirectreason=-1 fwd_final_type =0
final_redirectNumber =
hunt_group_timeout =0

001148: Mar 20 20:24:33.122: //-1/7C56219F8003/CCAP I/cc_api_call_setup_ind_common:
Interface=0x48BE8104, Call Info(
Calling Number=7158634,(Calling Name=)(TON=Unkno wn, NPI=Unknown, Screening=Not Screened,

Presentation=Allowed),
Called Number=5601111(TON=Unknown, NPI=Unknown),

Calling Translated=FALSE, Subscriber Type Str=Re gularLine, FinalDestinationFlag=TRUE,
Incoming Dial-peer=9, Progress Indication=NULL(0 ), Calling IE Present=TRUE,
Source Trkgrp Route Label=, Target Trkgrp Route Label=, CLID Transparent=FALSE), Call Id=-1
001149: Mar 20 20:24:33.126: //-1/7C56219F8003/CCAP I/cc_api_call_setup_ind_common:
Interface Type=13, Protocol=0
001150: Mar 20 20:24:33.126: //-1/7C56219F8003/CCAP I/ccCheckClipClir:
In: Calling Number=7158634(TON=Unknown, NPI=Unkn own, Screening=Not Screened,
Presentation=Allowed)
001151: Mar 20 20:24:33.126: //-1/7C56219F8003/CCAP I/ccCheckClipClir:
Calling Party Number Is User Provided
001152: Mar 20 20:24:33.126: //-1/7C56219F8003/CCAP I/ccCheckClipClir:
Out: Calling Number=7158634(TON=Unknown, NPI=Unk nown, Screening=Not Screened,
Presentation=Allowed)
001153: Mar 20 20:24:33.126: //8/XXXXXXXXXXXX/CCAPI /cc_insert_call_entry:
Total Call Count=0, Call Entry(Call Count On=FAL SE, Incoming Call=TRUE)
001154: Mar 20 20:24:33.126: //8/XXXXXXXXXXXX/CCAPI /cc_insert_call_entry:
Total Call Count=1
001155: Mar 20 20:24:33.126: //-1/XXXXXXXXXXXX/CCAP l/cc_get_feature_vsa:
001156: Mar 20 20:24:33.126: :cc_get_feature_vsa ma lloc success
001157: Mar 20 20:24:33.126: //-1/XXXXXXXXXXXX/CCAP l/cc_get_feature_vsa:
001158: Mar 20 20:24:33.126: cc_get_feature_vsa co untis 1
001159: Mar 20 20:24:33.126: //-1/XXXXXXXXXXXX/CCAP I/cc_get_feature_vsa:
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001160: Mar 20 20:24:33.126: :FEATURE_VSA attribute
feature_name:0,feature_time:1220106960,feature_id:3
001161: Mar 20 20:24:33.126: //-1/XXXXXXXXXXXX/CCAP

001162: Mar 20 20:24:33.126: call_init_entry calle
001163: Mar 20 20:24:33.126: //8/7C56219F8003/CCAPI
Incoming=TRUE, Call 1d=8
001164: Mar 20 20:24:33.126: //8/7C56219F8003/CCAPI
Set Up Event Sent;
Call Info(Calling Number=7158634(TON=Unknown, NP
Presentation=Allowed),
Called Number=5601111(TON=Unknown, NPI=Unknown))
001165: Mar 20 20:24:33.126: //8/7C56219F8003/CCAPI
Event=0x48BA4B98
001166: Mar 20 20:24:33.130: //-1/XXXXXXXXXXXX/CCAP
Matching Parameters; Called Number=5601111, Call
001167: Mar 20 20:24:33.130: //-L/XXXXXXXXXXXX/CCAP
Searching Node;
Called Number=5601111, Call Transfer Consult Id=
001168: Mar 20 20:24:33.130: //-1/XXXXXXXXXXXX/CCAP

001169: Mar 20 20:24:33.130: Comparing SSOpCode; 0x
001170: Mar 20 20:24:33.130: //-1/XXXXXXXXXXXX/CCAP

001171: Mar 20 20:24:33.130: Comparing SSOpCode; 0x

001172: Mar 20 20:24:33.130: //-LIXXXXXXXXXXXX/CCAP
No Matching Node

001173: Mar 20 20:24:33.134: //-LIxxxxxxxxxxxx/CCAP
Application Process Name=_ManagedAppProcess_Defa

Handle=0x491184D8

001174: Mar 20 20:24:33.134: //8/7C56219F8003/CCAPI
Context=0x46E6CEO08

001175: Mar 20 20:24:33.134: //8/7C56219F8003/CCAPI
>>>>CCAPI handed cid 8 with tag 9 to app "_Manag

001176: Mar 20 20:24:33.134: //-LIXXXXXXXXXXXX/CCAP
Application Name=_ManagedAppProcess_Default, App

Handle=0x46E19BC8

001177: Mar 20 20:24:33.138: //8/7C56219F8003/CCAPI
Progress Indication=NULL(0)

001178: Mar 20 20:24:33.138: //8/7C56219F8003/CCAPI
Destination=, Calling IE Present=TRUE, Mode=0,
Outgoing Dial-peer=305, Params=0x46E6DCDO, Progr

001179: Mar 20 20:24:33.138: //8/7C56219F8003/CCAPI
In: Calling Number=7158634(TON=Unknown, NPI=Unkn

Presentation=Allowed)

001180: Mar 20 20:24:33.138: //8/7C56219F8003/CCAPI
Calling Party Number Is User Provided

001181: Mar 20 20:24:33.138: //8/7C56219F8003/CCAPI
Out: Calling Number=7158634(TON=Unknown, NPI=Unk

Presentation=Allowed)

001182: Mar 20 20:24:33.138: //8/7C56219F8003/CCAPI
Destination Pattern=560...., Called Number=56011

001183: Mar 20 20:24:33.138: //8/7C56219F8003/CCAPI
Calling Number=7158634(TON=Unknown, NPI=Unknown,

Presentation=Allowed),

Called Number=5601111(TON=Unknown, NPI=Unknown),
Redirect Number=, Display Info=

Account Number=, Final Destination Flag=TRUE,
Guid=7C56219F-F5F2-11DC-8003-00175AADECCO, Outgo

001184: Mar 20 20:24:33.138: //8/7C56219F8003/CCAPI
ccCallSetupRequest:
cisco-username=
————— ccCallinfo IE subfields -----
cisco-ani=7158634
cisco-anitype=0
cisco-aniplan=0
cisco-anipi=0

sare:
I/cc_init_call_entry:

is 48B8F098,callid is 8
/cc_insert_guid_pod_entry:

/cc_api_call_setup_ind_common:

I=Unknown, Screening=Not Screened,

/cc_process_call_setup_ind:

I/cc_setupind_registration_lookup:
Transfer Consult Id=
I/cc_setupind_match_search:

I/cc_setupind_match_compare:

50 and 0x0
I/cc_setupind_match_compare:

12 and 0x0
I/cc_setupind_registration_lookup:

I/ccApplnitializePID:
ult, Application Process 1d=193, Application

/ccCallSetContext:

/cc_process_call_setup_ind:
edAppProcess_Default"
I/ccApplnitialize:

lication Process 1d=193, Application

/ccCallProceeding:
/ccCallSetupRequest:

ess Indication=NULL(0)
/ccCheckClipClir:

own, Screening=Not Screened,

/ccCheckClipClir:

/ccCheckClipClir:
nown, Screening=Not Screened,

/ccCallSetupRequest:
11, Digit Strip=FALSE
/ccCallSetupRequest:
Screening=Not Screened,

ing Dial-peer=305
/cc_api_display_ie_subfields:
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cisco-anisi=0
dest=5601111
cisco-desttype=0
cisco-destplan=0
cisco-rdie=FFFFFFFF
cisco-rdn=
cisco-rdntype=-1
cisco-rdnplan=-1
cisco-rdnpi=-1
cisco-rdnsi=-1
cisco-redirectreason=-1 fwd_final_type =0
final_redirectNumber =
hunt_group_timeout =0

001185: Mar 20 20:24:33.142: //8/7C56219F8003/CCAPI
Interface=0x47ECC34C, Interface Type=3, Destinat
Call Params(Calling Number=7158634,(Calling Name

Screened, Presentation=Allowed),

Called Number=5601111(TON=Unknown, NPI=Unknown),
Subscriber Type Str=RegularLine, FinalDestinatio

On=FALSE,

Source Trkgrp Route Label=, Target Trkgrp Route

001186: Mar 20 20:24:33.142: //9/XXXXXXXXXXXX/CCAPI
Total Call Count=1, Call Entry(Call Count On=FAL

001187: Mar 20 20:24:33.142: //-LIxxxxxxxxxxxx/CCAP

001188: Mar 20 20:24:33.142: :cc_get_feature_vsa ma
001189: Mar 20 20:24:33.142: //-1/XXXXXXXXXXXX/CCAP

001190: Mar 20 20:24:33.142: cc_get_feature_vsa co
001191: Mar 20 20:24:33.142: //-1/XXXXXXXXXXXX/CCAP

001192: Mar 20 20:24:33.142: :FEATURE_VSA attribute
feature_name:0,feature_time:1220106744,feature_id:4
001193: Mar 20 20:24:33.142: //-LIXXXXXXXXXXXX/CCAP

001194: Mar 20 20:24:33.142: call_init_entry calle

001195: Mar 20 20:24:33.142: //8/7C56219F8003/CCAPI
Bind=TRUE, Binder Call 1d=8, Bindee Call 1d=9

001196: Mar 20 20:24:33.142: //9/7C56219F8003/CCAPI
Incoming=FALSE, Call Id=9

001197: Mar 20 20:24:33.142: //-1/XXXXXXXXXXXX/SIP/

context(0x48D1BCB4) with key=[12] to table

001198: Mar 20 20:24:33.142: //9/000000000000/SIP/S

change from (STATE_NONE, SUBSTATE_NONE) to (STATE_

001199: Mar 20 20:24:33.142: //9/000000000000/SIP/I
processing SETUP REQcch->pld.flags_ipip = 200
001200: Mar 20 20:24:33.142: //9/000000000000/SIP/I
call: calllD=9, peer_calllD =8

001201: Mar 20 20:24:33.142: //9/000000000000/SIP/I
SETUP REQccb->pld.flags_ipip = 200

001202: Mar 20 20:24:33.142: //9/7C56219F8003/SIP/I
target_host : 10.70.0.118 target_port : 5061

001203: Mar 20 20:24:33.142: //-1/XXXXXXXXXXXX/SIP/

SPI : SIPSPI_EV_CC_CALL_SETUP

001204: Mar 20 20:24:33.142: //9/7C56219F8003/CCAPI
SPI Call Setup Request Is Success; Interface Typ

001205: Mar 20 20:24:33.142: //8/7C56219F8003/CCAPI

001206: Mar 20 20:24:33.142: //9/7C56219F8003/CCAPI
Context=0x46E6DC80

001207: Mar 20 20:24:33.146: //8/7C56219F8003/CCAPI
Outgoing Dial-peer=305

001208: Mar 20 20:24:33.146: //-LIXXXXXXXXXXXX/SIP/

ccsip_spi_get_msg_type returned: 3 for event 2

001209: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/I

9 to table

/ccIFCallSetupRequestPrivate:
ion=, Mode=0x0,
=)(TON=Unknown, NPI=Unknown, Screening=Not

Calling Translated=FALSE,
nFlag=TRUE, Outgoing Dial-peer=305, Call Count

Label=, tg_label_flag=0, Application Call Id=)
/cc_insert_call_entry:

SE, Incoming Call=FALSE)
I/cc_get_feature_vsa:

lloc success
l/cc_get_feature_vsa:

untis 2
l/cc_get_feature_vsa:

s are:
I/cc_init_call_entry:

is 48B8FB70,callid is 9
/cc_peer_bind:

/cc_insert_guid_pod_entry:
Info/sipSPIAddContextToTable: Added
tate/sipSPIChangeState: 0x48D1BCB4 : State
IDLE, SUBSTATE_NONE)
nfo/ccsip_call_setup_request: Before
nfo/ccsip_call_setup_request: This is a TDM-IP

nfo/ccsip_call_setup_request: After processing

nfo/sipSPIGetOutboundHostAndDestHost: CCSIP:

Event/sipSPIEventinfo: Queued event from SIP
/ccIFCallSetupRequestPrivate:

e=3, FlowMode=1
/ccCallSetupRequest:exit@2318
/ccCallSetContext:

/ccSaveDialpeerTag:
Info/ccsip_process_sipspi_queue_event:

nfo/sipSPIUaddccCallldToTable: Adding call id
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001210: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/I
set[0] type :No Codec bytes: 0

001211: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/I
is not active

001212: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/I
Codec

001213: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/I
copy target_host to outbound_host

001214: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/I
Schema =6

001215: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/M
stream 1 =10.70.0.50

001216: Mar 20 20:24:33.146: //-1/XXXXXXXXXXXX/SIP/
16996 for stream 1

001217: Mar 20 20:24:33.146: //-1/XXXXXXXXXXXX/SIP/
:Codec: g711ulaw codecbytes :160, ptime: 20

001218: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/I
and T38 disabled. X-cap not needed

001219: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/I
stream for outbound call

001220: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/M
sipSPIProcessRtpSessions

001221: Mar 20 20:24:33.146: //9/7C56219F8003/SIP/M
streams.

001222: Mar 20 20:24:33.150: //9/7C56219F8003/SIP/I
001223: Mar 20 20:24:33.150: //9/7C56219F8003/SIP/I
available on incoming leg

001224: Mar 20 20:24:33.150: //9/7C56219F8003/SIP/I
001225: Mar 20 20:24:33.150: //9/7C56219F8003/SIP/I
is=0

001226: Mar 20 20:24:33.150: //9/7C56219F8003/SIP/I
table.

001227: Mar 20 20:24:33.150: //9/7C56219F8003/SIP/I

cch=0x48D1BCB4 key=7C5B0377-F5F211DC-8021DADB-A8450

001228: Mar 20 20:24:33.150: //9/7C56219F8003/SIP/I

billing records = 7C5B0377-F5F211DC-8021DADB-A84503

001229: Mar 20 20:24:33.150: //9/7C56219F8003/CCAPI
Interface=0x47ECC34C, Progress Indication=NULL(0

001230: Mar 20 20:24:33.150: //9/7C56219F8003/CCAPI

001231: Mar 20 20:24:33.150: //-LIXXXXXXXXXXXX/SIP/

Transaction Address 10.70.0.118,Port 5061, Transpor

001232: Mar 20 20:24:33.150: //-1/XXXXXXXXXXXX/SIP/

east to SIP default timezone = GMT

001233: Mar 20 20:24:33.150: //-LIXXXXXXXXXXXX/SIP/

configured

001234: Mar 20 20:24:33.150: //9/7C56219F8003/SIP/E

> Setting ;screen=no ;privacy=off

001235: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/I

container=0x48F80254 to Invite

001236: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/T

the transport layer

001237: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/T

the Dial peer configuration, Switch Transport is FA

001238: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/T

msg=0x49165A58, addr=10.70.0.118, port=5061, sentBy

callBack=0x41644238

001239: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/T

Proceedable for sending msg immediately

001240: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/T

transport is 0

001241: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/T

the msg=0x49165A58

001242: Mar 20 20:24:33.154: //-1/XXXXXXXXXXXX/SIP/

send for msg=0x49165A58, addr=10.70.0.118, port=506

001243: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/I

STATE_IDLE

001244: Mar 20 20:24:33.154: //-1/XXXXXXXXXXXX/SIP/

Facilities will be queued.

nfo/sipSPIGetCallConfig: preferred_codec
nfo/sipSPICanSetFallbackFlag: Local Fallback
nfo/sipSPIGetCallConfig: Not using Voice Class
nfo/sipSPIValidateAndCopyOutboundHost: CCSIP:
nfo/populateOutgoingSrtpinfo: Schema from CCB.
edia/sipSPISetMediaSrcAddr: Media src addr for
Media/sipSPIReserveRtpPort: reserved port
Info/convert_codec_bytes_to_ptime: Values
nfo/sip_generate_sdp_xcaps_list: Modem Relay
nfo/sipSPI0utgoingCallSDP: Creating recv-only
edia/sipSPIProcessRtpSessions:
edia/sipSPIProcessRtpSessions: No active

nfo/sipSPIValidateGtd: Signal Forward disabled
nfo/sipSPIAddMLPPServicesInfo: No MLP Info

nfo/act_idle_continue_call_setup:
nfo/sipSPIRscmsmAvail: Value returned by check

nfo/sipSPIUaddCcbToUACTable: ****Adding to UAC
nfo/sipSPIUaddCcbToTable: Added to table.
356@10.70.0.50

nfo/sipSPIUsetBillingProfile: sipCallld for
56@10.70.0.50

/cc_api_call_proceeding:

)

/cc_api_call_proceeding:exit@6618
Transport/sipSPIUpdateResponselnfo: Dialog

t 4, SentBy Port 5061

Info/sipSPISetDateHeader: Converting TimeZone
Info/sipSPIgetRegistrarHost: registrar is not
vent/sipSPICreateRpid: Received Octet3A=0x80 -
nfo/sipSPISendInvite: Associated
ransport/sipSPISendInvite: Sending Invite to
ransport/sipSPIGetSwitchTransportFlag: Return
LSE

ransport/sipSPITransportSendMessage:

_port=0, is_req=1, transport=4, switch=0,
ransport/sipSPITransportSendMessage:
ransport/sipTransportLogicSendMsg: switch
ransport/sipTransportLogicSendMsg: Set to send
Transport/sipTransportPostSendMessage: Posting
1, connld=1 for TLS

nfo/sentinviteRequest: Sent Invite in state

Info/sentinviteRequest: Transaction active.
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001245: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/S
change from (STATE_IDLE, SUBSTATE_NONE) to (STATE_
001246: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/M
sipSPIProcessRtpSessions
001247: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/M
voice+dtmf (callid 9) to the VOIP RTP library
001248: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/M
stream 1 = 10.70.0.50
001249: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/M
sipSPIUpdateRtcpSession for m-line 1
001250: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/M
info
laddr = 10.70.0.50, Iport = 16996, raddr = 0.0.0.0
src_callid = 9, dest_callid = -1, stream type = vo
media_ip_addr = 0.0.0.0, vrf tableid = 0
001251: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/M
creating a new one
001252: Mar 20 20:24:33.154: //9/7C56219F8003/SIP/S
9) State changed from (STREAM_ADDING) to (STREAM_A
001253: Mar 20 20:24:33.154: //9/7C56219F8003/CCAPI
Remote IP Address=10.70.0.118, Hwidb=FastEtherne
001254: Mar 20 20:24:33.154: //9/7C56219F8003/CCAPI
Total Call Count=1, Voip Call Count=1, MMoip Cal
001255: Mar 20 20:24:33.158: //-1/XXXXXXXXXXXX/SIP/
Sent:
INVITE sips:5601111@10.70.0.118:5061 SIP/2.0Via: Sl
10.70.0.50:5061;branch=z9hG4bK3AC4Remote-Party-ID:
<sips:7158634@10.70.0.50>;party=calling;screen=no;p
<sips:7158634@10.70.0.50>;tag=460158-4EETo0: <sips:5
20:24:33 GMTCall-ID: 7C5B0377-F5F211DC-8021DADB-A84
100rel,timer,resource-priority,replacesMin-SE: 180
1521347776User-Agent: Cisco-SIPGateway/I0S-12.xAllo
UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTERCSe
1206044673Contact: <sips:7158634@10.70.0.50:5061>Ex
eventContent-Type: application/sdpContent-Dispositi
272v=00=CiscoSystemsSIP-GW-UserAgent 700 6789 IN IP
Om=audio 16996 RTP/SAVP 0c=IN IP4 10.70.0.50a=crypt
inline:2us7kl6CZu0x9r7rgu/hTDaVvW/sPUCEHVGXt4WWa=rt
001256: Mar 20 20:24:33.166: //-LIXXXXXXXXXXXX/SIP/
ReadBlock nbytes 289 offset 0
001257: Mar 20 20:24:33.170: //-1/XXXXXXXXXXXX/SIP/
ccsip_spi_get_msg_type returned: 2 for event 1
001258: Mar 20 20:24:33.170: //-LIXXXXXXXXXXXX/SIP/
context=0x481F3374
001259: Mar 20 20:24:33.170: //-
1/xxx0xaXxxxxxx/SIP/Transport/sipConnectionManagerPr
addr=10.70.0.118, port=5061, connid=1, transport=TL
001260: Mar 20 20:24:33.170: //-LIXXXXXXXXXXXX/SIP/
Invite Dialog
001261: Mar 20 20:24:33.170: //-1/XXXXXXXXXXXX/SIP/
Received:
SIP/2.0 100 TryingTo: <sips:5601111@10.70.0.118>Fro
4EEVia: SIP/2.0/TLS 10.70.0.50:5061;branch=z9hG4bK3
8021DADB-A8450356@10.70.0.50User-Agent: ININ-TsServ

001262: Mar 20 20:24:33.170: //9/7C56219F8003/SIP/S
change from (STATE_SENT_INVITE, SUBSTATE_NONE) to
SUBSTATE_PROCEEDING_PROCEEDING)

001263: Mar 20 20:24:33.366: //-LIXXXxxxxxxxxx/SIP/
ReadBlock nbytes 639 offset 0

001264: Mar 20 20:24:33.366: //-LIXXXXXXXXXXXX/SIP/
ccsip_spi_get_msg_type returned: 2 for event 1
001265: Mar 20 20:24:33.366: //-LIXXxXxxxxxxxxx/SIP/
context=0x481F3374

001266: Mar 20 20:24:33.366: //-
1/000000kxxxx/SIP/Transport/sipConnectionManagerPr
addr=10.70.0.118, port=5061, connid=1, transport=TL

tate/sipSPIChangeState: 0x48D1BCB4 : State
SENT_INVITE, SUBSTATE_NONE)
edia/sipSPIProcessRtpSessions:

edia/sipSPIAddStream: Adding stream 1 of type
edia/sipSPISetMediaSrcAddr: Media src addr for
edia/sipSPIUpdateRtcpSession:
edia/sipSPIUpdateRtcpSession: rtcp_session

, rport=0, do_rtcp=FALSE
ice+dtmf, stream direction = RECVONLY

edia/sipSPIUpdateRtcpSession: No rtp session,

tate/sipSPIChangeStreamState: Stream (callid =
CTIVE)

/cc_incr_if_call_volume:

t0/1

/cc_incr_if_call_volume:

| Count=0

Msg/ccsipDisplayMsg:

P/2.0/TLS

rivacy=offFrom:

601111@10.70.0.118>Date: Thu, 20 Mar 2008
50356@10.70.0.50Supported:

0Cisco-Guid: 2086019487-4126282204-2147680279-
w: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK,
g: 101 INVITEMax-Forwards: 70Timestamp:

pires: 180Allow-Events: telephone-

on: session;handling=requiredContent-Length:
410.70.0.50s=SIP Callc=IN IP4 10.70.0.50t=0
0:5609 AES_CM_128 HMAC_SHA1_ 32

pmap:0 PCMU/8000a=ptime:20
Info/sip_tls_tcp_read_socket:

Info/ccsip_process_sipspi_queue_event:
Transport/sipTransportProcessNWNewConnMsg:
ocessNewConnMsg: gConnTab=0x481F3374,

S Over TCP

Info/ccsip_new_msg_preprocessor: Checking
Msg/ccsipDisplayMsg:

m: <sips:7158634@10.70.0.50>;tag=460158-
AC4CSeq: 101 INVITECall-ID: 7C5B0377-F5F211DC-
er/3.0.11.10134Content-Length: 0

tate/sipSPIChangeState: 0x48D1BCB4 : State
(STATE_RECD_PROCEEDING,

Info/sip_tls_tcp_read_socket:
Info/ccsip_process_sipspi_queue_event:
Transport/sipTransportProcessNWNewConnMsg:

ocessNewConnMsg: gConnTab=0x481F3374,
S Over TCP

4/28/2009

Page 25 of 50

© 2008 Interactive Intelligence, Inc.



INTERACTIVE INTELLIGENCE

SRTP with Cisco Gateways

001267: Mar 20 20:24:33.370: //-LIXXxXxxxxxxxxx/SIP/
Invite Dialog
001268: Mar 20 20:24:33.370: //-LIXXXXXXXXXXXX/SIP/
Received:
SIP/2.0 200 OKTo: <sips:5601111@10.70.0.118>;tag=38
4EEVia: SIP/2.0/TLS 10.70.0.50:5061;branch=z9nG4bK3
8021DADB-A8450356@10.70.0.50Contact: <sips:5601111@
ININ-TsServer/3.0.11.10134x-inin-crn: 1001116529Con
231v=00=ININ 613833796 613833796 IN IP4 10.70.0.118
49600 RTP/SAVP Oa=rtpmap:0 PCMU/8000a=crypto:5609 A
inline:j5J/RIXNK5BA5Y +F44KbcEIf7UirxoQW497usok+
001269: Mar 20 20:24:33.370: //-LIXXXxxxxxxxxx/SIP/
inbound container
001270: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
active. Facilities will be queued.
001271: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
the parent
001272: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/E
header with for Unsolicited Notify Absent,Disabling
001273: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
needed as 18x response SDP is either absent or igno
001274: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
lines=1
001275: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
Negotiation Successful on Static Payload for m-line
001276: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
or multiple ptime attributes that can't be handled
001277: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
1
001278: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
DTMF-RELAY option(s) not found in Preferred DTMF-RE
001279: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
mode: Inband Voice
001280: Mar 20 20:24:33.370: //-LIXXXxxxxxxxxx/SIP/
payload from X-cap =0
001281: Mar 20 20:24:33.370: //9/7C56219F8003/SIP/I
present in SDP. Disable modem relay
001282: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/I
direction attribute present or multiple direction a
and num-a-lines:0
001283: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/I
negotiation successful for media line 1
payload_type=0, codec_bytes=160, codec=g711lulaw, d
stream_type=voice-only (0), dest_ip_address=10.70.
001284: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/S
-1) State changed from (STREAM_DEAD) to (STREAM_AD
001285: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/M
Preferred Codec 1 g711lulaw, bytes :160
Preferred DTMF relay : inband-voice
Preferred NTE payload : 101

Early Media :No
Delayed Media :No
Bridge Done :No
New Media :No
DSP DNLD Reqd :No

001286: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/M
stream 1 =10.70.0.50
001287: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/M

Stream type : voice-only
Media line 01
State : STREAM_ADDING (2)

Callid 19

Negotiated Codec : g711lulaw, bytes :160
Nego. Codec payload : 0 (tx), 0 (rx)
Negotiated DTMF relay : inband-voice
Negotiated NTE payload : 0 (tx), O (rx)
Negotiated CN payload : 0

Info/ccsip_new_msg_preprocessor: Checking
Msg/ccsipDisplayMsg:

490From: <sips:7158634@10.70.0.50>;tag=460158-
AC4CSeq: 101 INVITECall-ID: 7C5B0377-F5F211DC-
10.70.0.118:5061;transport=tls>User-Agent:
tent-Type: application/sdpContent-Length:
s=Interactionc=IN 1P4 10.70.0.118t=0 Om=audio
ES_CM_128 HMAC_SHA1_32

Info/sipSPIGetContentGTD: No GTD found in
nfo/sipSPlhandle2000KInvite: Transaction
nfo/sipSPIhandle2000KInvite: *** This ccb is
rror/sipSPIProcessCallinfoHeader: Call-Info
Unsolicited Notifies
nfo/sipSPICompareRespMedialnfo: No Comparsion
red

nfo/sipSPIDoMediaNegotiation: Number of m-
nfo/sipSPIDoAudioNegotiation: Codec (g711lulaw)
1

nfo/sipSPIDoPtimeNegotiation: No ptime present
nfo/sipSPIDoDTMFRelayNegotiation: m-line index
nfo/sipSPIDoDTMFRelayNegotiation: Requested
LAY option list!
nfo/sipSPIStreamTypeAndDtmfRelay: DTMF Relay
Info/sip_sdp_get_modem_relay_cap_params: NSE

nfo/sip_select_modem_relay params: X-tmr not

nfo/sipSPIGetSDPDirectionAttribute: No
ttributes that can't be handled for m-line:1

nfo/sipSPIDoAudioNegotiation: Codec
tmf_relay=inband-voice
0.118, dest_port=49600
tate/sipSPIChangeStreamState: Stream (callid =

DING)
edia/sipSPIUpdCallwithSdplinfo:

edia/sipSPISetMediaSrcAddr: Media src addr for

edia/sipSPIUpdCallWithSdplnfo:
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Media Srce Addr/Port :10.70.0.50:16996
Media Dest Addr/Port : 10.70.0.118:49600

001288: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/I
sipSPIProcessMediaChanges

001289: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/I
ccsip_api_call_connect_media returned: SIP_SUCCESS
001290: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/S

change from (STATE_RECD_PROCEEDING, SUBSTATE_PROCEEDING_PROCEEDING) to (STATE_RECD_PROCEEDING,

SUBSTATE_NONE)

001291: Mar 20 20:24:33.374: [1-1/XXXXXXXXXXXX/SIP/
001292: Mar 20 20:24:33.374: //9/7C56219F8003/CCAPI
Interface=0x47ECC34C, Data Bitmask=0x1, Progress

Connection Handle=0

001293: Mar 20 20:24:33.374: /1-LIXXXXXXXXXXXX/CCAP
CALL_ERROR_INFORMATIONAL;

001294: Mar 20 20:24:33.374: cc_set_conf_start_tst

001295: Mar 20 20:24:33.374: //9/7C56219F8003/CCAPI
Call Entry(Connected=TRUE, Responsed=TRUE, Retry
001296: Mar 20 20:24:33.374: //9/7C56219F8003/CCAPI
001297: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/I
ccsip_api_call_connected returned: SIP_SUCCESS
001298: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/T
transport layer
001299: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/T
the Dial peer configuration, Switch Transport is FA
001300: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/T
msg=0x48F57CB8, addr=10.70.0.118, port=5061, sentBy
callBack=0x41645624
001301: Mar 20 20:24:33.374: //9/7C56219F8003/SIP/T
Proceedable for sending msg immediately
001302: Mar 20 20:24:33.378: //9/7C56219F8003/SIP/T
transport is 0
001303: Mar 20 20:24:33.378: //9/7C56219F8003/SIP/T
the msg=0x48F57CB8
001304: Mar 20 20:24:33.378: //-LIXXXxxxxxxxxx/SIP/
send for msg=0x48F57CB8, addr=10.70.0.118, port=506
001305: Mar 20 20:24:33.378: //9/7C56219F8003/SIP/S

change from (STATE_RECD_PROCEEDING, SUBSTATE_NONE)

001306: Mar 20 20:24:33.378: //9/7C56219F8003/SIP/C
The Call Setup Information is:
Call Control Block (CCB) : 0x48D1BCB4

State of The Call : STATE_ACTIVE
TCP Sockets Used :YES

Calling Number : 7158634

Called Number 15601111

Source IP Address (Sig ): 10.70.0.50
Destn SIP Req Addr:Port : 10.70.0.118:5061
Destn SIP Resp Addr:Port : 10.70.0.118:5061
Destination Name :10.70.0.118

001307: Mar 20 20:24:33.378: //9/7C56219F8003/SIP/C
Number of Media Streams: 1

Media Stream 01

Negotiated Codec :g71lulaw
Negotiated Codec Bytes : 160

Nego. Codec payload  : 0 (tx), O (rx)
Negotiated Dtmf-relay : 0

Dtmf-relay Payload 10 (tx), 0 (rx)

Source IP Address (Media): 10.70.0.50
Source IP Port  (Media): 16996

Destn IP Address (Media): 10.70.0.118
Destn IP Port (Media): 49600

Orig Destn IP Address:Port (Media): 0.0.0.0:0

001308: Mar 20 20:24:33.378: //9/7C56219F8003/SIP/I
Lock on Facilities released.

nfo/sipSPIProcessMediaChanges:
nfo/sipSPlhandle2000KInvite:
tate/sipSPIChangeState: 0x48D1BCB4 : State
Info/sipSPICreateRawMsg: No GTD passed.
/cc_api_call_connected:

Indication=NULL(0),
l/cc_set_conf_start_tstamp:

amp: no conflD set - confID:0
/cc_api_call_connected:

Count=0)

/cc_api_call_connected:exit@5399
nfo/sipSPlhandle2000KInvite:
ransport/sipSPISendAck: Sending ACK to the
ransport/sipSPIGetSwitchTransportFlag: Return
LSE

ransport/sipSPITransportSendMessage:
_port=0, is_req=1, transport=4, switch=0,
ransport/sipSPITransportSendMessage:
ransport/sipTransportLogicSendMsg: switch
ransport/sipTransportLogicSendMsg: Set to send
Transport/sipTransportPostSendMessage: Posting
1, connld=1 for TLS

tate/sipSPIChangeState: 0x48D1BCB4 : State

to (STATE_ACTIVE, SUBSTATE_NONE)
all/sipSPICalllnfo:

all/sipSPIMediaCallinfo:

nfo/sipSPICallActive: Transaction Complete.
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001309: Mar 20 20:24:33.378: //9/7C56219F8003/SIP/I
events on the internal queue that are going to be f
001310: Mar 20 20:24:33.378: //8/XXXXXXXXXXXX/CCAPI
(confID=0x49165D6C, calllD1=0x8, calllD2=0x9, ta
001311: Mar 20 20:24:33.378: //8/7C56219F8003/CCAPI
Conference 1d=0x49165D6C, Call Id1=8, Call Id2=9
001312: Mar 20 20:24:33.382: //8/XXXXXXXXXXXX/CCAPI
Conference 1d=0x2, Source Interface=0x48BE8104,
Destination Call Id=9, Disposition=0x0, Tag=0xFF
001313: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/I
dstCalllD = 8
001314: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/I
ccCallids: -1/-1, new src/dest ccCallids: 9/8
001315: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/I
streamcallid=9, new streamcallid=9
001316: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/I
xmitFunc = 1100630164, ccb xmitFunc = 1100630164
001317: Mar 20 20:24:33.382: //9/XXXXXXXXXXXX/CCAPI

001318: Mar 20 20:24:33.382: cc_api_get_xcode_strea
001319: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/M
sipSPIProcessRtpSessions
001320: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/M
voice-only (callid 9) to the VOIP RTP library
001321: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/M
stream 1 = 10.70.0.50
001322: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/M
sipSPIUpdateRtcpSession for m-line 1
001323: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/M
info
laddr = 10.70.0.50, Iport = 16996, raddr = 10.70.0
src_callid = 9, dest_callid = 8, stream type = voi
media_ip_addr = 10.70.0.118, vrf tableid = 0
001324: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/M
already created - update
001325: Mar 20 20:24:33.382: //9/7C56219F8003/CCAPI
Event=82, Call 1d=9
001326: Mar 20 20:24:33.382: //9/7C56219F8003/CCAPI
Event Is Sent To Conferenced SPI(s) Directly
001327: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/I
001328: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/I
001329: Mar 20 20:24:33.382: //9/7C56219F8003/SIP/I
001330: Mar 20 20:24:33.386: //9/7C56219F8003/SIP/I
Inactivity Timer is disabled.
001331: Mar 20 20:24:33.386: //9/7C56219F8003/SIP/M
New Remote Media Direction = SENDRECV
Present Local Media Direction = SENDRECV
New Local Media Direction = SENDRECV
retVal =0

001332: Mar 20 20:24:33.386: //9/7C56219F8003/SIP/S

9) State changed from (STREAM_ADDING) to (STREAM_A

001333: Mar 20 20:24:33.386: //9/xXXXXXXXXXXX/CCAPI
Conference 1d=0x2, Source Interface=0x47ECC34C,
Destination Call 1d=8, Disposition=0x0, Tag=0x0

001334: Mar 20 20:24:33.386: //8/7C56219F8003/CCAPI
Conference 1d=0x2, Source Interface=0x47ECC34C,
Destination Call 1d=8, Disposition=0x0, Tag=0x0

001335: Mar 20 20:24:33.386: //8/7C56219F8003/CCAPI
Call Entry(Conference 1d=0x2, Destination Call |

001336: Mar 20 20:24:33.386: //9/7C56219F8003/CCAPI
Call Entry(Conference 1d=0x2, Destination Call |

001337: Mar 20 20:24:33.386: //8/7C56219F8003/CCAPI
Destination Interface=0x47ECC34C, Destination Ca
Caps(Codec=0x1, Fax Rate=0x1, Vad=0x1,
Modem=0x0, Codec Bytes=20, Signal Type=3)

001338: Mar 20 20:24:33.386: //8/7C56219F8003/CCAPI
Caps(Playout Mode=1, Playout Initial=60(ms), Pla

nfo/sipSPIFlushEventBufferQueue: There are 0
ree'd

/ccConferenceCreate:

g=0x0)

/ccConferenceCreate:

, Tag=0x0

/cc_api_bridge_done:

Source Call 1d=8,

FFFFFF

nfo/ccsip_bridge: confID = 2, srcCalllD = 9,

nfo/sipSPIUupdateCcCalllds: Old src/dest
nfo/sipSPIUupdateCcCallids: Old
nfo/ccsip_bridge: xcoder_attached = 0,
/cc_api_get_xcode_stream:

m : 4369
edia/sipSPIProcessRtpSessions:

edia/sipSPIAddStream: Adding stream 1 of type
edia/sipSPISetMediaSrcAddr: Media src addr for
edia/sipSPIUpdateRtcpSession:
edia/sipSPIUpdateRtcpSession: rtcp_session

.118, rport=49600, do_rtcp=TRUE
ce-only, stream direction = SENDRECV

edia/sipSPIUpdateRtcpSession: RTP session
/cc_api_event_indication:
/cc_api_event_indication:

nfo/sipSPIAddSrtpSession: Adding SRTP session
nfo/sipSPIAddSrtpSession: SRTP session created
nfo/sipSPICreateAndStartRtpTimer:
nfo/sipSPICreateAndStartRtpTimer: Media

edia/sipSPIGetNewLocalMediaDirection:

tate/sipSPIChangeStreamState: Stream (callid =
CTIVE)

/cc_api_bridge_done:

Source Call 1d=9,

/cc_generic_bridge_done:
Source Call 1d=9,

/ccConferenceCreate:
d=9)
/ccConferenceCreate:
d=8)

/cc_api_caps_ind:
II'ld=9, Source Call 1d=8,

/cc_api_caps_ind:
yout Min=40(ms),
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Playout Max=250(ms), Fax Nom=300(ms))Call Entry(
001367: Mar 20 20:24:33.398: //8/7C56219F8003/CCAPI
Call 1d=8
001368: Mar 20 20:24:33.398: //8/7C56219F8003/CCAPI
Call Entry(Context=0x46E6CE08)

001369: Mar 20 20:24:34.254: %ISDN-6-CONNECT: Inter

N/A

001370: Mar 20 20:24:37.754: %LINEPROTO-5-UPDOWN: L

changed state to up

001371: Mar 20 20:24:39.518: %ISDN-6-CONNECT: Inter

N/A
001372: Mar 20 20:24:41.726: //8/xXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit 1 to dst
001373: Mar 20 20:24:41.846: //8/xXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit 1 to dst
001374: Mar 20 20:24:43.474: [18/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit 1 to dst
001375: Mar 20 20:24:43.534: //8/xXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit 1 to dst
001376: Mar 20 20:24:43.994: //8/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit O to dst
001377: Mar 20 20:24:44.074: [/8/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit O to dst
001378: Mar 20 20:24:44.474: [18/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit O to dst
001379: Mar 20 20:24:44.574: [18/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit O to dst
001380: Mar 20 20:24:44.834: [/8/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit O to dst
001381: Mar 20 20:24:44.934: //8/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit O to dst
001382: Mar 20 20:24:45.294: //8/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit 3 to dst
001383: Mar 20 20:24:45.354: //8/XXXXXXXXXXXX/CCAPI
Consume mask is not set. Relaying Digit 3 to dst
001384: Mar 20 20:24:55.306: //-LIXXXXXXXXXXXX/SIP/
ReadBlock nbytes 431 offset 0
001385: Mar 20 20:24:55.306: //-1/XXXXXXXXXXXX/SIP/
ccsip_spi_get_msg_type returned: 2 for event 1
001386: Mar 20 20:24:55.306: //-LIXXXXXXXXXXXX/SIP/
context=0x481F3374
001387: Mar 20 20:24:55.306: //-
T/XXXXXXXXXXXX/SIP/Transport/sipConnectionManagerPr
addr=10.70.0.118, port=5061, connid=1, transport=TL
001388: Mar 20 20:24:55.306: //-1/XXXXXXXXXXXX/SIP/
Received:
BYE sips:7158634@10.70.0.50:5061;transport=tls SIP/

Connected=TRUE, Responsed=TRUE)
/cc_api_voice_mode_event:

/cc_api_voice_mode_event:

face Serial1/0/0:0 is now connected to 7158634
ine protocol on Interface Serial1/0/0:0,

face Serial1/0/0:0 is now connected to 7158634

/cc_api_call_digit_begin:
Callid 0x9
/cc_api_call_digit_end:
Callld 0x9
/cc_api_call_digit_begin:
Callid 0x9
/cc_api_call_digit_end:
Callld 0x9
/cc_api_call_digit_begin:
Callid 0x9
/cc_api_call_digit_end:
Callld 0x9
/cc_api_call_digit_begin:
Callid 0x9
/cc_api_call_digit_end:
Callld 0x9
/cc_api_call_digit_begin:
Callid 0x9
/cc_api_call_digit_end:
Callld 0x9
/cc_api_call_digit_begin:
Callid 0x9
/cc_api_call_digit_end:
Callld 0x9
Info/sip_tls_tcp_read_socket:

Info/ccsip_process_sipspi_queue_event:
Transport/sipTransportProcessNWNewConnMsg:
ocessNewConnMsg: gConnTab=0x481F3374,

S Over TCP

Msg/ccsipDisplayMsg:

2.0To:

<sips:7158634@10.70.0.50:5061>;tag=460158-4EEFrom: <sips:5601111@10.70.0.118:5061>;tag=38490Call-
ID: 7C5B0377-F5F211DC-8021DADB-A8450356@10.70.0.50C Seq: 1 BYEVia: SIP/2.0/TLS
10.70.0.118:5061;branch=z9hG4bKfc05a92bff43b9e1c70d 72ed2Max-Forwards: 70x-inin-crn:

1001116529Supported: join, replacesUser-Agent: ININ

001389: Mar 20 20:24:55.306: //-1/XXXXXXXXXXXX/SIP/
Invite Dialog

001390: Mar 20 20:24:55.310: //9/7C56219F8003/SIP/I
CB 48D1BCB4

001391: Mar 20 20:24:55.310: //9/7C56219F8003/SIP/I
in UAC table

001392: Mar 20 20:24:55.310: //-1/XXXXXXXXXXXX/SIP/
Transaction Address 10.70.0.118,Port 5061, Transpor
001393: Mar 20 20:24:55.310: //-1/XXXXXXXXXXXX/SIP/
east to SIP default timezone = GMT

001394: Mar 20 20:24:55.310: //-1/XXXXXXXXXXXX/SIP/
Transaction Address 10.70.0.118,Port 5061, Transpor
001395: Mar 20 20:24:55.310: //-1/XXXXXXXXXXXX/SIP/
ownCallld[9], src[4]

001396: Mar 20 20:24:55.310: //8/7C56219F8003/CCAPI

-TsServer/3.0.11.10134Content-Length: 0
Info/ccsip_new_msg_preprocessor: Checking
nfo/sipSPICheckFromToRequest: Found matching
nfo/sipSPILocatelnviteDialogCCB: ****Found CCB
Transport/sipSPIUpdateResponselnfo: Subsq

t 4, SentBy Port 5060

Info/sipSPISetDateHeader: Converting TimeZone
Transport/sipSPIUpdateResponselnfo: Subsq

t 4, SentBy Port 5061

Info/ccsip_set_release_source_for_peer:

/ccGenerateTonelnfo:
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Stop Tone On Digit=FALSE, Tone=Null,

Tone Direction=Sum Network, Params=0x0, Call Id=
001397: Mar 20 20:24:55.310: //9/7C56219F8003/SIP/I
001398: Mar 20 20:24:55.310: //-1/XXXXXXXXXXXX/SIP/
inbound container
001399: Mar 20 20:24:55.310: //9/7C56219F8003/SIP/I
disconnect(16) for outgoing call
001400: Mar 20 20:24:55.310: //9/7C56219F8003/CCAPI

Cause Value=16, Interface=0x47ECC34C, Call Id=9
001401: Mar 20 20:24:55.310: //9/7C56219F8003/CCAPI

Call Entry(Responsed=TRUE, Cause Value=16, Retry
001402: Mar 20 20:24:55.310: //9/7C56219F8003/SIP/S

change from (STATE_ACTIVE, SUBSTATE_NONE) to (STAT

001403: Mar 20 20:24:55.310: //8/7C56219F8003/CCAPI
Conference 1d=0x2, Tag=0x0

001404: Mar 20 20:24:55.314: //8/xxxxxxxxxxxx/CCAPI
Conference 1d=0x2, Source Interface=0x48BE8104,
Destination Call Id=9, Disposition=0x0, Tag=0x0

001405: Mar 20 20:24:55.314: //9/XXXXXXXXXXXX/CCAPI
Conference 1d=0x2, Source Interface=0x47ECC34C,
Destination Call 1d=8, Disposition=0x0, Tag=0x0

001406: Mar 20 20:24:55.314: //8/7C56219F8003/CCAPI
Conference 1d=0x2, Source Interface=0x47ECC34C,
Destination Call 1d=8, Disposition=0x0, Tag=0x0

001407: Mar 20 20:24:55.314: //8/7C56219F8003/CCAPI
Cause Value=16, Tag=0x0, Call Entry(Previous Dis

001408: Mar 20 20:24:55.314: //8/7C56219F8003/CCAPI
Start Calling Accounting;
Call Entry(Incoming=TRUE)

001409: Mar 20 20:24:55.314: //8/7C56219F8003/CCAPI
Cause Value=16, Call Entry(Disconnect Cause=0)

001410: Mar 20 20:24:55.314: //8/7C56219F8003/CCAPI
Cause Value=16, Call Entry(Responsed=TRUE, Cause

001411: Mar 20 20:24:55.314: //8/7C56219F8003/CCAPI
Transfer Number Is Null

001412: Mar 20 20:24:55.314: //9/7C56219F8003/CCAPI
Cause Value=16, Tag=0x0, Call Entry(Previous Dis

001413: Mar 20 20:24:55.314: //9/7C56219F8003/CCAPI
Start Calling Accounting;
Call Entry(Incoming=FALSE)

001414: Mar 20 20:24:55.314: //9/7C56219F8003/CCAPI
Cause Value=16, Call Entry(Disconnect Cause=16)

001415: Mar 20 20:24:55.318: //9/7C56219F8003/CCAPI
Call Entry(Disconnect Cause=16)

001416: Mar 20 20:24:55.318: //9/7C56219F8003/CCAPI
Cause Value=16, Call Entry(Responsed=TRUE, Cause

001417: Mar 20 20:24:55.318: //-LIXXXXXXXXXXXX/SIP/

SPI : SIPSPI_EV_CC_CALL_DISCONNECT

001418: Mar 20 20:24:55.318: //-LIXXxXxxxxxxxxx/SIP/

ccsip_spi_get_msg_type returned: 3 for event 7

001419: Mar 20 20:24:55.318: //9/7C56219F8003/SIP/I

container=0x48F80BFO0 to Bye Response

001420: Mar 20 20:24:55.318: //9/7C56219F8003/SIP/T

Response to the transport layer

001421: Mar 20 20:24:55.318: //9/7C56219F8003/SIP/T

msg=0x483A0AAC, addr=10.70.0.118, port=5061, sentBy

callBack=0x416452B0

001422: Mar 20 20:24:55.318: //9/7C56219F8003/SIP/T

Proceedable for sending msg immediately

001423: Mar 20 20:24:55.318: //9/7C56219F8003/SIP/T

transport is 0

001424: Mar 20 20:24:55.318: //9/7C56219F8003/SIP/T

send resp=0x483A0AAC to default port=5061

001425: Mar 20 20:24:55.318: //9/7C56219F8003/SIP/T

obtained...sending msg=0x483A0AAC

001426: Mar 20 20:24:55.318: //-LIXXXXxxxxxxxx/SIP/

send for msg=0x483A0AAC, addr=10.70.0.118, port=506

8

nfo/sipSPIStopHoldTimer: Stopping hold timer
Info/sipSPIGetContentGTD: No GTD found in
nfo/sipSPlInitiateDisconnect: Initiate call
/cc_api_call_disconnected:
/cc_api_call_disconnected:

Count=0)

tate/sipSPIChangeState: 0x48D1BCB4 : State
E_DISCONNECTING, SUBSTATE_NONE)
/ccConferenceDestroy:

/cc_api_bridge_drop_done:
Source Call 1d=8,

/cc_api_bridge_drop_done:
Source Call 1d=9,

/cc_generic_bridge_done:
Source Call 1d=9,

/ccCallDisconnect:

connect Cause=0, Disconnect Cause=0)
/ccCallDisconnect:

/ccCallDisconnect:

/ccCallDisconnect:

Value=16)

/cc_api_get_transfer_info:

/ccCallDisconnect:

connect Cause=0, Disconnect Cause=16)
/ccCallDisconnect:

/ccCallDisconnect:

/ccCallDisconnect:

/ccCallDisconnect:

Value=16)

Event/sipSPIEventinfo: Queued event from SIP
Info/ccsip_process_sipspi_queue_event:
nfo/sipSPISendByeResponse: Associated
ransport/sipSPISendByeResponse: Sending BYE

ransport/sipSPITransportSendMessage:
_port=5061, is_req=0, transport=4, switch=0,

ransport/sipSPITransportSendMessage:
ransport/sipTransportLogicSendMsg: switch
ransport/sipTransportLogicSendMsg: Trying to
ransport/sipTransportLogicSendMsg: Connection

Transport/sipTransportPostSendMessage: Posting
1, connld=1 for TLS
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001427: Mar 20 20:24:55.322: //9/7C56219F8003/SIP/I

tearing down the call

001428: Mar 20 20:24:55.322: //9/7C56219F8003/SIP/I

20550 DiscTime:461003 ConnTime 458808

001429: Mar 20 20:24:55.322: //-1/XXXXXXXXXXXX/CCAP
ExpectFactor=0xA

001430: Mar 20 20:24:55.322: //-1/7C56219F8003/CCAP
(delay=79(ms), loss=0%), 10=0 1q=0 Idte=0 Idd=2

001431: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Data Bitmask=0x1, Call I[d=9

001432: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Flag=FALSE

001433: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Remote IP Address=10.70.0.118, Hwidb=FastEtherne

001434: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Total Call Count=0, Voip Call Count=0, MMoip Cal

001435: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Disposition=0, Interface=0x47ECC34C, Tag=0x0, Ca
Call Entry(Disconnect Cause=16, Voice Class Caus

001436: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Call Disconnect Event Sent

001437: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Incoming=FALSE

001438: Mar 20 20:24:55.322: //-1/XXXXXXXXXXXX/CCAP

001439: Mar 20 20:24:55.322: :cc_free_feature_vsa f
001440: Mar 20 20:24:55.322: //-1/XXXXXXXXXXXX/CCAP

001441: Mar 20 20:24:55.322: vsacountin free is 1

001442: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Total Call Count=1, Call Entry(Call Count On=FAL

001443: Mar 20 20:24:55.322: //9/7C56219F8003/CCAPI
Deleting profileTable[0x48F91544]

001444: Mar 20 20:24:55.322: //9/7C56219F8003/SIP/S

change from (STATE_DISCONNECTING, SUBSTATE_NONE) t

001445: Mar 20 20:24:55.322: //9/7C56219F8003/SIP/C
The Call Setup Information is:
Call Control Block (CCB) : 0x48D1BCB4

State of The Call : STATE_DEAD
TCP Sockets Used 1 YES
Calling Number : 7158634
Called Number 15601111

Source IP Address (Sig ): 10.70.0.50
Destn SIP Req Addr:Port : 10.70.0.118:5061
Destn SIP Resp Addr:Port : 10.70.0.118:5061
Destination Name :10.70.0.118

001446: Mar 20 20:24:55.322: //9/7C56219F8003/SIP/C
Number of Media Streams: 1

Media Stream 01

Negotiated Codec 1 g711lulaw
Negotiated Codec Bytes : 160

Nego. Codec payload  : 0 (tx), O (rx)
Negotiated Dtmf-relay : 0

Dtmf-relay Payload 10 (tx), 0 (rx)

Source IP Address (Media): 10.70.0.50
Source IP Port  (Media): 16996

Destn IP Address (Media): 10.70.0.118
Destn IP Port (Media): 49600

Orig Destn IP Address:Port (Media): 0.0.0.0:0

001447: Mar 20 20:24:55.322: //9/7C56219F8003/SIP/C
Disconnect Cause (CC) :16
Disconnect Cause (SIP) : 200

001448: Mar 20 20:24:55.326: //9/7C56219F8003/SIP/I
callid 9

nfo/sentByeResponse: Sent 2000k to the BYE,
nfo/sipSPlicpifUpdate: CallState: 4 Playout:
I/cc_api_icpif:

1/g113_calculate_impairment:
le=-1 Itot=1
/ccCallGetVoipFlag:

/ccCallGetVoipFlag:

/cc_decr_if_call_volume:

to/1

/cc_decr_if_call_volume:

| Count=0
/cc_api_call_disconnect_done:
I11d=9,

e Code=0, Retry Count=0)
/cc_api_call_disconnect_done:

/cc_delete_guid_pod_entry:
I/cc_free_feature_vsa:
reeing 48B959F0

l/cc_free_feature_vsa:

/cc_delete_call_entry:

SE, Incoming Call=FALSE)
/cc_delete_call_entry:
tate/sipSPIChangeState: 0x48D1BCB4 : State

0 (STATE_DEAD, SUBSTATE_NONE)
all/sipSPICallinfo:

all/sipSPIMediaCallinfo:

all/sipSPICalllnfo:

nfo/sipSPIUdeleteccCallldFromTable: Removing
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001449: Mar 20 20:24:55.326: //-1/XXXXXXXXXXXX/SIP/
key=[12] removed.

001450: Mar 20 20:24:55.326: //9/7C56219F8003/SIP/I
from UAC table.

001451: Mar 20 20:24:55.326: //9/7C56219F8003/SIP/I

table. ccb=0x48D1BCB4 key=7C5B0377-F5F211DC-8021DAD

001452: Mar 20 20:24:55.326: //9/7C56219F8003/SIP/I
events on the internal queue that are going to be f

001453: Mar 20 20:24:55.326: //9/7C56219F8003/SIP/I
001454: Mar 20 20:24:55.326: //-LIXXXXXXXXXXXX/SIP/
key[12]

001455: Mar 20 20:24:55.326: //-LIXXxxxxxxxxxx/SIP/
cleanedup, Done with send operations for this conte
001456: Mar 20 20:24:55.330: //-LIXXXXXXXXXXXX/SIP/

Sent:

SIP/2.0 200 OKVia: SIP/2.0/TLS 10.70.0.118:5061;bra
<sips:5601111@10.70.0.118>;tag=38490To0: <sips:71586
2008 20:24:55 GMTCall-ID: 7C5B0377-F5F211DC-8021DAD
SIPGateway/I0S-12.xCSeq: 1 BYEReason: Q.850;cause=1

001457: Mar 20 20:24:55.334: %ISDN-6-DISCONNECT: In

7158634 , call lasted 21 seconds

001458: Mar 20 20:24:55.526: //8/7C56219F8003/CCAPI
Data Bitmask=0x1, Call |[d=8

001459: Mar 20 20:24:55.526: //8/7C56219F8003/CCAPI
Flag=FALSE

001460: Mar 20 20:24:55.530: //8/7C56219F8003/CCAPI
Disposition=0, Interface=0x48BE8104, Tag=0x0, Ca
Call Entry(Disconnect Cause=16, Voice Class Caus

001461: Mar 20 20:24:55.530: //8/7C56219F8003/CCAPI
Call Disconnect Event Sent

001462: Mar 20 20:24:55.530: //8/7C56219F8003/CCAPI
Incoming=TRUE

001463: Mar 20 20:24:55.530: //8/7C56219F8003/CCAPI
ccFreeRawMsgInfo=0x48BAB650

001464: Mar 20 20:24:55.530: //-LIXXXXXXXXXXXX/CCAP

001465: Mar 20 20:24:55.530: :cc_free_feature_vsa f
001466: Mar 20 20:24:55.530: //-1/XXXXXXXXXXXX/CCAP

001467: Mar 20 20:24:55.530: vsacount in free is 0

001468: Mar 20 20:24:55.530: //8/7C56219F8003/CCAPI
Total Call Count=1, Call Entry(Call Count On=FAL

001469: Mar 20 20:24:55.530: //8/7C56219F8003/CCAPI
Total Call Count=0

001470: Mar 20 20:24:55.530: //8/7C56219F8003/CCAPI
Deleting profileTable[0x48F928F4]

Delta#

Info/sipSPIDeleteContextFromTable: Context for
nfo/sipSPIUdeleteCcbFromUACTable: ****Deleting

nfo/sipSPIUdeleteCcbFromTable: Deleting from
B-A8450356@10.70.0.50
nfo/sipSPIFlushEventBufferQueue: There are 0
ree'd

nfo/sipSPIUfreeOneCCB: Freeing cch 48D1BCB4
Info/sipSPIGetContextFromTable: NO context for

Transport/sipSPITransportSendMessage: gcb has
xt

Msg/ccsipDisplayMsg:
nch=z9hG4bKfc05a92bff43b9elc70d72ed2From:
34@10.70.0.50>;tag=460158-4EEDate: Thu, 20 Mar
B-A8450356@10.70.0.50Server: Cisco-
6Content-Length: 0

terface Serial1/0/0:0 disconnected from
/ccCallGetVoipFlag:

/ccCallGetVoipFlag:
/cc_api_call_disconnect_done:

I'1d=8,

e Code=0, Retry Count=0)
/cc_api_call_disconnect_done:
/cc_delete_guid_pod_entry:
/cc_delete_call_entry:

l/cc_free_feature_vsa:

reeing 48B95AC8

l/cc_free_feature_vsa:

/cc_delete_call_entry:
SE, Incoming Call=TRUE)
/cc_delete_call_entry:

/cc_delete_call_entry:

4/28/2009

Page 32 of 50

© 2008 Interactive Intelligence, Inc.



INTERACTIVE INTELLIGENCE

SRTP with Cisco Gateways

A working outbound call (SIP to PSTN):

003519: Apr 4 20:53:09.916: //-1/XXXXXXXXXXXX/SIP/
Created a child process 193 for TLS handshake
003520: Apr 4 20:53:09.916: //-L/XXXXXXXXXXXX/SIP/
Socket: 2 handed off to child socket O

003521: Apr 4 20:53:09.916: //-1/XXXXXXXXXXXX/SIP/
SIPSCTX passed to the child process 193

003522: Apr 4 20:53:09.916: //-L/XXXXXXXXXXXX/SIP/
child proc: Local socket fd 0

003523: Apr 4 20:53:09.916: //-1/XXXXXXXXXXXX/SIP/

Associated socket 0 in child proc

003524: Apr 4 20:53:09.920: //-L/XXXXXXXXXXXX/SIP/
Entering HANDSHAKE sip_ctx 0x490665D8 p_index 2
003525: Apr 4 20:53:11.028: //-1/XXXXXXXXXXXX/SIP/
Exiting HANDSHAKE sip_ctx 0x490665D8 p_index 2
003526: Apr 4 20:53:11.028: //-L/XXXXXXXXXXXX/SIP/
Socket: 0 handed off to parent socket 2

003527: Apr 4 20:53:11.028: //-1/XXXXXXXXXXXX/SIP/
In sip_tcp_tls_handshake_success

003528: Apr 4 20:53:11.028: //-L/XXXXXXXXXXXX/SIP/
Out sip_tcp_tls_handshake_success

003529: Apr 4 20:53:11.028: //-1/XXXXXXXXXXXX/SIP/
Helper: Closing child socket fd: 0

003530: Apr 4 20:53:11.028: / 4 20:53:11.032: //-
TIXXXXXXXXXXXX/SIP/Transport/sipConnectionManagerPr
addr=10.70.0.122, port=3143, connid=2, transport=TL
003538: Apr 4 20:53:11.032: //-1/XXXXXXXXXXXX/SIP/
Received:

INVITE sips:5151234@10.70.0.50:5061;transport=tls S

To: <sips:5151234@qgexp.com:5061>

From: "batmanadmin" <sips:5151111:5061>;tag=563
Via: SIP/2.0/TLS 10.70.0.122:5061;branch=z9hG4bK7fc
Call-ID: f7¢7c0ff9849c6e0b01674efa7415901@10.70.0.1
CSeq: 1 INVITE

Contact: <sips:10.70.0.122:5061;transport=tls>
Max-Forwards: 70

x-inin-crn: 1002001614

Supported: join, replaces

User-Agent: ININ-TsServer/2.4.0.0

Allow: INVITE, BYE, ACK, CANCEL, OPTIONS, REFER, SU
MESSprocess_sipspi_queue_event: ccsip_spi_get_msg_t
003531: Apr 4 20:53:11.028: //-L/XXXXXXXXXXXX/SIP/
context=0x00000000

003532: Apr 4 20:53:11.028: //-

1/000000kxxxx/ SIP/Transport/sipConnectionManagerPr
addr=10.70.0.122, port=3143, connid=2, transport=TL
003533: Apr 4 20:53:11.032: //-L/XXXXXXXXXXXX/SIP/
accptd conn=0x47C4AD58, connid=2, addr=10.70.0.122,
003534: Apr 4 20:53:11.032: //-L/XXXXXXXXXXXX/SIP/
ReadBlock nbytes 910 offset O

003535: Apr 4 20:53:11.032: //-1/XXXXXXXXXXXX/SIP/
ccsip_spi_get_msg_type returned: 2 for event 1

003536: Apr 4 20:53:11.032: //-L/XXXXXXXXXXXX/SIP/
context=0x00000000

Info/sip_tls_initiate_handshake:
Info/sip_tls_initiate_handshake:
Info/sip_tls_initiate_handshake:
Info/sip_tls_tcp_handshake_proc:
Info/sip_tls_tcp_handshake_proc:
Info/sip_tls_tcp_handshake_proc:
Info/sip_tls_tcp_handshake_proc:
Info/sip_tls_tcp_handshake_proc:
Info/sip_tcp_tls_handshake_success:
Info/sip_tcp_tls_handshake_success:
Info/sip_tls_tcp_handshake_proc:
ocessNewConnMsg: gConnTab=0x482D86F4,
S Over TCP/-1/xxxxxxxxxxxx/SIP/Info/ccsip_
Msg/ccsipDisplayMsg:

IP/2.0

3beefe29ec32af2569d0e0

22

BSCRIBE, NOTIFY,
ype returned: 2 for event 54
Transport/sipTransportProcessNWNewConnMsg:

ocessNewConnMsg: gConnTab=0x482D86F4,
S Over TCP

Transport/sipCreateConninstance: Created new
port=3143, transport=TLS Over TCP
Info/sip_tls_tcp_read_socket:

Info/ccsip_process_sipspi_queue_event:

Transport/sipTransportProcessNWNewConnMsg:
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003537: AprAGE, INFO
Accept: application/sdp
Accept-Encoding: identity
Content-Type: application/sdp

Content-Length: 281

v=0

0=ININ 13548125 13548125 IN IP4 10.70.0.122

s=Interaction

c=IN IP4 10.60.0.104

t=00

m=audio 2246 RTP/SAVP 0 101

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=crypto:1 AES_CM_128 HMAC_SHA1_32 inline:1Z2Qf+ipF

a=fmtp:101 0-15

003539: Apr 4 20:53:11.032: //-1/XXXXXXXXXXXX/SIP/
Invite Dialog

003540: Apr 4 20:53:11.036: //-L/XXXXXXXXXXXX/SIP/
context(0x48E23450) with key=[27] to table

003541: Apr 4 20:53:11.036: //-1/XXXXXXXXXXXX/SIP/
Transaction Address 10.70.0.122,Port 3143, Transpor
003542: Apr 4 20:53:11.036: //-1/F87DEDB9807B/SIP/
change from (STATE_NONE, SUBSTATE_NONE) to (STATE_
003543: Apr 4 20:53:11.036: //-1/XXXXXXXXXXXX/SIP/
Transaction Address 10.70.0.122,Port 3143, Transpor
003544: Apr 4 20:53:11.036: //-L/XXXXXXXXXXXX/SIP/
east to SIP default timezone = GMT

003545: Apr 4 20:53:11.036: //-1/XXXXXXXXXXXX/SIP/
Transaction Address 10.70.0.122,Port 3143, Transpor
003546: Apr 4 20:53:11.036: //-L/XXXXXXXXXXXX/SIP/
inbound container

003547: Apr 4 20:53:11.036: //-1/F87DEDB9807B/SIP/
UAS Request table.

003548: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
cch=0x48E23450 key=f7c7c0ff9849c6e0b01674efa7415901
003549: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
carrier id

003550: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
Incoming called number: 5151234

003551: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
destination pattern:

003552: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
ccCallinfo: Calling name batmanadmin, number , Call
5151234

003553: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
absent in Require/Supported header

003554: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
for incoming call

003555: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
Class Codec

GzfPkxTGncgvuNOc+/KFuc4zZyfPq/zF

Info/ccsip_new_msg_preprocessor: Checking
Info/sipSPIAddContextToTable: Added
Transport/sipSPIUpdateResponselnfo: Dialog

t 4, SentBy Port 5061

State/sipSPIChangeState: 0x48E23450 : State
IDLE, SUBSTATE_NONE)
Transport/sipSPIUpdateResponselnfo: Dialog

t 4, SentBy Port 5060

Info/sipSPISetDateHeader: Converting TimeZone
Transport/sipSPIUpdateResponselnfo: Dialog

t 4, SentBy Port 5061
Info/sipSPIGetContentGTD: No GTD found in
Info/sipSPIUaddCcbToUASReqTable: ****Adding to
Info/sipSPIUaddCcbToTable: Added to table.
@10.70.0.1225151234
Info/sipSPIMatchSrclpGroup: Match not found on
Info/sipSPIMatchSrclpGroup: Match not found on
Info/sipSPIMatchSrclpGroup: Match not found on

Info/ccsipUpdatelncomingCallParams:
ing oct3 0x00, oct_3a 0x00, Called number

Info/sipSPIGetCallConfig: Precondition tag
Info/sipSPIGetCallConfig: Peer tag 301 matched

Info/sipSPIGetCallConfig: Not using Voice
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003556: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
batmanadmin, number , Calling oct3 0x00, oct_3a 0x8
0x00
003557: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
code , prev_cid NONE, next_cid NONE, prev_tgrp NONE
003558: Apr 4 20:53:11.040: //-1/F87DEDB9807B/SIP/
checkis=0
003559: Apr 4 20:53:11.040: //52/F87DEDB9807B/SIP/
header with for Unsolicited Notify Absent,Disabling
003560: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
lines=1
003561: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
(g711ulaw) Negotiation Successful on Static Payload
003562: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
present or multiple ptime attributes that can't be
003563: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
index 1
003564: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
payload(101) could not be reserved.
003565: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
DTMF relay option
003566: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
partial named event(NE) match in fmtp list of event
003567: Apr 4 20:53:11.044: //-1/XXXXXXXXXXXX/SIP/
payload from X-cap =0
003568: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
present in SDP. Disable modem relay
003569: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
direction attribute present or multiple direction a
and num-a-lines:0
003570: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
negotiation successful for media line 1
payload_type=0, codec_bytes=160, codec=g711lulaw, d
stream_type=voice+dtmf (1), dest_ip_address=10.60.
003571: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
= -1) State changed from (STREAM_DEAD) to (STREAM
003572: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
Preferred Codec : g711ulaw, bytes :160
Preferred DTMF relay : sip-notify
Preferred NTE payload : 101

Early Media :No
Delayed Media :No
Bridge Done :No
New Media :No
DSP DNLD Reqd :No

003573: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
for stream 1 = 10.70.0.50

003574: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
callld 52 peer 0 flags 0x201

003575: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
CalllD 52, sdp 0x46ECC9AO0 channels 0x48E24520
003576: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
callld 52 size 0 ptr Ox47EEE19C)

003577: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
Hndl ptype 0 mline 1

003578: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
Selecting codec g711ulaw

003579: Apr 4 20:53:11.044: //-1/XXXXXXXXXXXX/SIP/
:Codec: g711lulaw codecbytes :160, ptime: 20

003580: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
Media negotiation done: stream->negotiated_ptime=0,
ptime=20 stream->mline_index=1, media_ndx=1
003581: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
failed to update call entry

003582: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/
Adding codec 5 ptype 0 time 20, bytes 160 as chann
003583: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/

Info/sipSPIContinueNewMsglnvite: Calling name
0, ext_priv 0x00, Called number 5151234, oct3

Info/sipSPIContinueNewMsglnvite: Carrier id

, next_tgrp NONE

Info/sipSPIRscmsmAvail: Value returned by
Error/sipSPIProcessCallinfoHeader: Call-Info
Unsolicited Notifies
Info/sipSPIDoMediaNegotiation: Number of m-
Info/sipSPIDoAudioNegotiation: Codec

for m-line 1

Info/sipSPIDoPtimeNegotiation: No ptime
handled

Info/sipSPIDoDTMFRelayNegotiation: m-line
Info/sipSPICheckDynPayloadUse: Dynamic
Info/sipSPIDoDTMFRelayNegotiation: RTP-NTE
Info/sipSPIDoDTMFRelayNegotiation: Case of

S.

Info/sip_sdp_get_modem_relay_cap_params: NSE
Info/sip_select_modem_relay_params: X-tmr not

Info/sipSPIGetSDPDirectionAttribute: No
ttributes that can't be handled for m-line:1

Info/sipSPIDoAudioNegotiation: Codec
tmf_relay=rtp-nte
0.104, dest_port=2246
State/sipSPIChangeStreamState: Stream (callid

_ADDING)
Media/sipSPIUpdCallwithSdplnfo:

Media/sipSPISetMediaSrcAddr: Media src addr
Info/sipSPI_ipip_report_media_to_peer:
Info/sipSPI_ipip_copy_sdp_to_channelinfo:
Info/copy_channels:
Info/sipSPI_ipip_copy_sdp_to_channelinfo:
Info/sipSPI_ipip_copy_sdp_to_channellnfo:
Info/convert_codec_bytes_to_ptime: Values

Info/sipSPI_ipip_copy_sdp_to_channellnfo:
stream->negotiated_codec_bytes=160, coverted

Error/sipSPI_ipip_copy_sdp_to_channelinfo:
Info/sipSPI_ipip_copy_sdp_to_channelinfo:

el 0 mline 1 ss 0 10.60.0.104:2246
Info/sipSPI_ipip_copy_sdp_to_channellnfo:
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Hndl ptype 101 mline 1

003584: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/

setting ipip_caps DTMF to RFC2833: callid = 52, dtm

003585: Apr 4 20:53:11.044: //52/F87DEDB9807B/SIP/

Report initial call media

003586: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/

callld 52 size 108 ptr 0x492B3B98)

003587: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/

CCSIP: Unable to report channel ind

003588: Apr 4 20:53:11.048: //52/XXXXXXXXXXXX/CCAP
Call Entry Is Not Found

003589: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/

Stream type : voice+dtmf

Media line 01

State : STREAM_ADDING (2)
Callid i-1

Negotiated Codec : g711ulaw, bytes :160
Nego. Codec payload : 0 (tx), 0 (rx)
Negotiated DTMF relay : rtp-nte

Negotiated NTE payload : 101 (tx), 101 (rx)
Negotiated CN payload : 0

Media Srce Addr/Port :10.70.0.50:0

Media Dest Addr/Port : 10.60.0.104:2246

003590: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
Negotiated Codec : g711ulaw, bytes :160

Preferred Codec 1 g711lulaw, bytes :160

Preferred DTMFrelay 1: 8

Preferred DTMF relay 2 : 6

Negotiated DTMF relay : 6

Preferred and Negotiated NTE payloads: 101 101
Preferred and Negotiated NSE payloads: 100 0
Preferred and Negotiated Modem Relay: 0 0

Preferred and Negotiated Modem Relay GwXid: 1 0

003591: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
media description

003592: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
is not active

003593: Apr 4 20:53:11.048: //-L/XXXXXXXXXXXX/SIP/
16540 for stream 1

003594: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
rtp port for stream 1, src_port=16540

003595: Apr 4 20:53:11.048: //-L/XXXXXXXXXXXX/SIP/
Media direction SENDRECYV for stream 1

003596: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
stream 1 portnum to 16540

003597: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
Negotiated method of dtmf relayand pyld: 6 101

003598: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
billing records = f7¢7c0ff9849c6e0b01674efa7415901@
003599: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
channelinfo in Callinfo
003600: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/
negotiation done, storing negotiated dtmf = 6,
003601: Apr 4 20:53:11.048: //-L/XXXXXXXXXXXX/SIP/
003602: Apr 4 20:53:11.048: //52/F87DEDB9807B/SIP/

Bearer Capability: Speech (0x00)
003603: Apr 4 20:53:11.048: //-1/F87DEDB9807B/CCAP

cc_api_call_setup_ind_common:

cisco-username=

----- ccCallinfo IE subfields -----

cisco-ani=

cisco-anitype=0

cisco-aniplan=0

cisco-anipi=0

cisco-anisi=0

Info/sipSPI_ipip_copy_sdp_to_channelinfo:
{n:fo?sipsPI_ipip_report_media_to_peer:
Info/copy_channels:
Info/sipSPI_ipip_report_media_to_peer:

l/cc_api_caps_ind:

Media/sipSPIUpdCallwithSdplnfo:

Info/sipSPIHandlelnviteMedia:

Info/sipSPIDoQoSNegotiation: SDP body with
Info/sipSPICanSetFallbackFlag: Local Fallback
Media/sipSPIReserveRtpPort: reserved port
Info/sipSPIUpdateSrcSdpFixedPart: Reserving
Info/sipSPISetMediaDirectionForStream: Setting
Info/sipSPIUpdateSrcSdpVariablePart: Setting
Info/sipSPIUpdateSrcSdpVariablePart:
Info/sipSPIAddBIllingInfoToCch: sipCallld for
10.70.0.122
Info/sipSPI_ipip_store_channel_info: Store
Info/sipSPI_ipip_store_channel_info: dtmf

Info/sipSPICreateRawMsg: No GTD passed.
Info/ccsip_set_bearer_capability:

I/cc_api_display_ie_subfields:
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dest=5151234
cisco-desttype=0
cisco-destplan=0
cisco-rdie=FFFFFFFF
cisco-rdn=
cisco-rdntype=0
cisco-rdnplan=0
cisco-rdnpi=-1
cisco-rdnsi=-1
cisco-redirectreason=-1 fwd_final_type =0
final_redirectNumber =
hunt_group_timeout =0

003604: Apr 4 20:53:11.052: //-1/F87DEDB9807B/CCAP
Interface=0x47FB16CC, Call Info(
Calling Number=,(Calling Name=)(TON=Unknown, NPI
Presentation=Allowed),
Called Number=5151234(TON=Unknown, NPI=Unknown),
Calling Translated=FALSE, Subscriber Type Str=Un
Incoming Dial-peer=301, Progress Indication=NULL
Source Trkgrp Route Label=, Target Trkgrp Route
003605: Apr 4 20:53:11.052: //-1/F87DEDB9807B/CCAP
In: Calling Number=(TON=Unknown, NPI=Unknown, Sc
003606: Apr 4 20:53:11.052: //-1/F87DEDB9807B/CCAP
Out: Calling Number=(TON=Unknown, NPI=Unknown, S
003607: Apr 4 20:53:11.052: //-1/xxxxXXXXXXXX/CCAP

003608: Apr 4 20:53:11.052: :cc_get_feature_vsa ma
003609: Apr 4 20:53:11.052: //-1/xxxxXXXXXXXX/CCAP

003610: Apr 4 20:53:11.052: cc_get_feature_vsa co
003611: Apr 4 20:53:11.052: //-1/XXXXXXXXXXXX/CCAP

003612: Apr 4 20:53:11.052: :FEATURE_VSA attribute
feature_name:0,feature_time:1221045248,feature_id:4
003613: Apr 4 20:53:11.052: //52/F87DEDB9807B/CCAP

Set Up Event Sent;

Call Info(Calling Number=(TON=Unknown, NPI=Unkno
Presentation=Allowed),

Called Number=5151234(TON=Unknown, NPI=Unknown))
003614: Apr 4 20:53:11.052: //52/F87DEDB9807B/SIP/
ccsip_api_call_setup_ind returned: SIP_SUCCESS
003615: Apr 4 20:53:11.052: //52/F87DEDB9807B/SIP/
34 to table
003616: Apr 4 20:53:11.052: //52/F87DEDB9807B/SIP/
allowed.

003617: Apr 4 20:53:11.052: //52/F87DEDB9807B/SIP/
msg=0x492B2D1C, addr=10.70.0.122, port=3143, sentBy
callBack=0x00000000

003618: Apr 4 20:53:11.052: //52/F87DEDB9807B/SIP/
Proceedable for sending msg immediately

003619: Apr 4 20:53:11.052: //52/F87DEDB9807B/SIP/
transport is 0

003620: Apr 4 20:53:11.052: //-1/XXXXXXXXXXXX/SIP/

send for msg=0x492B2D1C, addr=10.70.0.122, port=314
003621: Apr 4 20:53:11.052: //52/F87DEDB9807B/SIP/
change from (STATE_IDLE, SUBSTATE_NONE) to (STATE_
003622: Apr 4 20:53:11.056: //52/F87DEDB9807B/SIP/
10.70.0.122:5061

003623: Apr 4 20:53:11.056: //52/F87DEDB9807B/CCAP

Event=0x48C8A618
003624: Apr 4 20:53:11.056: //52/F87DEDB9807B/CCAP

Context=0x49205D38
003625: Apr 4 20:53:11.056: //52/F87DEDB9807B/CCAP

>>>>CCAPI handed cid 52 with tag 301 to app "_Ma
003626: Apr 4 20:53:11.056: //52/F87DEDB9807B/CCAP

Progress Indication=NULL(0)

I/cc_api_call_setup_ind_common:

=Unknown, Screening=Not Screened,

known, FinalDestinationFlag=TRUE,

(0), Calling IE Present=FALSE,

Label=, CLID Transparent=FALSE), Call 1d=52

I/ccCheckClipClir:

reening=Not Screened, Presentation=Allowed)

I/ccCheckClipClir:

creening=Not Screened, Presentation=Allowed)
I/cc_get_feature_vsa:

lloc success
I/cc_get_feature_vsa:

untis 1
l/cc_get_feature_vsa:

s are:
5
I/cc_api_call_setup_ind_common:

wn, Screening=Not Screened,

Info/sipSPIContinueNewMsglnvite:
Info/sipSPIUaddccCallldToTable: Adding call id
Info/addAllowHeaderKpml: KPML Subscriptions

Transport/sipSPITransportSendMessage:
_port=5061, is_req=0, transport=4, switch=0,

Transport/sipSPITransportSendMessage:
Transport/sipTransportLogicSendMsg: switch
Transport/sipTransportPostSendMessage: Posting
3, connld=2 for TLS

State/sipSPIChangeState: 0x48E23450 : State
RECD_INVITE, SUBSTATE_NONE)
Info/sipSPIProcessContactinfo: Previous Hop
l/cc_process_call_setup_ind:

I/ccCallSetContext:

l/cc_process_call_setup_ind:

nagedAppProcess_Default"
I/ccCallProceeding:
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003627: Apr 4 20:53:11.056: //-1/XXXXXXXXXXXX/SIP/

SPI : SIPSPI_EV_CC_CALL_PROCEEDING

003628: Apr 4 20:53:11.060: //52/F87DEDB9807B/CCAP
Destination=, Calling IE Present=FALSE, Mode=0,
Outgoing Dial-peer=99, Params=0x49204F10, Progre

003629: Apr 4 20:53:11.060: //52/F87DEDB9807B/CCAP
In: Calling Number=(TON=Unknown, NPI=Unknown, Sc

003630: Apr 4 20:53:11.060: //52/F87DEDB9807B/CCAP
Out: Calling Number=(TON=Unknown, NPI=Unknown, S

003631: Apr 4 20:53:11.060: //52/F87DEDB9807B/CCAP
Destination Pattern=.T, Called Number=5151234, D

003632: Apr 4 20:53:11.060: //52/F87DEDB9807B/CCAP
Calling Number=(TON=Unknown, NPI=Unknown, Screen

Called Number=5151234(TON=Unknown, NPI=Unknown),

Redirect Number=, Display Info=batmanadmin
Account Number=, Final Destination Flag=TRUE,

Guid=F87DEDB9-01BF-11DD-807B-COFF951B97FA, Outgo

003633: Apr 4 20:53:11.060: //52/F87DEDB9807B/CCAP
ccCallSetupRequest:
cisco-username=
----- ccCallinfo IE subfields -----
cisco-ani=
cisco-anitype=0
cisco-aniplan=0
cisco-anipi=0
cisco-anisi=0
dest=5151234
cisco-desttype=0
cisco-destplan=0
cisco-rdie=FFFFFFFF
cisco-rdn=
cisco-rdntype=0
cisco-rdnplan=0
cisco-rdnpi=-1
cisco-rdnsi=-1
cisco-redirectreason=-1 fwd_final_type =0
final_redirectNumber =
hunt_group_timeout =0

003634: Apr 4 20:53:11.060: //52/F87DEDB9807B/CCAP
Interface=0x48CCD19C, Interface Type=6, Destinat
Call Params(Calling Number=,(Calling Name=batman

Screened, Presentation=Allowed),

Called Number=5151234(TON=Unknown, NPI=Unknown),

Subscriber Type Str=Unknown, FinalDestinationFla
On=FALSE,

Source Trkgrp Route Label=, Target Trkgrp Route
003635: Apr 4 20:53:11.060: //-L/XXXXXXXXXXXX/CCAP

003636: Apr 4 20:53:11.060: :cc_get_feature_vsa ma
003637: Apr 4 20:53:11.060: //-1/xxxxXXXXXXXX/CCAP

003638: Apr 4 20:53:11.060: cc_get_feature_vsa co
003639: Apr 4 20:53:11.060: //-1/xxxxxXXXXXXXX/CCAP

003640: Apr 4 20:53:11.060: :FEATURE_VSA attribute
feature_name:0,feature_time:1221045032,feature_id:4
003641: Apr 4 20:53:11.064: //-1/XXXXXXXXXXXX/SIP/
003642: Apr 4 20:53:11.064: //-1/XXXXXXXXXXXX/SIP/
147)

003643: Apr 4 20:53:11.064: //52/F87DEDB9807B/SIP/
ccsip_event_handler: peer ID 53 chans 0x46F38688 e
0x46F38688

003644: Apr 4 20:53:11.064: //52/F87DEDB9807B/SIP/
ccsip_event_handler: CC_EV_H245 SET_MODE: peer ID
0x100 0x601 data 0x46F38688, type = 1

003645: Apr 4 20:53:11.064: //52/F87DEDB9807B/SIP/
mode to SIP-TDM

Event/sipSPIEventinfo: Queued event from SIP
I/ccCallSetupRequest:

ss Indication=NULL(0)

I/ccCheckClipClir:

reening=Not Screened, Presentation=Allowed)
I/ccCheckClipClir:

creening=Not Screened, Presentation=Allowed)
I/ccCallSetupRequest:

igit Strip=TRUE

I/ccCallSetupRequest:

ing=Not Screened, Presentation=Allowed),

ing Dial-peer=99
I/cc_api_display_ie_subfields:

I/ccIFCallSetupRequestPrivate:
ion=, Mode=0x0,
admin)(TON=Unknown, NPI=Unknown, Screening=Not

Calling Translated=FALSE,
g=TRUE, Outgoing Dial-peer=99, Call Count

Label=, tg_label_flag=0, Application Call Id=)
l/cc_get_feature_vsa:

lloc success
I/cc_get_feature_vsa:

untis 2
I/cc_get_feature_vsa:

s are:
6

Info/ccsip_event_handler:
Info/ccsip_event_handler: switch(ev.ev_id:

Info/ccsip_event_handler:
vent 147 flags 0x40001C 0x100 0x601 data

Info/ccsip_event_handler:
53 chans 0x46F38688 event 147 flags 0x40001C

Info/ccsip_gw_set_sipspi_mode: Setting SPI
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003646: Apr 4 20:53:11.064: //-1/XXXXXXXXXXXX/SIP/

CC_R_SUCCESS_WITH_CONFIRMED

003647: Apr 4 20:53:11.064: //53/F87DEDB9807B/CCAP
SPI Call Setup Request Is Success; Interface Typ

003648: Apr 4 20:53:11.064: //53/F87DEDB9807B/CCAP
Context=0x49204ECO

003649: Apr 4 20:53:11.064: //52/F87DEDB9807B/CCAP
Outgoing Dial-peer=99

003650: Apr 4 20:53:11.064: //-1/XXXXXXXXXXXX/SIP/

ccsip_spi_get_msg_type returned: 3 for event 3

003651: Apr 4 20:53:11.072: //-L/XXXXXXXXXXXX/SIP/

Sent:

SIP/2.0 100 Trying

Via: SIP/2.0/TLS 10.70.0.122:5061;branch=z29hG4bK7fc
From: "batmanadmin” <sips:5151111:5061>;tag=563

To: <sips:5151234@gexp.com:5061>

Date: Fri, 04 Apr 2008 20:53:11 GMT

Call-ID: f7¢7c0ff9849c6e0b01674efa7415901@10.70.0.1
Server: Cisco-SIPGateway/I0S-12.x

CSeq: 1 INVITE

Allow-Events: kpml, telephone-event

Content-Length: 0

003652: Apr 4 20:53:11.188: //53/F87DEDB9807B/CCAP
Interface=0x48CCD19C, Progress Indication=NULL(0
003653: Apr 4 20:53:11.188: //53/F87DEDB9807B/CCAP
Event=139, Call 1d=53

003654: Apr 4 20:53:11.188: //53/F87DEDB9807B/CCAP
Event Is Sent To Conferenced SPI(s) Directly

003655: Apr 4 20:53:11.188: //-L/XXXXXXXXXXXX/SIP/

003656: Apr 4 20:53:11.188: //-L/XXXXXXXXXXXX/SIP/

139)

003657: Apr 4 20:53:11.188: //52/F87DEDB9807B/SIP/

SRTP Veena event

003658: Apr 4 20:53:11.188: //-L/XXXXXXXXXXXX/SIP/

CC_R_SUCCESS_WITH_CONFIRMED

003659: Apr 4 20:53:11.220: //53/F87DEDB9807B/CCAP
Interface=0x48CCD19C, Progress Indication=INBAND

003660: Apr 4 20:53:11.220: //53/F87DEDB9807B/CCAP
Call Entry(Retry Count=0, Responsed=TRUE)

003661: Apr 4 20:53:11.220: //52/F87DEDB9807B/CCAP
Progress Indication=INBAND(8), Signal Indication

003662: Apr 4 20:53:11.220: //52/F87DEDB9807B/CCAP
Call Entry(Responsed=TRUE, AlertSent=TRUE)

003663: Apr 4 20:53:11.220: //-1/XXXXXXXXXXXX/SIP/

SPI: SIPSPI_EV_CC_CALL_ALERTING

003664: Apr 4 20:53:11.224: //52/F87DEDB9807B/CCAP
Data Bitmask=0x7, Call [d=52

003665: Apr 4 20:53:11.224: //-1/XXXXXXXXXXXX/SIP/

SPI : SIPSPI_EV_CC_MEDIA_EVENT

003666: Apr 4 20:53:11.224: //S2/XXXXXXXXXXXX/CCAP
(confID=0x49277ES5C, calllD1=0x34, calllD2=0x35,

003667: Apr 4 20:53:11.224: //52/F87DEDB9807B/CCAP
Conference 1d=0x49277E5C, Call Id1=52, Call Id2=

Info/ccsip_event_handler:
I/ccIFCallSetupRequestPrivate:
e=6, FlowMode=1
I/ccCallSetContext:
l/ccSaveDialpeerTag:

Info/ccsip_process_sipspi_queue_event:

Msg/ccsipDisplayMsg:

3beefe29ec32af2569d0e0

22

I/cc_api_call_proceeding:
I/cc_api_event_indication:
I/cc_api_event_indication:

Info/ccsip_event_handler:
Info/ccsip_event_handler: switch(ev.ev_id:

Info/ccsip_srtp_process_veena_event: Received
Info/ccsip_event_handler:

I/cc_api_call_alert:

(8), Signal Indication=SIGNAL RINGBACK(1)
I/cc_api_call_alert:

I/ccCallAlert:

=SIGNAL RINGBACK(1)

I/ccCallAlert:

Event/sipSPIEventinfo: Queued event from SIP
I/ccCallNotify:

Event/sipSPIEventinfo: Queued event from SIP
I/ccConferenceCreate:

tag=0x0)

I/ccConferenceCreate:
53, Tag=0x0
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003668: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
52, dstCalllD = 53

003669: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
negotiated, dsp supported

003670: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
ccCallids: -1/-1, new src/dest ccCallids: 52/53

003671: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
streamcallid=-1, new streamcallid=52

003672: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
xmitFunc = 1100630164, ccb xmitFunc = 1100630164
003673: Apr 4 20:53:11.224: //S2/XXXXXXXXXXXX/CCAP

003674: Apr 4 20:53:11.224: cc_api_get_xcode_strea
003675: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
sipSPIProcessRtpSessions
003676: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
voice+dtmf (callid 52) to the VOIP RTP library
003677: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
for stream 1 = 10.70.0.50
003678: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
sipSPIUpdateRtcpSession for m-line 1
003679: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
info
laddr = 10.70.0.50, Iport = 16540, raddr = 10.60.0
src_callid = 52, dest_callid = 53, stream type = v
media_ip_addr = 10.60.0.104, vrf tableid = 0
003680: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
creating a new one
003681: Apr 4 20:53:11.224: //52/F87DEDB9807B/CCAP
Event=82, Call Id=52
003682: Apr 4 20:53:11.224: //52/F87DEDB9807B/CCAP
Event Is Sent To Conferenced SPI(s) Directly
003683: Apr 4 20:53:11.224: //52/F87DEDB9807B/SIP/
003684: Apr 4 20:53:11.228: //52/F87DEDB9807B/SIP/
created
003685: Apr 4 20:53:11.228: //52/F87DEDB9807B/SIP/
New Remote Media Direction = SENDRECV
Present Local Media Direction = SENDRECV
New Local Media Direction = SENDRECV
retval = 0

003686: Apr 4 20:53:11.228: //52/F87DEDB9807B/SIP/

= 52) State changed from (STREAM_ADDING) to (STRE

003687: Apr 4 20:53:11.228: //52/XXXXXXXXXXXX/CCAP
Conference 1d=0x10, Source Interface=0x47FB16CC,
Destination Call Id=53, Disposition=0x0, Tag=0x0

003688: Apr 4 20:53:11.228: //53/XXXXXXXXXXXX/CCAP
Conference 1d=0x10, Source Interface=0x48CCD19C,
Destination Call Id=52, Disposition=0x0, Tag=0xF

003689: Apr 4 20:53:11.228: //52/F87DEDB9807B/CCAP
Conference 1d=0x10, Source Interface=0x48CCD19C,
Destination Call [d=52, Disposition=0x0, Tag=0xF

003690: Apr 4 20:53:11.228: //52/F87DEDB9807B/CCAP
Call Entry(Conference 1d=0x10, Destination Call

003691: Apr 4 20:53:11.228: //53/F87DEDB9807B/CCAP
Call Entry(Conference 1d=0x10, Destination Call

003692: Apr 4 20:53:11.228: //53/F87DEDB9807B/CCAP
Destination Interface=0x47FB16CC, Destination Ca
Caps(Codec=0x1, Fax Rate=0x1, Vad=0x1,
Modem=0x0, Codec Bytes=20, Signal Type=3)

003693: Apr 4 20:53:11.232: //53/F87DEDB9807B/CCAP
Caps(Playout Mode=1, Playout Initial=60(ms), Pla
Playout Max=250(ms), Fax Nom=300(ms))

003694: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

CURRENT VALUES: stream_callid=52, current_seq_num=0

003695: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/
VALUES: stream_callid=52, current_seq_num=0x1377

Info/ccsip_bridge: confID = 16, srcCalllD =
Media/sipSPICheckDSPForSRTP: remote srtp
Info/sipSPIUupdateCcCalllds: Old src/dest
Info/sipSPIUupdateCcCalllds: Old
Info/ccsip_bridge: xcoder_attached = 0,
l/cc_api_get_xcode_stream:

m : 4369
Media/sipSPIProcessRtpSessions:

Media/sipSPIAddStream: Adding stream 1 of type
Media/sipSPISetMediaSrcAddr: Media src addr
Media/sipSPIUpdateRtcpSession:
Media/sipSPIUpdateRtcpSession: rtcp_session

.104, rport=2246, do_rtcp=TRUE
oice+dtmf, stream direction = SENDRECV

Media/sipSPIUpdateRtcpSession: No rtp session,
I/cc_api_event_indication:
I/cc_api_event_indication:

Info/sipSPIAddSrtpSession: Adding SRTP session
Info/sipSPIAddSrtpSession: SRTP session

Media/sipSPIGetNewLocalMediaDirection:

State/sipSPIChangeStreamState: Stream (callid
AM_ACTIVE)

I/cc_api_bridge_done:

Source Call 1d=52,

I/cc_api_bridge_done:
Source Call 1d=53,
FFFFFFF
I/cc_generic_bridge_done:
Source Call 1d=53,
FFFFFFF
I/ccConferenceCreate:
1d=53)
I/ccConferenceCreate:
1d=52)

l/cc_api_caps_ind:

Il ld=52, Source Call 1d=53,

l/cc_api_caps_ind:
yout Min=40(ms),

Info/ccsip_get_rtcp_session_parameters:
xB5C
Info/ccsip_get_rtcp_session_parameters: NEW
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003696: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/
codec: g711ulaw, Bytes=160

003697: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/
003698: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

relay = CC_CAP_DTMF_RELAY_NTE_AND_OOB with rx paylo

003699: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

that came from DSM) modem relay=0, from CLI config=

003700: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

Relay...

003701: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

and T38 disabled. X-cap not needed

003702: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

Done. Set negotiated Modem caps and generate SDP Xc

003703: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

Passthru both disabled

003704: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

mode = 0, ptru-codec=0, redundancy=0, xid=0, relay=

dict=1024, strnlen=32

003705: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

caps exchange

003706: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

003707: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

(voice+dtmf) from media line 1

003708: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

caps.stream_count=1,caps.stream[0].stream_type=0x2,

003709: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

caps.stream_list.context=

003710: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

003711: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

g711ulaw, Bytes=160, payload = 0

003712: Apr 4 20:53:11.232: //52/F87DEDB9807B/SIP/

>pld.flags_ipip = 0x603

003713: Apr 4 20:53:11.232: //52/F87DEDB9807B/CCAP
Destination Interface=0x48CCD19C, Destination Ca
Caps(Codec=0x1, Fax Rate=0x2, Vad=0x1,
Modem=0x0, Codec Bytes=160, Signal Type=2)

003714: Apr 4 20:53:11.232: //52/F87DEDB9807B/CCAP
Caps(Playout Mode=1, Playout Initial=60(ms), Pla
Playout Max=250(ms), Fax Nom=300(ms))

003715: Apr 4 20:53:11.232: //52/F87DEDB9807B/CCAP
Destination Interface=0x48CCD19C, Destination Ca
Caps(Codec=g711ulaw(0x1), Fax Rate=FAX_RATE_VOIC
Modem=0OFF(0x0), Codec Bytes=160, Signal Type=2,

003716: Apr 4 20:53:11.232: //53/F87DEDB9807B/CCAP
Destination Interface=0x47FB16CC, Destination Ca
Caps(Codec=g711ulaw(0x1), Fax Rate=FAX_RATE_VOIC
Modem=0FF(0x0), Codec Bytes=160, Signal Type=2,

Entry(Context=0x49204ECO0)pported: replaces

Content-Type: application/sdp
Content-Disposition: session;handling=required

Content-Length: 314

v=0

0=CiscoSystemsSIP-GW-UserAgent 2392 3481 IN IP4 10.
s=SIP Call

c=IN IP4 10.70.0.50

t=00

Info/ccsip_caps_ind: Load DSP with negotiated

Info/ccsip_caps_ind: Set forking flag to Ox0
Info/sipSP1SetDTMFRelayMode: Set DSP for dtmf-
ad = 101, tx payload = 101
Info/sip_set_modem_caps: Preferred (or the one

0

Info/sip_set_modem_caps: Disabling Modem

Info/sip_generate_sdp_xcaps_list: Modem Relay

Info/sip_set_modem_caps: Negotiation already
ap list
Info/sip_set_modem_caps: Modem Relay &

Info/sip_set_modem_caps: nse payload = 0, ptru
0, sprt-retry=12, latecncy=200, compres-dir=3,

Media/sip_set_srtp_in_caps: Setting SRTP for

Media/sipSPISetStreaminfo: 1 Active Streams
Media/sipSPISetStreaminfo: Adding stream type

Media/sipSPISetStreamInfo:
caps.stream_list.xmitFunc=
Media/sipSPISetStreaminfo: voip_rtp_xmit,

Media/sipSPISetStreaminfo: 0x46E5B420 (gcch)
Info/ccsip_caps_ind: Load DSP with codec :

Info/ccsip_caps_ind: ccsip_caps_ind: ccb-

I/cc_api_caps_ind:
I 1d=53, Source Call 1d=52,

I/cc_api_caps_ind:
yout Min=40(ms),

l/cc_api_caps_ack:
I1'1d=53, Source Call Id=52,
E(0x2), Vad=OFF(0x1),
Seq Num Start=4984)
l/cc_api_caps_ack:
II'ld=52, Source Call 1d=53,
E(0x2), Vad=OFF(0x1),
Seq Num Start=4984)Call

70.0.50
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m=audio 16540 RTP/SAVP 0 101
c=IN IP4 10.70.0.50

a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=crypto:1 AES_CM_128 HMAC_SHA1_32 inline:fIXfOloeM

003759: Apr 4 20:53:12.212: //-1/XXXXXXXXXXXX/SIP/
ReadBlock nbytes 423 offset O

003760: Apr 4 20:53:12.212: //-1/XXXXXXXXXXXX/SIP/
ccsip_spi_get_msg_type returned: 2 for event 1
003761: Apr 4 20:53:12.212: //-1/XXXXXXXXXXXX/SIP/
context=0x00000000

003762: Apr 4 20:53:12.212: //-
1/000000kxxxx/SIP/Transport/sipConnectionManagerPr
addr=10.70.0.122, port=3143, connid=2, transport=TL

Content-Type: application/sdp

Content-Length: 329

v=0
0=CiscoSystemsSIP-GW-UserAgent 2392 3481 IN IP4 10.
s=SIP Call

c=IN IP4 10.70.0.50

t=00

m=audio 16540 RTP/SAVP 0 101
c=IN IP4 10.70.0.50

a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=ptime:20

a=crypto:7357 AES_CM_128 HMAC_SHA1_32 inline:fIXfOl

003818: Apr 4 20:53:12.452: //-1/XXXXXXXXXXXX/SIP/
ReadBlock nbytes 740 offset O
003819: Apr 4 20:53:12.452: //-L/XXXXXXXXXXXX/SIP/
ccsip_spi_get_msg_type returned: 2 for event 1Desti
1d=52, Source Call 1d=53,
Caps(Codec=g711ulaw(0x1), Fax Rate=FAX_RATE_VOIC
Modem=0OFF(0x0), Codec Bytes=160, Signal Type=2,
003888: Apr 4 20:53:12.468: //52/F87DEDB9807B/SIP/
003889: Apr 4 20:53:13.188: //53/F87DEDB9807B/CCAP
Call Id=53
003890: Apr 4 20:53:13.188: //53/F87DEDB9807B/CCAP
Call Entry(Context=0x49204ECO0)
003891: Apr 4 20:53:17.296: %ISDN-6-CONNECT: Inter
5151234 N/A

dsjvUi5dQCao6K31CBRVMT7LjFOCcg+0J

Info/sip_tls_tcp_read_socket:
Info/ccsip_process_sipspi_queue_event:
Transport/sipTransportProcessNWNewConnMsg:

ocessNewConnMsg: gConnTab=0x482D86F4,
S Over TCPpported: replaces

70.0.50

0eMdsjvUi5dQCao6K31CBRVM7LjFOcg+0J

Info/sip_tls_tcp_read_socket:

Info/ccsip_process_sipspi_queue_event:
nation Interface=0x47FB16CC, Destination Call

E(0x2), Vad=OFF(0x1),

Seq Num Start=60)

Info/ccsip_caps_ack: Set forking flag to 0x0
I/cc_api_voice_mode_event:
I/cc_api_voice_mode_event:

face Serial1/0/0:11 is now connected to
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003892: Apr 4 20:53:33.228: %ISDN-6-DISCONNECT: In

5151234, call lasted 21 seconds

003893: Apr 4 20:53:33.232: //53/F87DEDB9807B/CCAP
Cause Value=16, Interface=0x48CCD19C, Call Id=53

003894: Apr 4 20:53:33.232: //53/F87DEDB9807B/CCAP
Call Entry(Responsed=TRUE, Cause Value=16, Retry

003895: Apr 4 20:53:33.232: //52/F87DEDB9807B/CCAP
Conference 1d=0x10, Tag=0x0

003896: Apr 4 20:53:33.236: //52/xxxxxxxxxxxX/CCAP
Conference 1d=0x10, Source Interface=0x47FB16CC,
Destination Call Id=53, Disposition=0x0, Tag=0x0

003897: Apr 4 20:53:33.236: //53/5xxxxxxxxxxxx/CCAP
Conference 1d=0x10, Source Interface=0x48CCD19C,
Destination Call Id=52, Disposition=0x0, Tag=0x0

003898: Apr 4 20:53:33.236: //52/F87DEDB9807B/CCAP
Conference 1d=0x10, Source Interface=0x48CCD19C,
Destination Call Id=52, Disposition=0x0, Tag=0x0

003899: Apr 4 20:53:33.236: //52/F87DEDB9807B/CCAP
Cause Value=16, Tag=0x0, Call Entry(Previous Dis

003900: Apr 4 20:53:33.236: //52/F87DEDB9807B/CCAP
Cause Value=16, Call Entry(Responsed=TRUE, Cause

003901: Apr 4 20:53:33.236: //-L/XXXXXXXXXXXX/SIP/

SPI: SIPSPI_EV_CC_CALL_DISCONNECT

003902: Apr 4 20:53:33.236: //53/F87DEDB9807B/CCAP
Cause Value=16, Tag=0x0, Call Entry(Previous Dis

003903: Apr 4 20:53:33.236: //53/F87DEDB9807B/CCAP
Cause Value=16, Call Entry(Responsed=TRUE, Cause

003904: Apr 4 20:53:33.236: //53/F87DEDB9807B/CCAP
Transfer Number Is Null

003905: Apr 4 20:53:33.240: //-1/XXXXXXXXXXXX/SIP/

ccsip_spi_get_msg_type returned: 3 for event 7

003906: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

disabled

003907: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

003908: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

003909: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

003910: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

container=0x49066614 to Bye

003911: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

transport layer

003912: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

the Dial peer configuration, Switch Transport is FA

003913: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

msg=0x4931E34C, addr=10.70.0.122, port=5061, sentBy

callBack=0x41645028

003914: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

Proceedable for sending msg immediately

003915: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

transport is 0

003916: Apr 4 20:53:33.240: //52/F87DEDB9807B/SIP/

send the msg=0x4931E34C

003917: Apr 4 20:53:33.240: //-L/XXXXXXXXXXXX/SIP/

send for msg=0x4931E34C, addr=10.70.0.122, port=506

003918: Apr 4 20:53:33.244: //52/F87DEDB9807B/SIP/

starting DisconnectTimer

003919: Apr 4 20:53:33.244: //52/F87DEDB9807B/SIP/

change from (STATE_ACTIVE, SUBSTATE_NONE) to (STAT

003920: Apr 4 20:53:33.244: //-1/XXXXXXXXXXXX/SIP/
S?(rllzt.sips:10.70.0.122:5061;transport:tls SIP/2.0

Via: SIP/2.0/TLS 10.70.0.50:5061;branch=z9hG4bK1163
From: <sips:5151234@qexp.com:5061>;tag=53661F8-FE2

To: "batmanadmin” <sips:5151111:5061>;tag=563

terface Serial1/0/0:11 disconnected from
I/cc_api_call_disconnected:

I/cc_api_call_disconnected:
Count=0)
I/ccConferenceDestroy:

I/cc_api_bridge_drop_done:
Source Call 1d=52,

I/cc_api_bridge_drop_done:
Source Call 1d=53,

I/cc_generic_bridge_done:
Source Call 1d=53,

I/ccCallDisconnect:

connect Cause=0, Disconnect Cause=0)
I/ccCallDisconnect:

Value=16)

Event/sipSPIEventinfo: Queued event from SIP

I/ccCallDisconnect:

connect Cause=0, Disconnect Cause=16)
I/ccCallDisconnect:

Value=16)

l/cc_api_get_transfer_info:

Info/ccsip_process_sipspi_queue_event:
Info/sipSPIValidateGtd: Signal Forward
Info/preprocessDisconnect: No GTD in Rawmsg
Info/sipSPIStopHoldTimer: Stopping hold timer
Info/sipSPIStopHoldTimer: Stopping hold timer
Info/sipSPISendBye: Associated
Transport/sipSPISendBye: Sending BYE to the
Transport/sipSPIGetSwitchTransportFlag: Return
LSE

Transport/sipSPITransportSendMessage:
_port=0, is_req=1, transport=4, switch=0,
Transport/sipSPITransportSendMessage:
Transport/sipTransportLogicSendMsg: switch
Transport/sipTransportLogicSendMsg: Set to
Transport/sipTransportPostSendMessage: Posting
1, connld=1 for TLS

Info/sentByeDisconnecting: Sent Bye Request,
State/sipSPIChangeState: 0x48E23450 : State

E_DISCONNECTING, SUBSTATE_NONE)
Msg/ccsipDisplayMsg:
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Date: Fri, 04 Apr 2008 20:53:12 GMT

Call-ID: f7¢7c0ff9849c6e0b01674efa7415901@10.70.0.1
User-Agent: Cisco-SIPGateway/I0S-12.x

Max-Forwards: 70

Timestamp: 1207342413

CSeq: 101 BYE

Content-Length: 0

003921: Apr 4 20:53:33.256: //-L/XXXXXXXXXXXX/SIP/
Connid 2 closed by remote peer

003922: Apr 4 20:53:33.256: //-1/XXXXXXXXXXXX/SIP/
TCP Remote Closure to SPI, connid: 2

003923: Apr 4 20:53:33.260: //-L/XXXXXXXXXXXX/SIP/
ccsip_spi_get_msg_type returned: 2 for event 55
003924: Apr 4 20:53:33.260: //-
L/XXXXXXXXXXX/SIP/Transport/sipTransportProcessNWS
003925: Apr 4 20:53:33.260: //-
TIXXXXXXXXXXXX/SIP/Transport/sipConnectionManagerPr
addr=10.70.0.122, port=3143, connid=2, transport=TL
003926: Apr 4 20:53:33.260: //-1/XXXXXXXXXXXX/SIP/
Posting TLS conn close for addr=10.70.0.122, port=3
003927: Apr 4 20:53:33.260: //-L/XXXXXXXXXXXX/SIP/
conn=0x47C4AD58, connid=2, addr=10.70.0.122, port=3
003928: Apr 4 20:53:33.260: //-1/XXXXXXXXXXXX/SIP/
Closing OPSSL Context

003929: Apr 4 20:53:33.264: //-1/XXXXXXXXXXXX/SIP/

closed for connid 2 with address: 10.70.0.122, remo

003930: Apr 4 20:53:33.272: //53/F87DEDB9807B/CCAP
Disposition=0, Interface=0x48CCD19C, Tag=0x0, Ca
Call Entry(Disconnect Cause=16, Voice Class Caus

003931: Apr 4 20:53:33.272: //53/F87DEDB9807B/CCAP
Call Disconnect Event Sent

003932: Apr 4 20:53:33.272: /- 1L/XXXXXXXXXXXX/CCAP

003933: Apr 4 20:53:33.272: :cc_free_feature_vsa f
003934: Apr 4 20:53:33.272: /]-1IXXXXXXXXXXXX/CCAP

003935: Apr 4 20:53:33.272: vsacount in free is 1
003936: Apr 4 20:53:33.760: //-1/XXXXXXXXXXXX/SIP/
ReadBlock nbytes 381 offset 0

003937: Apr 4 20:53:33.760: //-L/XXXXXXXXXXXX/SIP/
ccsip_spi_get_msg_type returned: 2 for event 1
003938: Apr 4 20:53:33.760: //-1/XXXXXXXXXXXX/SIP/
context=0x482D86F4

003939: Apr 4 20:53:33.760: //-
T/XXXXXXXXXXXX/SIP/Transport/sipConnectionManagerPr
addr=10.70.0.122, port=5061, connid=1, transport=TL
003940: Apr 4 20:53:33.760: //-1/XXXXXXXXXXXX/SIP/
Invite Dialog

003941: Apr 4 20:53:33.760: //52/F87DEDB9807B/SIP/
in UAS Response table. cch=0x48E23450

003942: Apr 4 20:53:33.760: //-1/XXXXXXXXXXXX/SIP/
Received:

SIP/2.0 200 OK

To: "batmanadmin” <sips:5151111:5061>;tag=563

22

Error/sip_tls_tcp_read_socket:
Info/sip_tls_tcp_sockerror_to_spi: Sending TLS

Info/ccsip_process_sipspi_queue_event:

ocketException: context=0x00000000

ocessSocketExceptions: gConnTab=0x482D86F4,
S Over TCP
Transport/sipTransportPostCloseConnection:

143, connid=2

Transport/sipDeleteConninstance: Deleted

143, transport=TLS Over TCP
Info/sips_tls_tcp_free_sips_context:

Info/sip_tls_tcp_purge_entry: Socket fd: 2
te port: 3143
I/cc_api_call_disconnect_done:

II'1d=53,

e Code=0, Retry Count=0)
I/cc_api_call_disconnect_done:
l/cc_free_feature_vsa:

reeing 48C7AB20

I/cc_free_feature_vsa:
Info/sip_tls_tcp_read_socket:
Info/ccsip_process_sipspi_queue_event:
Transport/sipTransportProcessNWNewConnMsg:
ocessNewConnMsg: gConnTab=0x482D86F4,

S Over TCP

Info/ccsip_new_msg_preprocessor: Checking
Info/sipSPIFindCcbUASRespTable: *****CCB found

Msg/ccsipDisplayMsg:
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From: <sips:5151234@qexp.com:5061>;tag=53661F8-FE2

Via: SIP/2.0/TLS 10.70.0.50:5061;branch=z29hG4bK1163 D

CSeq: 101 BYE

Call-ID: f7¢7c0ff9849c6e0b01674efa7415901@10.70.0.1 22
Contact: "batmanadmin” <sips:10.70.0.122:5061;trans port=tls>
User-Agent: ININ-TsServer/2.4.0.0

x-inin-crn: 1002001614

Content-Length: 0

003943: Apr 4 20:53:33.760: //52/F87DEDB9807B/SIP/ Info/sipSPlIcpifUpdate: CallState: 3 Playout:
16430 DiscTime:8747262 ConnTime 8745034
003944: Apr 4 20:53:33.764: //52/F87DEDB9807B/CCAP I/cc_api_call_disconnect_done:
Disposition=0, Interface=0x47FB16CC, Tag=0x0, Ca I1'd=52,
Call Entry(Disconnect Cause=16, Voice Class Caus e Code=0, Retry Count=0)
003945: Apr 4 20:53:33.764: //52/F87DEDB9807B/CCAP I/cc_api_call_disconnect_done:
Call Disconnect Event Sent
003946: Apr 4 20:53:33.764: /- LIXXXXXXXXXXXX/CCAP l/cc_free_feature_vsa:
003947: Apr 4 20:53:33.764: :cc_free_feature_vsa f reeing 48C7ABF8
003948: Apr 4 20:53:33.764: /- LIXXXXXXXXXXXX/CCAP l/cc_free_feature_vsa:
003949: Apr 4 20:53:33.764: vsacount in free is 0
003950: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/ State/sipSPIChangeState: 0x48E23450 : State
change from (STATE_DISCONNECTING, SUBSTATE_NONE) t o (STATE_DEAD, SUBSTATE_NONE)
003951: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/ Call/sipSPICallinfo:

The Call Setup Information is:
Call Control Block (CCB) : 0x48E23450

State of The Call : STATE_DEAD
TCP Sockets Used 1 YES
Calling Number :

Called Number 15151234

Source IP Address (Sig ): 10.70.0.50
Destn SIP Req Addr:Port : 10.70.0.122:5061
Destn SIP Resp Addr:Port : 10.70.0.122:3143
Destination Name :10.70.0.122

003952: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/ Call/sipSPIMediaCallinfo:
Number of Media Streams: 1

Media Stream 01

Negotiated Codec 1 g711lulaw
Negotiated Codec Bytes : 160

Nego. Codec payload  : 0 (tx), O (rx)
Negotiated Dtmf-relay : 6

Dtmf-relay Payload 1101 (tx), 101 (rx)
Source IP Address (Media): 10.70.0.50
Source IP Port  (Media): 16540

Destn IP Address (Media): 10.60.0.104
Destn IP Port (Media): 2246

Orig Destn IP Address:Port (Media): 0.0.0.0:0

003953: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/ Call/sipSPICalllnfo:
Disconnect Cause (CC) :16
Disconnect Cause (SIP) : 200

003954: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/ Info/sipSPIUdeleteccCallldFromTable: Removing
call id 34
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003955: Apr 4 20:53:33.764: //-1/XXXXXXXXXXXX/SIP/
key=[27] removed.

003956: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/
****Deleting from UAS Request table.

003957: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/
table. cch=0x48E23450 key=f7c7c0ff9849c6e0b01674efa
003958: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/
****Deleting from UAS Response table.

003959: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/
table. cch=0x48E23450 key=f7c7c0ff9849c6e0b01674efa
003960: Apr 4 20:53:33.764: //52/F87DEDB9807B/SIP/
events on the internal queue that are going to be f
003961: Apr 4 20:53:33.768: //52/F87DEDB9807B/SIP/
003962: Apr 4 20:53:33.768: //-L/XXXXXXXXXXXX/SIP/
key[27]

Delta#

A problem with DSP Support

000201: Apr 3 20:52:12.151: //17/AADDCOE28029/SIP/
dsp not supported but no fallback

000202: Apr 3 20:52:12.151: //17/AADDCOE28029/SIP/
SRTP not supported on DSP

Info/sipSPIDeleteContextFromTable: Context for
Info/sipSPIUdeleteCcbFromUASReqTable:

Info/sipSPIUdeleteCcbFromTable: Deleting from
7415901@10.70.0.1225151234
Info/sipSPIUdeleteCcbFromUASRespTable:

Info/sipSPIUdeleteCcbFromTable: Deleting from
7415901@10.70.0.12253661F8-FE2
Info/sipSPIFlushEventBufferQueue: There are 0
ree'd

Info/sipSPIUfreeOneCCB: Freeing cch 48E23450
Info/sipSPIGetContextFromTable: NO context for

Error/sipSPICheckDSPForSRTP: srtp negotiated &

Error/ccsip_bridge: remote SRTP Negotiated but
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A working show run

Delta#show run
Building configuration...

Current configuration : 6094 bytes
|

| Last configuration change at 14:11:40 east Fri Ap r4 2008
|

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

service sequence-numbers

|

hostname Delta

!

boot-start-marker

boot system flash c2800nm-adventerprisek9_ivs-mz.12 4-15.T3.bin
boot-end-marker

!

logging buffered 5000000

enable secret 5 $1$HJI8e$n1wTVHR2.6rPVvtGEEHBuUQO
enable password testing

!

no aaa new-model

clock timezone east -4

no network-clock-participate slot 1
voice-card 0

no dspfarm

!

voice-card 1

codec complexity secure

no dspfarm

!

!

!

ip cef

!

|

ip name-server 4.2.2.1

ip auth-proxy max-nodata-conns 3
ip admission max-nodata-conns 3
|

multilink bundle-name authenticated
|

isdn switch-type primary-ni
|

|
|
voice service pots
|

voice service voip
srtp
allow-connections h323 to h323
allow-connections h323 to sip
allow-connections sip to h323
allow-connections sip to sip
h323
sip
bind control source-interface FastEthernet0/1
bind media source-interface FastEthernet0/1
session transport tcp tls
url sips
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I

!

crypto pki trustpoint INDY

enrollment terminal pem

fqdn www.inin.com

subject-name C=US, ST=Indiana, L=Indianapolis, O=I
sting, CN=www.inin.com

revocation-check none

rsakeypair ININ-Key

|

crypto pki certificate chain INDY

certificate 2143416251
3082024E 308201B7 A0030201 02020521 43416251 300D
05050030 47311030 OE060355 040A1307 53657276 6572
130C5365 72766572 2047726F 7570311C 301A0603 5504
53657276 65722047 726F7570 301E170D 30383033 3238
38303332 38313934 3835365A 30818E31 20301E06 0355
63746976 65496E74 656C6C69 67656E63 65311D30 1B06
696E6720 28323031 31323237 32303229 31153013 0603
6E696E2E 636F6D31 15301306 03550407 130C496E 6469
300E0603 55040813 07496E64 69616E61 310B3009 0603
300D0609 2A864886 F70D0101 01050003 818D0030 8189
48BCBB54 84166629 46273F15 16564477 DBFC8D57 9DEC
9BEE9BAC B72077F6 DF53B056 4B5772A5 AB1F5749 229D
38A26192 143F6524 015193B2 F908A6C4 11C93DAB 6592
6EOE8F07 1C95B6D0 EAF077C4 9CC40473 3B5D1506 56E9
0D06092A 864886F7 0D010105 05000381 810021EA 136C
DB7408E7 1D6EB023 119C2E9E 95952AB0 78F3346D 7535
8680C00C 2BDE88A9 502328FB B7C09D55 DC4AD5B4 4862
E1B98481 6F61F6D8 6098EACE 87FE4AD7 30D2C35E BES5S5
4C6E9C60 754B5347 EF78F631 F67C247A EOCA

quit

certificate ca 2011227202
30820218 30820181 A0030201 02020520 11227202 300D
05050030 47311030 OE060355 040A1307 53657276 6572
130C5365 72766572 2047726F 7570311C 301A0603 5504
53657276 65722047 726F7570 301E170D 30373132 3034
37313230 35313734 3331345A 30473110 300E0603 5504
31153013 06035504 0B130C53 65727665 72204772 6F75
14134241 544D414E 5F536572 76657220 47726F75 7030
F70D0101 01050003 818D0030 81890281 8100EE06 12B9
EOF75672 BOF31334 78784D69 OE55E50D DBDB392D 9AEB
3FDAFAA4 D433F6BC E760658A 1747B5D2 15487A7B 4851
2341F568 91934AB7 OF876E72 3F6AFF58 3E4C654E 4B2F
BDBBFCBD 984F6E8E 395DB014 5F69B5B7 9ED90203 0100
1D130405 30030101 FF300D06 092A8648 86F70D01 0105
18B14A8B OE193A3A FFFA2C95 08DB5E2E 79E72790 39F7
EBA30A45 7AA40FD7 BE44EDS5C D54DA464 0719D7B1 0405
FC46819E B6BA4DC7 0163D77A 90A2C87A 2A928447 C641
3E7C0344 1848DE12 047F5102 CD7192F4 74231A12 6A1F

quit

|

|

archive

log config
hidekeys

|
controller T1 1/0/0

framing esf

linecode b8zs

pri-group timeslots 1-12,24
|

nteractivelntelligence, OU=Te

0609 2A864886 F70D0101
7331 15301306 0355040B
0314 13424154 4D414E5F
3139 34383536 5A170D32
040A 1317496E 74657261
0355 040B1314 54657374
5504 03130C77 77772E69
616E 61706F6C 69733110
5504 06130255 5330819F
0281 81009E00 EOC1FF6E
0A1B 9DOAD7ED 48936DC6
349D B7D2508F 9A8A6226
7FB6 06BE5482 4E26BF85
B38E 42B90203 01000130
CO0A2 B252651D 8COF6D0B
ESEB 49BBDB77 835DD83E
AD22 25510929 FD9F72B3
DE1E OEAGBDS8E 7C7F4497

0609 2A864886 F70D0101
7331 15301306 0355040B
0314 13424154 4AD414E5F
3137 34333134 5A170D32
0A13 07536572 76657273
7031 1C301A06 03550403
819F 300D0609 2A864886
5940 1COEF281 B2634B7A
5E18 C90B7909 EE872A8C
733B 439D3645 65FFE373
A2FB 498B3861 C2095D1E
01A3 10300E30 0C060355
0500 03818100 0OC50DFEO
768B 7AES5E2B4 2351A68A
1CAE 996E2FAD 39262CEB
3738 6B459ED8 E00943E9
A739 29A8D2A3
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|
!
interface FastEthernet0/0
no ip address
shutdown
duplex full
speed auto
|
interface FastEthernet0/1
ip address 10.70.0.50 255.255.0.0
duplex full
speed auto
h323-gateway voip interface
h323-gateway voip id delta ipaddr 10.70.0.111 1719
h323-gateway voip h323-id delta@qgexp.com
h323-gateway voip tech-prefix 1#
|

interface Serial0/2/0
bandwidth 3906

no ip address

shutdown

clock rate 4000000

|

interface Serial1/0/0:23

no ip address
encapsulation hdlc

isdn switch-type primary-ni
isdn incoming-voice voice
no cdp enable

|

router rip

version 2

network 10.0.0.0
neighbor 10.10.0.1

|

ip default-gateway 10.10.0.1

ip default-network 10.0.0.0

ip forward-protocol nd

ip route 10.0.0.0 255.0.0.0 10.10.0.1
|

!
ip http server
no ip http secure-server

ontrol-plane

oice-port 1/0/0:23

————— i m g —m—m—

dial-peer voice 9 pots
incoming called-number .
direct-inward-dial

|

dial-peer voice 305 voip
preference 1
destination-pattern 560....
voice-class sip url sips
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session protocol sipv2

session target ipv4:10.70.0.123
codec g71lulaw

no vad

|
dial-peer voice 301 voip
voice-class sip url sips

session protocol sipv2

session transport tcp tls
incoming called-number 5151234
dtmf-relay sip-notify rtp-nte sip-kpml
codec g711lulaw

no vad

|
dial-peer voice 306 voip
preference 2
destination-pattern 560....
voice-class sip url sips

session protocol sipv2

session target ipv4:10.70.0.122
codec g711lulaw

no vad

|

dial-peer voice 99 pots

service session
destination-pattern .T

incoming called-number .T
direct-inward-dial

port 1/0/0:23

|

!
gateway
timer receive-rtp 1200
!
sip-ua
crypto signaling default trustpoint INDY
!

|
!
gatekeeper
shutdown
|
!
line con 0
line aux 0
line vty 0 4
password password
login
|
scheduler allocate 20000 1000
ntp clock-period 17180101
ntp server 10.70.0.5
ntp server 204.152.184.138
|

end

Delta#
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