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QUESTION 41

An organization implements single sign-on (5S0O) for use with Office 365 services.

You install an Active Directory Federation Services (AD FS) proxy server.

Users report that they are unable to authenticate.

You launch the Event Viewer and view the event information shown in the following screen shot:
Fl Event Properties - Event 393, AD FS 2.0 i E_I

General | Details |

The federation server proxy could not establish a trust with the Federation Service. -

Additional Data
Exception details:
MSIS3126; Access denied,

i
Log Name: AD FS 2.0/Admin il
Source ADF520 Logged: 19-Jul-2013 01:00:40
Event ID: 393 Task Category: None
Level: Error Keywords: ADFS
User: Contoso\Admin Computer: Serverl.contoso.com
OpCode: Info

More Information: Event Log Online Help

Copy Close |

You need to ensure that users can authenticate to Office 365.
What should you do?

A. Re-enter the credentials used to establish the trust.

B. Verify the federation server proxy is trusted by the federation service.

C. Re-install the Secure Sockets Layer (SSL) certificate for the federation service.

D. Verify network connectivity between the Federation Service Proxy and federation server.
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Answer: A

QUESTION 42

A company migrates to Office 365. 2,000 active users have valid Office 365 licenses assigned. An
additional 5,000 user accounts were created during the migration and testing processes. These
users do not have any licenses assigned.

You need to remove the Office 365 user accounts that do not have any licenses assigned by using
the least amount of administrative effort.

Which Windows PowerShell command should you run?

A. Get-MsolUser -All -EnabledFilter "DisabledOnly" | Remove-MsolUser -Force
B. Get-MsolUser-EnabledFilter "DisabledOnly" | Remove-MsolUser -Force

C. Get-MsolUser -All -UnlicensedUsersOnly | Remove-MsolUser -Force

D. Get-MsolUser -UnlicensedUsersOnly | Remove-MsolUser -Force

Answer: C

QUESTION 43

Drag and Drop Question

Litware Inc. has an Office 365 Enterprise El plan.

Employees have access to all Office 365 services. Employees in the human resources (HR)
department must continue to use the on-premises SharePoint 2013 deployment due to legal
requirements.

You need to disable access to SharePoint Online for all HR department employees.

How should you complete the relevant Windows PowerShell commands? To answer, drag the
appropriate Windows PowerShell segment to the correct location or locations in the answer area.
Each Windows PowerShell segment may be used once, more than once, or not at all. You may
need to drag the split bar between panes or scroll to view content.

-~MsolUser Import-Module MS0Online

-MsolUserRole tocred = Get-Credential

-MSOnline Connect-MsolService -cred fcred
-MsolService tlicense = New

-MsolSubscription -accountSkuld "litware: STANDARDPACK"

-MsolUserLicense -DisabledPlans

-MsolLicenseOptions Get -all -Department "HR" |
SHAREPOINTWAC Set -LicenseOptions license
SHAREPOINTSTANDARD

Answer:
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| -MsolUser | Import-Module MSOnline

| -MsolUserRole tcred = Get-Credential

| -MSOnline Connect-MsolService -cred fcred

|—Mso|Subscription -sccountSkuld litware: STANDARDPACK"

|
|—MsoIService | tlicense = New | -MsolLicenseOptions ]
|

|—H50IU5erLicense -DisabledPlans | SHAREPOINTSTANDARD ‘

| -MsolLicenseOptions | Get [ -MsolUser ]—AII -Department "HR" |
| SHAREPOINTWAC | cat ‘—MsolUserLicense | -LicenseOptions $license
| SHAREPOINTSTANDARD |

QUESTION 44

Hotspot Question

A company deploys an Office 365 tenant.

You prepare to use the bulk add tool to add users to Office 365.

You need to prepare a file to use with the bulk add tool.

Which fields must you include in the file? To answer, drag the appropriate response to each field.
Each response may be used once, more than once, or not at all. You may need to drag the split
bar between panes or scroll to view content.

Field Required?

User Mame

a

25

&= =
]

i

Display Mame

= =t
5§

First Name

=
5§
4

Last Name

-

@
@

=
(]

Job Title

.

25

Z =
]

Answer:
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Field Required?
Lser Mame
25
Mo
Display Mame "i

TBS

=
‘]
J

First Name
Yes
Mo
Last Name | vi
Y25
| MO
Job Title -.-I
Yes
Mo
Explanation:
http://onlinehelp.microsoft.com/en-us/office 365-enterprises/ff637601.aspx
User data column label Maximum character length

User Name (Required) The maximum total length of the user name is 79 characters (including @ symbal), in

the format name@domain. < extension=. The user's alias cannot exceed 30 characters
and the domain name cannot exceed 48 characters.

First Name 64
Last Name 64
Display Name (Required) 256
Job Title 64
Department 64
Office Number 128
Office Phaone 64
Mobile Phone 64
Fax ad
Address 1024
City 128
State or Province 128
7IP or Postal Code 40
Country or Region 128

QUESTION 45
Drag and Drop Question
A company has 50 employees that use Office 365.
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You need to enforce password complexity requirements for all accounts.

How should you complete the relevant Windows PowerShell command? To answer, drag the
appropriate Windows PowerShell segment to the correct location or locations. Each Windows
PowerShell segment may be used once, more than once, or not at all. You may need to drag the
split bar between panes or scroll to view content.

Answer Area

-MsolUser
Get
-MsolUserRole

Set true
-MsolUserPassword £

-StrongPasswordRequired

-StrongAuthenticationRequirements

Answer:

Answer Area

i -Msoluser I

Get | -MsolUser | |

| -Msoluserrole ]

Set | -MsolUser | -StrongPasswordRequired true
i -MsolUserPassword | |— —l ¥

| -StrongPasswordRequired

| -StrongAuthenticationRequirements

QUESTION 46

Drag and Drop Question
You are the Office 365 administrator for your company.

Your company uses Office 365 for collaboration.

You must reset the password for all of the employees in your company.

You need to ensure that all employees create a new password the next time they sign in to Office
365.

How should you complete the relevant Windows PowerShell command? To answer, drag the
appropriate Windows PowerShell segment to the correct location or locations. Each Windows
PowerShell segment may be used once, more than once, or not at all. You may need to drag the
split bar between panes or scroll to view content.

Answer Area

-MsolUser

Get-MsaolUser -all
-MsolUserPassword l

Set
-ForceChangePassword $true &

-NewPassword Pass#123#

-PasswordNeverExpires $true
-StrongPasswordRequired
Answer:

s

Answer Area

-MsolUser
Get-MsolUser -all |

Set | -MsolUserPassword -ForceChangePassword $true
-NewPassword Pass#123#

-PasswordNeverExpires Strue i

-StrongPasswordRequired
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QUESTION 47

You are the Office 365 administrator for your company.

You must use Windows PowerShell to manage cloud identities in Office 365.

You must use a computer that runs Windows 8 to perform the management tasks.

You need to ensure that the Windows 8 computer has the necessary software installed.
What should you install first?

A. Microsoft Office 365 Best Practices Analyzer for Windows PowerShell
B. Windows PowerShell 4.0

C. Remote Server Administration Tools for Windows

D. Microsoft Online Services Sign-in Assistant

Answer: D
Explanation:
http://technet.microsoft.com/en-us/magazine/hh750396.aspx

QUESTION 48

Drag and Drop Question

You are the Office 365 administrator for your company.

The company has two administrators named User1 and User2.

Users must be able to perform the activities as shown in the following table:
Administrator Activities

Userl

Reset passwords for standard user accounts.
Reset passwords for other members of the same role.
Must NOT reset passwords for other administrator accounts.

oo

o

User2

(]

Reset passwords for all administrator accounts.

You need to grant the appropriate administrative role to each user.

What should you do? To answer, drag the appropriate role to the correct user. Each role may be
used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

Answer Area

password administrator Administrator Role

delegate administrator Userl

billing administrator
User2

global administrator

Answer:
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Answer Area

| password administrator | administrataor Role
| delegate administrator | “ Userl password administrator
billing administrator N
User2 - -
global administrator

global administrator

QUESTION 49

Drag and Drop Question

A company deploys an Office 365 tenant.

You need to enable multi-factor authentication for Office 365.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Answer Area

Enable multi-factor authentication for all user
accounts.

Instruct users to use a mobile phone to complete the
registration process.

Create a multi-factor authentication provider with the
Per Enabled User usage model.

Create a multi-factor authentication provider with the
Per Authentication usage model.

Instruct users to obtain a single-use password to
complete the registration process.

Answer:
tEHHE
Answer Area
Enable multi-factor authentication for all user
accounts.
Instruct users to obtain a single-use password to
complete the registration process.
Create a multi-factor authentication provider with the Instruct users to use a mobile phone to complete the
Per Enabled User usage model. registration process.

Create a multi-factor authentication provider with the
Per Authentication usage model.
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QUESTION 50
Drag and Drop Question

Contoso Ltd. plans to use Office 365 services for collaboration between departments.

Contoso has one Active Directory Domain Services domain named contoso.local.

You deploy the Windows Azure Active Directory Sync tool.

You plan to implement single sign-on (SSO) for Office 365.

You need to synchronize only the user accounts that have valid routable domain names and are

members of specified departments.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Use the Active Directory Users and Computers MMC
snap-in to change the user principal name (UPN}
suffix to contoso.com for all Contoso users.

Use domain-based filtering to exclude all users in
the domain contoso.local.

Use the Active Directory Users and Computers MMC
snap-in to change the user principal name (UPN)
suffix to contoso.com for all users in the specified
departments.

Use user attribute-based filtering to exclude all
users that have contoso.local in the
userPrincipalName attribute.

Add the user principal name (UPN) suffix
contoso.com to the domain contoso.local by using
the Active Directory Users and Computers MMC
snap-in.

Add the user principal name (UPN) suffix
contoso.com to the domain contoso.local by using
the Active Directory Domains and Trusts MMC snap-
n.

Answer:

Answer Area
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Answer Area

Use the Active Directory Users and Computers MMC
snap-in to change the user principal hame (UPN)
suffix to contoso.com for all Contose users.

Use domain-based filtering to exclude all users in
the domain contoso.local.

Add the user principal name (UPN) suffix
contoso.com to the domain contose.local by using
the Active Directory Domains and Trusts MMC snap-
in.

Use the Active Directory Users and Computers MMC
snap-in to change the user principal name (UPN)
suffix to contoso.com for all users in the specified

Use the Active Directory Users and Computers MMC
snap-in to change the user principal name (UPN)
suffix to contoso.com for all users in the specified
departments.

departments.

Use user attribute-based filtering to exclude all
users that have contoso.lecal in the

ek 5 u 1 attribute-based filtering t lude all
userPrincipalName attribute. s L AR

users that have contoso.local in the
userPrincipalName attribute.

Add the user principal name (UPN) suffix
contoso.com to the domain contoso.local by using
the Active Directory Users and Computers MMC
snap-in.

Add the user principal name (UPN) suffix
contoso.com to the domain contoso.local by using
the Active Directory Domains and Trusts MMC snap-
in.

QUESTION 51

Your company has a hybrid deployment of Office 365. All mailboxes are hosted on Office 365.
All users access their Office 365 mailbox by using a user account that is hosted on-premises.
You need to delete a user account and its associated mailbox.

Which tool should you use?

The Remove-MSOLUser cmdlet

The Remove-Mailbox cmdlet

The Office 365 portal

Active Directory Users and Computers

oow»

Answer: D

Explanation:

When deleting accounts from Active Directory and directory synchronization runs the associated
object will be deleted from Azure and also soft deleting the mailbox.

QUESTION 52

You use a centralized identity management system as a source of authority for user account
information.

You export a list of new user accounts to a file on a daily basis.

Your company uses a local Active Directory for storing user accounts for on-premises solutions.
You are configuring the Windows Azure Active Directory Sync tool.

New user accounts must be created in both the local Active Directory and Office 365.

You must import user account data into Office 365 daily.

You need to import the new users.

What should you do?
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A. Use the Office 365 admin center to import the file.

B. Create a Windows PowerShell script to import account data from the file into Active Directory.

C. Use the Windows Azure Management Portal to import the file.

D. Create a Windows PowerShell script that uses the MSOnline module to import account data from
the file.

Answer: B

QUESTION 53

Drag and Drop Question

An organization plans to deploy an Office 365 tenant. The company has two servers named
SERVER1 and SERVER2. SERVER1 is a member server of the Active Directory forest that you
are synchronizing. SERVER?2 is a standalone server. Both servers run Windows Server 2012.
You need to use the Windows Azure Active Directory Sync tool to provision users.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Answer Area

Install and run the Windows Azure Active Directory
Sync tool on SERVER2.

From the Office 365 admin center, activate directory
synchronization.

Install and run the Windows Azure Active Directory
Sync tool on SERVERL.

Activate all synchronized users.

Install Active Directory Domain Services (AD DS) on
the member server.

Answer:

Answer Aresa

Install and run the Windows Azure Active Directory From the Office 365 admin center, activate directory
Sync tool on SERVER2, synchronization.

Install and run the Windows Azure Active Directory
Sync tool on SERVERL.

Activate all synchronized users.

Install Active Directory Domain Services (AD DS) on
the member server.

QUESTION 54
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An organization prepares to implement Office 365.

You have the following requirements:

- Gather information about the requirements for the 0Office 365
implementation.

- Use a supported tool that provides the most comprehensive information
about the current environment.

You need to determine the organization's readiness for the Office 365 implementation.

What should you do?

Run the Windows PowerShell cmdlet Get-MsolCompanylnformation.
Run the OnRamp for Office 365 tool.

Install the Windows Azure Active Directory Sync tool.

Run the Office 365 Deployment Readiness Tool.

cow»

Answer: B

QUESTION 55

Drag and Drop Question

A company plans to implement an Office 365 environment to manage email.

All user accounts must be configured to use only a custom domain.

You need to provision an Office 365 tenant for the company.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

........

Answer Area
Configure the global administrator account recovery
information.
Remove the domain name onmicrosoft.com,
Select the Office 365 plan.

Configure the custom domain and DNS.

Answer:

........

Answer Area

Select the Office 365 plan.

Configure the global administrator account recovery

Remove the domain name onmicrosoft.com. information.

Configure the custom domain and DNS.

QUESTION 56

A company plans to use Office 365 to provide email services for users.

You need to ensure that a custom domain name is used.

What should you do first?
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Add the custom domain name to Office 365 and then verify it.
Verify the existing domain name.

Create an MX record in DNS.

Create a CNAME record in DNS.

oowp»

Answer: A

QUESTION 57

You create an Office 365 tenant.

You assign administrative roles to other users.

You hire a new user named User2.

User2 must NOT be able to change passwords for other users.
You need to assign an administrative role to User2.

Which role should you assign?

A. Service administrator
B. Global administrator
C. Delegate administrator
D. Password administrator

Answer: A
Explanation:
http://technet.microsoft.com/en-us/library/hh852528.aspx

QUESTION 58

Hotspot Question

You are the Office 365 administrator for your company. User1 leaves the company.
You must delete the account for User1.

In the table below, identify when each type of data will be deleted.

Make only one selection in each column. Each correct selection is worth one point.

Userl Exchange Documents Created by Userl on Qg T,
Onling mailbox SharePoint Online
8 c Mever removed
L L
C c Removed immediately
L L
& Removed after 30-day grace period
1 L
& 5 Removed after 90-day grace period
1 i
Answer:
Userl Exchange Documents Created by Userl an Tirkhame
Online mailbox SharePaint Online
P c Never removed
L L i
& C Removed immediately
L L 1
£ & Removed after 30-day grace period
L L i
C T Removed after 90-day grace period
L i
QUESTION 59
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Hotspot Question

A company has an Active Directory Domain Service (AD OS) domain.

All servers run Windows Server 2008. You have an on-premises Exchange 2010 server.
The company plans to migrate to Office 365.

In the table below, identify the required action for each phase of the pilot.

Make only one selection in each column. Each correct selection is worth one point.

Planning Phase Migration Phase Project Action

£ c Assign licenses to users,

¢ ¢ Prepare the on-premises Active Directory for directory synchronization.

c : & Raise the forest functional level to Windows Server 2008.
L
C \ c Upgrade the Exchange server to Exchange 2013.
Answer:
Planning Phase Migration Phase Project Action
& ; c Assign licenses to users,
ki , & Prepare the on-premises Active Directory for directory synchronization.
c : € .Raise the forest functional level to Windows Server 2008.
C - & Upgrade the Exchange server to Exchange 2013,

QUESTION 60

Drag and Drop Question

You are the Office 365 administrator for your company. The company has Office 365 Enterprise
E3 licenses for each of its 250 employees. The company does not allow email or Lync Online
licenses to be assigned to external contractors.

User1 is an external contractor who requires access to SharePoint and Office Web Apps only.
You need to add a license for User1's account.

What should you do? To answer, drag the appropriate action to the correct location or locations.
Each action may be used once, more than once, or not at all. You may need to drag the split bar
between panes or scroll to view content.

Answer Area

Select the purchase services option. Step Action

li -
Falect tie (eansing option 1. Sign in to the Office 365 admin center,

Select the users and groups option.

Enable External Users in SharePoint.

Add an Office 365 Enterprise E3 license for Userl. 3. Add an Office Web App with SharePoint (Plan 1) plan.

5. Assign licenses to Userl.

Answer:
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Answer Area

| Select the purchase services option. | Step Action
Select the |i i tion. e — .
| == S OPOn | 1, Sign in to the Office 365 admin center.
|5e|ect the users and groups option. |
=] 2 | Select the purchase services option. |
| Enable External Users in SharePoint. | |
i : ]
| Add an Office 365 Enterprise E3 license for Userl. | il 3 Add an Office Web App with SharePoint (Plan 1) plan.
4, I] Select the users and groups option. ﬂ
5, Assign licenses to Userl,
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