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Growing Complexity of Embedded Systems

Battery Management
Instrument Panel

Stability Control Automatic Parking Infotainment

Emergency Braking

Adaptive Cruise Control Smart Junction Box Airbag DC/DC Converter
Body Control Module o o 16 M Propulsion Motor Control
. OmE {0‘. éa.“’; :‘19.‘ ":’; . .
Voice Recognition TR R e agement Navigation
Power Window , 3 Transmission Control
Vehicle-to- | Q'i,' Forward Camera
Infrastructure ' 7 BEENG .
! s 5. 3IVI : Adaptive Front
Power Liftgate ,i b Lighting
o :'.fs .
Power Seat ,%(3: | T e HVAC Control
|
Back-up Camera® ™ Lines Qf Code 2015 B® " \ehicle-to-Vehicle
Long-Range Radar | W Rotider s 4 o Active Damping ' e E-Call Keyless Entry
N Stability Control
All-Wheel Drive — 4-Wheel Steer Short-Range Radar

Siemens, “Ford Motor Company Case Study,” Siemens PLM Software, 2014
McKendrick, J. “Cars become ‘datacenters on wheels’, carmakers become software companies,” ZDJNet, 2013
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System Verified & Validated
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= Author, manage requirements in Simulink y Integration
igh Level Testing
Design
= Early verification to find defects sooner | _
Detailed Unit
Design Testing
=  Automate manual verification tasks
Coding

«  Workflow that conforms to safety standards

= Static Source code verification
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Why do /1% of Embedded Projects Fail?

Poor Requirements Management

Sources: Christopher Lindquist, Fixing the Requirements Mess, CIO Magazine, Nov 2005
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Challenge with Traditional Development Process
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Simulink Models for Specification
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Complete Model Based Design
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Model Based Design Verification Workflow
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Challenges with Requirements

Where are Is design and
requirements requirements
Implemented? consistent?

\

Simulink Models
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Simulink Requirements

#31: Increment mode

AUthor /MPLEMENTS

Summary: |Cancel Switch Detection opMode.IncrementE‘ B

Description  Rationale

[ [ z U B =

If the Cancel switch is pressed, the value of
reqDrv should be set to regMode.Cancel. Tra C k

.t »

Dashboard image
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R2017b

Manage
Issue: Destination Changed.
Stored: Revision: 15
Actual: Revision: 18

Clear Issue
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Requirements Editor

3 Requirements Editor
File Edit Display Analysis Report Help

]| ] ed e
View: Requirements ~

Index 7Summary

Search
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To create a new requirement set to store requirements, click New
Requirement Set . Save the requirement set to assign a name.

To add a requirement to a requirement set, select the requirement set
and click Add Requirement <. In the Properties pane, enter details for
the requirement.

To add a child requirement, right-click a requirement and select Add
Child Requirement.

To link a requirement to a block in your model, select the block, then
right-click the requirement and select Link from "object name" (object
type). Alink appears in the Links pane.

For information on linking using the Requirements Perspective, see

Getting Started in the documentation.

To view a list of links, select Links from the View dropdown list in the
toolstrip.

Change the source - destination relationship by selecting a link, and
choosing a Type from the dropdown list in the Properties pane.
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Requirements Editor

M Requirements Editor

File Edit Display Analysis Report Help
im0 S

View: Requirements ~

Search

Index Summary

R
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To create a new requirement set to store requirements, click New
Requirement Set '%. Save the requirement set to assign a name.

To add a requirement to a requirement set, select the requirement set
and click Add Requirement L. In the Properties pane, enter details for
the requirement.

To add a child requirement, right-click a requirement and select Add
Child Requirement.

To link a requirement to a block in your model, select the block, then
right-click the requirement and select Link from "object name" (object
type). A link appears in the Links pane.

For information on linking using the Requirements Perspective, see
Getting Started in the documentation.

To view a list of links, select Links from the View dropdown list in the
toolstrip.

Change the source - destination relationship by selecting a link, and
choosing a Type from the dropdown list in the Properties pane.

4\ MathWorks
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Import Requirements from External Sources

@M Rational DOORS/

R2018a}”

Import

Microsoft Word

=3 - - FUNCTIONAL-REQUIREMENTSY]

"3.1 - ENABLING-CRUISE-CONTROLY|
Cruise-control-is-enabled-when-the-following-conditions-are-met:1|

+ - Vehicle-speed-is-within-the-target-speed-range-(40km/h-—100km/h).1

* - Key-position-is-ON.q

* - Gear-position-is-Drive.

. - Cruise-button‘is-pushed-while-the-cruise‘contro\‘mode-is-disabled.ﬂ:[
Dashboard-image"

.
3.2 - DISABLING-CRUISE-CONTROLY|
Cruise-controlis-disabled-when-one-or-more-of the-following-are-met:q

* - Key-position-is:set-to-any-other-position-than-ON.9

* - Whenthe-wvehicleis-started.-Cruise-button-is-pushed-while-the-cruise-control-

enabled-or-activated.
* - Gear-position-is-not-Drived

Dashboard-image

Simulink Requirements Editor
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vi71.2.1

Req[F
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(&4 Requirements Editor
File Edit Display Help
Oa &

View: Requirements -

Index D
M crs_req
via1 crs_req
211 1 Overview
v21.2 2 System overview

2.1 System inputs
21.2.1.1 2.1.1 Cruise control buttons
21.2.1.2 2.1.2 Other inputs

11.2.2 2.2 Cruise control mode indi...
21.2.3 2.3 Cruise control modes
v21.3 3 Functional Requirements
@131 3.1 Enabling cruise control
21.3.2 3.2 Disabling cruise control
2133 3.3 Activating cruise control
11.34 3.4 Deactivating cruise control
2135 3.5 Target Speed Increment
21.3.6 3.6 Target speed decrement
11.3.7 3.7 Successive Target Speed..
21.3.8 3.8 Successive Target Speed..
21.3.9 3.9 Adjusting Target Speed ...
21.3.10  3.10 Resuming cruise control
21.3.11  3.11 Throttle value calculation
21.3.12  3.12 Cruise Control SET Indi...
21.4 4 Interface specification

Search

Summary

References to crs_req.docx

Overview This document describes a re¢
System overview

System inputs

Cruise control buttons Five buttons are
Other inputs Current vehicle speed Thi
Cruise control mode indicator Two indi
Cruise control modes There are three 1
Functional Requirements

Enabling cruise control Cruise control i

Disabling cruise control Cruise control |.

Activating cruise control Cruise control
Deactivating cruise control Cruise cont
Target Speed Increment While the cru
Target speed decrement While the cru
Successive Target Speed Increment W
Successive Target Speed Decrement W
Adjusting Target Speed with Accelerats
Resuming cruise control Cruise control
Throttle value calculation The cruise cc
Cruise Control SET Indicator Light Crui
Interface specification

~Properties
Index: 1.3.1
Custom ID: 3.1 Enabling cruise control

Summary: Enabling cruise control Cruise control is enabled when the following conditi...

Description Rationale

3.1 Enabling cruise control

Cruise control is enabled when the following conditions are met:

. Vehicle speed is within the target speed range (40km/h — 100km/h).
. Key position is ON.

. Gear position is Drive.

. Cruisl button is pushed while the cruise control mode is disabled.

Dashboard image

Keywords:
» Revision information:

» Links

4

Show in document

Show in document
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Requirements Perspective

Py, crs_controller - Simulink
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Requirements Perspective

3 crs_controller - Simulink
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Link Requirements, Designs and Tests

I e—
REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

when .....
17 - 3

38 Suorsave Tancer Srei DEcRvENT
i the cruise cortred e v c

.................

MATLAB EXPO 2018
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Link Requirements, Designs and Tests

oem—

REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

ENABLE SWITCH DETECTION
If the Enable switch is
pressed ......

MATLAB EXPO 2018
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Link Requirements, Designs and Tests

.

REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

........

MATLAB EXPO 2018

Derives
ENABLE SWITCH DETECTION
If the Enable switch is
pressed ......
Implemented
By

reqMode.Cruise =

&\ MathWorks
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Link Requirements, Designs and Tests

oo

REQ 3.1 ENABLING CRUISE CONTROL
Cruise control is enabled

........
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Derives
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Track Implementation and Verification

Requirements - crs_controller F X

View: |Reguirements ¥ | | % 1 d H = o ﬁl S

Search

b |h| crs_req_func_spec* — _

I'E'I 1 #1 Driver Switch Reguest Handling
wilE 2 #19 Cruise Control Mode
= 241 #20 Disable Cruise Control system
= 2.2 #29 Operation mode determination
£
Rea dI ‘ " diaﬁnnstics

Implementation Status Verification Status

- Implemented - Passed
B ailed

No Result
Missing

Justified

Missing

MATLAB EXPO 2018
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Respond to Change

Implements ™
=

Original Requirement

A :
If the switch is pressed and the counter reaches 50 —» bo‘éntert(lélgt8) .
then it shall be recognized as a long press of the  tch. QUL
counter

Updated Requirement

If the switch is pressed and the counter reaches 75 =] '-.:—l Implemented hy

then it shall be recognized as a long press of the switch.

L} counter

Issue: Destination Changed. |

MATLAB EXPO 2018
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Verify Design to Guidelines and Standards

Is the design
built right?

Is It too
complex?

IS It ready
for code
generation?

Requirements

Standards

|
I Requirement l .
q Compliant :
|
|

| based Model |
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Automate verification with static analysis

@ Model Advisor - sidemo_fuelsys - X
File Edit Run Settings Highlighting Help

%P @S ® And | Ch k f .
. Check for blocks not for C/C++ production code eC Orl

> [m] (g Model Referencing )
» [m] & Modeling Physical Systems Analysis

ags .
» [ @ Modeling Signals and Parameters using Buses Identify blocks not supported by code generation or not recommended for C/C++ production code [
> ]I Modeling Single-Precision Systems deployment.

» [J & Modeling Standards for DO-178C/D0-331
> Ey (&l Modeling Standards for EN 50128 Run This Check
v [W] Cd Modeling Standards for IEC 61508
[J ) ~Display configuration management data Result: /& Waming
@ Display model metrics and complexity report Identify blocks not supported by code generation or not recommended for C/C++ ~
[] @ Check for unconnected objects production code deployment.
v [m] G High-Integrity Systems

. .
~ g  Performance and Efficienc
@ Check usage of lookup table blocks The following blocks are not supported or not recommended for C/C++ production code

[] & Check for inconsistent vector indexing methods
[] &\ Check for blocks not recommended for C/C++ production code deployment

% P . .
@ Check for variant blocks _w\lh _Ge:nera(e preprocessor conditionals’ active i Block Code Recommendation for C/Cé+

[ €@ Check for root Inports with missing properties - e e :
[JC) ~Check usage of Math Operations blocks generation | production code deploymen
[[]12) ~Check usage of Signal Routing blocks support

deployment:

168 Raquirements Although Embedded Coder supports these blocks, they are not recommended for C/C++

[ €& code production code deployment. Review the support notes for these blocks and follow the ° An d m O re
- - given advice, ~

" "= EEn
Model Advisor Analysis S

[1L1 ~Check usage of Logic and Bit Operations blocks _./Intake Manifold/p0  Integrator YesL. No
[ ~Check usage of Ports and Subsystems blocks = 0,589 bar [ ] O n e S
L) ~Check far root Inports with missing range definitions sldemo_fuelsys/Throttle Repeating Yes® No
1) ~Check for root Outports with missing range definitions Co . table
> (W] G Stateflow
> [ G4 MATLAB
» [+ C@ Configuration "
> (] Naming Recommended Action
>

Simulink Models

—— oy

., . Design Error

e 1 T
' : Code h ines A
Requirements | Requirement : (s;toar?]dﬁ;?i | _iEDane Generation C/é% i
d 1 based Model : Mopdel ! Functionally readv Model *Eg‘gl%}‘
g I correct Model y

MATLAB EXPO 2018
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Generate reports for reviews and documentation

@ Model Advisor - sidemo_fuelsys
File Edit Run Settings Highlighting Help
% P @S ® And e

> [m] Cg Model Referencing
> W] & Modeling Physical Systems
» [m) (g Madeling Signals and Parameters using Buses
> [Ji&a Modeling Single-Precision Systems
» [J &2 Modeling Standards for DO-178C/D0O-331
> m \Ld Madeling Standards for EN 50128
v [W] g Modeling Standards for IEC 61508
[JL) ~Display configuration management data
Display model metrics and complexity report
@ Check for unconnected objects
v [m] G High-Integrity Systems
~ (] E& simulink
@ Check usage of lookup table blocks
Check for inconsistent vector indexing methods
Check for blocks not recommended for C/C++ production code deployment
Check for variant blocks with 'Generate preprocessor conditionals’ active
@ Check for root Inports with missing properties
2] ~Check usage of Math Operations blocks
[[]12) ~Check usage of Signal Routing blocks
120 ~Check usage of Logic and Bit Operations blocks
12 ~Check usage of Ports and Subsystems blocks:
[] ) ~Check for root Inports with missing range definitions
1) ~Check for root Outports with missing range definitions
> (W] G Stateflow
> [4Ca MATLAB
» [/ C@ configuration
> [J& Naming
> [ C@ Requirements
» [ C@ code
==

Model Advisor Analysis

@ Web Browser - Model Advisor Report for ‘sidemo_fuelsys’

Model Advisor Report for ‘sidemo _fuelsys' )l
® 5 M Location: files//C/D i X t 385 html
Check for blocks not for C/C++ pr: code "
Arclysis Filter checks Model Advisor Report - sidemo_fuelsys.six
Simulink version: 9.1
Identify blocks not supported by code generation or not recommended for C/C++ production code @ Passed
deployment.

© Faied System: sldemo_fuelsys

L/
L4
¥ A Waming
v

Treat as Referenced Model: off
Run This Check
Result: /& Warning (1 Not Run Run Summary
Identify blocks not supported by code generation or not recommended for C/C++ “ : Paos;os Fao"o W;f;:gs N:! ?;sn ;;:al
production code deployment. Keywords
Warning Navigation B
The following blocks are not supported or not recommended for C/C++ production code = By Task
deployment: By Task i‘\
1 Code Generation u

Block @3 Qo A3 13

Recommendation for C/C|| § Efficiency
production code deploymd ||| N Data Transfer Efficiency

= 1 Code Generation Efficiency

Frequency Response
Estimation

A Check optimization settings
Intake Manifold/p0  Integrator Yesl 2 No

=0.589 bar

4 Managing Data Store Check for optimizations that can lead to non-optimal code generation and simulation.
sldemo_fuelsys/Throttle Repeating Yes2 No Memory Blocks Warning *
Command table

§ Managing Library Links
And Variants

Z Parameter _________|CurentValue|Recommended Values
Recommended Action View Use bitsets for storing state configuration (StateBitsets) off on
Although Embedded Coder supports these blocks, they are not recommended for C/C++ itsets for stori lean data (DataBitsets' off on

production code deployment. Review the support notes for these blocks and follow the
given advice.

* Help Apply el configuration parameters.

Model Advisor Reports

Requirements

: Requirement
based Model

Simulink Models
Design Error
free and
Functionally
correct Model

Code
Generation
ready Model

MATLAB EXPO 2018
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Model version: 1.749
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Navigate to Problematic Blocks

Code Recommendation for C/C++
generation production code deployment 0.41328
support

..../Intake Manifold/p0  Integrator Yesl.2 RT/Nm
— 0.589 bar p0 = 0.589 bar
sldemo_fuelsvs/Throttle Repeating Yes3 No (rad/s)
Command table @
N (rad/sec)

Simulink Models

Design Error

Requirement free and Code T m-w:msm%
. . M Springeenyegl2ger sy
Requirements : Generation * df%zsw\,
k based Model Functionally ready Model Cléﬁiﬁé‘gﬁgﬁ}

correct Model

MATLAB EXPO 2018
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Guidance Provided to Address Issues or Automatically Correct

Recommended Action
Although Embedded Coder supports these blocks, they are not recommended for C/C+
production code deployment. Review the support notes for these blocks and follow the

given advice.

Simulink Models

"""""" 1 . Design Error

|m————————— |
Requirements » | Requirement : (S:tand?rdst -: free and
d 1 based Model : OI\T%'?” ' Functionally
! ode correct Model

Code
Generation
ready Model

" timesy,
frn Springp"ﬂﬁghz Qli%s%\
@ 044
ST, 6, 2
C/ *%s r(se, o 7-7?‘
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Built in checks for industry standards and guidelines

DO-178/D0O-331

MISRA C:2012

« |SO 26262 « CERTC, CWE, ISO/IEC TS 17961

« |IEC 61508 « MAAB (MathWorks Automotive Advisory Board)

« |[EC 62304 « JMAAB (Japan MATLAB Automotive Advisory Board)
- EN 50128

Simulink Models

Design Error

! 1
——————————— I | mona A OX
| I 1 *024. %Knﬁ?-\“ﬂ\u‘;
Requirements , Requirement ' i itand?rdi |  _freeand | Ger?grifion /é i
d | based Model | OI\T%'?” : ! Functionally ready Model C R "Q“ﬂ
"""""" l 0de : i correct Model | y
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Configure and customize analysis

v [m] & My Custom Checks

v/ l—@ My Company’'s Modeling Standards

V] &\ Check state machine type of Stateflow charts

V] @ Check safety-related solver settings for simulation time
V| -] ~Check usage of Stateflow constructs

V] [ My Company’s Metrics

> M £ My Company's Guideline Checks

<

> [m] [ Modeling Standards for IEC 61508

Requirements h

Simulink Models

. Design Error

free and

! Functionally
correct Model

Requirement
based Model

Code
Generation
ready Model

‘ MathWorks:
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|
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Checks for standards and guidelines are often performed late

Requirements

MATLAB EXPO 2018

Rework

Static
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Shift Verification Earlier With Edit-Time Checking

Requirements

MATLAB EXPO 2018

« Highlight violations as you edit

 Fix issues earlier

|

Edit-Timﬂ  Avoid rework

Checking

\ & |

Simulink Models

Executable
Specification

Model used for
production code

generation

C/C+i‘é%

TR0 2 8 B
P ode
Aoy A
%

Generated code
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Find Compliance Issues as you Edit with Edit-Time Checking

EEQ"@@'\!}W . '[30 Normal v D~
impeller torque
P Ti
Ne »{ Ne % £ T
g ¥ 1 —
[ ] P gear
Engine G
P——————W
—{ Nout
1 engine RPM OUIPAR forque
— transmission
Brake —
gear transmission speed
‘hrottle 4 »
) shifflogic il
speed
r j
vehicle mph
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Assess Quality with Metrics Dashboard

METRICS DASHBOARD (2}
HevMmReference... 2 1K 16 Models 0 MATLAB LOC 0 ik
Created by: The MathWorks, Inc Revision: 1.395 Bl-ocks
Collected on: 7/28/2017, 10:52:33 AM 1 Warnings 16 Files 18 stateflow LOC System Interface
m E |
MODELING GUIDELINE COMPLIANCE ARCHITECTURE

47.2% ‘ 70.5% 1

High Integrity MAAB
3168
1165
High Integrity MAAB

Model Advisor Check Issues

Code Analyzer Diagnostic
Warnings Warnings

MATLAB EXPO 2018

Library Reuse

Model Complexity

Blocks

Stateflow LOC

MATLAB LOC

L

4\ MathWorks

Consolidated view of
metrics

 Size

« Compliance

« Complexity

Identify where problem
areas may be
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Grid Visualization for Metrics R2018a

= Visualize Standards
Model Advisor standards check compliance for MAAB _ ) ChECk Compllance

Metric that counts the percentage of checks that passed for the MAAB Model Advisor standards check grouping.

( Open results in Model Advisor | .
Checks — Find Issues

SESESESESESEEEEEENEEEEEEEEEEEEEEESEEESESESESESESESEESESEEEEEEE — Identlfy patterns
T T e T e e T P e e L P P TP 1]

o A R L L L e

SESESESSENERENEneNsT;. ... . — See hot spots
SEESSSEESSEESEEEE

Components
SN EEEEEEEEEE
SSSEESENEEEEEEEEEEEEEEEEEE
SSSEESEEEEEEEEEEEEEEEEEEE

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

Legend:

B Red: Fail

|| Orange: Warning
~ Green: Pass
. Gray: Notrun

I SNENEESEENEENNENES
MATLAB EXPO 2018
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Detect Design Errors with Formal Methods

r '3
41 Simulink Design Verifier Resy

O. Simulink Design Verifier Results

R

| Back to summary - Close

Outport

' antipatternla/Sum
Overflow VALID

Derived Ra

n H
[-128.427]

G

antipatternla/Abs

Derived Ranges:
Outport 1/[-128..127]

Back to summary - Close results

Overflow ERROR - View test case

o=\ J

o intd ful intd
Abs
e

Ly

threshold

Constant

«= | boolean ) @

| Relational
ouble  Operator

Out1

« Find run-time design errors:
* Integer overflow
« Dead Logic
* Division by zero
« Array out-of-bounds
* Range violations

= Generate counter example to reproduce
error

Requirements

MATLAB EXPO 2018

: Requirement |'
based Model

Simulink Models

Standards
Compliant
Model

1 .
Design Error —
: frege and Code Mz: o
. s" nt d (St
! : Generation | C/ : l,‘u
: Functionally readv Model sub m%;:‘ A
i1 correct Model y
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Prove That Design Meets Requirements

., - Prove design properties using formal
speed | requirement models
gear
throttle -
shift_logie = Model functional and safety requirements
T Pjgear = (Generates counter example for analysis and
TR debugging

Safety Properties

Simulink Models

Design Error

| 1
___________ I I e
' ' : Code e
Requirements | REGUIARTmE: i | gtoar:dﬁ;dni : | IRES Bl | Generation mC/ oo
| | o t

q . based Model : Mol?jel . ! Functionally readv Model sy n%“ﬁ,

___________ 1
' ' 1 correct Model , y
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Functional Testing

IS It
completely
tested?

Does the
design meet
requirements?

Is it functioning
correctly?

Simulink Models

Design Error

4\ MathWorks

I I
I—--=-=---=---" I Standards 1 I ! Code . R
. ' Requirement - : ; | ' freeand | : it
Requirements | based Model | | CoMmp()jIl?nt ! " Functionally : rg:gerﬁggre]l C/éih”‘f‘i}s X
"""""" l ode : | correct Model | y

MATLAB EXPO 2018

38




4\ MathWorks

Systematic Functional Testing
-

/Test Case
bﬁ Test Harness: basic_inport_outport - Simulink . - . p—— é‘m
I n p u ts File Edit View Display Diagram Simulation Analysis Code Tools Help AS S eS S m en tS
B8 EE@"@@@UD' A RE Nomal ] | @ v &~ L

MAT file (baseline)

MAT file (input)

Group 1
- Signal 1

v Perform custom criteria

‘ v function customCriteria‘

1 test.verifyThat(test.sl

-
Signal Builder MATLAB Unit Test
1 1
2 v S Inpat l
3 3
Test Sequence e e N — Test Assessment
and more! - | and more!
& R2017b || . 'R2017b |
= APVEE
e Main Model | =
- Excel file (input) a ode . 9 \Excel file (baseline)
- /

MATLAB EXPO 2018



Manage Testing and Test Results

4\ Test Manager

':D:' ™ g 4 cut @ D a
By Copy

Delte  Run  Siop

[Fraste =

FILE ‘ EDIT ‘ RUN

QTR g Results and Artifacts

New Opsn Save

=) @ L por
Report Visualize Highlight i Export Help
v inhodel — -
RESULTS |RE50URCE5

[l StartPage x| [5] Slow Accel  x

4
| 4 [5] ComponentTesting
» [7] General Performance Test
4 [ Functional and Regression tests
a [ Signal Builder Baseline examples
[ Stow Accel
[5) FastAccel

[5) Decel

» [T] ExcelDrivenExamples

Slow Accel

ComponentTesting > Functional and Regression tests > Signal Builder Baseline examples > Slow A

Baseline Test

» DESCRIPTION

» REQUIREMENTS

» SYSTEM UNDER TEST

PARAMETER OVERRIDES

» CALLBACKS

4\ MathWorks

» [ Software-in-the-loop Testing [, startPage x  [5] SlowAccel x| [ Comparison
|| 4 & systemTesting » INPUTS | )
—
L » [ ExampleBaselineTesting » QUTPUTS = HRINE CRIEE 1T
fourth
» CONFIGURATION SETTINGS OVERRIDES
4 Results : 2015-Jan-12 17:35:31
I ~ BASELINE CRITERIA
L 4 [T Signal Builder Baseline examples
third
» | SlowAcelbaselineCheckpaintl.mat 0 » 2 Slow Accl L
l 4 [5| Fast Accel a
. A s=cond
| Baseline Criteria Result L] l
i | (@) gear o i
! ALUE () thrattle —— -] It
Name Slow Accel z
B (") wehicle speed -_— 0
Type Baseline Test
Location CaUsersimoneilDeskto. 4 Sim Output (sf_car : normal) Nene
Enabled I v [Z Decel L] ] z 4 [ ] 10 12 14 16 18 20 22 24 28 28 20
Hierarchy ComponentTesting = Fu... X
Model i === Tglerance = Difference
Simulation Mode [Model Settings] 1.0
Harness Name SigBdriven I
0.8 1 1
=
Name 013 I I
Status
0.4 1 1
Absolute Tolerance 0
Relative Tolerance 0.00 %
Block Path SigBdriven/shift_logic Bz | |
al
MATLAB EXPO 2018 meeee— e
== —

4\ Test Manager
VISUALIZE FORMAT
@ Q | L B
Clearpiot | G, EB[TF) Datacursors Highight  Send to Figure
= = n Model
EDIT |ZOD|‘& PAN| MEASURE & TRACE | SHARE

40



4\ MathWorks

Coverage Analysis to Measure Testing

Simulink

 ldentify testing gaps

« Missing requirements

enagine 0000 i L immnallae
________________________________________ ~
up Stateflow
M— — — . . .
*| ) * Functional
o 4 I
DOWN DOWN @ Wb | -
o G€NeErated Code | goan
L L % 2 " Location: :/slcov_output/shvnvdemo_counter/slvnvdemo_counter_slvny
et : Raors T i .
T B mpp— « Dead Logic
43 GElower = (rth_input >= slvnvdemo_counter U.lower)
—21 ! [Transition "UP" from "third & = © cereti iseoc coec
J X
UP was never true. s
Decisions analyzed: Summarv
o emsite oo s 5,2 Il b i) 006 Coverage Reports
[speed < up_th] false 51/51 Model Hierarchy/Complexity Testl
, Relational Saturation on
true 0/51 Decision Condition MCDC Execution = 3 integer
Boundary
N overflow
1. sldemo_fuelsys 80 34% wm 34% wm 7% = 90% w—— 10% w 50% w—
Conditions analyzed:
2....Engine Gas Dynamics 13 71% wessmes NA NA 100% v 50%: w— 30%  m—
Description: True | False Hocaran Mixing & Combustion 3 67% NA NA 100% we—— N2 50% m—
slvnvdemo_counter_U.upper >= rtb_input | 5l 0 [ EGO Sensor 2 100% w——— NA NA NA NA NA
#4b fuputcPiowas 51 0 . S SvstemLag NA NA NA 100% we————— NA NA
0 Throttle & Manifold 10 73% wes—m— NA NA 100% wee—— 50°%: — 50%  m—
oo Intake Manifold 2 100% wee—— N NA 100% = NA 50%  w—
MC/DC analysis (combinations in parentheses did not occur) ) TR
""""""" s 2 100% = NA NA NA NA NA
decision outcomes: True. Saine Funcuon
AAAAAAAAAA — NA 100% m—— 50%
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Test Case Generation for Functional Testing

/ Test Objective - Specify functional test

2
2 " rue . .
DO D AL T - objectives
raw N debounced — Define custom objectives that signals
debounce Jn O, must satisfy in test cases
Masked Objective
Test Condition : Spec_lf_y functional test
conditions
— Define constraints on signal values to
constrain test generator
1. Edge
SENE 1 wo —(¢) <= Test Objective

MATLAB EXPO 2018
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Model-Based Design, Verification and Validation

Simulink Models

1 -
_________________ i Design Error
! : \ | Standards :

, Requirement 1 ., Sl , freeand

1 based Model | | Model ! Functionally
e L ode i correct Model

Generation
ready Model

Code

Simulink Models

Model used for
production code
generation

Executable

Requirements Specification

MATLAB EXPO 2018

\ 4

ona - ~%02q - Bzé’\ (
Sl
u Stamp
rn Spr ntf(’"é’m %(St) <

~%044n
str
CIC+aTy

substr(sy “

Generated code

4\ MathWorks

MATLAB EXPO 2018

Generating Industry Standards
Production C Code Using
Embedded Coder

Verified code
ready for
target
deployment
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Equivalence Testing

Requirements

MATLAB EXPO 2018

Is the code
functionally
equivalent to

model?

Simulink Models

Executable

Specification

Model used for
production code

generation

Is all the
code tested?

Generated code

4\ MathWorks
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Equivalence Testing

= Software in the Loop (SIL)

— Show functional equivalence, model to code

— Execute on desktop / laptop computer

= Processor in the Loop (PIL)

— Numerical equivalence, model to target code

— Execute on target board

Requirements

MATLAB EXPO 2018

Benefits

= Collect code coverage

= Generate artefacts for IEC 61508, ISO 26262,

Re-use tests developed for model to test code

EN 50128, and DO-178 certification

Simulink Models

Executable

Specification

Model used for
production code

generation

Generated code PJL

- Early verification and defect detection

----~~
~ -
N
J

\
|4 \ P —
SIL
Desktop
e 7 Computer
mgu%
/ +!S%\§st&($s‘ a', 5’\ \ p

4\ MathWorks
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Static Code Analysis

|s Integrated
code free of
run-time
errors?

IS the code
compliant
to MISRA?

Is Interface
between
generated and
other code fully
tested?

Simulink Models

Model used for
production code
generation

Executable

P 33"1‘1 ¥ i
Specification

Requirements

[ 0 g

* eyﬁ_

The Generated Code is integrated

MATLAB EXPO 2018 with Other Code (Handwritten)
46



4\ MathWorks

Static Code Analysis with Polyspace

Green: reliable

safe pointer access \

Red: faulty

out of bounds error

Gray: dead

unreachable code \

Orange: unproven
may be unsafe for some

conditions

Purple: violation
MISRA-C/C++ or JSF++

static void pointer arithmetic (void) {
int array[100];
int *p = array;

int 1i;
(

\\\\\E?
B

+ R
I

(=2
-

0; i < 100; i++) {

qur;

i)

variahle ‘I’ (int32): [0 .. 99]
}

assignment of ‘" (int32): [1 .. 100]

if (get bus status() > 0) {
if (get oil pressure() > 0) {
*p = 5;
\\\\\\i else {
itt;

}
}

i = get bus status();

if (i >= 0) {
(p - i) = 10;

code rules

Range data

}
}

tool tip

Results from Polyspace Code Prover

MATLAB EXPO 2018

= Code metrics and standards
— Comment density, cyclomatic complexity,...
— MISRA and Cybersecurity standards
— Support for DO-178, ISO 26262, ....

= Bug finding and Code proving
— Detect bugs and security vulnerabilities
— Prove absence of runtime errors
— Check data and control flow of software

a7
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' Code Proving with Polyspace

File Edit View Display Diagram Simulation Analysis Code Tools Help

- -

PolySpace_demo_lec61508

-

-

* 4 Narmal

® |"a| PolySpace_demo_iec61508 -
@&
E3
=t
=}
int16 (5
= GO >
-1 input int16 y1 = Add1(int16 u1[], uint16 u2) ———»f |u|
>
Add2
uint16 o P <
2 ) > (1)
size average
-
-]
N
X @
Ready 172% FixedStepDiscrete

MATLAB EXPO 2018
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Qualify tools with IEC Certification Kit and DO Qualification Kit

= Qualify code generation and verification products

= Includes documentation, test cases and procedures

KOSTAL Asia R&D Center Receives ISO 26262 BAE Systems Delivers DO-178B Level A Flight

ASIL D Certification for Automotive Software Software on Schedule with Model-Based Design
Developed with Model-Based Design

Kostal's electronic steering column lock module. Primary flight control computers from BAE Systems.

MATLAB EXPO 2018
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Summary

Author and manage requirements within Simulink

Find defects earlier

Automate manual verification tasks

Reference workflow that conforms to safety standards

Static Code verification using Polyspace

MATLAB EXPO 2018

-

Review and Equivalence
static analysis testing
-
~ -
A Y -
| 4 1 7 TS

Component
and system _—
testmg,,,’ "‘\\
/ N
v

s ya
Simulink Models Y ¥

Requirements

Executable
Specification

Model used for
production code
generation

Equivalence
~. checking

_————u——l-q.._‘
-

————————————

! Requirement Il
1 based Model

——————————— 1 1 1
" Standards ! Design Error

1
Compliant :
[/

Simulink Models

___________

I free and
| Functionally
___ | | correct Model

Code
Generation
ready Model

4\ MathWorks
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MathWorks V&V Product Capabilities

Requirements

Simulink Requirements* (New in R2017D)

4\ MathWorks

Standards Compliance

Simulink Check* (New in R2017b)

Testing

Simulink Test

Formal Verification

Simulink Design Verifier

Coverage Analysis

Simulink Coverage* (New in R2017b)

Static Code Analysis

Polyspace Bug Finder, Polyspace Code Prover

SIL, PIL

Simulink Test

* Customers with Simulink V&V licenses will automatically receive these new products

MATLAB EXPO 2018
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KOSTAL Asia R&D Center Receives ISO 26262
ASIL D Certification for Automotive Software
Developed with Model-Based Design

Challenge

Develop automotive electronic steering column lock
software and certify it to the highest-level functional
safety standard

Solution Kostar .
. . . ostal’s electronic steering column lock

Use Model-Based Design to design, implement, and module.

verify the application software via back-to-back PIL

testing required for ISO 26262 ASIL D certification “Using Model-Based Design to design, implement, and

Results verify our software for the highest functional safety standard

enabled our team to save costs, increase efficiency, and
ensure software quality. Without Model-Based Design,
more engineers would be needed to complete the project in

= Development and certification time cut by 30%
= 80% of errors identified in modeling phase
= PIL test framework for ISO 26262 established

the same time frame.”
— Cheng Hui, KOSTAL

MATLAB EXPO 2018
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Miele Proves Absence of Run-Time Errors in Control
Software Across Its Entire Product Line

Challenge

Maintain a reputation for producing quality appliances
and other products by minimizing defects in the
control software

Solution

Integrate Polyspace Code Prover and Polyspace Bug
Finder into the development process to prove the
absence of run-time errors in the software and
enforce standard coding rules

“We have embedded static code analysis with Polyspace

Results products deeply into our quality assurance processes. It is
= Hundreds of source files analyzed da”y much better to find run-time errors as development begins than
= Developer focus on core functionality enabled to find them at the end of development—or worse, after the
= Reusable, trusted components proven free of product is delivered.”
run-time errors - Stefan Trampe, Miele

MATLAB EXPO 2018
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Learn More

Visit MathWorks Verification, Validation and Test Solution

mathworks.com/solutions/verification-validation.html

'4\1\/12]11’1\/\/01’1(5 Products ~Solutions Academia Support Community Events

§ Trial software

Verify and validate embedded systems
using Model-Based Design

Engineering teams use Model-Based Design with MATLAB® and Simulink® to verify and
validate embedded systems. Teams author requirements directly in their models and can
then use those models to generate production code for certification

+ Author requirements in your model, and verify and trace them to the design, tests, and
code

+ Prove that your design meets requirements, and automatically generate tests

+ Check compliance of models and code using static analysis and formal methods

« Find bugs, security vulnerabilities, and prove the absence of critical run-time errors

« Produce reports and artifacts, and certify to standards (such as DO-178 and I1SO
26262)

MATLAB EXPO 2018
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Training Services
Exploit the full potential of MathWorks products

Fle

xible delivery options:
Public training available in several cities

Onsite training with standard or ENHANCE
YOUR SKILLS

customized courses

Web-based training with live, interactive
instructor-led courses

More than 48 course offerings:

MATLAB EXPO 2018

Introductory and intermediate training on MATLAB, Simulink,
Stateflow, code generation, and Polyspace products

Specialized courses in control design, signal processing, parallel computing,
code generation, communications, financial analysis,
and other areas

www.mathworks.in/training

4\ MathWorks
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4\ MathWorks

Training Services

Verification and Validation of Simulink Models

This one-day course describes techniques for testing Simulink model
behavior against system requirements.

Topics include:

MATLAB EXPO 2018

Identifying the role of verification and validation in Model-Based
Design

Creating test cases for Simulink models

Analyzing simulation results to verify model behavior
Automating testing activities and managing results

Formally verifying model behavior

Automatically generating artifacts to communicate results

4\ MathWorks

56



4\ MathWorks

Training Services

Polyspace for C/C++ Code Verification

This two-day course discusses the use of Polyspace Bug Finder™ and
Polyspace Code Prover™ to prove code correctness, improve software
quality metrics, and ensure product integrity.

Topics include:

MATLAB EXPO 2018

Creating a verification project

Reviewing and understanding verification results

Emulating target execution environments

Handling missing functions and data

Managing unproven code (color-coded in orange by Polyspace® products)
Applying MISRA C® rules

Reporting

4\ MathWorks
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Thank You!
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