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VPN Server

Yeastar S-Series VolP PBX VPN Server provides flexible VPN solutions for small and medi-
um company which does not set up a VPN network for whole company. With VPN connec-
tion, you can set up multiple VPN clients to access Yeastar S-Series VolP PBX safely and
securely wherever and whenever.

* Yeastar S-Series VolP PBX supports OpenVPN protocol.
* VPN Sever App is supported on Yeastar S-Series VolP PBX version 30.2.0.8 or later.

£O)

@ VPN Tunnel
VPN CLIENTS \ | / VPN SERVER
GOVERNMENT HACKERS SNOOPERS

About This Guide

This guide is intended to help you to set up the Yeastar S-Series VolP PBX VPN server,
and connect Yeastar S-Series VolP PBX server via OpenVPN with the following clients:

* Windows

*i0OS

* Android

* Yealink IP phone

* Yeastar S-Series VolP PBX

OpenVPN Certificates and Keys
Before you start to set up the OpenVPN network, you need to make the related certificates
and keys for VPN server and VPN clients.

This topic describes how to set up your own Certificate Authority (CA) and generate certifi-
cates and keys for an OpenVPN server and multiple clients on Windows 10 via OpenVPN.
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Install OpenVPN on Windows

You need to install OpenVPN on your PC, and then get sample configuration files and make
OpenVPN keys and certificates.

1. On the OpenVPN download page, select a suitable OpenVPN installer to download.

[5) Note: OpenVPN must be installed and run by a user who has administrative privi-
leges.

2. Double click the OpenVPN installer to start installation.

3. Click Next.

Welcome to the OpenVPN
2.4.7-1607-Win10 Setup Wizard

This wizard will guide you through the installation of
OpenVPM , an Open Source VPN package by James Yonan.

Note that the Windows version of OpenVPM will only run on
Windows Vista, or higher.

4. Click | Agree.


https://openvpn.net/community-downloads/
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(") OpenVPN 2.4.7-1607-Win10 Setup — X
License Agreement

0 PE N Please review the license terms before installing OpenVPN

2.4.7-1607-Win 10,

Press Page Down to see the rest of the agreement.

penyPN (TM) — An Open Source VPN daemon
Copyright (C) 2002-2018 OpenVPN Inc <sales@openvpn.net=

This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPN
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective component,

OpenVPN trademark

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPM 2.4, 7-I607-Win 10,

tullsoft Install Swstem we.51-1

< Back Cancel

5. Check EasyRSA?2 Certificate Management Scripts, click Next.

(1) OpenVPN 2.4.7-1607-Win10 Setup — b4
Choose Components
0 PE N Choose which features of OpenVPN 2.4, 7-1607-Win 10 you want
to install.

Select the components to installfupgrade. Stop any OpenVFN processes or the OpenVPN
service if itis running. All DLLs are installed locally.

Select components to install: || OpenVYPN User-Space Components
Open¥PM Service

- [w] TAP virtual Ethernet Adapter

--[] OpenvPN GUI

EasyRSA 2 Certificate Management Scripts

(171 Advanced

Description
Space required: 14, 4ME Position yoUr MoUse ovet a component ko see ks

description,

6. Choose the install location for OpenVPN, and click Install to start installation.

Mullsaft Install Swstem wz,51-1

In this example, we set the destination folder to D: \ CpenVPN.
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Choose Install Location

Destination Folder

|D:\OpenVPNy

Space required: 14.4MB
Space available: 124.3GE

< Back Install

Choose the folder in which to install OpenVPN 2.4, 7-I607-Win 10.

Setup will install OpenvPN 2.4, 7-1607-Win10 in the following folder. To install in a different
folder, dick Browse and select another folder. Click Install to start the installation.

Browse...

Cancel

7. Click Finish.

Generate OpenVPN Certificates and Keys

Generate OpenVPN certificates and keys for Yeastar S-Series VolP PBX and clients.

(D Important: Commands below are executed in one Command Prompt window.

If you want to open a new Command Prompt window to execute commands (i.e. create cer-

tificates for new client):

» Each time you open a new Command Prompt window, you need to execute var s
command first, then execute other commands.
* You don’t need to execute i ni t - confi g command, unless you want to edit

var s. bat file again.

Initialize the OpenVPN configuration

1. Press Windows Key and R key, type cnd and press Enter key.
2. Navigate to %°r ogr anfi | es% OpenVPN\ easy-rsa (e.g. D: \ OpenVPN\ easy-

rsa).
cd D:\ OpenVPN easy-rsa
3. Initialize the configurations.
init-config

4. Open the var s. bat file in a text editor.
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not epad vars. bat

a. Change the KEY_SI ZE settings.
Usually, set the private key size to 1024 or 2048.

set KEY_SI ZE=2048
b. Edit the following lines to display your address and company.

Later, when you make CA, certificates and keys, you will be asked to enter in-
formation that will be incorporated into your certificate request. If you change
the default variables below, you don’t have to enter these information each time.

set KEY_COUNTRY=CN
set KEY_PROVI NCE=FJ
set KEY_CI TY=Xi anmen
set KEY_ORG=Yeast ar
set KEY_EMAlI L=support @east ar.com

c. Save the var s. bat file and back to Command Prompt window.
5. Run the following commands, make sure you are operating in a clean environment.

< CAUTION: This will remove all certificates and keys from the keys directory.

vars
cl ean-al |

Build Certificate Authority (CA)

1. Run the following command to create the ca. crt and ca. key file in the keys direc-
tory.

bui | d-ca

2. When prompted to enter information that will be incorporated into your certificate re-
guest, enter your country, organization, etc.

Or press the Enter key to use the preset values appeared in brackets.

(D Important: The only parameter that must be explicitly entered is the Common
Name. In the example below, we set Common Name to QpenVPN_CA.

Country Name (2 letter code) [CN:

State or Province Nane (full nanme) [FJ]:

Locality Nane (eg, city) [Xi amen]:

Organi zati on Nanme (eg, conpany) [ Yeastar]:

Organi zational Unit Nane (eg, section) [changene]:adm n
Common Nane (eg, your nane or your server's hostnane)

[ changen®] : OpenVPN_CA

Nanme [ changene] : Yeast ar

Emai | Address [support @eastar.con:
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Build certificate and key for server

1. Run the following command to create the {server nane}. crt and {server -
nanme} . key file in the keys directory.
In the command below, we create server. crt and server. key.

bui | d- key- server server

2. When prompted to enter information that will be incorporated into your certificate re-
quest, enter your country, organization, etc.

Or press the Enter key to use the preset values appeared in brackets.

(D Important: The only parameter that must be explicitly entered is the Common
Name. Enter the same name as{ser ver _nane}. In the example below, we set Com-
mon Name to ser ver.

Country Name (2 letter code) [CN]:

State or Province Nane (full name) [FJ]:

Locality Name (eg, city) [Xi amen]:

Organi zati on Nane (eg, conpany) [ Yeastar]:

Organi zational Unit Nane (eg, section) [changene]:adm n

Conmon Nane (eg, your name or your server's hostnane) [changene]: server
Nane [ changene] : Yeast ar

Enmai | Address [support @eastar.com:

3. When prompted to sign the certificate and commit, type y and press the Enter key.

Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commit? [y/n]y

Build certificate and key for client

1. Run the following command to create the {cl i ent _nane}.crt and{client -
nane} . key file in the keys directory.

In the command below, we create cl i ent.crt andcli ent. key.

bui | d-key cli ent

2. When prompted to enter information that will be incorporated into your certificate re-
quest, enter your country, organization, etc.

Or press the Enter key to use the preset values appeared in brackets.
(D Important: The only parameter that must be explicitly entered is the Common

Name. Enter the same name as {cl i ent _nane}. In the example below, we set Com-
mon Name tocl i ent.

Country Name (2 letter code) [CN]:
State or Province Nane (full name) [FJ]:
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Locality Name (eg, city) [Xi amen]:

Organi zati on Nane (eg, conpany) [ Yeastar]:

Organi zational Unit Nanme (eg, section) [changene]:adm n

Conmon Nane (eg, your name or your server's hostnane) [changene]:client
Nane [changene] : Yeast ar

Emai | Address [support @eastar.com:

3. When prompted to sign the certificate and commit, type y and press the Enter key.

Sign the certificate? [y/n]:y
1 out of 1 certificate requests certified, commt? [y/n]y

4. Repeat steps 1 to 3 to create Certificate & Key for each client respectively.

For each client, choose a name to identify, such as W ndows. crt and W ndows. key for
Windows PC.

Build a ta.key

Run the following command to create t a. key file in the keys directory.

penVPN - - genkey --secret keys/ta.key

Generate Diffie Hellman parameters

bui | d-dh

Check the Generated OpenVPN Certificates and Keys

After generating certificates and keys on the Command Window, you can find the certifi-
cates and keys in the %°r ogr anti | es% OpenVPN easy-rsa (e.g. D: \ OQpenVPN\ easy-
rsa).

Table 1. Explanation of generated certificates and keys

File Needed by Purpose
ca.crt server and clients Root CA certificate
ca. key key signing machine only Root CA key
server.crt server only Server Certificate
server. key server only Server Key
client.crt client only Client certificate
client. key client only Client key

Diffie Hellman parameters.
dh2048. pem server only Note: If the KEY_SI ZE in the var s. bat file is set

to 1024, the DH PEM file name is dh1024. pem

ta. key server and clients TLS authentication key.
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Table 1. Explanation of generated certificates and keys (continued)
File Needed by Purpose

[5) Note: If SSL/TLS is enabled on the OpenVPN
server, you should upload the t a. key to the
OpenVPN server and OpenVPN clients.

OpenVPN Server Configurations

Set up Yeastar S-Series VoIP PBX as an OpenVPN Server

Yeastar S Series PBX - VPN Server App helps you configure the PBX as an OpenVPN
server. There is a Graphical User Interface for administrator to set up an OpenVPN server.

This topic shows you how to set up an OpenVPN server with OpenVPN authentication, and
allocate a static IP address for each VPN client.

Build up the OpenVPN Server
Step 1. Configure the OpenVPN server

1. Log in the PBX web interface, go to VPN Server, check the option Enable VPN Serv-
er.
2. Configure the OpenVPN server settings.

Here is an example of OpenVPN server settings:

VPN Server

Configuration Account Static IP Clients List
Running
Enable VPN Server

| Configuration

Server Port @: 1194 Enable ComprESSionO

Protocol @: UDpP Address poo\O: 10.8.0.0
Device Mode @: TUN Subnet Mask D: 255 255 2550
Encryptiono BlowFish Global Traffic Forwarding ©

Key Length @: 1024

Maximum Number Of Clients ©: | 10

Verification Mode © CA Cert + Client Ce
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Table 2. Description of OpenVPN settings

Options

Server Port

Protocol

Device Mode

Encryption

Key Length

Maximum Number of Clients

Verification Mode

Enable Compression
Address pool

Subnet mask

Global Traffic Forwarding

Description

Specify which TCP/UDP port should OpenVPN listen on.
The default port is 1194.

Choose the protocol.
«TCP
« UDP

Choose the device mode:
* TUN: a TUN device is a virtual point-point IP link.

If you choose TUN mode, you should allocate a static IP
address for windows client because of TAP-WIN32 driver
limitation.

* TAP: a TAP device is a virtual Ethernet adapter.

Android and iOS clients don’t support TAP mode.

Note: If Android, iOS, and other clients need to access to the
PBX via OpenVPN network at the same time, we recommend that
you use the TUN mode.

Choose encryption method.
* BlowFish
* AES-128
* AES-256
* Triple-DES

Set the key length.

Note: The value must be the same as KEY_SI ZE which were
setinthe var s. bat file.

Set the maximum number of clients that could connect to the
OpenVPN server.

Choose the Verification Mode of Client.
* CA Cert + Client Cert (recommend)
¢ CA Cert + Client Cert + Account & Password
¢ CA Cert + Account & Password

|;?|7| Note: If you choose CA Cert + Client Cert + Account &
Password or CA Cert + Account & Password, you need to
configure OpenVPN username/password authentication for each
client later.

Whether to compress the VPN link.
Define the address pool.
Set the subnet mask.

If enabled, the client will configure a default gateway to the
server after the connection is successful, and all the traffic will
be forwarded by the server. (The OpenVPN server machine may
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Options

Description

need to NAT or bridge the TUN/TAP interface to the internet in
order for this to work properly).

If disabled, only the communication data with the server will
go through VPN tunnel, other traffic will go through the original
forward routing.

This feature may not take effect on some clients.

3. Upload certificates and keys for server.

| Upload Cert

cA Cent@:

Public Server Cert @:

Please select Browse Delete ca.crt

Please select Browse Delete server.crt

Private Server Key @: Please select Browse Delete server.key
DH PEM @ Please select | IREUNES Delete dh2048 pem
(% Enable SSLTLS @: Please select | [ELUES Delete ERENTY
Table 3.
Options CA & Key
CA Cert Upload ca. crt.

Public Server Cert
Private Server Key

DH PEM

Enable SSL/TLS
4. Click Save and Apply.

Upload the OpenVPN server certificate server. crt.
Upload the OpenVPN server key ser ver. key.
Upload the Diffie Hellman file dh2048. pem

[5) Note: If the KEY_SI ZE is 1024, then upload the file dh1024. pem
Enable SSL/TLS on the VPN server, and then upload t a. key file.

Step 2. Check the VPN server status

1. Goto Resource Monitor > Network > VPN Server, check the OpenVPN status

and virtual IP address.

| VPN Server

Status:

Virtual IP Address:

Running

10.8.01
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Step 3. Forward VPN server port

To ensure that VPN clients can access the PBX, you should forward VPN server port on
your router. The default VPN server port is 1194.

Note down the public IP address of PBX and the external VPN server port. Later, you need
to enter the remote IP address and remote server port in the client configuration file.

Allocate a static IP address for a VPN client

By default, Yeastar VPN Server dynamically assigns an IP address from its IP address pool
to the VPN clients. To take more control of the client activities, you can assign a static IP
address for the VPN clients. This article shows how to assign a fixed IP address to the VPN
clients.

Allocation for static IP addresses is supported on Yeastar S-Series VolP PBX version
30.4.0.25 or later.

Allocate a static IP address for a client in TUN device mode

1. Log in the PBX web interface, go to VPN Server > Static IP, click Add.
2. Specify a client which you want to assign a static IP address to.
* If you use CA Cert + Client Cert verification mode, enter the Common Name of
this client in the CN filed.

You can double click the client certificate cl i ent . crt, go to Details > Sub-
ject and find CN.
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o# Certificate >

General Details  Certification Path

Show: | <All= ~
Field Value €3
Blssuer support@yeastar.com, Yeasta...
B".-'alid from Thursday, June 27, 2019 9:01...
B".-'alid to Sunday, June 24, 2029 9:01:4...

Subject support@yeastar.com, Yeasta...

=] Public key RSA (1024 Bits)

BPuinc key parameters 0500

@ Basic Constraints Subject Type=End Entity, Pat...

el Materans Cammant Faou-RGA Ganarated Cartificate

E = support@yeastar.com

1 =.leastar
CN = dient

O = Yeastar
L = Xiamen
S =F]
C=CN
Edit Properties... Copy to File...

* If you use username/password authentication, and you have created an account
for the specified client, select a client account from Account Name field.
3. Assign the IP address, subnet mask and TUN remote IP address to this client.

© Tip: The virtual client IP address and TUN remote IP address must be taken from
successive /30 subnets in order to be compatible with Windows clients and the TAP-
Windows driver. Specifically, the last octet in the IP address of the virtual client IP ad-
dress and TUN remote IP address must be taken from the following:

[ 5, 6] [ 9, 10] [ 13, 14] [ 17, 18] [ 21, 22] [ 25, 26] [ 29, 30]
[ 33, 34] [ 37, 38]

[ 41, 42] [ 45, 46] [ 49, 50] [ 53, 54] [ 57, 58] [ 61, 62] [ 65, 66]
[ 69, 70] [ 73, 74]

[ 77, 78] [ 81, 82] [ 85 86] [ 89, 90] [ 93, 94] [ 97, 98] [101, 102]
[ 105, 106] [ 109, 110]

[113,114] [117,118] [121,122] [125,126] [129,130] [133,134] [137, 138]
[ 141, 142] [ 145, 146]

[ 149, 150] [ 153, 154] [157, 158] [161, 162] [165,166] [169, 170] [173, 174]
[177,178] [181, 182]

[185, 186] [189, 190] [193,194] [197,198] [201,202] [205,206] [ 209, 210]
[ 213, 214] [217, 218]

[ 221, 222] [225,226] [229,230] [233,234] [237,238] [241,242] [245, 246]
[ 249, 250] [ 253, 254]

In this example, the IP address is set to 10.8.0.5, then the TUN remote IP address
must be 10.8.0.6.
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Assign IP Address X Assign IP Address
cNO: client Account Name ©- client
IP Address ©: 10.8.05 IP Address @: 10.8.0.21
Subnet Mask @©: 2552552550 Subnet Mask @: 255 2552550

TUN Remate IP Address @: | 10.8.06 TUN Remote IP Address @: | 10.8.0.22

4. Click Save and Apply.
Allocate a static IP address for a client in TAP mode

1. Log in the PBX web interface, go to VPN Server > Static IP, click Add.

2. Specify a client which you want to assign a static IP address to.
* If you use CA Cert + Client Cert verification mode, enter the Common Name of

this client in the CN filed.
You can double click the client certificate cl i ent . crt, go to Details > Sub-
ject and find CN.

¢# Certificate X
General Details  Certification Path
Show: | <Al b
Field Value &
Blssuer support@yeastar.com, Yeasta...
B\-‘alid from Thursday, June 27, 2019 9:01...
D\.-'alid to Sunday, June 24, 2029 :01:4...
|1 Subject supporti@yeastar.com, Yeasta...
=] Public key RSA (1024 Bits)
BPuinc key parameters 0500
@ Basic Constraints Subject Type=End Entity, Pat...
JelMaterans Cammant Faou-RCA Canaratad Cartificate
E = support@yeastar.com
1 =-teastar
CN = dient
O = Yeastar
L = Xiamen
S5 =F]
C=CHN
Edit Properties... Copy to File...

* If you use username/password authentication, and you have created an account
for the specified client, select a client account from Account Name field.
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3. Assign the IP address to this client in the IP Address field.

[5) Note: The IP address should be in the address pool of the VPN server. The al-
lowed IP range is from XXX. XXX.XXX.3 to XXX. XXX.XXX.253.
4. Enter the subnet mask in the Subnet Mask field.

Assign IP Address - Assign IP Address
cN@: client Account Name @- client
IP Address ©: 10.8.0.20 IP Address @©- 10.8.0.20
Subnet Mask @: 255.255.256.0 Subnet Mask O: 255.255.255.0

K SR [ =]

5. Click Save and Apply.

OpenVPN Username/Password Authentication

OpenVPN needs to verify the authenticity of the connecting clients to ensure security.
OpenVPN Authentication allows the OpenVPN server to securely obtain a username and
password from a connecting client, and to use that information as a basis for authenticating
the client.

This topic shows you how to configure username/password authentication on the OpenVPN
server and clients.

Set Username/Password Authentication on OpenVPN server
1. Log in the PBX web interface, go to VPN Server, set the Verification Mode to CA

Cert + dient Cert + Account & Password or CA Cert + Account & Password.
2. Click Save.

Set Username/Password for each client on OpenVPN server

1. Click Account tab, and then click Add Account to set the username and password
for VPN client.
2. Enter the client's name and assign an password for the client.
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Add Account
Account @- client
Password © clientpass
Remarks:
=n
3. Click Save.

Repeat above steps to set username/password for each client.

VPN Server

Configuration Account Static IP Clients List

O Account Password Remarks Edit Delete
O Android Androidpass rd ﬁ
0 5300 S300pass z i
O Yealink Yealinkpass i i
O client clientpass z ﬁ
O iPhone iPhonepass ra i
O windows password s ﬁ

Create an authentication file for each client

1. Create a new text document.
2. Enter the username and password according to the account/password settings on
VPN server.

Linel: Enter the username.
Line2: Enter the password.

[~ pa=sfileFd |

1 client

2 clientpass

3. Save the file, and rename the file as passfi | e without ". t xt " extension.

il

passfile
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[5) Note: For yealink IP phone, you need to rename this file to pwd without ".txt" ex-

tension.

4. Specify passf i | e to identify where to obtain the account and password in client con-

figuration file.

aut h- user - pass passfile

5. Import the passfi | e file to client.

OpenVPN Clients Configurations

Connect Yeastar S-Series VolP PBX to another Yeastar S-Series

VolP PBX

This topic shows you how to set up Yeastar S-Series VolP PBX as an OpenVPN client, and
to connect to Yeastar S-Series VoIP PBX via OpenVPN network.

1. Log in the S300 PBX web interface, go to Settings > System > Network > Open-
VPN, check Enable OpenVPN.
2. Set the Type to Manual Configurations, and configure the following settings accord-
ing to the VPN server configurations.

W Settings
v PBX
Extensions
Trunks
Multisite Interconnect
Call Control
Call Features
\/oice Prompts
General
Recording
Emergency Number
v System
Network
Security
User Permission
Date & Time
Email
Storage

Remote Management

Hot Standby

<

Basic Settings CpenVPN DDNS

[ Enable OpenVPN

Type: Manual Configuratio  +
Server Address O: 110.80.36.162

Protocol O: uppP -
Username ©- S$300

Encryption @ AES-256 -
Proxy Server@:

CA Cent @: Please select Browse
Cert @O Please select Browse
Key@: Please select Browse
[ TLS Authentication @

TA Key @©: Please select

Settings

fe

te

0 0Bg

Static Routes Cellular Network ICMP Detec >

Server Port© 7086

Device Mode O TUN
Passward ©-
(1 Compression 0]
Proxy Port @®:
ca.crt

client.crt

client key

ta.key
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Table 4. Description of OpenVPN settings

Options Description
Server Address Enter the IP address of the OpenVPN server.
Server Port Enter the OpenVPN server port.
Protocol Select the same protocol as the OpenVPN server.
Device Mode Select the same mode as the OpenVPN server.
Encryption Select the same type as the OpenVPN server.
If the OpenVPN username/password authentication is required on server, enter
Username
user name.
If the OpenVPN username/password authentication is required on server, enter
Password
password.
Compression Compression on the VPN link. The client and server must be the same setting.

3. Upload certificates and keys for client.

CA Cert ©: Please select Browse Delete ca.crt
Cert @ Please select Browse Delete s300.crt
Key@: Please select Browse Delete 5300 key
(v TLS Authentication @

TA Key @: Please select Browse Delete ta.key

Table 5.
Options CA & Key
CA Cert Upload ca. crt.
Public Server Cert Upload the client certificate s300. crt .

Private Server Key Upload the client key s300. key.
TLS Authentication If you enable SSL/TLS on the VPN server, enable this option.

TA Key If you enable TLS Authentication, upload t a. key file.

4. Click Save and Apply.
5. Go to Settings > Resource Monitor > Network, check the VPN client status and IP
address.
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| VPN Client

Status: Running

P-t-P: 10.8.0.4

IP Address: 10.8.0.3

Subnet Mask: 255255 255 255
Preferred DNS Server: 114.114.114.114
Alternative DNS Server:

Connect to Yeastar S-Series VolP PBX with Windows

This topic shows you how to configure a client file for Windows PC, and to connect to Yeas-
tar S-Series VolP PBX via OpenVPN network.

Create a Client File for Windows Client

You can create a client file with . ovpn extension with a text editor (e.g. notepad++), or
download a cl i ent . ovpn sample file.

[5) Note: The line beginning with “;” is considered to disable the corresponding option.

1. Open the cl i ent . ovpn file with a text editor.
2. Edit the following options according to the VPN server settings on your PBX.

[5) Note: The client and server must use the same settings.

a. Specify the hostname/IP and port of VPN server.

In this example, we have forwarded the VPN server 10.8.0.1 1194 to
110.80.36.162 7086.

renmote 110. 80. 36. 162 7086
b. Set the protocol to UDP or TCP.
In this example, UDP is enabled, and TCP is disabled.

proto udp
;proto tcp

c. Set the device mode to TAP or TUN.
In this example, TAP is enabled, and TUN is disabled.

dev tap


http://help.yeastar.com/download/support/client.ovpn
http://help.yeastar.com/download/support/client.ovpn
http://help.yeastar.com/download/support/client.ovpn

VPN Server | 1 - VPN Server | 19

;dev tun

d. Set the cryptographic cipher.

Table 6.
Cryptographic cipher on server Cryptographic cipher on client
BlowFish cipher BF-CBC
AES-128 cipher AES-128-CBC
AES-256 cipher AES-256-CBC
Triple-DES cipher DES-EDE3-CBC

In this example, AES-256 is set on server, then enable AES-256-CBC.

; ci pher BF-CBC
; ci pher AES-128- CBC
ci pher AES- 256- CBC
; ci pher DES- EDE3- CBC
e. If Compression is enabled on server, you need to enable compression on the
VPN client.

comp-1zo

f. If Username/Password Authentication is used on server, you need to specify the
passfil e file.

aut h- user - pass passfile

g. If SSL/TLS and at a. key is used on the server, you need to specify the TLS
Authentication & TA Key.

tls-auth ta. key 1
h. Specify the CA certificate file used on server.

ca ca.crt
3. Specify the Windows client certificate and key file.
In this example, Windows.crt and Windows.key is specified.

cert Wndows.crt
key W ndows. key

4. Edit other options according to your need.

persi st - key
persist-tun

verb 3

resolv-retry infinite
renote-cert-tls server
nobi nd

; dev- node MyTap

; renot e-random
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;http-proxy-retry

;http-proxy [proxy server] [proxy port #]
; mut e-r epl ay- war ni ngs

;mute 20

5. Save the client file.

You can rename cl i ent . ovpn to identify, such as: W ndows. ovpn.

Connect Windows PC to Yeastar S-Series VoIP PBX via Open-
VPN

Before connecting your Windows PC to Yeastar S-Series VolP PBX, you need to download
and install OpenVPN on your Window PC.

The OpenVPN GUI & appears on the desktop of the PC, and you can use the OpenVPN
GUI to connect to the Yeastar S-Series VolP PBX later.

1. Copy the following files to conf i g folder (e.g. D: \ OQpenVPN\ conf i g).

| D:\OpenVPN\config

Mame Date modified Type Size

Sl caert 7/5/2019 4:57 PM Security Certificate 2KB
client.ovpn 7/5/2019 5:48 PM OpenVPN Cenfig ... 4 KB

| | passfile 7/5/2019 5:43 PM File 1KB

=] README.bxt 7/5/2019 4:46 PM Text Document 1KE

| | takey 7/5/2019 5:01 PM KEY File 1KB

= windows.crt 7/5/2019 458 PM Security Certificate G KB

|| windows.key 7/5/2019 £:58 PM KEY File 2KB

Table 7. Files for Windows client

File Note
ca.crt Root Certificate Authority
W ndows. crt a certificate file for Windows client
W ndows. key a key file for Windows client
W ndows. ovpn an OpenVPN connection file
passfile Required for OpenVPN username/password authentication
ta. key Required for client when SSL/TLS is enabled on the OpenVPN server

2. Connect to the OpenVPN server.

a. Right click the OpenVPN GUI k& on the desktop, and run as administrator.
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b. Find the OpenVPN GUI in the bottom right corner, right click the icon, and click
Connect.

Connect

Disconnect
Reconnect

Show Status

View Log

Edit Config

Clear 5aved Passwords
Change Password
Import file...

Settings...
Exit

c. If the client is connected to the PBX server, you will see the status shows as be-
low.

client is now connected.

A~ Y E_E 1 gx

@) Troubleshooting: If you are prompted "The local and remote VPN endpoints must exist
within the same 255.255.255.252 subnet.”, you should allocate a static IP address for Win-
dows client if using TUN device mode.

Connect to Yeastar S-Series VolP PBX with iOS Device

This topic shows you how to configure a client file for iOS, and to connect to Yeastar S-
Series VolP PBX via OpenVPN network.

Create a Configuration File for iOS Client

You can create a client file with . ovpn extension with a text editor (e.g. notepad++), or
download a cl i ent . ovpn sample file.

[5) Note: The line beginning with “;” is considered to disable the corresponding option.


http://help.yeastar.com/download/support/client.ovpn
http://help.yeastar.com/download/support/client.ovpn
http://help.yeastar.com/download/support/client.ovpn
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1. Open the cl i ent . ovpn file with a text editor.
2. Edit the following options according to the VPN server settings on your PBX.

[5) Note: The client and server must use the same settings.

a. Specify the hostname/IP and port of VPN server.
In this example, we have forwarded the VPN server 10.8.0.1 1194 to
110.80.36.162 7086.
renote 110. 80. 36. 162 7086
b. Set the protocol to UDP or TCP.
In this example, UDP is enabled, and TCP is disabled.

proto udp
;proto tcp

c. Set the device mode to TUN.

dev tun

d. Set the cryptographic cipher.

Table 8.
Cryptographic cipher on server Cryptographic cipher on client
BlowFish cipher BF-CBC
AES-128 cipher AES-128-CBC
AES-256 cipher AES-256-CBC
Triple-DES cipher DES-EDE3-CBC

In this example, AES-256 is set on server, then enable AES-256-CBC.

; ci pher BF-CBC
; ci pher AES-128- CBC
ci pher AES-256- CBC
; ci pher DES- EDE3- CBC
e. If Compression is enabled on server, you need to enable compression on the
VPN client.

comp-1zo

f. If Username/Password Authentication is used on server, you need to specify the
passfi l e file.

aut h- user - pass passfile

g. If SSL/TLS and at a. key is used on the server, you need to specify the TLS
Authentication & TA Key.
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tls-auth ta. key 1
h. Specify the CA certificate file used on server.

ca ca.crt
3. Specify the iOS client certificate and key file.
In this example, iOS.crt and iOS.key is specified.

cert iOS.crt
key i CS. key

4. Edit other options according to your need.

per si st - key
persist-tun

verb 3

resolv-retry infinite
renote-cert-tls server
nobi nd

; dev- node MyTap

; renot e-random
;http-proxy-retry
;http-proxy [proxy server] [proxy port #]
; mut e- r epl ay- war ni ngs
;mute 20

5. Save the client file.

You can rename cl i ent . ovpn to identify, such as: i GS. ovpn.

Connect iOS Phone to Yeastar S-Series VolP PBX via OpenVPN

Before connecting your iOS phone to Yeastar S-Series VolP PBX, you need to install the
OpenVPN on your phone.

[5) Note: Make sure that the TUN device mode is set on VPN server.

1. Connect your phone to PC, select your device on iTunes, go to OpenVPN under the
Apps tab, and drop the OpenVPN connection files into the file sharing window.



VPN Server | 1 - VPN Server | 24

” — — O X
“« b — & =]
File Edit View Controls Account Help
< This is Sunmy
This is Sunmy S . .
File Sharing
64GB 945 [
The apps listed below can transfer documents between your iPhone and this computer.
Settings
[E summary Apps OpenVPN Documents
Il Music pl cacrt 4 KB 7/5/2019 4:57 PM
H Films * iMovie BI5E Inbox zero KB 6/27/2019 1:01 PM
[C1 TV Programmes 5 iOScrt S KB 7/5/2019 4:59 PM
fi@ Photos Keep = i0S.key 4 KB 7/5/2019 4:59 PM
® Info () ios.ovpn 4 KB Yesterday 12:05 PM
| A, File Sharing | Keynote #HE passfile 4 KB Yesterday 11:36 AM
T takey 4 KB 7/5/2019 5:01 PM
On My Device
. | | Numbers F=5&
J1 Music U
i Films
[ Tv Programmes LT
AR Books
[¥] Audiobooks L Pages 75
Jg. Tones
© ws
5/
I A EEERA | AddFile.. | save.. =
oamensavia 83268 e [ oone

Table 9. Files for iOS client

File Note
ca.crt Root Certificate Authority
iCS. crt a certificate file for iOS client
i CS. key a key file for iOS client
i CS. ovpn an OpenVPN connection file
passfile Required for OpenVPN username/password authentication.
ta. key Required for client when SSL/TLS is enabled on the OpenVPN server.

2. Open the OpenVPN app on your iPhone.
3. Tap OVPN Profile, and then tap the ADD under the file you want to add.
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ul 4G &2

() OPENVPN

Private Tunnel
Connect to VPN Cloud

Access Server

Connect to VPN Server

@ OVPN Profile
Connect with .ovpn file

4. Tap the ADD, and then tap Allow to import the OpenVPN connection file.

You may need to confirm VPN Configuration by using Touch ID or another security
method set on your iOS device.
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al 4G B

Imported Profile ADD Imported Profile

Title
110.

Username (locked) Username (locked)

iPhone Phone

“OpenVPN” Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using
VPN.

Don’t Allow

5. Tap on the gray slider to start the connection.

If the connection has been established, the slider will become green and the state will
change to CONNECTED.
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OVPN Profiles — OVPN Profiles

DISCONNECTED CONNECTED

OpenVPN Profile
110.80.36.162/i0S

CONNECTION STATS

901B/s

0B/s

BYTES IN ¢ BYTES OUT

6 B/S 6 B/S

DURATION PACKET RECEIVED
00:00:19 6 sec ago

YOU

iPhone

YOUR PRIVATE IP
10.8.0.4
—

@) Troubleshooting: If you are prompted "tun_prop_error: if config address are not is the
same /30 subnet (toplogy net30).", you should allocate a static IP address for iOS client.

Connect to Yeastar S-Series VolP PBX with Android Device

This topic shows you how to configure a client file for Android, and to connect to Yeastar S-
Series VoIP PBX via OpenVPN network.

Create a Client File for Android Client

You can create a client file with . ovpn extension with a text editor (e.g. notepad++), or
download a cl i ent . ovpn sample file.

[5) Note: The line beginning with “;” is considered to disable the corresponding option.

1. Open the cl i ent . ovpn file with a text editor.
2. Edit the following options according to the VPN server settings on your PBX.

[5) Note: The client and server must use the same settings.


http://help.yeastar.com/download/support/client.ovpn
http://help.yeastar.com/download/support/client.ovpn
http://help.yeastar.com/download/support/client.ovpn
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a. Specify the hostname/IP and port of VPN server.

In this example, we have forwarded the VPN server 10.8.0.1 1194 to
110.80.36.162 7086.

renote 110. 80. 36. 162 7086
b. Set the protocol to UDP or TCP.
In this example, UDP is enabled, and TCP is disabled.

proto udp
;proto tcp

c. Set the device mode to TUN.

dev tun

d. Set the cryptographic cipher.

Table 10.
Cryptographic cipher on server Cryptographic cipher on client
BlowFish cipher BF-CBC
AES-128 cipher AES-128-CBC
AES-256 cipher AES-256-CBC
Triple-DES cipher DES-EDE3-CBC

In this example, AES-256 is set on server, then enable AES-256-CBC.

; ci pher BF-CBC

; ci pher AES-128- CBC
ci pher AES-256- CBC

; ci pher DES- EDE3- CBC

e. If Compression is enabled on server, you need to enable compression on the
VPN client.
conmp-1zo

f. If Username/Password Authentication is used on server, you need to specify the
passfil e file.

aut h- user - pass passfile

g. If SSL/TLS and at a. key is used on the server, you need to specify the TLS
Authentication & TA Key.

tls-auth ta. key 1
h. Specify the CA certificate file used on server.

ca ca.crt
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3. Specify the Android client certificate and key file.

In this example, Android.crt and Android.key is specified.

cert Android.crt
key Androi d. key

4. Edit other options according to your need.

per si st - key
persist-tun

verb 3

resolv-retry infinite
renote-cert-tls server
nobi nd

; dev-node MyTap

; renot e-random
;http-proxy-retry
;http-proxy [proxy server] [proxy port #]
; mut e-r epl ay- war ni ngs
;mute 20

5. Save the client file.

You can rename cl i ent . ovpn to identify, such as: Andr oi d. ovpn.

Connect Android Phone to Yeastar S-Series VolP PBX via Open-
VPN

OpenVPN for Android is an open source client compatible with all versions of Android 4.x or
later. Before connecting your Android phone to Yeastar S-Series VolP PBX, you need to in-
stall the OpenVPN on your phone.

@ Note: Make sure that the TUN device mode is used on VPN server.

1. Put the following files to your Android phone.

Table 11. Files for Android client

File Note
ca.crt Root Certificate Authority
Androi d. crt a certificate file for Android client
Andr oi d. key a key file for Android client
Andr oi d. ovpn an OpenVPN connection file
passfile Required for OpenVPN username/password authentication
ta. key Required for client when SSL/TLS is enabled on the OpenVPN server

2. Open the OpenVPN app on your Android phone.

3. Tap the icon E and navigate to the folder location where you copied the files.


https://play.google.com/store/apps/details?id=de.blinkt.openvpn&hl=en
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4. Tap the OpenVPN connection file end with . ovpn, and then tap &4 to confirm the im-
ported files.

OpenVPN for Andr-+ ® @

PROFILES

No VPN profiles defined.

To use this ap
way supporting
employer). C
for more informatio
your own OpenVPN server

Use the @ icon to add a new VPN

Use tk ﬁ icon ta impol 1 existing (.ovpn
of .conf) profile from your sdcard.

» also check aut the FAQ. There is a quick

on OpenVPN and how to setup

Android.crt

Android. key

Android.ovpn
Jul 7 3.53 KB

ca.cri

passfile

Jul 7 208

ta.key

Convert Config File

Profile Name
imported profile
TLS Auth File
lImported from: ta ke Select...
CA Certificate
lImported from: ca.crt] Select...
121 months leftE=support(@ 1
com,Name=changeme,Cl
N_CA,OU=admin,0=Y
enST=FJ,C=CN
Client Certificate Key
[imported from: Android.key] Select...
cate
2d from: Android.crt] Select...
15 leftE=su) )
Username/Password file
[imported from: passfile] Selc
Some files could not be found. Please select the™mes

5. Tap the server name Android, and tap OK to accept the connection.

The OpenVPN log shows you the connection process.

OpenVPN for Android ® @

PROFILES

Android I'd

Connection request

OpenVPN for Android wants to
set up a VPN connection that
allows it to monitor network
traffic. Only accept if you trust
the source.

Or appears at the top of your
screen when VPN is active.

CANCEL OK

< OpenVPN Log

Connected: SUCCESS,10.8.0.3,110.80.36.162,7086
15:40 SIGINT[hard,] received, process exiting
15:40 WARNING: Compression enabled, Compression
has been used in the past to break encryption. Enabling
[decompression of received packet only. Sent packets are
not compressed.

15:40 OpenVPN 2.5-icsopenvpn [git:icsopenvpn/v0.7.8-0-
9168367a5] arm64-v8a [SSL (OpenSSL)] [LZ0] [LZ4]
EPOLL] [MH/PKTINFO] [AEAD] built on Feb 22 2019
15:40 library versions: OpenSSL 1.1.1a 20 Nov 2018, LZO
2.10

15:40 TCP/UDP: Preserving recently used remote
address: [AF_INET]110.80.36.162:7086

15:40 UDP link local: (not bound)

15:40 UDP link remote: [AF_INET]110.80.36.162:7086
15:40 WARNING: this configuration may cache passwords
in memory -- use the auth-nocache option to prevent this
15:40 [server] Peer Connection Initiated with
[AF_INET]110.80.36.162:7086

15:40 Got interface information 10.8.0.3 and 10.8.0.4,
lassuming second address is peer address of remote.
Using /32 netmask for local IP. Mode given by OpenVPN
is "net30".

15:40 Initialization Sequence Completed

If the client is connected to the PBX server, you can see the status shown as below.
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OpenVPN for Android @ B

PROFILES GRAPH SETTINGS FAQ ABOUT

Android

Connected: & ( 3 ] . 10.8 B.1E

Connect Yealink Phones to Yeastar S-Series VolP PBX

This topic shows you how to configure a client file for Yealink, and to connect to Yeastar S-
Series VolP PBX via OpenVPN network

Create a Configuration File for Yealink Phone

You can create a client file named "vpn. cnf " with a text editor (e.g. notepad++), or down-
load a cl i ent. ovpn sample file.

[5) Note: The line beginning with “;” is considered to disable the corresponding option.

1. Open the vpn. cnf file with a text editor.
2. Edit the following options according to the VPN server settings on your PBX.

[5) Note: The client and server must use the same settings.

a. Specify the hostname/IP and port of VPN server.

In this example, we have forwarded the VPN server 10.8.0.1 1194 to
110.80.36.162 7086.

renote 110. 80. 36. 162 7086
b. Set the protocol to UDP or TCP.
In this example, UDP is enabled while TCP is disabled.


http://help.yeastar.com/download/support/vpn.cnf
http://help.yeastar.com/download/support/vpn.cnf
http://help.yeastar.com/download/support/vpn.cnf
http://help.yeastar.com/download/support/vpn.cnf
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proto udp
;proto tcp

. Set the device mode to TAP or TUN.

In this example, TAP is enabled while TUN is disabled.

dev tap
;dev tun

. Set the cryptographic cipher.

Table 12.
Cryptographic cipher on server Cryptographic cipher on client
BlowFish cipher BF-CBC
AES-128 cipher AES-128-CBC
AES-256 cipher AES-256-CBC
Triple-DES cipher DES-EDE3-CBC

In this example, AES-256 is set on server, then you should enable AES-256-
CBC on client.

; ci pher BF-CBC

; ci pher AES-128- CBC
ci pher AES- 256- CBC

; ci pher DES- EDE3- CBC

. If Compression is enabled on server, you need to enable compression on the

VPN client.

comp-1zo

. If Username/Password Authentication is used on server, you need to specify the

pwd file.

aut h- user - pass /confi g/ openvpn/ pwd

.If SSL/TLS and at a. key is used on the server, you need to specify the TLS

Authentication & TA Key.

tls-auth ta. key 1

. Specify the CA certificate file used on server.

ca /confi g/ openvpn/ keys/ ca. crt

3. Specify the Yealink phone client certificate and key file.

In this example, Yeal i nk. crt and Yeal i nk. key is specified.

cert /config/openvpn/keys/ Yeal i nk. crt

key

[ confi g/ openvpn/ keys/ Yeal i nk. key
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4. Edit other options according to your need.

per si st - key
persist-tun

verb 3

resolv-retry infinite
renote-cert-tls server
nobi nd

; dev- node MyTap

; renot e-random
;http-proxy-retry

; http-proxy [proxy server] [proxy port #]
; mut e-r epl ay- war ni ngs
;mute 20

5. Save the client file.

Connect Yealink Phone to Yeastar S-Series VolP PBX via Open-
VPN

1. Put all the certifications and keys within the folder keys, and zip the keys folder and
other files to a . t ar file using the software 7z.

Table 13. Files for Yealink phone

Folder File Note
keys ca.crt Root Certificate Authority
Yeal i nk. crt a certificate file for Yealink IP phone client
Yeal i nk. key a key file for Yealink IP phone client
ta. key Required for client when SSL/TLS

is enabled on the OpenVPN server
/ vpn. cnf an OpenVPN connection file

/ pwd Required for OpenVPN username/password authentication
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MName Date modified Type Size
ke_l'rs /8019 1-50 P File folder
| ] vpn.cnf Open CNF File 1KB

Cpen in new window

Pin to Quick access

L
7-Zip > Extract files.. '
CRC SHA > Extract Here f
Sendto 3 Extract to "*\" L 4

Test archive I

Cut

Y Add to archive...
C

opy Compress and email... 4
Create shortcut Add to "Yealink.7z" ;
Delete Compress to "Yealink.7z" and email
Rename Add to "Vealink.zip" i
Properties Compress to "Yealink.zip" and email j

&

L W O

In this example, we name the . t ar file as Yeal i nk. tar.
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Add to Archive 4

Archive: D:"OpenVFP N\ Yealink*

[recivicar v
Archive format: tar - Update mode: Add and replace files w
Compression level: Stare v Path mode: Relative pathnames w
Compression method: i Options
Create SFX archive

Dictionary size: v

[JCompress shared files
VWord size: bl [ Delete files after compression
Solid Block size:

Encryption
Mumber of CPU threads: i4
Memory usage for Compressing: 1MB
Memaory usage for Decompressing: 1MB

Split to volumes, bytes:
| v
Parameters:

NTFS
[ Store symbolic links

[ Store hard links

Show Password

2. Log in the phone web interface, go to Network > Advanced > VPN.
3. Upload the Yeal i nk. t ar file.

VPN @
(o0 @) @
Upload VPN Config vpn_cnf Browse o

Yealink phone will reboot itself to apply changes. After phone rebooting, you can
check the VPN connection status by checking a VPN icon shown on the Yealink LCD
screen.

Check the Client Status

You can check the connected clients and the virtual IP address assigned to the clients.
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1. Log in the PBX web interface, go to VPN Server > Clients List.

VPN Server

Configuration Account

Account
Android
i0s

windows

Static IP

Status

On-line

Ondine

On-line

Clients List

Source IP Address

112.5.201.116:52907

223104.6.26:4764

112.5.201.116:53078

Virtual IP Address

108013

10.8.09

108017

Refrash Time

2019-07-07 03:38:18

2019-07-07 03:38:26

2019-07-07 03:27:52
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