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Introduction

V 
irtualization is rapidly changing the way business IT 
operates, from small local businesses to multi-national 

corporations. If you are reading this, chances are good that 
your company is already taking advantage of virtualization’s 
benefits. 

Virtualization means that a single underlying piece of hardware, 
such as a server, runs multiple guest operating systems to create 
virtual machines, or VMs, with each of them being oblivious 
to the others. An administrative application, such as VMware, 
manages the sharing process, allocating hardware resources, 
memory, and CPU time to each VM as needed. And all applica-
tions look at this software construct exactly as if it were a real, 
physical server — even the VM thinks it’s a real server! 

Virtualization makes good financial sense. It enables a single 
server to offer multiple capabilities that otherwise would 
require separate servers. It includes native high availability 
features so you don’t have to use any more complex cluster-
ing tools. This ability to combine capabilities means that you 
spend less money on server hardware and much less time pro-
viding IT support, systems administration and maintenance.

Some of the key benefits of virtualization include:

 ✓ Easier administration, because multiple server functions 
are combined in a single administrative interface

 ✓ Reduced hardware costs, because you need fewer physi-
cal servers

 ✓ More complete utilization of the servers you do have, 
with less waste of CPU time

 ✓ Reduced maintenance costs, because fewer servers are 
there to break down

 ✓ Better application availability and flexibility, because 
virtualization brings a cost-effective failover protection 
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VM Data Protection For Dummies 2
against hardware failures and can allocate resources 
when and where you need them.

 ✓ Less energy usage, because you have fewer servers using 
electricity and generating heat

 ✓ Reduced IT support costs, because fewer IT support 
people are needed to support the hardware

However, the virtual environment can add to the complexity 
of your backup and other data protection processes, because 
existing data protection applications and appliances are not 
designed to work with VMs. Trying to use old protection solu-
tions with the new technology of virtualization can result in 
data not being adequately protected, as well as considerable 
waste of IT resources and backup storage space.

What can you do about that? Find out by reading this book.

VM Data Protection For Dummies is designed to help IT 
decision-makers figure out how to handle virtualization data 
protection in the most cost-effective and efficient way. In this 
book, I explain in clear, concise language how virtualization 
changes an organization’s backup needs, and how traditional 
backup solutions will — or won’t — work with that technol-
ogy. Then I tell you about a set of innovative solutions from 
Quantum that solve many of the problems inherent in virtual 
data protection. 

How This Book Is Organized
As with other For Dummies books, this book doesn’t assume 
that you’ll begin on page one and read straight through to the 
end. Each chapter is written to stand alone, with enough con-
textual information provided so that you can understand the 
content. 

Chapter 1: Protecting  
Virtual Data

Chapter 1 introduces you to the basic concepts of data pro-
tection. You find out how snapshots and backup software 
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 Introduction 3
have traditionally been used to protect virtual data — and 
you discover why they are not always optimal for that pur-
pose. I also explain how VMs complicate data protection 
because of their dynamic nature and their high degree of data 
redundancy.

Chapter 2: Shopping for a 
Virtual Protection Solution

Chapter 2 covers the technical capabilities that you should 
look for when evaluating virtual data protection solutions. 
This field is rapidly changing, so it pays to ask detailed ques-
tions about what capabilities the various solutions offer. Here 
I explain the key qualities of an effective system, and help you 
ask the right questions to determine which solutions have 
those qualities.

Chapter 3: Making Virtual 
Protection Easy

Chapter 3 introduces the Quantum set of vmPRO protection 
solutions. This section describes four underlying technolo-
gies that form the foundation for all the vmPRO solutions, and 
it shows how they make protection easier, faster, and less 
expensive for small sites (remote offices, small businesses, 
and so on) or single application private clouds and for corpo-
rate data centers. 

Chapter 4: Ten Frequently Asked 
VM Protection Questions (And 
Their Answers)

Chapter 4 provides concise answers to come of the most 
common concerns and questions that people have when con-
sidering virtual data protection. 

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



VM Data Protection For Dummies 4

Foolish Assumptions
This book assumes that you understand the basics of virtu-
alization, and that you probably even have virtual machines 
running in your organization. However, the book doesn’t 
assume that you know anything about the protection require-
ments and challenges of virtual environments because that’s 
why you are reading this book. I define all the new terms you 
encounter, and I also make it a point to thoroughly explain 
complex topics so that you can understand how it all fits 
together.

Icons Used in This Book

 

The Tip icon points out helpful information.

 

The Remember icon marks important facts that are worth 
adding to your memory.

 

This icon gets technical and explains interesting but not 
required details.

Where to Go From Here
Just start reading! You can use the Table of Contents as a 
guide, or my description of the chapters in this Introduction. 
If you already understand the data protection challenges 
you’re facing and want to skip straight to the solution, start 
with Chapter 3!
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Chapter 1

Protecting Virtual Data
In This Chapter
▶ Determining what constitutes protection
▶ Understanding how VMs complicate the protection process
▶ Exploring methods of protecting virtual data

V 
irtualization is one of the most exciting technologies in 
IT today. More companies are deploying it every day 

from small mom-and-pop businesses to government depart-
ments to huge multinational corporations. Virtualization 
brings with it reduced hardware acquisition and support 
costs, reduced IT staffing needs, and many other bottom-line 
benefits. For many companies, adopting virtualization is a  
no-brainer.

As the saying goes, though, the devil is in the details. The ben-
efits of a solid virtualization implementation are tempered, 
however, by the increased complexity and sophistication 
required to achieve effective consolidation and optimal per-
formance. Modern virtualization platforms utilize a low-level 
software control system called a hypervisor in order to share 
access to the physical servers and their data. In the virtual-
ized datacenter model, intelligent interaction with the hyper-
visor and associated tools form the new standard for system 
integration.

The tried-and-true data systems that people developed for 
backing up physical servers don’t work efficiently in virtual 
ones—in some cases they cause decreased overall perfor-
mance, and in other cases they don’t work at all. Therefore, 
best practices for protection usually have to evolve for virtual 
environments and for mixtures of physical and virtual servers. 
This problem is not always obvious at the beginning and often 
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VM Data Protection For Dummies 6
sneaks up on the IT staff. The reason is that many organiza-
tions start with just a few virtual machines (VMs) and extend 
their existing protection systems to the VM without changing 
IT practices. Although this may work for a while and for a  
few systems, taking this initial shortcut can create problems. 
The protection may be inadequate and inefficient, especially 
when the number of VMs and the data on them reaches a 
larger scale.

In this chapter, you look at some of the unique challenges in 
protecting VM environments as well as some of the methods 
that IT departments use to protect virtual data.

Determining What Constitutes 
Protection

Employees are a company’s most important asset, and surely 
a company’s IT assets are a very close second. 

Most companies today rely on IT systems for almost every 
part of their business processes. When a company’s IT system 
goes down, commerce grinds to a halt. Salespeople can’t input 
orders. Warehouses can’t print shipping labels. Executives 
can’t make data-informed decisions. Accounting can’t receive 
payments. The whole profit-making chain falls apart.

IT assets include computer hardware and peripherals, plus 
the operating systems they run, the data that they store, and 
the capabilities they enable. As an organization begins using 
virtual machines (VMs) as part of their IT systems, those VMs 
become part of that critical-to-protect pool of assets. 

One of the reasons that VM protection issues can sneak up 
on companies is that in the early days of VMs, you could typi-
cally see them deployed in pockets of the organization devel-
opment or test, for example, that aren’t always directly in the 
time-critical path for operations. Sometimes those groups are 
responsible for their own backups outside the corporate pro-
cesses. Initially, because there are fewer machines and they’re 
on the edge of the enterprise, the protection problems aren’t 
so visible. But as VMs grow up, and take on more core appli-
cations and data, the backup rock in the road can’t be ignored 
any longer.
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 Chapter 1: Protecting Virtual Data 7

It’s important that VMs and their contents are fully pro-
tected against every type of potential problem, from a single 
database record getting accidentally deleted to the entire 
corporate campus being destroyed by a natural disaster and 
everything in-between! So, I want to start by clarifying what it 
means to be fully protected.

Having full protection means that whatever IT loss scenario 
anyone can dream up, a plan is in place for dealing with it.

Generally speaking, total VM protection means that you can 
quickly, easily, and reliably do all of the following:

 ✓ Recover all IT data assets even when the entire hard 
drive, server, or building has been destroyed

Covering your bases
That plan should include getting the 
data back, restoring the functionality, 
and doing it in a timeframe that pre-
vents further losses.

Here are some example scenarios. 
Are you covered?

 ✓ A flood makes your entire build-
ing inaccessible for several 
weeks, and several of the physi-
cal servers on which your VMs 
are hosted are water-damaged 
beyond repair. Will you be able 
to completely and quickly restore 
your VMs on new hardware, in a 
new location? 

 ✓ One of the employees has acci-
dentally deleted a very impor-
tant customer file stored in a 
VM. Without taking the VM out 
of service, can you get the file 
back quickly enough that the 

Sales department can continue 
to interact normally with the 
customer? Can you do it without 
having to restore a full copy of 
the VM?

 ✓ The VM that runs your website’s 
online shopping cart crashes 
and won’t reboot. A file check 
shows that one of the VM’s files 
is corrupted. Can you quickly 
restore a recent backup of the 
entire VM?

 ✓ The physical hard disk on which 
several VMs are hosted has a 
mechanical failure, and is com-
pletely unreadable. Can you get 
the VM management software 
and each of the VMs up-and-
running quickly on a new hard 
drive, with minimal data loss?
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VM Data Protection For Dummies 8
 ✓ Retain files for as long as the organization requires them 

to be available whether that’s a few hours, a few months, 
or many years

 ✓ Recover specific files, including older versions, without 
having to rebuild the entire VM from your backup files

 ✓ Restore entire VMs on new hardware rapidly

 ✓ Maintain a well-ordered backup system that meets any 
industry-specific laws or guidelines for retaining histori-
cal records

 ✓ Recover or replace corrupted, damaged, or missing  
VM files

 ✓ Minimize downtime and performance degradation of the 
primary applications while the data backup and restore 
operations are taking place

 ✓ Minimize administrative overhead

 

If your current IT protection system can’t support VMs in all 
those ways, then maybe it’s time to take a close and critical 
look at how it can be strengthened and improved.

Understanding How VMs 
Complicate the Protection 
Process

VMs have historically been used mostly in test or develop-
ment environments, where the data they contained was not 
viewed as mission-critical for the company or at least it didn’t 
slow down near-term production if there was a problem. If 
a VM crashed or lost its data . . . then it did. Groups recov-
ered, someone might have to redo some work, no big deal. IT 
departments could afford to take the path of least resistance, 
letting the departments set their own backup policies, often 
employing the cheapest and most basic data protection solu-
tions for its VMs.

But this scenario is no longer true. More and more companies 
are putting their important production and operations data 
into VMs, so VM backup has become a more critical issue, one 
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 Chapter 1: Protecting Virtual Data 9
that has to be covered by corporate policies and practices. 
Companies that rely on VMs for their daily operations can’t 
afford for VM data to be lost or for it to be unavailable for an 
extended period of time.

The problem is that when traditional backup systems and pol-
icies were designed, they didn’t have VMs in mind. Yes, a VM 
environment can function like a regular server but only up to 
a point. It may seem like a regular server to the end-user inter-
acting with it, but from a behind-the-scenes perspective, a VM 
is very different. And this fact makes finding an ideal data pro-
tection solution for a VM much more complicated than finding 
one for a physical machine.

They’re dynamic
VM content is by its nature dynamic for both the VM itself 
and the data within it. All the things that happen on a physical 
server happen inside the VM, but VM content is much more 
than just the data files in the applications that run within it. A 
VM’s content also consists of the operating system files, the 
logs, the services, and all of the files that allow the VM to fool 
all the applications into thinking that it’s a server like every 
other. So you always have two layers in a VM — the whole VM 
itself and the individual application and data files that run on 
the virtual server. 

By design, VMs are easy to set up. You can set up a new VM 
for a test project in just a few minutes, and in many compa-
nies, VMs spring up in multiple departments and locations 
every week wherever there’s an IT person or other techie 
who needs to try something out before deploying it on a large 
scale. VMs are easy to transport from one physical location  
to another. For example, in VMWare, the vMotion tool makes 
VM movement from one physical server to another physical 
server a simple matter.

The dynamic qualities of VMs are part of what makes them 
useful, but those qualities also make them difficult to protect. 
VMs are so easy to set up that anyone can do it, even people 
who have no awareness of the importance of backups. With 
physical servers, the IT department can keep a close eye on 
what gets set up and where, but it frequently loses that tight 
level of control for VMs.
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They’re redundant
VM files can contain a lot of redundancy. A lot. For example, 
suppose that you have 50 VMs set up, all of which run the 
same basic OS, but with different applications. Therefore, you 
have 50 almost-identical copies of a lot of the OS system files, 
and each time you back up your VMs, you back up the exact 
same data 50 times. Not only is that a huge waste of backup 
media, but it’s also a waste of the computing power required 
to do all those backups day in and day out.

VMs can also contain a lot of data that you don’t need to back 
up. For example, each VM’s OS generates temporary files as 
it operates, and these often don’t get deleted as they should 
(because of crashes, bugs, and so on) and if they get deleted 
inside the file system of the guest VM, they often hang around 
for a much longer time in the file set that makes up the larger 
VM package. 

VMs also typically reserve more data space for use than they 
actually need. This over-provisioning takes place to minimize 
admin time as the system grows, but until growth happens, 
you’ve got extra blank space dedicated to the VM. The host 
PC on which the VM is running treats that claimed-but-not-
used space as being already in use, and usually has to back it 
all up because it shows up as part of the entire package that 
makes up the whole VM.

VMware has developed various methods of shrinking down 
the amount of redundancy within VMs, but there are still lots 
of over-provisioning and lots of expired, out of date, junk data. 
When backing up a VM, if you don’t use a backup system that 
intelligently looks for and excludes that kind of empty data, it 
ends up in your backup sets, increasing the size of the backup 
data and the amount of time it takes to execute.

Looking at Traditional Methods 
of Protecting Virtual Data

Most companies don’t jump into wide deployment of VMs right 
from the start; they gradually ease into relying on VMs, adding 
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 Chapter 1: Protecting Virtual Data 11
new VMs and new storage locations for them whenever it 
makes sense to do so. Therefore, if a company’s VM usage has 
recently grown, the VM protection system that was perfect 
yesterday may not be adequate today.

Here’s a look at some of the most common traditional 
approaches to protecting virtual data. Chances are good that 
you already have one or more of these in place. (If not, what 
are you waiting for? Put down this book and go run a backup — 
stat!) 

Taking snapshots
Many IT departments, especially those that have only a few 
VMs in what they think are peripheral applications, stop at 
using a snapshot system to protect their VMs. As the name 
implies, a snapshot captures a moment in time for a VM, 
including not only all the software on it (OS, applications, 
and data) but also the content of the VM’s memory at the 
time of the snapshot. For example, if there are open applica-
tions and running processes and services, those states will 
be captured as part of the snapshot. If one or more of the 
VM’s files becomes lost or corrupted, a system administra-
tor can restore the entire VM by using a stored snapshot that 
is earlier than the problem. Snapshot files can also be used 
to retrieve historical data, such as to go back to yesterday’s 
version of a database by reverting to an earlier snapshot. 
Snapshots usually start as frozen images on the same storage 
system as the original data — which makes rolling back in 
time fast and easy.

Snapshots for VMs are most often created by the software 
that manages the VM, such as VMware, and the features and 
options available are controlled by that management soft-
ware. In VMware, for example, a snapshot is comprised of sev-
eral files, including files for each virtual disk connected to that 
VM when the snapshot is taken.

Some companies, especially those that use VMs for their non-
core uses, rely exclusively on snapshots as the only form of 
data protection. Some of the benefits of snapshotting are:
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 ✓ Snapshot-taking is inexpensive (often built into the VM 

management software).

 ✓ Quick recovery from fault conditions by restoring from 
the snapshot.

 ✓ Snapshots are easy to manage, and the process of creat-
ing them is easy to automate.

Relying on snapshots alone, though, can be problematic for 
several reasons.

One of the most important problems is that snapshots do 
not offer adequate protection against all types of data loss. 
Because the snapshot is often stored on the same physi-
cal machine as the VM itself, snapshots offer no protection 
against server hard disk failure, certain kinds of malware, or 
complete site loss (such as with a fire or flood). It is possible 
to arrange to have snapshots placed on a different physical 
machine to offer stronger protection, but unless that other 
machine is off-site, the data is still vulnerable in the case of a 
disaster that affects the entire local facility.

Storing snapshots off-site makes the snapshots retrievable 
in the case of a wider variety of events, but doing this has 
drawbacks, too. If you choose to store snapshots off-site, you 
may run into issues of network bandwidth when creating, 
managing, or restoring snapshots because of the large size of 
snapshot files and the variable speeds of networks due to con-
tention for bandwidth.

Another problem with snapshots is that they don’t normally 
provide long-term or even medium-term protection. Although 
you can create and retain multiple snapshots of a VM, it is 
unwieldy and storage-intensive to do so for any significant 
time period, so typically only a few snapshots of a VM are 
retained at any given time.

In addition, retrieving individual items from snapshots can be 
difficult. For example, if you’re searching for a particular file 
to restore, and you aren’t sure when it was created or deleted, 
you may have to load, search through, and unload several 
snapshots to find the file you want. A snapshot has no list of 
backed-up files and no externally accessible directory, so you 
can’t easily browse the contents of the disks within a snap-
shot from outside.
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 Chapter 1: Protecting Virtual Data 13

Backing up files
The next step up in data protection is to employ some type 
of backup software — which usually starts, incidentally, by 
making a copy of a snapshot.

A backup application is an application that stores a backup 
of the files you specify, in a location of your choice. You can 
back up to the same physical disk (although that’s not opti-
mal), to a different local disk or other media, to a network 
location on your LAN, or to a completely separate off-site 
location using backup software.

Backup applications allow for more flexible backup data sets 
than snapshots do, because you can pick and choose which 
files to back up. For example, if you have the installation files 
you would need to reinstall the operating system, you might 
decide that you don’t need to back up the operating system 
inside the VM — or at least not frequently. You might confine 
the backup operation to just the user data. 

Backup sets also let you have multiple versions, and you can 
hold onto those versions for a long period of time. You can go 
back several months — or years — in the past to pick up an 
earlier version that has an important file, or a specific version 
of a file that someone urgently needs to recover. Backups are 
usually either of the whole data set (a full backup) or some 
combination of partial backups that cover changed data (a dif-
ferential or incremental backup), and most provide a catalog-
ing system to help users find old files more efficiently.

Typically, a company uses backup software to create a recov-
ery data set on a location different from the primary storage. 
For site loss protection, users need to move the backup to a 
second site or create a copy at a remote location through a 
process, such as replication. 

The data backed up by a traditional backup application is 
usually not ready for immediate reuse, because backup appli-
cations typically encode the data using a specific format that 
is proprietary to the backup application. This means that the 
restore process with traditional backup apps usually takes 
place through the backup application — and there’s a sepa-
rate stage before data can be used.
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Traditional backup software
One option for VM backup is to treat each VM as if it really 
were what it pretends to be — a physical server. Backup using 
traditional backup software is a well-understood process for 
IT professionals, so little or no additional training is required. 
It also provides one unified set of processes, and backs up 
to a single easily accessible location. Backup software can 
be configured to run automatically, so after the initial setup, 
human intervention is required only if a problem occurs.

Backing up VMs as if they are physical servers, however, has 
some significant drawbacks. One problem is that running 
backup software on a VM can bog down system performance 
significantly, to the point where the other VMs on the same 
physical hardware suffer. This effect is compounded when 
more than one VM tries to run backup software at the same 
time and that happens all the time because multiple backup 
jobs typically kick off on different physical servers all at once. 
With VMs, though, 10 or 20 of those “servers” may really be 
housed on one physical machine. So a backup operation that 
should take only an hour on a physical server might end up 
taking eight hours or more per VM if several are competing 
for CPU time and memory. 

The second big issue is that traditional backup software only 
backs up the data within the VM, not the VM itself. For full 
protection, you need to make a copy of the VM itself as well 
as the data that is inside the virtual server — and that’s some-
thing that traditional backup apps that only treat the VM like 
a real server just can’t do.

Remember the extra junk data in VMs? Traditional backup 
apps can’t find the redundant copies and don’t understand 
which files need to be backed up and which files can be 
ignored, so they often back up many files and lots of junk  
data that are unnecessary to include in the backup set.

Cost can also be an issue. Whether or not using traditional 
backup software is cost effective depends on the way the 
software is licensed. If your company has a site license, or a 
license that charges you per physical server, it can be a great 
bargain, because you can put several VMs on the same physi-
cal server and pay for backup of only one machine. However, 
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if the license is per-server, the costs can quickly escalate, 
because each VM is considered to be a separate server. 

VM-specific backup software
As an alternative to a standard backup program, you can 
choose to use specialized backup software designed specifi-
cally for VM protection. There are several possible sources 
for this kind of product: the virtualization supplier (VMware, 
for example), the traditional backup software vendor 
(Symantec, for example), or companies and products that 
have emerged to address only the problem of VM backup 
(like Quest). Using specialized VM backup applications has 
many benefits because they all understand at some level that 
a VM is different from a physical server, and they all have a 
way of protecting the entire file set that represents the entire 
VM—not just the files inside the guest machine. Because VMs 
and the structure of their data have evolved rapidly, many 
different approaches for backing them up are available. Most 
of the traditional backup applications have the user load 
VM-specific agents, often on each VM, in order to let the appli-
cation treat the files in the right way. Sometimes agents aren’t 
needed if the user always wants to treat the VM like a com-
plete entity, but they might be needed if the admin wants to 
be able to recover a single file instead of restoring the entire 
VM. Some of the emerging backup applications only support 
disk as a target. If tape is needed, they recover a backed up 
VM and present it to a traditional backup application to write 
to tape in a kind of second backup.

Whatever system they use, virtually all of the VM-specific 
backup applications, just like the traditional apps, encode the 
backup data in their own format so that whatever recovery 
takes place goes back through the backup app before the data 
can be made available to use. 

As the variations suggest, the drawbacks of VM-specific 
backup software apps center around cost and complexity. 
They’re full, separate backup applications that run indepen-
dently of your traditional backup software, so the IT depart-
ment must manage two separate backup systems. They may 
cost more because you have to buy additional software, in 
many cases buy and provision a proxy server outside of the 
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virtual environment to manage the backup activities, and pos-
sibly add extra dedicated storage to hold the backups. And 
what about site-loss protection? Traditional applications  
can write to tape — a removable media that can provide DR 
protection — but most of the VM-specific backup systems 
only write to disk and often can’t support replication directly. 
For that function, they usually rely on cooperating with 
another product, like a deduplication appliance.
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Chapter 2

Shopping for a Virtual Data 
Protection Solution

In This Chapter
▶ Looking for a virtual-centric solution
▶ Finding out how it functions
▶ Evaluating ease of integration
▶ Considering the costs

P 
rotecting and managing virtual environments and their 
data is important, as I discuss in Chapter 1, and methods 

designed for non-virtual environments aren’t always the best 
fit. So, where do you go from there? You go shopping for a 
solution that’s right for your company and its needs.

Before you can evaluate products and solutions, you should 
understand what it is that you’re shopping for. In this chapter, 
you find out about some of the most important qualities that 
a virtual protection solution should have and some specific 
questions you should ask when meeting with potential  
vendors.

Keep in mind as you compare solutions that virtual data pro-
tection is a new and rapidly changing field, so the answers 
you get to your questions today may be different when asked 
six months or a year from now. 
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Looking for a Virtual-Centric 
Solution

First and most critically, is the system you are looking at 
designed specifically to work effectively with the virtual envi-
ronment? Don’t settle for one that isn’t. Such a system is more 
efficient and effective than a traditional protection method 
applied to a virtual environment because it is built from the 
ground up specifically to take advantage of the efficiencies — 
and quirks — of the virtual environment.

When talking with vendors, don’t just stop at a simple “Yes, 
it’s designed to work with VMs” answer when interviewing 
vendors and shopping for products. The following sections 
provide you with specific questions you should ask.

How well does the backup  
application work with the  
hypervisor interface?
The hypervisor is the VM environment management utility on 
each of the physical servers that host VMs. A backup solution 
designed for the VMware environment will be able to work 
directly with the hypervisor on each server. It should also be 
able to interface seamlessly and directly with the vSphere API 
and utilities, such as vCenter, the VMware management console.

Because VMs are dynamic and highly mobile, any data protec-
tion system has to be able to find them wherever they are, see 
them whether they are active or not, and make effective use of 
hypervisor tools, such as vCenter to manage them.

The ideal system would tie into the basic hypervisor API so 
that all the key data about the VM environment is immedi-
ately available to the backup application. For example, sup-
pose that your IT department decides to consolidate several 
VMs that were previously on different servers, in different 
branches, into a single server in the central office. Your VM 
protection software should be able to automatically detect 
the move and update its records.
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How does the backup  
application handle the  
extra data inside the VM?
Easily half of the data in a VM can be extraneous, and need not be 
backed up. Besides the files in the VM’s file system, there is data 
created by the VM’s operational overhead, empty space reserved 
for future use (overprovisioning), redo logs, and many more types 
of data that get created inside the VM as part of its existence.

It makes sense to ask how that data is handled. When a 
protection system looks at a VM, can it tell the difference 
between the active data in the guest file system and these 
extraneous files? Can it exclude the data that doesn’t need to 
be backed up, without excluding anything critical to full data 
recovery? If it can, it can dramatically decrease the backup 
storage and time required for backup, as well as cut down on 
network bandwidth that the backup uses. 

You should also look for the capability to support third-party 
products that reduce redundancy in backups through data dedu-
plication. Deduplication appliances speed up backup, streamline 
disaster recovery protection, reduce admin overhead and save 
users money, so it’s important that any VM protection system 
can work with the well-established deduplication appliances on 
the market to get both maximum data reduction and effective 
replication for DR protection. If the only option is deduplication 
that happens in the backup software, it’s probably too limited — 
that approach to dedupe is usually not very effective at finding 
redundancy, which means that backups take up too much space 
and require too much bandwidth for replication. (Look at the 
latest edition of Data Deduplication For Dummies, available from 
Quantum, for lots more details).

Is a physical server required?
All the same benefits of VMs that caused your company to 
start using them in the first place also apply to your virtual 
protection solution as well. Put simply, it’s cheaper, easier, 
and provides more administrative flexibility to host the virtual 
protection function within the virtual environment than it is 
to put it on a physical server.

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



VM Data Protection For Dummies 20
Some backup applications designed to protect VMs require 
separate physical servers or recommend them highly for 
maximum performance. That kind of requirement both raises 
costs and adds to complexity of the system. The ideal VM 
backup system would leverage virtualization to a high degree 
and would operate well when installed on a platform, such 
as an ESX server in a VMware environment. In fact, the best 
system would be one that installed as a virtual appliance 
inside the VM environment — virtual appliances provide  
maximum flexibility and lower management overhead.

Finding Out How It Functions
Theory is all well and good, but how does the product work 
in practice? Something that sounds like a great idea on paper 
could turn out to be less than ideal when implemented. 

For example, suppose a vendor tells you, “Sure, you can restore 
whole VMs or single files with our product, no problem!” But 
then when you get down to doing so, you find out that it’s an 
onerous process that requires you to first restore the whole 
VM every time, and then extract the right file from the restored 
VM. It’s impossible to tell from just looking at a company’s 
marketing literature whether a particular capability is easy 
or difficult to take advantage of. It’s important to ask detailed 
questions about the specifics of the product’s functionality, 
and to see a demo running in a situation that’s similar to yours.

The following sections give you some important questions to 
ask as you are shopping.

What’s the backup process like?
Ask to see a backup operation in action, and ask what it takes 
to set it up and manage it. Some backup operations are com-
plicated to administer; others are simple and can be set up 
with a few clicks. Ask to see a demo!

You should also find out about the options for various backup 
scenarios that you are likely to really need. You need to be able 
to define policies for backing up VMs in a particular resource 
pool — and that includes not backing some up or just using a 
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snapshot when short-term protection will do. You need to be able 
to choose between full backups and incremental backups, too. 

Watch out for features that might get piled on that make 
deployment harder and management more complex that you 
don’t really need.

Try to think of all the real uses that the backup application 
will see and understand what it takes to get it done. Resist  
the impulse to make the process more complex than you 
really need. 

Are agents required?
An agent is software that you put in an environment that 
allows coordination with outside software. Some protection 
systems require you to install an agent on each of the virtual 
servers you’ll be backing up. That’s not optimal, of course, 
because it’s another software layer, an extra level of complex-
ity, it may require more hours from the sys admin team, and it 
limits the system’s agility. When new VMs and their physical 
server hosts are brought online, they might not be protected 
until someone installs the needed agent — and, in most cases, 
those agents are something for which you pay extra.

What management  
tools are provided?
Ask to see the management tools in action, if the system pro-
vides any. Are they easy to understand and use? Do they have 
all the capabilities you want? One important feature to look for 
is the ability to look inside the guest file system from outside 
the VM, for example. Seeing a demo is critical here. Does this 
management system look like something you and your staff 
could easily use, and does it do everything you want it to?

What kind of restores can you do, 
and how long does it take?
When you have a situation in which you need to restore from 
a backup, you are already having a bad day; you don’t need to 
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add to that by struggling with a complicated restore process 
that isn’t able to accomplish what you want.

If you back up the whole VM, can you get to individual files 
inside it when you restore? Most products claim that they can, 
but it makes sense to find out what that takes. In some cases, 
you have to do something different at the front end to make it 
happen, like add an agent on each VM. In other cases, you may 
have a multi-stage process at the back end, such as having to 
restore the whole VM first. The ideal solution would back up 
the whole image of the VM, so the backup is fast, but it would 
allow people to restore the whole system if they wanted or find 
individual files inside the VM and get to those directly.

Speed of restoration is also an important factor to consider. 
You need to be able to very quickly bring critical VMs back up 
after a disaster wipes them out, not only to restore availability 
of important data, but to keep servers up-and-running that are 
required to interact with customers, process sales, manage 
inventory, and so on. Look for a protection system that’s  
flexible enough to be able to restore backups quickly from 
and to any location, so you’re not tied to specific hardware 
being available.

What’s the backup format? 
It makes sense to ask what format the backup copy is stored 
in, and to understand what implications that has for storage, 
use and restoration.

Most backup systems use a proprietary backup format that 
only the application that wrote the backup can read. This isn’t 
optimal because you might not always have immediate access 
to the original backup program when you need to grab some-
thing out of a backup file. 

Some backup solutions, however, use an open backup format 
that many different applications can read in a standard file 
system view. That’s much better, because even if you aren’t 
running a copy of the backup application, you can boot up the 
VM and look at the data inside it. This results in a much more 
direct and usable system. For example, suppose you need 
to restore one particular Microsoft Word file that a manager 
urgently needs from a backup set. With an open-format backup, 
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you can browse the backup set with a standard file system 
browser and access that file directly, without having to restore 
the backup or even use the backup application at all.

What kind of support  
can I expect?
Whether you pick a specialized backup product for VMs or an 
option from a legacy supplier, you want to know what it will 
take to get the system up and running and how much ongoing 
care it will need. If you need an agent on every VM, for example, 
you need to think about what that means as your system grows 
and changes. You also want to be sure to think about what kind 
of support you can get. Especially with startups or companies 
below a certain critical mass, it’s common to have the service 
and support arm lag behind the product development and 
sales side of the house. If you have the admin resources to be 
independent this may not be a concern, but it is important to 
understand what kind of help you can expect if you need it.

Evaluating Ease of Integration
Virtual data protection is only part of the company’s full data 
protection plan. There is probably also a great deal of data 
stored in more conventional, physical-server environments 
that also must be backed up on a regular basis. It’s important 
when integrating virtual backup into the larger environment 
to understand exactly how — and how well — the systems 
will work together. That way you know that all the organi-
zational protection mandates are being met — short-term 
backup, off-site protection for DR purposes, and long-term 
retention for compliance — and that the VM protection will be 
supported by the backup, replication, and tape creation pro-
cesses you’re using for your other data.

Don’t just look at a checklist. Look at the system in action and 
get a chance to see what it really takes to implement and to 
work with.

Find out how the virtual backup solution you are considering will 
integrate with the company’s existing backup system. Does the 
virtual system work in isolation, or is there a way of having the 
two work in cooperation with each other? The ideal VM protec-
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tion system would have an interface that allows it to work syner-
gistically with the other applications to provide specific features 
or fit easily into existing corporate protection processes. 

Make sure that you ask whether the system you are consider-
ing requires a multistage process to move backup and restore 
data from conventional machines via the virtual protection 
system. Products that require multiple transfers of data to 
integrate the backup systems are less efficient and more 
costly and time-consuming to use.

Some companies already have data deduplication systems 
in place for their conventional and virtual servers; others 
may plan to implement it in the future. Deduplication appli-
ances are an important part of an increasingly large number 
of backup environments. They store more data in less space, 
and most provide very effective replication that only moves 
new data in each backup, so users get off-site protection over 
modest networks. 

Backup applications that can work well with deduplication 
appliances can provide extra value and make the entire 
backup and DR process more effective and easier to adminis-
ter, so it’s important to understand how the application inter-
faces with appliances. As you shop for VM protection, ask 
whether the system does its own deduplication, and how well 
it works with other deduplication systems. Find out specifi-
cally how that integration works. For example, is there a link 
between the kinds of data reduction that the backup process 
performs on the VM and the kinds of data reduction done via 
deduplication? Are the two synergistic, or at odds with each 
other? What specifically do they do that makes each other 
better or worse?

Considering Costs
Different virtual backup solutions can be more or less expen-
sive to implement. Be sure to look beyond just the initial 
setup costs, and ask about all the additional items that might 
be required — both at the initial deployment and over time. 
The cost is not only the licensing charges, but also any ongo-
ing support changes and additional hardware that might be 
required. The ideal system keeps total costs as low as pos-
sible, not just the initial acquisition cost, so it’s important to 
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go through the whole list of all the items that may be involved 
in the deployment of a system and make sure you understand 
the full cost of all of them.

Here are some points to consider involving cost:

 ✓ Licensing: When you are comparing the costs involved 
in different systems, make sure that you are comparing 
apples-to-apples in terms of licensing and that the VM 
protection’s approach is compatible with the way that 
the hypervisor structures its licenses. Some products 
may be licensed to the entire site, with unlimited VMs 
and physical servers supported; others may allow you 
to have only a limited number of one or both, and may 
charge you extra later as your organization expands. Ask 
if you can have a second copy of the backup application 
running without incurring extra license fees, for example, 
and find out if it costs extra to use different operating 
systems or to take advantage of the product’s most 
advanced features.

 ✓ Physical servers: Some VM protection solutions require 
separate physical servers; others don’t. Make sure that 
you know the costs associated with whatever servers the 
solution requires.

 ✓ Storage media: The largest hardware cost involved in 
data protection is often storage media — that is, the disk 
system on which you store the backed-up data. Make 
sure you understand the costs of the recommended stor-
age media, and what the costs may be in the future if 
your needs increase.

 ✓ Technical support: Is product setup, initial IT staff train-
ing, and ongoing technical support included in the prod-
uct you are considering, or does it cost extra? Support 
contracts can add significantly to the cost of a product 
that does not provide it as part of the package.
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Chapter 3

Making Virtual Data 
Protection Easy

In This Chapter
▶ Simplifying management
▶ Understanding the four core technologies
▶ Helping overburdened hosts 
▶ Introducing vmPRO 4000 and vmPRO Software 

N 
ow that you know the challenges of protecting virtual 
environments, and you know what to look for in a pro-

tection solution, you are probably ready to start looking at 
some specific products that may be the right fit for your  
company.

Complete virtual data protection and management can involve 
dozens of different tasks, executed separately on each physi-
cal server, each with its own hypervisor. Quantum offers an 
innovative set of protection technologies aimed at VMware 
environments: vmPRO 4000 for smaller or remote sites and 
vmPRO Software for datacenters.

Simplifying Management
The Quantum vmPRO technology that underlies both the 
vmPRO 4000 and vmPRO software is based on software that 
runs on a virtual appliance inside a VMware environment. 
This minimizes the burden of virtual storage management 
and unifies all your VM-based storage in a single namespace. 
Accessing virtual storage becomes as simple as accessing 
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a network drive. The solution is managed and monitored 
through VMware vCenter Server, an interface with which your 
IT staff is probably already familiar.

All of the vmPRO solutions are simple to implement, too. They 
install easily in the virtual environment and integrate directly 
into the VMware management tools.

In the case of vmPRO software, which is designed to work 
with third-party backup application, users find that no radical 
changes are required to transition from your current meth-
ods. All job schedules, policies for backup, security scans, 
replication, and so on continue to be managed by your exist-
ing backup application. No new policies need to be created, 
and no manual or scripted coordination is needed. Therefore, 
your current protection processes don’t have to change — 
they just get better. They become more compact, more effi-
cient, and easier to manage.

Understanding the Four vmPRO 
Core Technologies

Quantum VM protection solutions are based on four core 
technologies, each of which works seamlessly with the others 
to form a complete protection and management system. The 
following sections provide an overview of the technologies.

SmartView
A core component of all vmPRO solutions, SmartView is soft-
ware that works with the VMware management interface to 
enable you to see all the files in a virtual system in native file 
system mode. That way, you can browse the content of a VM 
without being inside its interface, and you can also see the 
files that comprise the VM environment.

SmartView provides a single access point that spans all your 
SAN, NFS, and DAS storage across all VMware hypervisors. 
Any application that can use a CIFS share or NFS volume can 
use this access point. Because vmPRO is working directly 
with vCenter Server, new virtual machines are automatically 
detected and included in SmartView, so you never have to 
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worry that you’ve overlooked important changes. Figure 3-1 
summarizes the key features of SmartView. 

Figure 3-1: Understanding SmartView features

Progressive Optimization
Part of the challenge of protecting VM data, as I explain in 
Chapter 1, is that it can be difficult to distinguish the important 
files from the unimportant ones. Most VMs are vastly over-
provisioned and contain quite a bit of redundancy and blank 
space. Progressive Optimization is core technology inside all 
the vmPRO solutions that can look inside a VM’s file system and 
distinguish what files are active or used and what files and what 
data are transient, expired, unused, or simply filling up space.

Progressive Optimization analyzes the metadata in file 
systems, looking at allocation tables and file locations to 
determine what data is active and what is not. This analysis 
reduces the amount of data that needs to be protected by up 
to 75 percent or more. 

 

VMware includes a technology called change block tracking that 
lets people see which blocks have changed since the last protec-
tion event. Progressive Optimization takes that general idea to 
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the next level by looking at why certain blocks have changed. 
For example, blocks that are deleted or expired also appear 
as “changed” as far as VMware is concerned, so they still get 
backed up by most applications. Progressive Optimization looks 
deeper than that, and marks for backup only the blocks that still 
contain valuable data. As much as 30 percent of data that change 
block tracking thinks should be backed up actually does not 
need to be. Reducing the size of the backup set not only means 
a reduction in storage needs, but also reduced CPU usage and 
backup time. Progressive Optimization relieves I/O on the entire 
hypervisor, which is very important because I/O is critical to vir-
tualization environments. Figure 3-2 summarizes the key features 
of Progressive Optimization technology.

Figure 3-2: Understanding Progressive Optimization technology

SmartMotion for fast, agile 
backup and restore
Agility is an important asset to have in any VM protection 
solution. You want to maintain maximum flexibility in the 
management of your VMs, including the ability to move them 
between physical hosts. And, when problems occur, you want 
to be able to get back up and running as quickly as possible.

Most backup applications, as I discuss in Chapter 1, sacrifice 
immediate usability in the name of storage efficiency. In order 

These materials are the copyright of John Wiley & Sons, Inc. and any 
dissemination, distribution, or unauthorized use is strictly prohibited.



 Chapter 3: Making Virtual Data Protection Easy 31
to control the backup data, they store it in a format that is 
unreadable from outside the backup application. To use it, you 
must go through the restore function of the backup application. 
That can take quite a bit of time and can be inconvenient, too.

The Quantum vmPRO solutions include SmartMotion, a simple 
backup and movement technology that enables you to create 
native format copies of VMs on a second disk target, so that the 
copy is the full file system view and usable as-is. No complicated 
restore operations are needed for you to be able to access the 
backed-up data. That way, if something happens to the original, 
you can get an extremely fast restore from the copy of the VM, 
which is all there in file system view. You can boot it up and 
make it an active VM whenever you want, wherever the VM may 
be now located. This restore capability can have a number of 
uses — not only to restore a backup, but to try something out in 
a test environment that mirrors the production server.

Recovering individual files is easy, too. Because the backup is 
available for management in native file system view, you can 
browse the disk associated with it (the guest file systems) to find 
the exact files you want on that disk and retrieve them. You can 
also retrieve earlier versions of individual files in cases where 
the original file was changed inappropriately or corrupted.

 

With Quantum, you don’t have to choose between storage effi-
ciency and restore convenience. Progressive Optimization tech-
nology is built into the backup system, which screens out unused 
space, temporary files, and other files that aren’t important for 
the VM’s operation. As a result, you have a backup that, even 
though it is still completely browsable, takes up much less disk 
space than the original VM, and is fast to read and restore from.

This technology, along with Progressive Optimization and 
SmartView, is installed directly into the virtual environment 
and runs as a virtual client inside the hypervisor. No agent is 
necessary, and no physical server is needed. That makes it 
extremely economical to implement. 

Data deduplication
The Quantum VM-oriented data protection solutions set also 
includes Quantum’s unique data deduplication technology, an 
extremely effective method of reducing the amount of redun-
dancy in a storage system.
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Many methods are available for compressing or reducing 
data, but none of them offers the flexibility and granularity of 
Quantum’s method. A base technology in the data reduction 
field is data compression, which compresses individual files 
by searching for repeated strings within each file and replac-
ing them with codes for reconstructing them when the file 
is restored. Compression typically reduces data by around 
2:1, although it depends on the data set. Newer technologies, 
including single-instance storage and deduplication, take data 
reduction much further — and they usually include compres-
sion in their own technology stack as well. 

Single-instance storage systems look for repeated entire files. 
For example, if two servers contain the same Windows system 
files, and the two files are identical (same name, size, and 
date), a simple storage reduction system might back up only 
one of them and include a pointer to the first copy whenever 
another instance shows up. Single-instance storage is efficient 
when files are identical, but it is not very useful when there 
are small changes. If anything in the file changes (sometimes 
even the name!), the single instance storage system has to 
store an entirely new copy of it.

Quantum’s data deduplication takes data reduction a step 
further by looking at blocks of data rather than files, so it 
stores changed blocks instead of whole files. Quantum’s dedu-
plication segments a dataset into variable-length blocks and 
then checks for duplicates. When it finds a block it has seen 
before, instead of storing it again, it stores a pointer to the 
original. The sequence of pointers makes sure that all blocks 
are accessed in the correct order when the file is read, ensur-
ing that the deduplication process is invisible to the end-user. 
(You might want to check out Data Deduplication For Dummies 
for more information. It’s available from Quantum.)

Because data deduplication recognizes differences on a block-
by-block basis both within and between files, it’s the most 
efficient data reduction technique on the market, and allows 
for the greatest savings in storage costs. How much savings 
are we talking about here? Get ready to be amazed. You can 
store 10 to 40 times more data in the same disk space than if 
you were not deduplicating. The effects of that benefit can 
be dramatic. Because so much less data has to be moved, 
deduplication can make it possible to replicate data over low-
bandwidth networks, so you can store a secure off-site copy 
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of a data set while actually transferring only a very small per-
centage of the data.

The Quantum vmPRO technology works with Quantum dedu-
plication to make it more effective. The vmPRO Progressive 
Optimization performs as a kind of preconditioning that 
actually improves the rate of deduplication. Both the vmPRO 
4000 and the vmPRO software provide integration with the 
Quantum deduplication technology to take VM protection to a 
higher level. 

Introducing Quantum  
vmPRO Solutions

Quantum includes its core VM protection technologies in 
two different product offerings. For small and medium-sized 
businesses, the vmPRO 4000 delivers a complete turnkey solu-
tion that includes both backup software and deduplication-
enabled storage. For larger enterprises that may already 
have robust backup solutions in place, the vmPRO Software 
integrates seamlessly with Quantum midrange or Enterprise 
deduplication appliances to protect VMs as part of the com-
pany’s overall data protection system.

vmPRO 4000
Quantum’s vmPRO 4000, for small- to medium-sized businesses, 
is an all-in-one, simple technology appliance for protecting VMs 
in a smaller environment or remote office. It includes all four 
of the core technologies discussed earlier in this chapter, and 
protects any small environment with a single data set of up 
to 8 to 12 terabytes. Its high-speed backup utility writes data 
directly to disk and uses Quantum’s industry-leading dedupli-
cation system for long-term retention. For DR protection, the 
vmPRO 4000 automatically replicates deduplicated data to 
other vmPRO systems or to DXi appliances in central sites.

vmPRO 4000 is economical to implement, because it doesn’t 
require an extra server and it includes a deduplicating stor-
age target as part of the solution as well as backup software. 
All the software runs inside the virtual environment, so no 
extra hardware is needed. One affordable price gives you 
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everything you need for protecting all your VMs, with no 
hidden costs or extra charges. The application runs on a self-
contained VM appliance, so no agents or dedicated servers 
are necessary.

The vmPRO 4000 system can act as a target for other backup 
applications, too, such as those protecting physical servers, 
with that data being sent to the same deduplication-enabled 
storage system as the virtual data — and together they can 
be replicated to other vmPRO 4000 or DXi systems for auto-
mated, consolidated site-loss protection. As a result, you have 
one consolidated storage system for all your backups.

The vmPRO 4000 deployment process is fast and easy, with 
automated VM discovery, simple scheduling options, secure 
remote administration for multiple units, and capacity-on-
demand scalability, so you can grow your system at any time 
without disrupting existing functionality.

vmPRO software
Quantum’s vmPRO software for data centers is designed for 
larger companies that want to integrate VM protection into 
their established data protection system — the one they use 
for protecting and retaining data from their physical servers 
as well. It is designed to work with any of Quantum’s mid-
range or Enterprise DXi appliances, making it useful for even 
large, diversified data protection needs. The vmPRO Software 
includes all the VM protection technologies described in the 
previous section, including Progressive Optimization and the 
software utility for creating backup copies, SmartMotion. It 
works with DXi appliances to bring the technology package to 
larger sites. 

vmPRO software is a light-weight application that runs as a 
virtual appliance in the VM environment. As in the vmPRO 
4000 package, it can auto-discover VMs and present a file 
system view that enables you to back up VMs or files within 
VMs without adding VM-specific agents. The software filters 
out inactive data, reducing backup volumes by up to 75 per-
cent and boosting deduplication rates. To support fast recov-
ery, vmPRO software supplements traditional backup with a 
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simple VM backup utility that creates native-format VM copies 
on a secondary disk, allowing you to restore entire VMs or 
single files with ease.

The benefit of using the software-only approach in larger envi-
ronments is integration with an existing backup application. 
This seamless tie-in with third-party backup software enables 
you to continue to utilize your existing infrastructure while 
adding the enhanced capabilities of the vmPRO protection 
technology. It supports much higher capacities on deduplica-
tion appliances, a larger number of VMs, and integration with 
complex existing backup systems.
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Chapter 4

Ten Frequently Asked  
VM Protection Questions 

(And Their Answers)
In This Chapter
▶ Finding out why you need a backup process designed specifically  

for VMs
▶ Determining what features and formats are most important 
▶ Figuring the real cost of a VM backup solution

I 
n this chapter, I answer the ten questions most often asked 
about protecting VM environments.

Do I Need a Separate Backup 
Process If I’m Using Snapshots  
to Protect My VM? 

If the data truly needs protection, you need something beyond 
snapshots. Generally speaking, a snapshot is a point-in-time 
image of a VM created by making copies of changed sectors on 
the same storage medium as the primary VM. Snapshots are 
terrific for quickly rolling back to a known good state in the 
event of a problem, but they don’t do the job of backup and DR 
protection. Backups, which often start with a snapshot as their 
source, create a copy of the entire VM on a different medium 
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that is isolated from the original. With backup software and 
backup targets, data can be stored longer, it is protected 
from hardware faults, malware, and user errors, and it can be 
used as part of a disaster recovery process that protects data 
against site loss or damage. 

Why Can’t I Use the Same Backup 
Process That I Apply to Physical 
Servers On My Virtual Ones? 

In theory, there’s nothing wrong with that idea at all, and most 
people do just that when they first start trying to protect their 
VMs. The problems start to show up pretty fast for most com-
panies, though, especially when the number of VMs grows. 

The first issue is cost and complexity. The price structure of 
most backup apps is based on licensing agents for each server, 
so license costs tend to rise fast, there are lots of agents to 
manage, and delays may occur in protecting new VMs.

Then there’s the performance problem. Primary applications 
that get virtualized tend to have variable duty cycles, so multiple 
virtual servers can often coexist on the same physical servers 
without negatively impacting performance. However, backups 
usually have to be scheduled during the same backup window, 
so when multiple backups are running at once, there’s more 
contention for the physical resources and backup speeds drop 
dramatically. That’s why most system administrators quickly 
gravitate to backup apps that are built specifically for VMs. 

Why Are So Many Backup 
Applications Designed  
to Work for VMs?

There are several reasons, but one of them is that innova-
tion tends to come from people who are free to look at new 
problems in innovative ways. It can be faster to solve tough 
problems if you start from scratch rather than fiddling with 
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older technology and making it work for a new situation. VMs 
definitely create a new situation that is substantially different 
from the legacy server systems that traditional backup appli-
cations were originally aimed at. 

Another is that the architecture of VMs has also evolved 
quickly. The first-generation backup approaches (some of 
them provided by the VM providers themselves) quickly disap-
peared, and the internal structure of VM data and file systems 
has changed several times. It’s hard for large, mature software 
products to adjust quickly in that kind of environment.

Why Do VMs Seem to Hold More 
Data Than Physical Servers  
Doing the Same Job?

There are a couple of important reasons that VMs take up 
more space than it seems like they should based on their file 
systems. One reason is over-provisioning. Many IT depart-
ments for sound operational reasons assign more capacity to 
a VM upfront than it needs at first. Doing so makes it easier 
to scale the systems later on when needs grow. When most 
backup applications look at a VM, they see everything in the 
VM package, including all that empty space. When they back 
up the VM, they back up all that space, too.

The second reason is that there’s an imperfect link between 
the part of the guest file system inside the VM that holds the 
applications and user files and the larger package of files that 
make up the whole VM (including all the stuff that’s needed 
to make the VM look like a physical server). The link means 
that some of the data that will eventually get discarded hangs 
around in the larger VM package and gets backed up by most 
applications. 

Fortunately, some applications solve both the over-provisioning 
and the extra data problem and back up only the real data. 
Quantum vmPRO Software, for example, actually reduces the 
amount of data that needs to be backed up in some VMs by up  
to 75 percent by screening out that extra data!
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Why Can’t I Access Individual 
Files From Some Types  
of VM Backups? 

Maddening, isn’t it? This occurs because of that difference 
between the file system inside the VM and the larger VM pack-
age that we talked about in the preceding question. It’s easy 
to just back up the whole image of the VM, without knowledge 
of what’s inside the guest file system, and so that’s what most 
people do. So when you go to restore the VM, you have to 
“recover” it, that is, bring back the entire virtual machine and 
then look inside it to find files.

You can get around this problem by choosing the right pro-
tection solution. Some VM backup applications can capture 
the guest file system information when they do the backup, so 
you can get to individual files. When shopping for a protection 
system, though, make sure that you understand what hoops 
you might have to jump through to get the backup app to do 
that. For example, some products require an extra agent to 
enable you to look inside a VM for individual files, or require 
an extra step at the recovery. The best kind of VM backup 
provides both the whole VM and the guest file system so that 
you can recover the whole machine or individual flies directly. 
It’s even better if the files are presented in native format.

In Which Formats Are  
Backup Files Presented,  
and Why Should I Care?

Most backup applications create files that are encoded in a 
proprietary format that only they can read. Therefore, you 
have to run a backup data set through the backup application 
that created it before you can do anything useful with the data 
in it—like open an individual document or presentation file.

This limitation made sense back in the days when backups 
were mostly written to tape, a linear storage medium that 
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didn’t allow random access. However, with today’s all-digital 
disk-based backup media, it’s possible to view and access 
backup data in much more flexible and usable ways —  
provided, of course, that the backup software is capable of 
moving beyond “the way it’s always been done before.”

Some of the best and newest backup applications back up 
files in their original native format. That’s important because 
it means faster and more flexible restoration. Data can be 
restored by the original applications that created the data 
files, without using a backup application at all. That means 
data can be restored even at sites where there’s no copy of 
the backup application! That makes it easy to use backup 
copies for non-backup purposes — as archives of usable files, 
or as files to use for test purposes, both things that are really 
hard with data in proprietary, backup-only formats.

Do I Have to Choose between 
One of the New VM-only Backup 
Applications and My Legacy 
Backup Software? 

Quite a few companies run two different backup applications —  
one for physical servers and another for VMs. If these are 
completely separate systems, however, doing so can create 
extra costs and more complexity. It can also leave some data 
vulnerable, because some of the VM-only products haven’t yet 
evolved to provide a good system of DR protection. 

The most promising approach we’ve seen lately is one in 
which a VM backup product can work directly with traditional 
applications in a kind of synergistic way. Quantum’s vmPRO 
software is an example. It can see the native file system 
structure inside the larger VM package, and it can enable tra-
ditional backup applications to see the same view too. This 
arrangement lets the legacy application back up all the data in 
the VM without requiring any extra licenses or agents. It also 
gives the legacy application the benefit of vmPRO’s filtering 
process — the one that screens out extra data and over- 
provisioned storage — so the legacy application gets the 
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same high levels of data reduction (up to 75 percent). This 
gives IT departments access to innovative VM-specific backup 
code, but also ties directly in to the corporate data protection 
process that has been built around the mature, large-code 
backup app and all of its retention and management capability. 

How Does VM Backup Work with 
Deduplication Appliances?

It depends entirely on the backup application. Some VM sys-
tems have some kind of deduplication of their own, and may 
even make it hard for users to disable it. That’s a problem 
because the deduplication built into independent appliances 
is usually a lot better, and supports mature, proven replica-
tion products for DR protection — something that is rare 
among the VM backup software. 

The best VM protection system is one that can support  
existing deduplication appliances. Some products, such as 
Quantum’s vmPRO software, go so far as to provide a kind of 
“pre-duplication.” In this case, the VM backup preconditions 
the data being read out of the VM, substantially enhancing 
overall deduplication rate for the backup set once it reaches 
the appliance. This synergy of technologies is one of the rea-
sons that Quantum, one of the leaders in deduplication, added 
the vmPRO technology to its family of technologies in mid-2011.

How Can I Estimate the Real 
Cost of a VM Backup Solution?

The best way to estimate your overall cost of ownership is to 
have someone knowledgeable, with input from the vendors 
you are considering, show you all the elements that will be 
needed. This total must include initial license costs and sup-
port costs, of course. Be sure to find out if there are any addi-
tional agents that might be required. (Some software requires 
them if you want to be able to recover single files and believe 
me, you do.) You also must consider the costs of any addi-
tional hardware that might be needed. You might have to 
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ask this a couple of times to get a straight answer from some 
vendors. Some of their apps don’t “require” separate physical 
servers, but “recommend” them strongly in order to get the 
kind of performance you need. And don’t forget to look at how 
costs will change as your system grows. Next year, you will 
have more data and you will have more VMs. 

What Are the Most Important 
Management Features I Should 
Look For in VM Backup Software?

If you are adding a new application for protecting VMs, you 
want to be sure that you are bringing something in that mini-
mizes complexity, cuts costs, and saves time. It would be ideal 
to have a product that took advantage of the VM environment 
and could run as a virtual appliance, for example. 

It’s also important to find a solution that sets up easily, has 
clear policies for backing systems up (or not, depending on 
your needs), and that integrates easily with the management 
tools provided by the VM environment. If you use VMware, for 
example, the product should be able to work with vCenter and 
should have a vSphere API. Look for products that can auto-
discover VMs, automate backup, provide native file system 
view of the VMs and the backup copies, and can work effec-
tively both with other backup applications and with dedupli-
cation products.
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