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This book is dedicated to our families, friends, co-workers, custom-
ers, and partners. With you, we have found the time, energy, and
enthusiasm to raise the bar and produce something to educate many
on the concepts, technology, and operations for cloud computing and
the software-defined data center.

—The vCAT Team
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“Design is the fundamental soul of a human-made creation that
ends up expressing itself in successive outer layers of the product
or service.”

—Steve Jobs

“I am constantly thinking about new and simple approaches to
solving problems. As Albert Einstein said, ‘Any intelligent fool
can make things bigger and more complex. It takes a touch
of genius to move in the opposite direction’. vCAT is a huge
enabler for your service-oriented transformation efforts.”

—Rupen Sheth, VCDX, ITIL, TOGAF certified
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Foreword

One thing I've learned in my career is that architecture really matters. Bad implementa-
tions can be thrown away, but architectures last a long time—sometimes forever! Having
a framework and set of principles to both guide and enable innovation can determine
success, and a lack thereof almost certainly signals failure. An example I'm intimately
familiar with is Intel’s x86 architecture. Putting the right framework in place has allowed
the X86 design team to continue to create value and introduce new innovations to
hundreds of millions of users to this day.

The VMware vCloud Architecture Toolkit (vCAT) serves a similar role for VMware. It
provides the best of best practices that guide customers in assembling and operating a
Cloud-capable, modern platform based on the Software Defined Data Center (SDDC).

The insight behind the software-defined strategy is that cloud-scale economics and

agility require a radically simpler and more flexible approach to managing the hardware,
network, storage, and security elements of the data center. This kind of agility requires
that every technology layer be software defined and automatable. Networking, storage,
compute, and security need to be abstracted, pooled, and made reconfigurable through
instructions that are not bound to physical hardware. In a word, they need to be virtual-
ized. VMware is applying its virtualization engineering capability to all the physical layers
of the datacenter and extending these capabilities across multiple clouds. This gives our
customers the most choice and control in how they deliver IT.

This latest vCAT release guides our customers in moving configuration management,
policy management, and provisioning into the software layer. This simplifies the chal-
lenges companies increasingly face as software development and IT teams work together
and the line between their roles becomes less distinct. vCAT also now supports hybrid
cloud deployments on partners’ clouds or on the VMware Hybrid Cloud Service so that customers
can deploy workloads on hardware they rent or own. vCAT can also guide customers in laying
the foundation for Desktop as a Service and Platform as a Service.

vCAT and other VMware reference architectures are developed as part of the VMware
Validated Architecture program. Our engineering, support, and other technical teams
review and validate these reference architectures in our labs and directly through our
customers’ deployments.

Each day, our customers and our partners come to depend more on VMware technology.
This is both exciting and humbling for our company. As VMware continues to play a
more central role in the IT industry, we’ve recognized the need to provide deep technical
guidance that helps our customers realize success. We also recognize that our custom-

ers need to support existing investments and want to have the option to choose the best
technology for their needs. To this end, we’ve created a way for other industry players to
extend vCAT and integrate their products into the SDDC architecture. This also allows
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partners to publish their own vCAT-compatible blueprints and design templates that guide
our mutual customers in implementation and operation of solutions that incorporate those
products. We believe that vCAT will continue to provide necessary and extensible archi-
tectural blueprints for the IT industry as it transitions to a software-defined approach to
computing.

I heartily recommend this reference as a roadmap for anyone tasked with simplifying IT
infrastructure and as an indispensable guide for those developing Software Defined Data
Centers and vSphere/vCloud solutions.

Pat Gelsinger

Chief Executive Officer, VMware
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Preface

“Technical skill is mastery of complexity, while creativity is mastery of simplicity.”

Erik Christopher Zeeman

“What is to be sought in designs for the display of information is the clear portrayal of complex-
ity. Not the complication of the simple; rather, the task of the designer is to give visual access to
the subtle and the difficult—that is, revelation of the complex.”

Edward Tufte

This book represents the work of more than 100 architects, consultants, administrators,
engineers, project managers, technical editors, partners, and customers over multiple
releases starting in 2010. A handful of people built the 1.x releases. For the 2.x release,
approximately 72 individuals spent nearly 1,200 hours to produce 600 pages of content
across eight documents. The 3.x releases saw about 42 individuals spend approximately
1,400 hours to produce 750 pages of content across nine documents. In your hands, you
hold a compendium of these individual components in a single book format.

vCAT was created first as a reference architecture based on a limited set of use cases. The
current release supports multiple use cases and, as such, has turned into a reference archi-
tecture toolkit that is part of a series titled VMware Validated Architectures (VVA).

The following sections present information on the owners of the product sections and a
list of the contributors involved in the vCAT project since its inception. Approximately
50% of the development team holds VCDX certification. This material is thus not only a
reference for SDDC and vCloud, but also a reference for those planning to achieve VCAP
and VCDX certification.

You will notice our internal logo, a black cat on a white cloud. Catherine Arrasjid created
this graphic to represent the project and the team of vCATs, as we are affectionately
called. Our marketing team digitized it, and has become our internal team mascot.

It has been my pleasure to work on these releases—and to work with such an exceptional
team of individuals, who are all recognized in the industry in their fields of specialization.

I want to call out the value of vCAT beyond just the cloud space. As you hear more about
the Software Defined Data Center (SDDC) and related Software Defined components in
networking, security, storage, and other areas, vCAT can provide the guidance you need.
vCAT includes many of the components of SDDC—so what do you need to be aware of?
We hope to include that in an addendum to vCAT that provides extensions in the SDDC
area. Software Defined Networking and Security cover the areas currently represented by
vCloud Networking and Security. Software Defined Storage will add relevant components
on virtualization of storage. We expect a few other areas to come as the SDDC space
continues to evolve.



VMware Validated Architectures, similar to vCAT, are designed to be easily integrated with
third-party reference architectures. You will find references to these on the vendor sites. The
goal is to allow ease of plug-and-play with other solutions, VMware, and third-party offerings.

As of publication, the vCAT site at www.vmware.com/go/vcat has more than 200,000
accesses and more than 100,000 downloads. These downloads were created by architects,
administrators, operators, developers, project managers, solutions architects, and manag-
ers. The feedback has shown how vCAT is used and turned up suggestions to improve
what we are producing. If you have input on improving this material, send your sugges-
tions to IPfeedback@vmware.com. Please note that this book is printed in black and white
to minimize cost and allow for wider adoption. Color versions of the original documen-
tation in electronic and PDF format can be found at www.vmware.com/go/vcat in the
Document Center tool.

We want to thank all participants on this project, with a special callout to our stakehold-
ers who have supported this project and recognize the value it provides to our customers.

As you peruse this material, start by reading the Introduction, a guide to the material
included in this book.

I wish you the best in your design and deployment of cloud and software-defined
datacenters.

John Yani Arrasjid, VCDX-001

Principal Architect
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VMware vCloud Architecture Toolkit R3.1
Release Notes

VMware vCloud Architecture Toolkit R3.1 Release
Notes

The VMware® vCloud® Architecture Toolkit (vCAT) provides modular components so
that you can design a vCloud reference architecture that supports your cloud use case. It
includes design considerations and design patterns to support architects, operators, and
consumers of a cloud computing solution based on VMware technologies.

For additional vCAT supporting material, visit the vCloud Architecture Toolkit page at
vmware.com (www.vmware.com/go/vCAT). This is also where updates to vCAT will be posted.

vCAT 3.1 Documentation Packages

The following vCAT 3.1 packages are available:
» PDF package (~25MB)

» Documentation Center package (~S0MB)

PDF Package

The PDF package is a zipped package that contains PDFs of all the documents in the
toolkit. Use WinZip or a similar application to unzip the package, and use a PDF reader
such as Adobe Reader to display and read the documents. You can print hard-copy docu-
ments from the PDFs.

Documentation Center Package

For a video overview on the Documentation Center packaging of vCAT, see the SME
videos at www.vmware.com/go/vcat.

The documentation center package is a zipped package that contains a complete online
help system that you can use to view all the documents in the toolkit from an easy-to-use
interface. It offers powerful features such as the capability to search through the collection
of vCAT documents, display a pregenerated PDF of a document, and, when served from a
web server, access Google Translate to translate displayed pages into dozens of languages.

The vCAT 3.1 Documentation Center is also served from a website on vmware.com.


http://www.vmware.com/go/vCAT
http://www.vmware.com/go/vcat
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Browsers

The documentation center works with the following browsers:
» Google Chrome (preferred)
> Safari

> Internet Explorer (Search operates differently. Click the magnifying glass to search,
enter a search term in the resulting text field, and press Enter or click Go).

> Firefox (works well except with Google Translate)

Installing the Documentation Center

The Documentation Center package is large, so it is recommended that you download the
package over a high-speed link.

To install and display the vCAT 3.1 documentation center:
1. Download and unzip the package.
2. Double-click the index.html file to run it.

3. Allow blocked content, if prompted.

Offline Versus Online Capabilities

» If you install the Documentation Center package on your machine, you can use the
toolkit offline. For example, you can install it on your laptop computer and review
the documents while you are not connected to the Internet.

» If you install the Documentation Center package on a web server, the interface
provides additional capabilities, such as access to Google Translate.

» The Documentation Center also optimizes the display for mobile devices. For
example, using Safari on an iPad to access the documentation center works well.

Using the Documentation Center

> Click the folder icon to toggle display of the navigation pane on or off.

> Enter text in the search field and click the search icon (magnifying glass) to search
for it. This is a client-side search implementation that can be used online or offline.
It does not allow Boolean expressions.
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If the documentation center is served from an Internet-connected web server,
click the globe to display Google Translate. Select the language you want and click
Translate. Each page is translated as it is displayed.

» Click a document in the navigation pane to display the sections in the document.
Click a section to display content.

» Click the Page Forward or Page Back arrows to move from page to page.
» Click the Print icon to print the selected page to a printer.

> Select any document section and click the PDF icon to view a pregenerated PDF for
the selected document. You can print the entire document from the PDF.

» Click the Email (envelope) icon or the link by the logo to send feedback to ipfeed-
back@vmware.com. The URL of the currently displayed page is automatically popu-
lated in the email Subject line.

vCAT 3.1.1 Changes and VMware Press Book
Release

This book release combines all separate documents for vCAT 3.1 into one document. Each
chapter in this book represents the nine separate documents. When we reference sepa-
rate sections, see the associated chapter in the book format. We have not made specific
updates to these release notes, to allow the material here and the material in Document
Center to be synchronized.

There are several updates in this book that will apply to the updated web release.
» General
» Updated graphics and screenshots.
» Updated SSO material throughout.
» Chapter 1, Introduction:
» Removed references to VMware Service Manager.
» Appendix D

» Removed references to VMware Service Manager.
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vCAT 3.1 Changes

For vCAT 3.1, most documents received additional edits, and graphics were improved for
many figures. Content was updated as follows:

» Chapter 1, Introduction:
» Links to brief video presentations were added for each document and topic area.
» Figure 1.3 was updated.

» Chapter 2, Service Definitions:

» The service offering examples were changed because of allocation model
changes in vCloud Director 5.1.1.

» Minor updates were made to the other service offering examples.
» Other minor edits include the following:

» The technology-mapping diagram was updated to show VMware vCloud
Automation Center™.

» vCloud API changed to VMware APIs.

» VMware vCenter Operations Management Suite™ components are
enumerated.

» Chapter 3, Architecting a VMware vCloud:

» Information was added about vCloud Automation Center (a component of the
vCloud Suite).

» Section 3.8, “Multisite Considerations,” was updated.
» Allocation models guidance was updated.

» Information about VMware metering was updated in Section 3.6, “vCloud
Metering.”

» Hybrid vCloud considerations were updated in Section 3.9, “Hybrid vCloud
Considerations.”

» Chapter 4, Operating a VMware vCloud: Information was added about organizational
structure and its evolution for vCloud in Section 4.5, “Organizing for vCloud
Operations.”

» Chapter 5, Consuming a VMware vCloud:

» Updates were made to reflect the new network terminology in vCloud
Director 5.1.

» The text was updated to reflect new storage capabilities in vCloud Director 5.1.

» Section 5.3.2, “vCloud Director Allocation Models,” was updated to reflect
changes in vCloud Director 5.1.
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» Updates and clarifications were made to Section 5.4.3, “Working with Catalogs.”

» Updates were made to Section 5.5.1.3, “vApp Migration,” to reflect new capa-
bilities in vCloud Director 5.1.

» Updates were made to Section 5.6.3 “What’s New in the vCloud 5.1 APL.”

» Chapter 6, Implementation Examples: The following sections were extensively updated
with the latest available information:

» Section 6.3, “Organization Virtual Datacenter Examples”

» Section 6.4.5, “VXLAN ORG Network for Disaster Recovery”

> Section 6.7.3, “Implementing Signed Certificates from a Certificate Authority”
» Chapter 7, Workflow Examples: No content changes were made.
» Chapter 8, Software Tools: No content changes were made.

» Chapter 9, Cloud Bursting: No content changes were made.

Security information in Appendix B, “Security,” was updated.

vCAT 3.0 Changes (Previous Release)

This section provides information on the changes that were made for the vCAT 3.0
release.

New documents were added to the toolkit, and in two cases, multiple documents were
consolidated into one guide. Information about new components has been added, and
information about other components has been updated.

New and Consolidated Documents

Workflow Examples, Software Tools, and Cloud Bursting are new documents with all new
content.

The vCAT 2.x Public VMware vCloud Service Definition and Private VMware vCloud Service
Definition have been consolidated into one Service Definitions document that covers public,
private, and hybrid cases.

The vCAT 2.x documents, Public VMware vCloud Implementation Examples, Private VMware
vCloud Implementation Examples, and Hybrid Use Cases, have been consolidated into one
document titled Implementation Examples that covers public, private, and hybrid use cases.
Many new implementation examples are provided.
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New and Updated Components

vCAT 3.0 provided new and expanded coverage for architects, operators, and consumers.

>

>

>

vV v v v v v Vv

VMware vSphere®
VMware vCloud Director®
VMware vCenter™ Operations Management Suite™ (new):
» VMware vCenter Chargeback Manager™
» VMware vCenter Operations Manager™ (new)
» VMware vCenter Infrastructure Navigator™ (new)
» VMware vCenter Configuration Manager™ (new)
VMware vCloud Networking and Security™ (formerly VMware vShield™):
» VMware vCloud Networking and Security Edge™
» VMware vCloud Networking and Security App™ (new)
» VMware vCloud Networking and Security Data Security™ (new)
» VMware vShield Endpoint™ (new)
VMware vCloud Connector™
VMware vCenter Orchestrator™
VMware vSphere Service Manager™—Cloud Provisioning (new)
VMware vCenter Site Recovery Manager™ (new)
VMware vFabric™ RabbitMQ™ (new)
VMware vFabric Application Director™ (new)
VMware vFabric Application Performance Manager™ (new)
» VMware vFabric Hyperic® (new)
» VMware vFabric AppInsight™ (new)
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VMware vCloud Networking and Security

VMware vShield has been renamed to VMware vCloud Networking and Security™. Note
the following changes:

» VMware vShield Edge™ is now VMware vCloud Networking and Security Edge.
» VMware vShield App™ is now VMware vCloud Networking and Security App.

» VMware vShield Manager™ is now VMware vCloud Networking and Security
Manager™.

The vCAT documents usually refer to vCloud Networking and Security, but some links to
reference documents might still link to vShield documents on vmware.com. The vShield
documents are being updated to reflect the new name.

Known Issues

Firefox generally works with the vCAT Documentation Center, but Google Translate does
not work properly.

Providing Feedback

The usefulness of this architecture toolkit depends on feedback from customers and our
network of partners. Send all feedback and IP submissions to ipfeedback@vmware.com.

From the documentation center interface, you can click the link next to the logo or click
the Email (envelope) icon to send feedback.



Reader Services

Visit our website at www.informit.com/title/9780321912022 and register this book for
convenient access to any updates, downloads, or errata that might be available for this

book.
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CHAPTER 1
Introduction

1.1 Overview

A reference architecture is an architecture template solu-
tion that addresses one use case in a particular domain. The
VMware® vCloud® Architecture Toolkit (vVCAT) provides
modular components and documents to support multiple
use cases, including design considerations and design
patterns to support architects, operators, and consumers of
cloud computing solutions based on VMware technologies.

vCAT is the first of several VMware Validated Architectures
(VVA) VMware has released for customers, partners,
vendors, and our internal teams. As a VVA, vCAT is
supported by VMware and our support organization.

vCAT is vendor agnostic, but it does share vendor details
when providing implementation examples. Vendors provide
information about the use of their products with vCloud,
including integration with vCAT, on the VMware Solutions
Exchange (https://solutionexchange.vmware.com/store).

vCAT design guidelines cover multiple use cases. Instead of
referring to best practices (a term subject to misinterpretation
because best practices depend on use cases and are subject
to many variables, including change over time), vCAT
provides design guidelines. Architects must determine which
design guidelines apply to the requirements, constraints,
and characteristics of their projects and chosen technolo-
gies. When using the toolkit, consider the use case that best
applies to your situation, and choose the design guidelines
that support your design implementation.

IN THIS CHAPTER

» Overview 1

» Using the vCAT Documentation
Set 2

» Cloud Computing and VMware
vCloud 5

» Journey to a Mature vCloud
Implementation 11
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2 CHAPTER 1

Introduction

This document covers the following topics:

» The vCAT documentation set

» Cloud computing and the VMware vCloud

» The journey to a mature vCloud implementation

For additional vCAT supporting material, visit the vCloud Architecture Toolkit page on
vmware.com (www.vmware.com/go/vCAT). This is also where updates to vCAT are posted.

1.2 Using the vCAT Documentation Set

The vCloud Architecture Toolkit provides a set of documents to support the design of
complex, integrated reference architectures for architects, operators, and consumers. Figure

1.1 shows the documents, and Table 1.1 briefly describes them.

1

Introduction

Core Documents

2

VMware vCloud
Service Definition

Design
Considerations

3a

Architecting a
VMware vCloud

3b

Operating a
VMware vCloud

3c

Consuming a
VMware vCloud

~

Implementation
Examples

4 VMware
vCloud
Implementation
Examples

-
Tools and
Advanced Workflow Software Cloud
Topics Examples Tools Bursting
-

FIGURE 1.1 VMware vCloud Architecture Toolkit document map

Table 1.1 shows check marks in the first column to represent existence of an online video

providing a brief presentation (<10 minutes) about a document and topic area.
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1.2 Using the vCAT Documentation Set 3

TABLE 1.1 VMware vCloud Architecture Toolkit Documents

Video

Document

Description

Audience

Release Notes

Introduction

Service
Definitions

Architecting a
VMware vCloud

Operating a
VMware vCloud

Consuming a
VMware vCloud

Implementation
Examples

Includes information about the VMware
Architecture Toolkit, toolkit packages,
how to use the documentation center,
and information about changes since the
vCAT 3.0 release.

Covers the following topics:
» A brief summary of vCAT documents

» Suggested reading order, depending
on audience or role

» Introduction to cloud computing and
basic cloud computing requirements
and definitions

Discusses service definition lifecycles,
including specific considerations for
private, public, and hybrid vCloud
instances, and examples of service offer-
ings designed to help you create service
definitions that meet specific business
objectives.

Details design considerations for archi-
tecting and building a VMware vCloud,
including the basis for a reference
architecture and guidance on require-
ments for implementing a VMware vCloud
infrastructure.

Introduces high-level operational areas
and discusses the evolution to support
vCloud dynamics. Provides information
about operational procedures, roles and
responsibilities, setup, management,
and monitoring of a vCloud. Also covers
VMware management tools that support
vCloud operations.

Answers consumer questions such as the
following:

» How do | handle the application life-
cycle in a vCloud?

» How do | protect my workloads?

» How do | guarantee that workload
resource requirements are met?

Provides the consumer’s perspective.

Provides examples of how to build a
vCloud.

All

All

All

Architects, IT
operations

Architects, IT
operations

Architects, IT opera-
tions, consumers,
end users

Architects



4 CHAPTER 1 Introduction

Video Document Description Audience
v Workflow Provides a description of useful scripts Architects, IT
Examples and workflows for VMware vCenter™ operations

Orchestrator™. Other examples use
technologies such as PowerCLI. Includes
references to where these scripts can be

found.
v/ Software Tools Includes information about software Architects, IT
that can benefit architects and opera- operations

tors. Provides information about freely
available technologies that have been
created and used to assist in vCloud
design, deployment, and operations. Also
includes information about several power-
ful tools that are available only as part

of a service engagement with VMware
Professional Services or a VMware
partner.

v Cloud Bursting Provides the theory behind autoscaling Architects

an enterprise cloud environment by using
multiple cloud locations, including those
owned by an enterprise and/or a service
provider. This theory leverages VMware
technologies but applies to other cloud
technologies as well. This material is
based on VMware field experience with
customers and service providers.

Table 1.2 lists the typographical conventions used in all vCAT documents.

TABLE 1.2 Document Typographical Conventions

Emphasis

Command

Code

User Interface
Hyperlink
Note, Caution

Emphasizes information, introduces new terms, and identifies document
and workflow names.

Identifies system commands, filenames, and Registry keys.

Indicates code snippets and scripts.

Identifies Ul objects such as tabs, buttons, and field labels with bold text.
Uses blue, underlined text to indicate an active link (URL).

Notes contain information related to the topic that is of possible interest to
the reader.

Cautions highlight important information on potential problems or actions
that might cause unexpected results. A Caution alerts the user and indi-
cates the possibility of significant data loss.
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1.2.1 Recommended Reading Order

The documents can be read in the order shown in the document map or in the order
recommended for a particular audience or role, such as one of the following: [

» vCloud providers who offer the vCloud infrastructure and services. An architect
has overall control over how a solution is designed and implemented in the
environment.

» vCloud operators who are responsible for operation of the cloud. Operators are
involved with the day-to-day running and administration of the vCloud environ-
ment. They need to understand operational procedures and how the vCloud compo-
nents fit together.

» vCloud consumers who use cloud provider resources for application deployment. A
consumer (organization or individual) is someone who consumes vCloud resources.
Consumers want to run their workloads in the vCloud environment without
concern for the underlying infrastructure or day-to-day administration.

Table 1.3 identifies the recommended documents for each role.

TABLE 1.3 VvCAT Audience Reading Guidelines

VMware vCloud Architecture Toolkit Architect Admin/ Consumer
(vCAT) Reading Recommendations Operator

Introduction v v v

Service Definitions v v v
Architecting a VMware vCloud v v

Consuming a VMware vCloud v v v
Implementation Examples v

Workflow Examples v v

Software Tools v v

Cloud Bursting v

1.3 Cloud Computing and VMware vCloud

Cloud computing leverages the efficient pooling of an on-demand, self-managed, virtual
infrastructure that is consumed as a service. VMware vCloud is the VMware solution for
cloud computing that enables delivery of Infrastructure as a Service (1aaS). Additional “as
a Service” reference architectures can be layered on top of a VMware vCloud built using
vCAT.
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1.3.1 VMware vCloud Requirements

According to the National Institute of Standards and Technology (NIST), the key compo-
nents of a cloud are on-demand self-service, broad network access, resource pooling, rapid
elasticity, and measured service. VMware aligns with the definition of cloud as elastic,
lightweight entry and exit, available over Internet protocols, and running on a shared
infrastructure.

A cloud always starts with a shared, virtual infrastructure. If any resource is dedicated

to only one customer, you have a managed hosting platform, not a cloud infrastructure.
Similarly, it is not considered a cloud if the cloud administrator or service provider must
perform manual procedures to provision cloud resources following a consumer request.
This is why workflow automation and orchestration are included as part of a vCloud
solution.

The VMware vCloud blueprint follows these basic NIST requirements as the foundation for
an JaaS cloud:

» A cloud must be built on a pooled, virtual infrastructure. Pools include not only CPU
and memory resources, but also storage, networking, and associated services.

» The cloud should provide application mobility between clouds, allowing the consumer
to enter and leave the cloud easily with existing workloads. The ability to use exist-
ing consumer tools to migrate workloads to or from the cloud is highly desirable.
Mobility of workloads between clouds requires cross-cloud resource management.

» The cloud should be open and interoperable, allowing the consumption of cloud
resources over open, Internet-standard protocols. Access to cloud resources does not
require any other specific network protocols or clients.

» Cloud consumers should pay only for resources they consume or commit to
consuming.

» The cloud should be a secure, trusted location for running cloud consumer
workloads.

» Cloud consumers should have the option and capability to protect their cloud-based
workloads from data loss.

» Cloud consumers are not responsible for maintaining any part of the shared infra-
structure and do not need to interact with the cloud provider to maintain the infra-
structure. They are not responsible for storage and network maintenance, ongoing
cloud infrastructure patches, or business continuity activities. The cloud should be
available to run high-availability workloads, and any faults occurring in the cloud
infrastructure should be transparent to cloud consumers as a result of built-in avail-
ability, scalability, security, and performance guarantees.

1.3.2 VMware Alighment to Standards

VMware continues to develop technologies that align with evolving cloud standards as
defined by NIST and other global standards organizations.



1.3 Cloud Computing and VMware vCloud 7

vCloud solutions focus on the following areas:

» People: People who develop solutions, architect the design, operate the implementa-
tion, and consume the resources. (See Operating a VMware vCloud and Consuming a
VMware vCloud.)

» Process: Processes for architects, operators, and consumers.

» Technology: Alignment with successful design, deployment, and integration consid-
erations. VMware technologies address the relevant areas within the standards.

Standards are still evolving for private, public, community, hybrid, and other types of
clouds. vCAT focuses on the most common core design areas. The technology is the same,
but operations and vCloud resource consumption vary according to the type of vCloud,
the type of vCloud provider, and specific consumer requirements.

» A private vCloud is operated by an organization and secured behind a firewall.
» A public vCloud is generally accessible to users on the Internet.

» A community vCloud is a specific public vCloud use case in which access is limited to
specified groups that share a common set of requirements.

» A hybrid vCloud is characterized by a connection among multiple vCloud instances.
Typically, a bridge between two private vCloud instances has a dedicated and
secured connection. The underlying network resides behind an Internet-facing
firewall.

As cloud computing continues to evolve, many cloud definitions will arise. The informa-
tion in this toolkit is a valuable aid in support of your vCloud projects, regardless of your
chosen definition.

1.3.3 vCloud Definitions

vCAT uses the terms private vCloud, public vCloud, and hybrid vCloud, based on a specific set
of definitions that NIST provides.

» Private cloud:

A private vCloud (also known as an internal vCloud) operates on private networks,
where a single company maintains accessible resources behind the firewall. In
many cases, all the tenants share one legal entity. For example, a university might
offer IaaS$ to its medical and business schools, or a company might do the same for
various groups or business units. The private vCloud can be managed by the enter-
prise and hosted on-premises or operated on a dedicated infrastructure provided by
a vCloud service provider or systems integrator. In any case, a private vCloud must
conform to the organizational security constraints.
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» Public cloud:

A public vCloud offers IT resources as a service through external service providers
and is shared across multiple organizations or the Internet. This can be viewed as a
vCloud infrastructure that one organization operates and that multiple, legally sepa-
rated organizations use.

A public vCloud is provisioned for open access and might be owned, managed, and
operated by one or more entities.

A public vCloud provider might also support a private, community, or hybrid vCloud.
» Hybrid cloud:

A hybrid vCloud combines the benefits of the private and public vCloud, with flex-
ibility and choice of deployment methods.

A hybrid vCloud consists of multiple, linked vCloud infrastructures. These distinct
vCloud infrastructures can be private, community, or public; but they must

meet a set of requirements that the providers define and the consumers agree to.
Connecting these vCloud instances requires data and application mobility, as well as
management.

When load-balancing between vCloud instances (cloud bursting), use a consistent
monitoring and management approach when migrating an application or data work-
load. For the theory behind cloud bursting, see the Cloud Bursting document.

» Community cloud:

A community vCloud is a specific public vCloud use case in which the cloud is shared,
and typically owned, by a group of organizations with a common set of require-
ments. In many cases, the organizations also include some level of legal separation.
Community vCloud resources are shared, with some parts under central control and
other parts with defined autonomy. A vCloud built for government, education, or
healthcare is an example of a community vCloud.

A community vCloud can be offered by a traditional service provider, by a member
of the community, or by a third-party vendor and hosted on one or more sites. It
can be placed on-premises at one or more of the organizations’ sites, off-premises at
a vCloud provider site, or both on- and off-premises.

1.3.4 Solution Area to Technology Mapping

When considering various technology solutions for your vCloud architecture, evaluate the
solution and operational requirements to provide justification for the proposed solution.
As VMware continues to develop Software Defined Data Center (SDDC) technologies, we
will update the matching Infrastructure as a Service component. Figure 1.2 shows the cate-
gories of design considerations for building both a cloud and the underlying SDDC, with
the related product technology that is used.
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Category Product Technology

Virtualization Layer vSphere Suite
Financial Management Chargeback Manager
Cloud Monitoring and :
Management Operations Manager
Operations
Application Dependency Mapping Infrastructure Navigator
Compliance and Configuration
- Management . Configuration Manager
Cloud Networking vCloud Networking and Security
Cloud Security vCloud Networking and Security
Workload Mobility vCloud Connector
Workflow Orchestration and
Enterprise Message Bus vFabric RabbitMQ
: vCloud Director and vCloud
Self-service Portal Orchestrator
Performance Management vFabri; Applications and
erformance
Infrastructure Resiliency VMware HA, VMware SRM
Application Deployment vFabric Applications Director
Cloud Provisioning vCloud Automation Center
IT Business Management VMware ITBM

FIGURE 1.2 Technology areas

Figure 1.3 shows the technologies this vCAT release covers.
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Cloud Provider/Admin

Dependency Mapping
vCenter
Infrastructure Navigator

1
Cloud Consumer

Cloud Provisioning Portal

Application Workloads F
vCloud i F,

Automation Center

Capacity Performance and Management
vCenter

Operations Manager

Application Provisioping
vFabric

Application Director

Application Monitori_ng
vFabric

Hyperic

Multitenant Cloud Provisioning Engine AMOP Messages
vFabric
RabbitMQ

vCloud Director Reporting and Cost Analysis

and vCenter Chargeback
vCloud API Manager

Workload Mobility Network Security

Backups Orchestration Compliance and Configuration
vStorage Management vCenter

API for Data Configuration
Protection Manager

vSphere

(vCenter, ESXI, Update Manager, Heartbeat)

Site Failover for Disaster Recovery

vCenter Site Recovery Manager

FIGURE 1.3 Technology areas in vCAT

NOTE

Except for the gray components, components that touch each other are integrated.

1.3.4.1 VMware Professional Services

VMware offers professional services that align with vCloud use cases. These range from a
proof of concept (POC) that might be used as a demonstration environment, to a produc-
tion deployment that requires management, workflow automation, compliance enforce-
ment, and validation. The following services are available:

» VMware vCloud POC Jumpstart Service: Provides knowledge transfer workshops
and hands-on product installation, configuration, and use demonstrations for the
vCloud solution.
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» VMware vCloud Accelerator Service: Rapidly delivers a functioning VMware
vCloud implementation suitable for deploying applications in a limited-scale prepro-
duction environment. If all prerequisites are met, this service engagement can be [EY
completed in fewer than 30 business days.

» VMware vCloud Design and Deploy Service: Provides a comprehensive archi-
tectural design for VMware vCloud that addresses the customer’s unique business
requirements and operational demands, helping to pave the way to vCloud comput-
ing. This service is designed for enterprises that have a well-established, vSphere-
based virtualization strategy for production workloads and that are ready to take the
next step toward building their production vCloud infrastructure.

» VMware Operational Readiness for Cloud Computing Service: Offers a four- to
six-week engagement in which VMware consultants examine existing operational
practices to evaluate performance across more than 150 attributes in five key areas.
They uncover unknown or hidden barriers to success and highlight areas in which
additional focus on people or process can deliver increased productivity, streamline
operations, and improve overall vCloud solution results.

Services can be combined or customized to meet your specific requirements.

1.4 Journey to a Mature vCloud Implementation

At every stage in the processes leading to a mature vCloud implementation, financial
transparency, process maturity, organizational setup, and technology implementation are
critical factors for success.

VMware defines three stages on the journey to a mature vCloud: Standardize, Service
Broker, and Strategic Partner. Figure 1.4 depicts these, and the following sections describe
them.
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FIGURE 1.4 Journey states in vVCAT

1.4.1 Stage 1: Standardize

Stage 1 often coincides with a more mature server virtualization environment, and the focus
is on creating a working vCloud solution with an on-demand service catalog end users can
directly access. The service catalog provides rapid deployment services for non-business-
critical, development, and test environments, as well as for externally sourced applications.
Implementing the service catalog promotes cloud acceptance by business users and also
outlines a long-term vCloud implementation strategy with planning for operational and
organizational change. The following capabilities are important for this stage:

» Financial model and measurement: Awareness and understanding of the costs of
assets and underlying infrastructure capacity.

» People and organization: Specialized but shared roles for managing virtualized
environments.

> No explicit virtualization Center of Excellence established.

NOTE

See “Organizing for vCloud Operations” in Operating a VMware vCloud for information
about the Center of Excellence.

» Process and control:

> IT processes are adapted for virtualization but are largely manual, with specific,
customized interprocess integration.

» The focus is on limited, continuous improvement.
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» Tools and technology:

» Online, self-service capability for development and test provisioning

» Online, self-service capability for Software as a Service (SaaS)-based applications
» Operational tools defined for virtualization environments
>

Some business workloads run in a virtualized environment, whether internal or
provided by third parties

1.4.2 Stage 2: Service Broker

Stage 2 is the first service-driven stage for a vCloud. At this stage, IT has transformed from
traditional models and is focused on delivering business services within a vCloud environ-
ment. This represents a cultural shift within the organization. To be successful, it requires

enhanced IT operational maturity, an optimized IT organizational structure, and support-

ing cloud-management tools.

The term service broker implies that IT is organized at this stage to source internally and
externally, such as adding external infrastructure capacity or providing access to vendor-
based SaaS applications. The business is not necessarily aware of how the services are made
available, but dramatically decreased development and provisioning times support busi-
ness needs with increased quality of service and greater agility.

This stage focuses on the following goals:
» Gaining alignment and buy-in from key business stakeholders
> Creating service governance, lifecycle and service design, and development processes
> Providing service-based financial transparency

> Automating and integrating tools and technology in internal and external systems

Key capabilities for this stage include the following:
» Financial model and measurement:
» Using usage metering and cost showback
» Applying granular costing of underlying infrastructure assets
» Educating IT customers about paying for services as an operating expense
» Changing from project-based budgeting to demand-based budgeting

» People and organization: Establishing the Center of Excellence with dedicated, expe-
rienced, and knowledgeable staff

» Process and control:
» Fully integrated IT operational processes adapted for virtualization and vCloud
» Agile-based service design and development processes established

» Service-level financial transparency

[
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» Tools and technology:

> Services defined and offered through an online consumer portal for self-service
access to the service catalog

» vCloud-level disaster recovery
» Blueprint and policy-driven service development and provisioning

» DPurpose-built management tools for proactive vCloud operations

1.4.3 Stage 3: Strategic Differentiator

This stage is the final stage for a mature cloud. At this point, a highly efficient, scalable
cloud with hybrid capability is available for an organization. IT is delivered as a service.
Automated, policy-driven governance and control applies across the vCloud environment,
with zero-touch operations supported by predictive and self-healing operational tool capa-
bilities. True application mobility and device-independent access is available. The vCloud
is considered to be the de facto model within the organization. The term strategic differen-
tiator implies that IT has changed roles and become a business differentiator by increasing
agility, resulting in faster time to market; increasing efficiency, resulting in reduced costs;
and increasing reliability, resulting in dramatically increased quality of service. The follow-
ing are key capabilities for this stage:

» Financial model and measurement:
» Usage-based pricing and chargeback for services provided to business customers
» Service demand-based budgeting
» Priced catalog of service offerings

» People and organization: The Center of Excellence manages all elements of infra-
structure, end-user, and application operations.

» Process and control:

» Optimized, integrated, and fully automated IT processes that enhance business
agility and efficiency

» Continuous process, service, and performance improvements based on predic-
tive capabilities

» Tools and technology:
» Full hybrid capabilities

» Tools that support single-pane-of-glass management across private and public
vCloud environments

> Service-level disaster recovery

» Tools that support automated corrective actions for self-healing
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cloud components, 6
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capacity trending, 637-638, 642-645
demand pipeline, 637-638, 642
overview, 637-638

fully authenticated SSL certificate, 582

functional specifications and effort estimate
(workflow development lifecycle), 666

G-H
global catalog, 254

Handle vCloud Director Message Notifications
policy, 488-489
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handling
blocking tasks messages, 649-650
notification messages, 649
hardware load balancers, 114
Health Status Dashboard, 456-458
HealthAnalyzer tool
capabilities, 515, 538-540
requirements, 539-540
support, 534
Heat Map widget, 442
HIPAA/HITECH, 24
holistic infrastructure, 19

hosts in upgrade process for vCloud
Director663

hybrid vCloud, 8, 16-17, 147-154

laaS (Infrastructure as a Service)
architecture
logical design, 50-52
overview, 45-47
technology mapping, 46-48

VMware vCloud Architecture Toolkit
(vCAT), 46

closed loop, 548-549

comparison of closed-loop and open-loop
systems, 550-551

defined, 5, 17, 157-159

monitoring, 551-556

open loop, 548-550

service-level agreements, 298
idle session timeouts (DMZ firewall), 590
IKE Phase 1 parameters, 576
IKE Phase 2 parameters, 578

implementation (workflow development
lifecycle), 666

Import a Folder Virtual Machines to a Virtual
Datacenter workflow, 495-497

Import a Resource Pool VMs to a Virtual
Datacenter workflow, 495-497

Import a VM with Remapping Networks work-
flow, 499-502

Import VMs to VDC workflow, 497-499
importing virtual machines, 494-506
incident management, 217-223
independent disk architecture, 111-113
information technology (IT)
changing role of IT organizations, 166-167
IT as a Service (ITaaS), 167
server virtualization, 167
service catalog, 21
shadow IT, 166
infrastructure applications, 31
Infrastructure as a Service (laaS)
architecture
logical design, 50-52
overview, 45-47
technology mapping, 46-48

VMware vCloud Architecture Toolkit
(vCAT), 46

closed loop, 548-549

comparison of closed-loop and open-loop
systems, 550-551

defined, 5, 17, 157-159

monitoring, 551-556

open loop, 548-550

service-level agreements, 298
infrastructure backup/restore, 658-659
Infrastructure Control, 160, 239-241
infrastructure monitoring, 553-554
Infrastructure Navigator, 18, 307
Infrastructure Operations, 167-169

Infrastructure Operations Center of Excellence
(COE) model, 169-175

infrastructure scaling
adding/removing resources, 563-564
connectivity, 564
defined, 556
fixed scaling, 556-557
foundational requirements, 561-564
intelligent scaling, 556-560



localization, 556

scale everything, 556-558

scaling management, 562-563
installing

CloudCleaner, 526-527

SSL certificates, 322-324

vCloud, 158

vCloud Provisioner, 521

integrating with existing enterprise system
management

available mechanisms, 647
vCloud API Programming Guide, 647
vCloud API Specification, 647
intelligent scaling, 556-560
interacting with vApps, 268-271
internal vCloud, 7, 16-17
Internet Protocol version 6 (IPv6), 61-62
interoperability, 30
IP addresses, 636
IPsec, 575-576
ISO 27001 certification, 27

isolated organization virtual datacenter
network, 93

isolated vApp network, 98

IT as a Service (ITaaS), 157-159, 167

IT Business Management (ITBM), 182-185
IT strategy, 15

JK

JMX Beans monitoring, 240

key performance indicators (KPIs), 21
keystores, 584

L

LAMP stack, 252

launching workflows, 480-482

Layer 2 site-to-site connectivity, 143, 576
Layer 3 site-to-site connectivity, 143, 576

logs 679

lease policies, 75

legacy deployments with vFabric Application
Director, 302

limiting the number of workflows, 131

load balancing
architecture, 113
hardware load balancers, 114
load-balanced cell configuration, 308-314
VvApps, 113-117
vCloud Director, 113-117, 570-571

vCloud Network and Security Edge, 116,
338-345

virtual load balancers, 115
localization (infrastructure scaling), 556
location (defined), 141
Log All workflow, 490
log management, 237-239
logging as a service, 239
logging into vCloud Director, 263-265
logs

architecture, 238

archives, 623

audit logs, 628

compliance use cases, 623-627

component logs, 626-625

diagnostic logs, 628

firewall connections, 28

firewalls, 590

frequency of review, 622

logical business layers, 625-627

minimum data types, 622

purpose of, 621-622

retention, 623

shared accounts, 623

sources, 624-627

unauthorized software, 623

user account changes, 623

user activities, 28

visibility, 28
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M metadata tagging (vCloud API), 301
metering
MAC addresses, 293-297
reporting, 24

man-in-the-middle (MITM) attacks, 581
management cluster

cell load balancing, 57

component sizing, 54-55

compute layer, 55-56

dashboard, 460-463

defined, 240

disaster recovery, 233

network layer, 56

service showback and metering process, 199
vCloud API, 122-123
metrics
capacity monitoring, 638-639
composite metrics, 552
derived metrics, 552
forecast metrics, 552
Microsoft Active Directory, 273-274
overview, 5354 migrating vApps, 261-264
migrating workloads

storage layer, 56 . .
. existing workloads to a private vCloud,
vCenter linked mode, 57 540-541

manual processes for capacity management,
639-640, 645-646

Mass VM Import package, 494-495
mature vCloud implementation
journey states defined, 11
Service Broker, 13-14
Standardize, 12-13
Strategic Differentiator, 14
MBeans and cell monitoring, 611-613
measured service, 19, 199
media files, 249-251, 257
Memory Dashboard, 446
messages
AMQP broker, 127
AMQP messages, 464-469
blocking task messages, 647-653

Migration Manager tool, 540-541
physical workloads to vSphere, 259
P2V methodology, 541

VApps, 261-264

virtual workloads to vCloud Director,
259-261

Migration Manager tool
capabilities, 515, 540-541
requirements, 541
sample screens, 541
support, 534
workflows, 541
minimum data types, 622
MITM (man-in-the-middle) attacks, 581
mixed allocation models, 82
models of consumption

defined, 127 allocation pool (committed), 29, 629,
design considerations, 128 633-634

extension (script), 128 pay as you go, 29, 629, 632-633

handling blocking tasks messages, 649-650 reservation pool (dedicated), 29, 629, 635
handling notification messages, 649 monitoring

notifications, 647-653 application, 553-554

publishing, 127 cloud consumer resources and

routing, 127, 648 workloads, 241

subscribing to an AMQP queue, 649 cloud consumer workloads, 241

triage for consumed messages, 649 criteria, 552-553



end user, 553
infrastructure, 553-554
Infrastructure as a Service (laaS), 551-556
management cluster, 240
metrics
composite metrics, 552
derived metrics, 552
forecast metrics, 552
polled monitoring, 551-552
process, 551
stream monitoring, 552
vCloud Director, 240-241

VMware vCloud Networking and Security
Edge, 241

monitoring capacity
metrics, 638-639
triggers, 638-639

multisite considerations
availability, 139
overview, 137-139

multisite vCloud
defined, 141
support, 146

N

NAT traversal (NAT-T), 576

National Institute of Standards and Technology
(NIST)

cloud components, 6
service characteristics, 18-20
service layers, 17, 158-159
NcpuUC (new CPU units) variable, 643
network access security
NAT traversal (NAT-T), 576
two-factor authentication, 579-580
use cases, 575-579
VPN connectivity
remote access, 576-577
site-to-site VPN connectivity, 576-579

networks 681

Network Dashboard, 452-453
network layer (vCloud management cluster), 56
Network Operations Center (NOC), 167-168
network pools, 74, 88-90
network resources
defined, 60
1/0 controls, 61
Internet Protocol version 6 (IPv6), 61-62
vCloud Networking and Security App, 62

vCloud Networking and Security Data
Security, 63

vCloud Networking and Security Edge, 62
Virtual eXtensible LAN (VXLAN), 62
vShield Endpoint, 63
Networking and Security Data Security, 63
Networking and Security Edge
defined, 49, 307
documentation, 155
gateway, 91
load balancing, 116, 338-345
monitoring, 241
network resources, 62
setup, 350-361
static routing, 345-350
networks
capacity planning, 636
external networks, 88, 361-364
organization catalogs, 258

organization virtual datacenter network,
92-93

organization virtual datacenter networks,
91-92

overview, 87-88

private vCloud, 104-106

public vCloud, 102-104, 361-364
VvApp networks, 93-102

VCDNI-Backed Organization Network,
388-393

vCloud network isolation-backed consider-
ations, 91
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vCloud Networking and Security Edge
gateway, 91

VLAN-backed considerations, 91
VLAN ORG Network, 393-397

vSphere port group-backed considerations, 89

VXLAN-backed considerations, 89-91

NIAP Common Criteria Evaluation and Validation

Scheme for IT Security (CCEVS), 573-574

NIST (National Institute of Standards and
Technology)

cloud components, 6

service characteristics, 18-20

service layers, 17, 158-159
NmemUC (new memory units) variable, 643
NOC (Network Operations Center), 167-168
notification package (vCloud Director), 483
notifications

design considerations, 128

extension (script), 648

handling, 649

publication, 648

routing, 648

subscribing to an AMQP queue, 649

support for, 647

triage for consumed messages, 649

use cases, 650-651

vCloud API, 301

NUC, cpu (CPU units of consumption)
variable, 643

NUC, mem (memory units of consumption)
variable, 643

NVGB (new storage GB) variable, 643

O

OLA (operational-level agreement), 20-22
on-demand self-service, 19, 199
open-loop systems
versus closed-loop systems, 550-551
overview, 548-550
Open Virtualization Format (OVF), 260-261

operating systems, 31
operational-level agreement (OLA), 20-22

Operational Readiness for Cloud Computing
Service, 11

Operations
Infrastructure Operations, 167-169

Infrastructure Operations Center of
Excellence (COE) model, 169-175

Network Operations Center (NOC), 167-168

non-vCloud environments, 168

organizational overview, 167

service offerings, 168

Tenant Operations, 167-168, 182-180

vCloud environments, 168
Operations Control

access management, 236-237

availability management, 231-232

capacity management, 204-209

compliance management, 223-228

configuration management, 223-228

continuity management, 232-236

defined, 160, 200

event management, 217-223

incident management, 217-223

log management, 237-239

orchestration management, 228-231

overview, 200

performance management, 209-217

problem management, 217-223

provisioning management, 200-204

security management, 236-239

Operations Management Suite, 49, 209,
223, 307

Operations Manager
defined, 18, 307
documentation, 223
integration with vCloud Director, 58
orchestrated vCloud environments
developer environment, 668-669
illustration, 668
preproduction environment, 669



production environment, 669
support environment, 669
test environment, 669

orchestration

adding/removing resources, 563-564
connectivity, 564

defined, 556

fixed scaling, 556-557

foundational requirements, 561-564
intelligent scaling, 556-560
localization, 556

orchestration content lifecycle, 666-667
orchestration management, 228-231
scale everything, 556-558

scaling management, 562-563

organization catalogs

access, 256

browsing, 255

catalog items, 252-253
cost, 254

defined, 249-250

global catalog, 254

how they are used, 250-251
media files, 249-251, 257
networks, 258

populating, 252-255

public catalogs, 410-416
publishing, 256-257
searching, 255

sharing, 256

use cases, 253-254

VApps, 252

vFabric Application Director, 255

organization virtual datacenter

allocation models, 79-82, 324-337
defined, 74, 78-79, 306
fast provisioning, 82-84

mixed allocation models in a provider virtual

datacenter, 82
private vCloud considerations, 87

Platform as a Service (PaaS) 683

public vCloud considerations, 86-87

thin provisioning, 82

VvApp placement, 84-85
organization virtual datacenter networks

defined, 74, 91-92

direct, 92

isolated, 93

routed, 92
organizational structure, 180-182
organizations

administrative organization, 75

defined, 73-74, 306

policies, 75

standard organization, 75

orgvirtual datacenter (organization virtual data-
base) variable, 643

OVF (Open Virtualization Format), 260-261

P

Paa$S (Platform as a Service)

defined, 17, 159

service-level agreements, 298
packages for workflow examples, 513
panic buying, 629

pay as you go allocation model, 29, 81-82,
248, 325-328, 629, 632-633

Payment Card Industry (PCl)
requirement #10.3, 27

PCI DSS, 24
people, 164
performance
performance management, 209-217

service provider performance offerings,
334-337

snapshots, 111
Plan and Design Service, 11
planning capacity. See capacity planning
Platform as a Service (PaaS)

defined, 17, 159

service-level agreements, 298
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POC Jumpstart Service, 10
policies

organizations, 75

VApps, 75
polled monitoring, 551-552
populating a catalog, 252-255
port requirements, 591-592

preproduction environment in orchestrated
vCloud environments, 669

pricing models, 121-122
private vCloud
defined, 7, 16-17
migrating existing workloads, 540-541
networks, 104-106
virtual datacenters, 87
problem management, 217-223

process governance and implementation,
164-165

process maturity, 161-166
process maturity scales, 161-163

production environment in orchestrated vCloud
environments, 669

professional services, 10-11

proliferation of virtual machine templates and
customization scripts, 302

protection policies, 658-659
Provider Catalog Author user role, 26
Provider Cloud Administrator user role, 26
provider (defined), 21
provider virtual datacenters, 74-78, 306
provisioning

automation, 201-203

capacity, 643

consumer self-service portal, 200-201

fast provisioning, 82-84

management, 200-204

managing, 200-204

process analyst, 203-204

thin provisioning, 82

workflow, 201-203

Provisioning Accelerator Service, 14
public catalogs, 410-416
public vCloud
defined, 8, 16-17
networks, 102-104, 361-364
virtual datacenters, 86-87
publishing
catalogs, 256-257
vCloud messages, 127
P2V methodology, 541

Q

quality of service, 21, 159
query service (vCloud API), 301
queue routing key, 649
QuoVadis, 314

R

RabbitMQ Queue Configuration, 471
rapid elasticity, 18, 199
recommended protection policies, 658-659
recovery
VvApps, 657
VMware Data Recovery, 234-236

Red Hat patches for vCloud Director upgrade
process, 603

redundancy overhead, 631-632

regulatory compliance logs
minimum data types, 622
retention, 623

remote access, 576-577

removing resources, 563-564

reporting, 24, 122

requirements gathering (workflow development
lifecycle), 665

reservation pool (dedicated) allocation model,
29, 79, 249, 328-331, 629, 635

resilient infrastructure, 20
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resource design resource metering, 24
constructs resource pooling, 19, 199
catalog, 74 resource sizing, 69-71
external network, 74 resources
external networks, 88 adding, 563-564
network pool, 74 network resources
organization, 74, 306 vCloud Networking and Security Edge, 62
organization virtual datacenter networks, Virtual eXtensible LAN (VXLAN), 62
74,9193 removing, 563-564
organization virtual datacenters, 74, REST API, 482
78-87, 306 .
restoring

organizations, 73-75 infrastructure, 658-659

VApps, 234, 655-657
vCloud, 234-236
retention of logs, 623

overview, 71-73

provider virtual datacenter, 74-78, 306
VApp network, 74

VApp networks, 93-102

roles, 24-26
VApps, 74 routed organization virtual datacenter
overview, 71 network, 92
resource groups routed vVApp network, 96-97
architecture, 58-59 routing keys, 485-487
compute resources routing messages, 127, 648
defined, 59 runtime leases, 271-273
stateless ESXi, 59-60
defined, 58-59
network resources S
defined, 60 SaaS (Software as a Service)
I/0 controls, 61 defined, 17, 159
Internet Protocol version 6 (IPv6), 61-62 service-level agreements (SLAs), 298
vCloud Networking and Security App, 62 SAN (Subject Alternative Name) SSL
vCloud Networking and Security Data certificate, 582
Security, 63 scalability (DMZ firewall), 591
vShield Endpoint, 63 scale everything approach, 556-558
storage resources scaling infrastructure
defined, 63-64 adding/removing resources, 563-564
storage 1/0 control (SIOC), 66 connectivity, 564
storage tiering, 64-66 defined, 556
vSphere Storage APIs—Array Integration fixed scaling, 556-557

(VAAI), 66-67
vSphere Storage DRS, 67-69
vSphere Storage vMotion, 66

vSphere Client, 59

foundational requirements, 561-564
intelligent scaling, 556-560
localization, 556
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scale everything, 556-558 Service Administrator, 178-179
scaling management, 562-563 Service Analyst, 178

scaling management, 562-563 Service Architect, 177-179

SCAP (Security Content Automation Protocol) Service Catalog Manager, 177, 194

certification, 573-575

SDDC (Software Defined Data Center), 8

searching catalogs, 255 Service Control

Secure Sockets Layer (SSL), 434, 581 capabilities, 160, 185

security
architecture, 28
attacks, 581
certificates, 581-584

service characteristics, 18-20
service classes, 247

roles and responsibilities, 193-195
service catalog components, 186
service catalog evolution, 187-188
service governance and lifecycle

certifications, 573-575 management, 185
compliance controls, 27 service interrelationships, 187
compliance definition, 27 service levels
compliance visibility and transparency, 28 establishing, 189
control, 24 management, 190
DMZ firewall, 590-591 service-level agreement (SLA), 190-193
firewalls, 591 service types, 186-187
network access, 575-580 staffing considerations, 195
port requirements, 591-592 standardization of service offerings,
signed certificates, 433-434 188-189
Single Sign-On (SSO) service definition
consumer, 423-433 applications catalog, 30-31
provider, 416-423 ca2p9ac§’iéy distribution and allocation models,

use cases, 584-586
snapshots, 110
transparency, 24

compliance, 24-28
considerations, 22
interoperability, 30
metering, 24
reporting, 24
security, 24-28

security attacks
MITM (man-in-the-middle) attacks, 581
side channel attacks, 581

Security Content Automation Protocol (SCAP)

certification, 573-575 service objectives, 22-23
security management, 236-239 use cases, 23
self-service APIs, 300 user roles, 24-26
self-signed SSL certificate, 582-583 Service Design and Development Management,
’ 195-199
Server Gated Cryptography (SGC)-enabled SSL )
certificate, 582 Service Developer, 177-179
Server Resource Kit. 515-534 service development approach, 20-21
server virtualization, 167 service layers, 17, 1568-160

service (defined) 21 Service Leader, 175-176



service-level agreements (SLAs)
defining, 20-21, 30-32, 190, 297-299
vCloud layers, 190-193, 297-299
Service Level Manager, 194-195
service-level objective (SLO), 22
service-level target (defined), 21
service mobility, 199
service models, 17
service offerings
basic, 32-37
basic service offering, 247
committed, 32-33, 37-40
committed service offering, 247
consumption models, 247
dedicated, 33, 40-43
dedicated service offering, 247
examples, 32-34
matrix, 34
vCloud Operations, 168
service orchestration
adding/removing resources, 563-564
connectivity, 564
defined, 556
fixed scaling, 556-557
foundational requirements, 561-564
intelligent scaling, 556-560
localization, 556
management, 228-231
orchestration content lifecycle, 666-667
scale everything, 556-558
scaling management, 562-563
Service Owner, 176, 179, 194
Service Portfolio Manager, 177-179, 193-194
service provider performance offerings, 334-337
Service QA, 178
service reporting, 24
service showback and metering process, 199

services automation tools. See Services
Software Solutions

sizing for workload virtual machine 687

Services Software Solutions
subscriptions, 534
support, 534
VMware Capacity Planner
capabilities, 515, 534-538
support, 534
VMware HealthAnalyzer
capabilities, 515, 538-540
support, 534
VMware Migration Manager
capabilities, 540-541
defined, 515
support, 534
VMware Partner Central, 534
shadow IT, 166
shared accounts, 623
sharing catalogs, 256
side channel attacks, 581
single points of failure (SPOF), 565
Single Sign-On (SSO)
authentication, 588
authentication workflow, 588
consumer SSO architecture example, 587
design considerations, 589-590
directory services, 274-275
security
consumer, 423-433
provider, 416-423
use cases, 584-586
use cases, 584-586
vCloud provider SSO architecture example, 587
single site vCloud
defined, 141
support, 145-146
SIOC (storage 1/0 control), 66
Site Recovery Manager (SRM), 233, 596-597
site-to-site VPN connectivity, 576-579
sizing for workload resource group clusters, 629
sizing for workload virtual machine, 24, 30
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SLAs (service-level agreements)
defining, 20-21, 30-32, 190, 297-299
vCloud layers, 190-193, 297-299
SLO (service-level objective), 22

SMART (Specific, Measurable, Actionable,
Realistic, Time-bound), 21

SMTP filtering (DMZ firewall), 590
snapshots, 108-111, 397-402
SOAP API, 482
Software as a Service (SaaS), 17, 159
service-level agreements (SLAs), 298
Software Defined Data Center (SDDC), 8
software logs, 623
software tools
Capacity Planner, 515
HealthAnalyzer, 515
overview, 515-516
Server Resource Kit, 515-534
SOX, 24
SPOF (single points of failure), 565
SRM (Site Recovery Manager), 233, 596-597
SSAE 16, SOC 2 report certification, 27
SSL certificates, 322-324, 581-584
SSL (Secure Sockets Layer), 434, 581
SSO (Single Sign-On)
authentication, 588
authentication workflow, 588
consumer SSO architecture example, 587
design considerations, 589-590
directory services, 274-275
security
consumer, 423-433
provider, 416-423
use cases, 584-586
use cases, 584-586

vCloud provider SSO architecture
example, 587

standard organization, 75
standardized infrastructure, 19
standards, 6-7

stateless ESXi, 59-60
static routing, 98-102, 345-350
steady state application, 30
storage allocation, 249, 635-636
Storage Dashboard, 449
storage design
snapshots, 110, 397-402
storage DRS with vCloud Director, 402-410
storage 1/0 control (SIOC), 66

storage independent of virtual machines,
111113

storage layer (management cluster), 56
storage leases, 271-273
storage resources
defined, 63-64
storage 1/0 control (SIOC), 66
storage tiering, 64-66

vSphere Storage APls—Array Integration
(VAAI), 66-67

vSphere Storage DRS, 67-69
vSphere Storage vMotion, 66
Storage vMotion, 287-291
stream monitoring, 552
stretched clusters, 146
stretched Layer 2 networks, 596-599

Subject Alternative Name (SAN) SSL
certificate, 582

subscriber compliance, 28
subscriptions

AMQP queue, 649

VMware Services Software Solutions, 534
support

multisite vCloud, 146

Services Software Solutions, 534

single site vCloud, 145-146

workflow development lifecycle, 666

support environment for orchestrated vCloud
environments, 669

symmetric encryption, 581



T

T (time) variable, 643

tagging (vCloud API), 301

task automation, 479

technology mapping, 18, 46-48
Tenant Operations, 167-168, 182-180

test environment for orchestrated vCloud
environments, 669

test (workflow development lifecycle), 666

The Apache Tomcat Connector—Reference
Guide, 118-119

thin provisioning, 82
threats to business continuity, 655
TLS (Transport Layer Security), 434, 581

Tpurchase (organization virtual datacenter
expansion purchase time) variable, 643

transient application, 30
transparency, 24-28
Transport Layer Security (TLS), 434, 581
triage for consumed messages, 649
triggers

capacity monitoring, 638-639

scale event, 554

workflows, 482-494
two-factor authentication, 579-580

U

Ubuntu Linux vApp, 411-414
unauthorized software logs, 623
uncontrolled scaling, 554
updating
VApp templates, 257
VApps, 293-297
VCAT (vCloud Architecture Toolkit), 2
upgrade checklists, 661
upgrade process for vCloud Director
advantages of upgrading, 608-609
backup considerations, 604
cells, 661-662

use cases 689

components to backup, 603-604

downtime for specific components, 602-603
edge devices, 662

general considerations, 603

hosts, 663

non-vCloud components, 604-603

phase 1, 601-606, 661-662

phase 2, 601, 662-663

phase 3, 601, 663

phase 4, 603, 663

phases, 601

planning, 601

post-upgrade considerations, 606
preupgrade considerations, 605
step-by-step directions, 605-607

validation, 662, 663

vCenter Server, 662-663

vCloud Networking and Security Manager, 662

use cases

accessing network resources on an external
network, 99

allocation pool model, 331
blocking tasks, 650-651
catalog entities, 253-254
changing MAC addresses, 293
distributed vCloud, 139-140

enabling vApp networks connected to an
organization virtual datacenter network to
communicate directly, 99

network access security, 575-579
notifications, 650-651

pay as you go allocation model, 325
public catalogs, 411

reducing layers of NAT from external net-
works to vApp networks, 100

reservation pool model, 328-329
service definitions, 23

Single Sign-On (SSO), 584-586
snapshots, 109, 398

static routing, 99-102
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VApp migration, 287
vCenter Operations Manager, 435
vCloud Connector, 150

user account changes, 623

user activities, 28

user roles, 24-26, 120

v

VAAI (vSphere Storage APls—Array Integration),
66-67

VADP (VMware vSphere Storage APls—Data
Protection), 657

validation of upgrade process for vCloud
Director, 662, 663

VvApp networks, 74, 93-102

VApps
backups, 234, 655-657
blocking task messages, 474
defined, 74, 106, 259
deploying, 258, 266-268
deployment readiness, 276-297
design considerations, 106-107, 276

differences between vSphere and vCloud
Director vApps, 107-108

disaster recovery, 283

extending the lease of a running vApp,
271-273

interacting with, 268-271

lifecycle considerations, 284-285
limitations within vCloud, 282-283
load balancing, 113-117
migration, 261-264

moving a VApp between organization virtual
datacenters, 291-293

network design considerations, 277-281
Open Virtualization Format (OVF), 260-261
organization catalogs, 249-252

OVF package upload latency
considerations, 286

OVF properties, 285-286
parameters, 263-264

placement algorithm, 84-85
policies, 75

provisioning time, 286-287
public catalogs, 410-416
recovery, 657

restoring, 234, 655-657
runtime leases, 271-273
storage efficiency, 286-287
storage leases, 271-273
Storage vMotion, 287-291
template management, 123-125
Ubuntu Linux vApp, 411-414
updating, 293-297

updating vApp templates, 257
use cases for migration of vApps, 287
validations, 283-284

virtual hardware, 107

virtual machine hardware version consider-
ations, 276-277

VCAT (vCloud Architecture Toolkit)
defined, 2, 46
design guidelines, 1-2
documentation, 2
overview, 1-2
updates, 2
vendors, 1
VCDNI-Backed Organization Network, 388-393
vCenter Chargeback Manager
architecture, 117-119
capabilities, 117
cost calculation, 120
data collectors, 119-120
database, 119
defined, 307
documentation, 121, 155
load balancing, 118
maximums, 120
pricing models, 121-122
reporting, 122
user roles, 120
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vCenter Infrastructure Navigator, 307
vCenter linked mode, 57

vCenter Operations Management Suite, 49,
209, 223, 307

vCenter Operations Manager
background, 434-435
dashboards, 440-463
database connection configuration, 440
defined, 18, 307
deployment models, 434
documentation, 223
example, 435
example components, 434
Hyperic adapter, 439
Hyperic HQ database, 439-440
integration with vCloud Director, 58
use case, 435

vCenter Operations Manager and vFabric
Hyperic Integration, 438

vFabric Hyperic

agent, 437

component, 436

database, 437

server, 437

user interface, 437
widget configuration, 441-442

vCenter Orchestrator

blocking tasks, 651-653
blog, 513
capabilities, 49, 128129, 307
client, 133, 480-482
community, 513
configuration elements, 666-667
design considerations, 129-130
documentation, 155, 482
examples, 135-137
notifications, 651-653
port requirements, 592
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resources, 513
scalability, 130-131
solution guidelines, 132-133
task automation, 479
vCloud Director Plug-In, 133-135
VMware Solution Exchange (VSX), 513
workflow design, 131-132
Workflow Engine, 131
workflows
launching, 480-482
overview, 479-482
packages for workflow examples, 513

vCenter Server, 662-663

vCenter Site Recovery Manager (SRM), 233,
596-597

vCloud

abstraction mapping, 71

alignment to standards, 6-7
availability considerations, 565-567
backups, 234-236

community vCloud, 8, 17
compliance considerations, 619-620
consumer resource capacity, 245-247
consumer resources, 244-246
consumption models, 247-249
defined, 21-22

deployment options, 142-145
documentation, 158

evolution of organizational structure,
180-182

evolution of vCloud operations
people, 164

process governance and implementation,
164-165

tools, 165-166
hybrid vCloud, 8, 16-17, 147-154
Infrastructure as a Service (laaS), 5, 157
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load-balanced cell configuration, 308-314
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logical architecture design, 50-52 basic service offering, 247
management architecture, 52-58 committed service offering, 247
management cluster consumption models, 247
cell load balancing, 57 dedicated service offering, 247
component sizing, 54-55 single site vCloud
compute layer, 55-56 defined, 141
network layer, 56 support, 145-146
overview, 53-54 solution area to technology mapping, 810
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defined, 7, 16-17 notifications, 301
migrating existing workloads, 540-541 query service, 301
networks, 104-106 self-service APls, 300
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process maturity scales, 161-163 vCloud SDK, 301
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resource sizing, 69-71 documentation, 2
restoring, 234-236 overview, 1-2
service classes, 247 updates, 2
service-level agreements (SLAs), 299 vendors, 1
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limitations, 153-154
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vCloud Director

abstraction layer, 306
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best practices, 303
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disaster recovery
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Mass VM Import package, 494-495
migrating virtual workloads, 259-261
monitoring, 240-241
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notification package, 483
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organization virtual datacenter, 306
performance, 303
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provider virtual datacenter, 306
Security Hardening Guide, 155, 303
server, 49
Server Resource Kit, 515-534
snapshots, 111
upgrade process
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VApps, 107-108
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vCloud Infrastructure Control, 160, 239-241
vCloud messages
AMQP broker, 127
defined, 127
design considerations, 128
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vCloud Network and Security Edge
load balancing, 116, 338-345
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monitoring, 241
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setup, 350-361
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vCloud Networking and Security Manager, 662
vCloud Operations

Infrastructure Operations, 167-169
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availability management, 231-232
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capacity management, 204-209
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configuration management, 223-228
continuity management, 232-236
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incident management, 217-223
log management, 237-239
orchestration management, 228-231
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performance management, 209-217
problem management, 217-223
provisioning management, 200-204
security management, 236-239
vCloud Operations Framework, 157-160
vCloud Operations Manager, 58
vCloud Orchestrator, 482-494
vCloud Plan and Design Service, 11
vCloud POC Jumpstart Service, 10
vCloud provider SSO architecture example, 587
vCloud Provisioner, 519-522
vCloud Provisioning Accelerator Service, 14



vCloud SDK, 301
vCloud Service Administrator, 178-179
vCloud Service Analyst, 178
vCloud Service Architect, 177-179
vCloud Service Catalog Manager, 177
vCloud Service Control
capabilities, 160, 185
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service catalog evolution, 187-188

service governance and lifecycle manage-
ment, 185

service interrelationships, 187
service levels
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management, 190
service-level agreement (SLA), 190-193
service types, 186-187
staffing considerations, 195

standardization of service offerings,
188-189

vCloud Service Design and Development
Management, 195-199

vCloud Service Developer, 177-179
vCloud Service Leader, 175-176
vCloud Service Owner, 176, 179
vCloud Service Portfolio Manager, 177-179
vCloud service provider (defined), 21
vCloud Service QA, 178
vCloud Services
defined, 22
user roles, 24-26

VDDK (VMware Virtual Disk Development
Kit), 657

vendors (VMware Solutions Exchange), 1
vFabric Application Director

capabilities, 123, 301-302

catalogs, 255

defined, 49, 307

design implications, 126-127

VMware Capacity Planner 695

disconnected application operations, 302
legacy deployments, 302

proliferation of virtual machine templates
and customization scripts, 302

security, 126-127
software repository, 126
VApp template management, 123-125
vCloud networks, 125

vFabric Hyperic, 222-223

virtual datacenters
capacity management, 640-642, 645-646
capacity thresholds, 640
capacity trending, 643-645
consumption information, 643-645
defined, 306
private vCloud, 87
public vCloud, 86-87
sample resource allocation, 641-642
units of consumption, 640

Virtual eXtensible LAN (VXLAN), 62

Virtual eXtensible LAN (VXLAN) implementation,
364-370

virtual load balancers, 115
virtual machines

importing, 494-506

MAC addresses, 293-297

storage independent, 111-113
virtualization, 15, 167

Virtualizing a Windows Active Directory Domain
Infrastructure white paper, 273

visibility, 28
VLANSs
network capacity planning, 636
VLAN ORG Network, 393-397
VM Storage Profiles, 402-410
VMware Capacity Planner

alignment with Agile vCloud delivery
methodology, 537-538

capabilities, 515, 534-538
dashboard portal, 536
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requirements, 539-540
support, 534

VMware Migration Manager
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requirements, 541
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VMware Solution Exchange (VSX), 513
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availability considerations, 565-567
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management cluster
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storage layer, 56
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Service Broker, 13-14
Standardize, 12-13
Strategic Differentiator, 14
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multisite vCloud
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support, 146
operations guidelines, 157-158
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public vCloud, 8, 16-17
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committed service offering, 247
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dedicated service offering, 247
single site vCloud
defined, 141
support, 145-146
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VMware vCloud Director. See vCloud Director
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Security, 63

VMware vCloud Networking and Security Edge
defined, 49, 241, 307
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gateway, 91
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network resources, 62
setup, 350-361
static routing, 345-350
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VMware vCloud POC Jumpstart Service, 10
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Service, 14
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VMware vFabric Application Director
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defined, 49
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legacy deployments, 302
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VMware vFabric Hyperic, 222-223

VMware Virtual Disk Development Kit
(VDDK), 657

VMware vShield Endpoint, 63
VMware vSphere
catalogs, 250-251
defined, 49, 307
documentation, 303

VMware vSphere Storage APls—Data Protection
(VADP), 657
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remote access, 576-577

site-to-site VPN connectivity, 576-579
vShield Administration Guide, 662
vShield Endpoint, 63
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documentation, 155, 303
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resource groups, 59
VvApps, 107-108
workflows, 482

vSphere host variables, 630

vSphere Storage APIs—Array Integration (VAAI),
66-67

vSphere Storage DRS, 67-69

vSphere Storage vMotion, 66

VSX (VMware Solution Exchange), 513
VVA (VMware Validated Architectures), 1
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workflow design, 131-132

Workflow Runner workflow, 488-491
workflows

Log All workflow, 490

orchestrated vCloud environments, 668-669
orchestration content lifecycle, 666-667
overview, 479-482
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workflow, 505-506
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Approve Build vApp workflow, 490
Approve Delete vApp workflow, 490

Approve Modify VM Configuration
workflow, 490

Approve vApp (AD) workflow, 490
Approve VApp (Simple) workflow, 490-494

Configure vCloud Director AMQP
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Subscription workflow, 483-490
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Networks from VMs List workflow, 505
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VDC Networks from Resource Pool VMs
workflow, 502-504

credential management workflow, 656
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Customization Config workflow, 491
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Import a Folder Virtual Machines to a Virtual
Datacenter workflow, 495-497
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Datacenter workflow, 495-497
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flow, 499-502

Import VMs to VDC workflow, 497-499
launching, 480-482
limiting the number of workflows, 131
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provisioning, 201-203

triggers, 482-494

VMware Migration Manager, 541

workflow development lifecycle, 665-666

Workflow Runner workflow, 488-490, 491
workload migration

existing workloads to a private vCloud,
540-541

Migration Manager tool, 540-541
physical workloads to vSphere, 259
P2V methodology, 541
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