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Vocera Edge® Communications Set-up Guide
for Cisco Unified Call Manager (CUCM)
The purpose of this document is to provide the step-by-step instructions on how to configure Cisco Unified Call
Manager (CUCM) for integration with Vocera Edge Communications. The target audience for this document is
CUCM administrators/technicians.
To setup the CUCM, you will need to follow all of the instructions listed below. Click a link to access a topic or
use your mouse to scroll through the pages.
Login to CUCM and Enable AXL
CUCM Settings
Device Pool
SIP Security Profile
SIP Profile
SIP Domain
Call History
Hunt Groups
Create New Voice Settings in Enterprise Manager
Appendix
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Overview
The Vocera Edge App for iOS can register with Cisco Unified Call Manager (CUCM) for making voice calls. The
Vocera Edge app connects to CUCM using the SIP protocol. Users can be assigned extensions in the Enterprise
Manager web app, via auto provisioning or via LDAP using Org Services integration.
Org Services uses AXL (Cisco's Administrative XML Rest Interface for CUCM) to provision devices and extensions
for each user in CUCM.
Vocera Edge communicates with Org Services, an internal Vocera Edge service. Org Services then
communicates with Active Directory (AD) and CUCM to manage user extensions.
There are two ways that extensions can sync between Vocera Edge and CUCM. This is dependent on whether or
not the organization has enabled AD Sync.
If the organization has AD Sync enabled, extensions will sync periodically, as configured, and update the user
profile in Vocera Edge.
If the organization does not have AD sync enabled, when the user logs into a Vocera Edge handheld with AD
credentials, Org Services will query AD for user profile and extension information. Org Services will then send
an AXL request to CUCM to provision a device and extension directory number (DN).
Similarly, when an extension is assigned via Enterprise Manager, Org Services will provision device and
extension information in CUCM on login.
This allows Vocera Edge devices to connect automatically to CUCM as SIP devices.

Requirements
n Cisco Unified Call Manager 9.1 or greater.

n A Cisco license for each Vocera Edge device that will connect to the network is required. PSS devices
connect to CUCM as a "3rd Party Basic SIP" device. If your licenses are of the type "User Connect
Licensing", each device will require one "Enhanced" license. If your licenses are of the type "Unified
Workspace Licensing", you may utilize either a "Standard" or "Professional" license.
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DNS Setup
The Vocera Edge handheld app uses SRV records to locate CUCM subscribers to connect to. A domain is
configured in the app and the app will query VOIP SRV records for this domain. Here is an example SRV setup
for the 'test.pss.net domain:
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node1.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node2.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node3.pss.net

The Vocera Edge app will round robin between the SRV records until a connection can be made. The CUCM
subscribers can also be given a priority in the SRV. The Vocera Edge app will try subscribers with a priority of '0'
first, then '1', '2', etc. Load balancing can be achieved by adding multiple servers at the same priority.

CUCM Setup
The following CUCM configuration will be required (detailed in later sections):

n AXL Service Enabled (Cisco's Administrative XML REST interface for CUCM).

• A valid AXL user account is required, to allow Org Services to provision Vocera Edge devices.

n A new 'SIP Profile' for making changes specific to Vocera Edge devices.

n A new 'Device Pool' for easy management and tracking of Vocera Edge devices.

n A new SIP Security Profile for making SIP security changes specific to Vocera Edge devices.

n Enable CDR reporting so Vocera Edge devices can get call history, even for calls made while the device is
offline.

• Add Vocera Edge server ips (VIP) as a CDR Billing Application Server.

n If the same extension will be shared within the same PBX Cluster or if extension ranges will be shared
with desk phones then the Route Partition MUST be the same.

n (Optional) A new Calling Search space for managing how calls are routed from Vocera Edge devices.
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Login to CUCM
1. Click Cisco Unified Communications Manager.

2. Enter your Username and Password.

3. Click Login.
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Enable AXL on CUCM
Org Services uses AXL to connect to CUCM and manage the per device SIP settings.
Enable AXL service in Service Availability:

1. In the Navigation drop down menu on the top right of the screen, select Cisco Unified Serviceability.

2. Click Go.

3. Select Tools>Service Activation to view the list of enabled services.

4. Select the Cisco AXL Web Service check box.

5. Click Apply.
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Next you will need to add an Application User to allow Vocera Edge Cucm-Sync to communicate (over AXL) to
CUCM. This username and password will be entered in Enterprise Manager later.

6. Go back to the Cisco Unified CM Administration using the drop-down menu located on the top right of
the screen. Make sure to click Go.

7. Select User Management>Application User.

8. Add the 'Standard AXL API Access' Role to the user. Roles are granted to CUCMUsers by adding 'Access
Control Groups'. See below for how to create a more restrictive Access Control Group.

9. A more restrictive Access Control Group for Vocera Edge can be created and added to the Application
User. Create a new 'Access Control Group':

10. Click User Management>User Settings>Access Control Group
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11. Click Add New

12. Enter the Access Control Group Name

13. Click Save
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14. Select Assign Role to Access Control Group from the drop-down menu on the top right of the screen.

15. Click Go
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16. Click Assign Role to Group



Vocera Edge CUCM SetupGuide

©2021 Vocera / CompanyConfidential / October 2021 / 4.10 UG-CUCMRevA 11

17. When you click Assign Role to Group, the window below should display. However, you may need to click
Find in order to see the list of roles.

18. Click the following roles and then click Add Selected

n Standard AXL API Access

n Standard Admin Rep Tool Admin

n Standard Audit Log Administration

n Standard CCM Admin Users

n Standard CCM Admin Administration
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Enter AXL Data in Enterprise Manager
Under Voice Systems, go to Properties and update the following properties:

1. Enter the AXL Username and AXL Password for the user on the server you are setting up.

2. Enter the AXL URL as the URL to the AXL API of the cluster: 'https://<cluster_hostname>:8443/axl/'. The
host is normally just the 'SIP Server' one you entered above but can be any hostname that resolves to a
server or multiple servers on the cluster.
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CUCM Settings
The following have to be configured on the CUCM server and the corresponding properties updated in
Enterprise Manager> Voice Systems.

Route Partition & Calling Search Space
To enable custom call routing for Vocera Edge devices, a new Route Partition and a new Calling Search Space
specific to PSS devices are required. In addition to call routing, the Route Partition is also used to determine calls
made by Vocera Edge devices as part of the Call History feature.
Jot down the 'Route Partition' and 'Calling Search Space' names, these will need to be entered in Enterprise Mgr
under the Voice System Properties.

1. Select Call Routing>Class of Control>Partition.

2. Click Add New.
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3. Enter the Partition name.

4. Click Save.

5. Select Call Routing>Class of Control>Calling Search Space.
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6. Click Add New.

7. Enter a Name.

8. Click Save.
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9. Write down the 'Route Partition' and 'Calling Search Space' names as these will need to be entered in
Enterprise Manager under the Voice System Properties.

Enterprise Manager Properties
Enter the Route Partition and Calling Search Space in Enterprise Manager under Voice Systems>Properties.
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Device Pool
A separate Device Pool should be used for each CUCM Voice Setting in Enterprise Manager. The Device Pool is
how Org Services knows where to find Vocera Edge devices in CUCM. Take note of the name used for the
Device Pool, this will be entered into Enterprise Manager later.
To allow multiple Voice Settings for the same CUCM cluster from amulti-facility installation of Org Services, each
facility will have a single Voice Settings, that will have its own device pool and calling search space. A separate
calling search space is necessary for each facility so 0, 911, etc, can be routed. Separate Device Pools are
needed for to allow for different routing, and Caller ID transforms mask (among other settings that may be
optionally used).
Device may be duplicated per facility OR move per facility in CUCM. This is determined by number of device
pools listed per PBX.

n If single device pool entered, device will be duplicated across facilities.

n If multiple device pools, device will be moved between facilities.

n In both cases calling should work as expected.

Only needed if you want to enable digest authentication. Add a new 'SIP Security Profile' and check 'Enable
Digest Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in
Enterprise Mgr later.
The device type must match 'Third-Party SIP Device (Basic)'.

1. From the System menu, select Device Pool.

2. Click Find.
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3. Click Add New.

4. Enter the following Device Pool Information:

n Device Pool Name -

n Cisco Unified Communications Manager Group - Default

n Calling Search Space for Auto-registration - pss css

n Date/Time Group - CMLocal

n Region - Default
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SIP Security Profile
This is only needed if you want to enable digest authentication. Add a new SIP Security Profile and select 'Digest
Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in Enterprise
Manager later.
The device type must match the device type entered into Enterprise Manager. E.g. 'Third-Party SIP Device
(Basic)'.

1. Click System>Security>Phone Security Profile.
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2. Click Add New.

3. Enter the Phone Security Profile Type.

4. Click Next.

5. Enter the following information:
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Enterprise Manager Settings
Enter the name of the new device security profile in Enterprise Manager under Settings>Voice
Systems>Properties.
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SIP Profile
Create a new SIP Profile for Vocera Edge devices, take note of the name used, this will be configured in
Enterprise Manager later.
Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in 'Voice Systems' are considered.
Set the 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records will
uploaded to Org Services every 1 minute).

n Directory should be '/callhistory/'

n User should be 'cucmsftp'

n Password is per install and provided by your PSS Support representative

Make sure 'Use Fully Qualified Domain Name in SIP requests' is enabled as well if you want to connect with a
domain name instead of an IP (recommended):

1. Click Device>Device Settings>SIP Profile.
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2. Click Add New.

3. Enter the following information:

n Name

n Description

n Select the Redirect by Application check box

n Select the Use Fully Qualified Domain Name in SIP Requests check box
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SIP Domain
The Vocera Edge clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.
This can be an IP or a fully qualified domain name (FQDN). The FQDN on the CUCM Publisher if set can be found
below. Note this for later.
When connecting via a FQDN, make sure the SIP Security Profile (see previous section) has the setting 'Use Fully
Qualified Domain Name in SIP requests' enabled.

1. Click System>Enterprise Parameters.
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2. Enter your CUCM server in the designated fields.

3. Click Save.



Vocera Edge CUCM SetupGuide

©2021 Vocera / CompanyConfidential / October 2021 / 4.10 UG-CUCMRevA 31



Vocera Edge CUCM SetupGuide

©2021 Vocera / CompanyConfidential / October 2021 / 4.10 UG-CUCMRevA 32

Call History
Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in Voice System are considered.

1. Set the 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records
will be uploaded to Org Services every 1 minute).

2. Go 'System' -> 'Service Parameters', then select the server and 'Cisco CallManager' this will bring up
properties editor for call manager. Set the following:

n 'CDR Enabled Flag' to 'true.'

n 'CDR Log Calls with Zero Duration Flag' to 'true.'

3. Then setup 'CDR Management': Select 'Cisco Unified Serviceability' and click 'Go'.

4. Click Tools>CDR Management.
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5. Click Add New to add a new 'Billing Application Server'. This is just a server that accepts CDR CSV files, it's
nothing to do with billing.

Fill out the Org Services server hostname (this can be any server in the org services cluster where cucm-sync is
running. It can be a load balanced hostname/ip).

6. Enter the following information:

n Host Name: enter your host name

n User Name: should be 'cucmsftp'

n Password: Password is per install and provided by your PSS Support representative

n Directory Path: Should be '/callhistory/'
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Hunt Groups
A hunt group is a method of distributing phone calls from a single extension or number to a group of users. In
order to use Hunt Groups with Vocera Edge they must first be configured in CUCM.
Terminology:

n Line Group - A line group allows you to designate the order in which directory numbers are chosen.
Vocera Edge Extensions are added and removed from this line group. In general, we anticipate sites
configuring the Distribution Algorithm(Ring Order) to Broadcast, which will ring all numbers.

n Hunt List - A Hunt List lists a set of Line groups in a specific order.

n Hunt Pilot - A Hunt Pilot is the extension that routes calls to the Hunt List.

Create a new Line Group. Vocera Edge extensions will be added/removed from this line group.

1. Click Route/Hunt > Line Group.

2. Click Add New.

3. Enter the following information:

n Line Group Name. Note this as it will need to be entered into Enterprise Manager.

n Ring No Answer (RNA) Timer. The recommended length is 15 seconds.

n Distribution Algorithm. The recommended option is Broadcast.

n Optionally, set responses for No Answer and Busy settings.
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Optionally, a second line group may be set up as a fallback.

Create a Hunt List.

1. Click on Route/Hunt > Hunt List.
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2. Click Add New.

3. Enter the following information:

n Name

n Description

n Check the box next to “Enable Hunt List”.

n Click “Add Line Group” and add the line group created in the first step.
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Create Hunt pilot.

1. Click on Route/Hunt > Hunt Pilot.
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2. Click Add New.

3. Enter the following information:

n Hunt Pilot DN

n Select the Route Partition

n Description

n Select the Hunt List created in the second step.

n Alerting name

n Optionally, set forward no answer and busy settings.
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When setting up the Hunt Group in Enterprise Manager, enter the Line Group Name from CUCM. Please see
step by step instructions in the Enterprise Manager User Guide.
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Create New Voice System in Enterprise
Manager
A 'Voice System' in Enterprise Manager allows directory numbers (extensions) to be provisioned on a Call
Manager/PBX.

There may be an existing 'Vocera Edge Voice Appliance' example Voice System added, remove this if

connecting only to CUCM.

1. Select Settings>Voice Systems.

2. Click Create New. Enter a Name.

3. Select 'Cisco CUCM' as the type.

4. Make sure 'Enable Extension Configuration' is selected (it is be selected by default).

When Enable Extension Configuration is enabled, users, devices and lines in CUCMwill be managed

by Enterprise Manager. When disabled Enterprise Mgr will only read these from CUCM. However, in

both cases the forwarding number on the line will be updated every time a user logs in or changes it

from the client.

5. Add the CUCM SIP domain under SIP Domain. This can be an IP but a fully qualified domain name (FQDN)
is preferred. Vocera Edge devices register over SIP to CUCM using this 'SIP Domain'
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VoIP Settings in Org Services
The handheld then requests VOIP settings from Org Services, to allow the handheld to login over SIP. Settings
include:

n SIP domain & Extension (SIP URL)

n CUCM subscribers to connect to

n Digest Username & Password (Encrypted)

The Vocera Edge clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.
Affiliate with facilities you want the voice server to be available for. For each facility enter in the host name of
the CUCM server to connect to. This can be different per facility. Multiple CUCM servers can be specified by
comma separating them in this field.
The 'Digest Password' property in Enterprise Manager allows you to set the digest password configured on
CUCM. This password will be set by Org Services as the digest password for any users that have a Vocera Edge
extension. The Vocera Edge client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'ccmsipline'. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Manager.
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Enter the following properties:

1. Set 'AXL Password' to the password for the AXL user you created.

2. Set 'AXL URL' as the URL to the AXL API of CUCM host(s), example 'https://<cucm_host>:8443/axl/'.

3. Set 'AXL Username' to the username for the AXL user you created.

4. Set 'Calling Search Space' to the name of the PSS specific 'Calling Search Space' you added.

5. Set Country Code property settings to a default value of 1.

6. Set 'Device Pool' to the name of the PSS specific 'Device Pool' you added.

7. Set 'Device Type' to blank, by default 'Third-party SIP Device (Basic)' is used as the device type.

8. Set 'Route Partition' to the name of the PSS specific 'Route Partition' you added.

9. Set 'SIP Profile' to the name of the PSS specific 'SIP Profile' you added.

10. Set 'SIP Security Profile' to the name of the PSS specific 'SIP Security Profile' you added.

11. Set 'User Prefix' to blank - this is only used in test environments.

Other properties:

1. Make sure 'Allow Create Users' is set to 'false' (it is by default) if users are already created in CUCM via
Active Directory (AD). If your CUCM install is NOT Active Directory integrated with 'CUCM Dir Sync', set
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this to 'true' so that Org Services will create the users as needed in CUCM.

2. Set 'Digest Password' to a custom password - This will be used by the Vocera Edge client devices to
connect to CUCM.

3. Make sure the 'Digest Realm' matches the setting 'SIP Station Realm' in CUCM.

4. Make sure the 'CUPI' settings are blank (they are by default) - these are only used in test environments.
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Vocera Edge Client SIP Setup
SIP REGISTER to sip:1000@pss-cucm-version11-01.patientsafesolutions.com.
Will register every 20 seconds (this is configured in CUCM and communicated to the client over the SIP protocol
directly).
The registration is done to the 'SIP Domain' configured under Server Settings.

Prior to 4.5 (4.4.1 and before) the client apps would register using the subscriber hostname as the

domain.
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Appendix

Authentication
The 'Digest Password' property in Enterprise Manager allows you to set the digest password configured on
CUCM. This password will be set by Org Services as the digest password for any users that have a Vocera Edge
extension. The Vocera Edge client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'ccmsipline'. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Manager.

We use digest authentication when registering with SIP. The credentials (username/password) are passed to the
client from Org Services when the client requests /pt/voip/settings
CUCM itself has some limitations on digest passwords:
Each user in CUCM can only have 1 digest password, no matter how many devices they log into.
The digest password cannot be sync'ed to CUCM over AD, it has to be set manually or over AXL (we set it over
AXL).
In our setup, one password is shared across all PSS users (This can be changed per Voice System in Enterprise
Manager -> Voice Systems). The customer can set a password of their choosing for all PSS users, and we will set
this password via AXL on extension / user setup.
The password is not passed to the client in plaintext, instead a hash (per user) is sent to the client. So having this
hash you can only log in as that user. This prevents one leaked password allowing for login to any extension. The
1 password is not sent in the /pt/voip/settings response.
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The reason for one password across all PSS users is because the digest password can be used outside of Vocera
Edge. Non PSS devices can require digest passwords, and these require the digest password to be entered on
admin setup of the device. If we were to generate our own password per user, we would have to give the
customer a way to lookup this password in Enterprise Manager. We could also have a way to set it per user in
Enterprise Manager. This would be error prone from an admin perspective and should not be the default; it’s
not common to use digest auth. These changes could be a future enhancement if needed, but right now the
customer can set 1 password of their choosing for all users.

Fully Qualified Domain Name
To connect with the fully qualified domain name for 'SIP Domain' you will need to make sure CUCM is
configured correctly.

1. Under Cisco Unified CM Administration, select System>Enterprise Parameters.
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2. Under the SIP Security Profile (see section above), make sure 'Use Fully Qualified Domain Name in SIP
requests' is enabled:

Licensing
The number of Cisco licenses required by your organization will depend on the number of devices your
organization will connect to the network. For example, if your organization has 1500 nurses and 600 shared
devices, then 600 licenses are required.
Each physical device that connects direct to CUCM (rather than a SIP Trunk alternative) requires a CUCM
“Enhanced” license. In these cases, Vocera Edge device connects direct to CUCM as a 3rd Party Basic SIP device.
If your licenses are of the type "User Connect Licensing", each device will utilize one "Enhanced" license. For
example, if your organization has 1500 nurses and 600 shared devices connect direct to CUCM , then 600
licenses are required.
Care Role Forwarding extension numbers do not require any additional licenses.
For Cisco Unified Workspace Licensing (UWL) this equates to a Standard UWL or Professional UWL license. You
may utilize either a "Standard" or "Professional" license.
We’ve highlighted a few examples in the figure below:
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For example, a health system with 100 CUWL Professional licenses, where 89 of the devices are used by the
Enhanced license requirement of the 3rd Party Basic SIP devices we have setup will appear as follows in the
CUCM License Usage display:
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