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Vocera Edge® Communications Set-up Guide
for Cisco Unified Call Manager (CUCM)

The purpose of this document is to provide the step-by-step instructions on how to configure Cisco Unified Call
Manager (CUCM) for integration with Vocera Edge Communications. The target audience for this document is
CUCM administrators/technicians.

To setup the CUCM, you will need to follow all of the instructions listed below. Click a link to access a topic or
use your mouse to scroll through the pages.

Login to CUCM and Enable AXL

CUCM Settings
Device Pool

SIP Security Profile
SIP Profile

SIP Domain

Call History

Hunt Groups
Create New Voice Settings in Enterprise Manager

Appendix
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Overview

The Vocera Edge App for iOS can register with Cisco Unified Call Manager (CUCM) for making voice calls. The
Vocera Edge app connects to CUCM using the SIP protocol. Users can be assigned extensions in the Enterprise
Manager web app, via auto provisioning or via LDAP using Org Services integration.

Org Services uses AXL (Cisco's Administrative XML Rest Interface for CUCM) to provision devices and extensions
for each user in CUCM.

Vocera Edge communicates with Org Services, an internal Vocera Edge service. Org Services then
communicates with Active Directory (AD) and CUCM to manage user extensions.

There are two ways that extensions can sync between Vocera Edge and CUCM. This is dependent on whether or
not the organization has enabled AD Sync.

If the organization has AD Sync enabled, extensions will sync periodically, as configured, and update the user
profile in Vocera Edge.

If the organization does not have AD sync enabled, when the user logs into a Vocera Edge handheld with AD
credentials, Org Services will query AD for user profile and extension information. Org Services will then send
an AXL request to CUCM to provision a device and extension directory number (DN).

Similarly, when an extension is assigned via Enterprise Manager, Org Services will provision device and
extension information in CUCM on login.

This allows Vocera Edge devices to connect automatically to CUCM as SIP devices.

Cisco CUCM

PatientTouch Voice
Monitoring Appliance

PatientTouch Mobile

Hospital Application
Extensions

Requirements

m Cisco Unified Call Manager 9.1 or greater.

m A Cisco license for each Vocera Edge device that will connect to the network is required. PSS devices
connect to CUCM as a "3rd Party Basic SIP" device. If your licenses are of the type "User Connect
Licensing", each device will require one "Enhanced" license. If your licenses are of the type "Unified
Workspace Licensing", you may utilize either a "Standard" or "Professional" license.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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DNS Setup

The Vocera Edge handheld app uses SRV records to locate CUCM subscribers to connect to. A domain is
configured in the app and the app will query VOIP SRV records for this domain. Here is an example SRV setup
for the 'test.pss.net domain:

_pssvoip._udp.test.pss.net 0 0 5060 cucm.nodel.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node2.pss.net
_pssvoip._udp.test.pss.net 0 0 5060 cucm.node3.pss.net

The Vocera Edge app will round robin between the SRV records until a connection can be made. The CUCM
subscribers can also be given a priority in the SRV. The Vocera Edge app will try subscribers with a priority of '0'
first, then '1', '2', etc. Load balancing can be achieved by adding multiple servers at the same priority.

CUCM Setup

The following CUCM configuration will be required (detailed in later sections):
m  AXL Service Enabled (Cisco's Administrative XML REST interface for CUCM).
e A valid AXL user account is required, to allow Org Services to provision Vocera Edge devices.
m A new 'SIP Profile' for making changes specific to Vocera Edge devices.
m A new 'Device Pool' for easy management and tracking of Vocera Edge devices.
m A new SIP Security Profile for making SIP security changes specific to Vocera Edge devices.

m Enable CDR reporting so Vocera Edge devices can get call history, even for calls made while the device is
offline.

e Add Vocera Edge server ips (VIP) as a CDR Billing Application Server.

m [f the same extension will be shared within the same PBX Cluster or if extension ranges will be shared
with desk phones then the Route Partition MUST be the same.

m (Optional) A new Calling Search space for managing how calls are routed from Vocera Edge devices.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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Login to CUCM

1. Click Cisco Unified Communications Manager.

vl
CISCO

Installed Applications

« Cisco Unified Communications Manager
e Cisco Unified Communications Self Care Portal
» Cisco Prime License Manager

Cryptographic Features

This product contains cryptographic features and is subject to United States and local country
laws governing import, export, transfer and use, Delivery of Cisco cryptographic products does
not imply third-party authority to import, export, distribute or use encryption. Importers,
exporters, distributors and users are responsible for compliance with U.5. and local country
laws. By using this product you agree to comply with applicable laws and regulations. If you are
unable to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http:/Mtools. cisco.comllegal'export/pepd/Search.do

If you require further assistance please contact us by sending email to export@cisco.com

2. Enter your Username and Password.

3. Click Login.
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alimp,  Ciseo Unified CM Administration
CI5C0 oy Ciscn Unified Communications Salulions

Cisco Unified CM Administration

Copyrght & 1909 - 2015 Cisco Systems, [nc.
Al nghts reserved.

This product containg cryptographic festures and is subject to United States and local country [aws governing import, export, transfer and use,
Delivery of Cisco cryptographes products does not imply third-party authority b import, export, detribute or use encrypbon, Imparters, exporters,
distributors and users are reapensible for compliance with U.5. and local country laws, By using this product you agree to comply with applicable laws
and regulations. If you are unable to comply with U.5, and local laws, return this product immediately.

A pmmary of LS, |laws gowerning Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager plexse visit our Unified Communications System Decumentation web site.

For Cisco Technical Support please visit pur Technical Support web site.
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Enable AXL on CUCM

Org Services uses AXL to connect to CUCM and manage the per device SIP settings.

Enable AXL service in Service Availability:

1. Inthe Navigation drop down menu on the top right of the screen, select Cisco Unified Serviceability.

2. Click Go.

\EWLELGLE Cisco Unified Serviceability v m

dmin Search Documentation About Logout

3. Select Tools>Service Activation to view the list of enabled services.

Cisco Unified Serviceability
For Cisco Unified Communications Solutions

wfu]
CISco

Tools + | Snmp » CalHome = Help -

Service
Activation

Alarm -  Trace «

ceability

Control Center -
Feature Services

Control Center -
Metwork
Services I(R) Xeon(R) CPU E5
) N dbytes RAM, Partition
Serviceability
Reports Archive

Audit Log
Configuration

Iser crmadmin last |d
HITTPS

Copyright © 1999 - 2
U rights reserved.

'his_ product cu:untain_s

Locations

Dialed Number
Analyzer

CDR
Management

k

on Wednesday, March 2

and _is subject to Un_iteu:l 9

4. Select the Cisco AXL Web Service check box.

5. Click Apply.
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Database and Admin Services
o Cisco Bulk Provisioning Service Deactivated
i Cisco AXL Web Service Activated
U Cisco UXL Web Sarvice Deactivated
I_ Cisco TAPS Service Deactivated

Next you will need to add an Application User to allow Vocera Edge Cucm-Sync to communicate (over AXL) to
CUCM. This username and password will be entered in Enterprise Manager later.

6. Go back to the Cisco Unified CM Administration using the drop-down menu located on the top right of

the screen. Make sure to click Go.

7. Select User Management>Application User.

aliali.  Cisco Unified CM Administration

CIS€0 gy Cisco Unified Communications Solutions

8. Add the 'Standard AXL API Access' Role to the user. Roles are granted to CUCM Users by adding 'Access

Control Groups'. See below for how to create a more restrictive Access Control Group.

9. A more restrictive Access Control Group for Vocera Edge can be created and added to the Application

User. Create a new 'Access Control Group':

10. Click User Management>User Settings>Access Control Group

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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1 = | Usar Management = | Bulk Administration = Help =
End User
UserPhone Add r
! SIP Realm
User Settings L] Credential Policy Default
I Self-Provisioning Credential Policy .
| Assign Presence Users Role I

Access Contral Group

UC Service

Serviee Profile —
User Profile
User Group
User Rank

11. Click Add New

- v [ = v Pagew Safety~ Tools~ @~ @ M [

dlialin  Cisco Unified CM Administration
Cisco For Cisco Unified Communications Solutions

System = Call Routing » Media Resources ~ Advanced Features + Device »  Application »  User Management «

Find and List Access Control Groups

12. Enter the Access Control Group Name

13. Click Save

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A 8
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alilie Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System - Call Routing ~ Media Resources =  Advanced Features ~ Device »  Application = |

Access Control Group Configuration

— Access Control Group Information

i |F‘atientTcuuch Groups 1 |

Mame
Available for Users with User Rank as * |1 - Default User Rank

Save

@ *_ indicates required item.

14. Select Assign Role to Access Control Group from the drop-down menu on the top right of the screen.

15. Click Go

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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aliln  Cisco Unified CM Administration AEWRRE Cisco Unified CM Administration > | Go |
cisco For Cisco Unified Communications Solutions omadmin Search Documentation About Logout

System + Call Rouling »  Media Resources »  Advanced Fealres » Device »  Apgplicaion »  User Management +  Bulk Adminisiral

Related Links: |Assign Role to Access Control Group G m

rhccess Control Group Information

Name* [PuticntTuuch Groups 1 |
Available for Users with User Rank as * [1 - Default User Rank w |

User Rows per Page 50 |
Find User where [User ID %[ begins with | || Find ” Clear Filber | @ =

| Add End users to Group || Add App Users to Group || Select all || Clear Al || Detete Selected |

Save || Delete || Copy || Add New

ﬁ) *. indirates reauired ifem

16. Click Assign Role to Group

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A 10
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aliile Cisco Unified CM Administration

CISCO  Eyr Cisco Unified Communications Solutions

System » Call Rouling + Media Resources = Advanced Features » Device = Application -

Access Control Group Configuration

— Access Control Group Information

Mame ™ PatientTouch Group 4

— Role Assignment

Role

Assign Role to Group

Delete Role Assignment

Save

17. When you click Assign Role to Group, the window below should display. However, you may need to click

Find in order to see the list of roles.
18. Click the following roles and then click Add Selected
m  Standard AXL APl Access
m Standard Admin Rep Tool Admin
m Standard Audit Log Administration
m Standard CCM Admin Users

m Standard CCM Admin Administration

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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Find and List Roles

Role (1 - 50 of 50) Rows per Page 50 |

Find Role wherell‘lame V]heglns with Vl || Find || Clear Filter |E|

Select item or enter search text v

] Mame = Application Description Copy
k] Standard AXL AP] Access Cisco Call Manager AXL  Access the AXL APls 5]
Database
[] Standard AXL AP] Users All users with access to AXL )
APIs
|:| Standard AXL Read Only API Access Cisco Call Manager AXL Access the AXL Read Only APIs ]
Database Read Only
B4 Etandard Admin Rep Tool Admin Adrminister CAR Ty
Standard Audit Log Administration Cisco Call Manager Serviceability Audit Log s
Serviceability Administration
Standard CCM Admin Users All users with access to CCM ]
web site
[] Standard CCM End Users Access to CCM User Option ]
Pages
[] Standard CCM Feature Management Cisco Call Manager Standard CCM Feature 5}
Administration Management

Enter AXL Data in Enterprise Manager

Under Voice Systems, go to Properties and update the following properties:
1. Enter the AXL Username and AXL Password for the user on the server you are setting up.

2. Enter the AXL URL as the URL to the AXL API of the cluster: 'https://<cluster_hostname>:8443/axl/'. The
host is normally just the 'SIP Server' one you entered above but can be any hostname that resolves to a
server or multiple servers on the cluster.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A 12
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E \oice Systemns

Bius Hospital Affiliated Facilities

Facility
o“m Mo aMiliated facililies

#:t Dashboard Froperties
Mame: |
E} Assignment
AML Pazsword
&, Configuration AXL URL
AML Lisermname
ﬂ Seflings AL Yarsion

Call Forward G335
Calling Search Space

Clushar Hams

.0

pag-cas

DME Mapping

[ | oo
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CUCM Settings

The following have to be configured on the CUCM server and the corresponding properties updated in
Enterprise Manager> Voice Systems.

Route Partition & Calling Search Space

To enable custom call routing for Vocera Edge devices, a new Route Partition and a new Calling Search Space
specific to PSS devices are required. In addition to call routing, the Route Partition is also used to determine calls
made by Vocera Edge devices as part of the Call History feature.

Jot down the 'Route Partition' and 'Calling Search Space' names, these will need to be entered in Enterprise Mgr
under the Voice System Properties.

1. Select Call Routing>Class of Control>Partition.

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Call Routing = | Media Resources v Advanced Features » Device v Applicati

s I

Dial Rules »

Route Filter Delete Selected

Route/Hunt ’

SIP Route Pattern

Class of Control 4 Access List

Intercom ’ Time Period

Client Matter Codes Time Schedule

Forced Authorization Codes || Partition ||
Emergency Location 4 Calling Search Space

2. Click Add New.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A 14
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alip,  Ciseo Unified CM Administration

Cisco Unified CM Admanistration * | Go
CI5C0 oy Ciscn Unified Communications Salulions

System » Cal Rouing =  Meda Resources = Advanced Features ~ Device = Application = User Management «  Bulk Adminstration = Help -

S Add Hew

Partition
Find Partition where Name * | begins with ¥ | | Fimd || Clear Filter |i:
Mo actiwe query. Flease enter your search criteda using the options above.
| Add Mew |

3. Enter the Partition name.

4. Click Save.

alial,  Cisco Unified CM Administration

€IS€O 5 Cisco Unified Communications Solutions

Systern = Call Routing + Media Resources =  Advanced Fealures = Device =  Application -

Partition Configuration
o Sove

~Status
@ Status: Ready

— Partition Information

To enter multiple partitions, use one line for each partition entry. You can enter up to 75 partitions; the
names and descriptions can have up to a total of 1475 characters. The partition name cannot exceed 50
characters. Use a comma (,) to separate the partition name and description on each line. If a description

is not entered, Cisco Unified Communications Manager uses the partition name as the description. For example:
<< partitionName >> , << description >>

CiscoPartition, Cisco employee partition
DallasPartition

Name* pgg—pd

5. Select Call Routing>Class of Control>Calling Search Space.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A 15
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Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Call Routing = | Media Resources = Advanced Features + Device =+ Applicati

AAR Group
Dial Rules >
Route Filter
Route/Hunt >

SIP Route Pattern

Class of Control » Access List
Intercom r Time Period
Client Matter Codes Time Schedule
Forced Authorization Codes Partition

6. Click Add New.

CI5€O o Cisco Unified Communications Solutions

d and Lis ] Sea paces
SR Add Hew

Calling Search Space
Find Calling Search Space where C55 Mame ¥ |begins with 7 | Find || Clear Filter | 3p
N active quary. Plesss enter your search critenia using the aplions above.

Add Mew

-— 1

Emergency Location » || Calling Search Space ||

alimp  Cisco Unified CM Administration Cisca Unified CM Administration ¥ | Go

System » Call Rouling = Meda Resources = Advanced Features = Device = Appicalion = User Management ~  Bulk Adminifrabion ~  Help ~

7. Enter aName.

8. Click Save.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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System = Call Rouing = Media Resources = Advanced Features = Device = Application =  User Manage

e 3G oo [ o o e

~Calling Search Space Information
Name - P55-C55

Description

— Route Partitions for this Calling Search Space

Avallable Partitions™* Directory URI
Global Learmed E164 Numbers
Global Learned E164 Patterns
Global Learned Enterprise Mumbers
Global Learned Enterprise Patterns

v

Selected Partitions pss-pt
v
F)

9. Write down the 'Route Partition' and 'Calling Search Space' names as these will need to be entered in

Enterprise Manager under the Voice System Properties.

Enterprise Manager Properties

Enter the Route Partition and Calling Search Space in Enterprise Manager under Voice Systems>Properties.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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Properties

Mame

Allow Create Users

AXL Password

false

o iy e ool e

AXL URL https://<your CUCM host>:8443/ax|/
AXL Username pssaxluser

AXL Version 9.0

Calling Search Space pss-css

Device Pool
Device Type
Digest Password

Digest Realm

PSS Device Pool
Third-party SIP Device (Basic)

L ]

ccmsipline

Route Partition

pss-pt

Sip Profile
Sip Security Profile

User Prefix

PSS Sip Profile
PSS Security Profile

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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Device Pool

A separate Device Pool should be used for each CUCM Voice Setting in Enterprise Manager. The Device Pool is
how Org Services knows where to find Vocera Edge devices in CUCM. Take note of the name used for the
Device Pool, this will be entered into Enterprise Manager later.

To allow multiple Voice Settings for the same CUCM cluster from a multi-facility installation of Org Services, each
facility will have a single Voice Settings, that will have its own device pool and calling search space. A separate
calling search space is necessary for each facility so 0, 911, etc, can be routed. Separate Device Pools are
needed for to allow for different routing, and Caller ID transforms mask (among other settings that may be
optionally used).

Device may be duplicated per facility OR move per facility in CUCM. This is determined by number of device
pools listed per PBX.

m If single device pool entered, device will be duplicated across facilities.
m If multiple device pools, device will be moved between facilities.
m In both cases calling should work as expected.

Only needed if you want to enable digest authentication. Add a new 'SIP Security Profile' and check 'Enable
Digest Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in
Enterprise Mgr later.

The device type must match 'Third-Party SIP Device (Basic)'.

1. From the System menu, select Device Pool.

Senver Administration vigation | Go |
Cisco Unified CM nications Solutions ch Documentation About Logout

Cigco Uniad CM Groug

+ Advanced Fealures » Device = Applicalion - Usar Management =  Bulk Adminisirati

P & Redundancy G
Phone NTP Reference
DialeiTime Group

BLF Presence Group
Region Infermation ]
Device Mobility * |  whers name [Begine with ] | Find || Clear Filter |E|E|
OHCP k
LDAP k
SAML Single Sign-On

guary. Please enter your search oriteria wsing the options above.

Cross-Cmgin Resource Sharing
(CORS)

Location info ]
MLPP ¥
Physical Location

SRET

Emledprize Paramelens

Enderprise Phone Configuration
Senice Paramaters

Security 4

| hﬂp:;.-'_.‘ cnchter-cucml 2-lab.d n-'.P:s.nn.-fﬁ-l-ﬂ 3/ cemadmnddevicePoolFindList.do i

2. Click Find.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A 19
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aliln  Cisco Unified CM Administration PSR Cisco Unified CHM Administration | Go |
cisco For Cisco Unified Communications Solutions cmadmin Search Documentation About Logout

Systern » Call Rouling » Media Resources »  Advanced Fealures » Device = Applicalion = User Management «  Bulk Admimisirati
Help =

Find and List Device Pools

A Add New

Device Pool
Devii —
Find P‘:I'mwhare Device Poal Nama w | beging with | | Fine || Clear Filter
Mo actve query. Flease enter your search oriteria wsing the options abowe.
Add New

3. Click Add New.

aliali.  Cisco Unified CM Administration TERNSNITN Cisco Unified CH Administration v | Go |
CISE0 o Cisco Unified Communications Solutions cmadmin Search Documentation About Logout

Syslem » Call Rouling ~ Media Resowrces »  Advanced Fealures + Dévice »  Appltalion »  User Management +  Bulk Adminisirasi

Find and List Device Pools

Device Pool  (1-3of3) Rows per Page 50~ |
Fined F‘Enul =whuru|Dﬂrmc Pool Name Vlbtﬂms with v| || Find ” Clear Filtber |
[] Mame * Cisco Unified CM Group Fegion Date/Time Group Copy
D Default Default Default CMLocal E
] P55 Device Pool Default Default LMLgcal [I&}
O P55 new device pool Default Default CMLocal i}

| Add New || Select All || Clear All || Delete Selected |

4. Enter the following Device Pool Information:

m Device Pool Name -

m Cisco Unified Communications Manager Group - Default
m Calling Search Space for Auto-registration - pss css

m Date/Time Group - CMLocal

m  Region - Default

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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~Device Pool Information
Device Pooli  Mew

~ Device Pool Settings

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A

Deviee Poal Name® [pS5 reevice Paot

Cisco Unified Co icaticns Manager Group™ | Default ~|

Calling Search Space for Auto-registration | pas-css |

Adpnct C55 |< Hame = """|

Revarted Call Focus Priarity [Cefault W

Intercompany Madia Services Envolled Group | = None = |
~Roaming Sensilive Sellings

Date/Time Group* [cMLocal V|

Region * [ |

Media Resource Group List [= Mone = w|

Locatian | = Hene = |

Metwaork Locale | < Mone = Vl

SRET Reference® [Disabie |

Connection Monitar Duration *=* | |

single Button Barge™* [Default v|

Join Across Lines * [Default v

Physical Location | < Wone = '-"l

Device Mobility Group [< Mone = V|

21
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SIP Security Profile

This is only needed if you want to enable digest authentication. Add a new SIP Security Profile and select 'Digest
Authentication'. Take note of the name you used for this SIP Security Profile, this will be configured in Enterprise

Manager later.

The device type must match the device type entered into Enterprise Manager. E.g. 'Third-Party SIP Device

(Basic)".

1. Click System>Security>Phone Security Profile.

Server

Cisco Unified CM

Cisco Unified CM Group
Presence Redundancy Groups
Phene NTP Reference
Date/Time Group

BLF Presence Group
Region Infermation
Device Pool

Device Mobility

OHCP

LDAP

SAML Single Sign-On

Cross-0rigin Resource Sharing
(CORS)

Lecaticn Info

MLPP

Physical Location

SRST

Enterprize Parameters
Enterprise Phone Configuration

Service Parameters

M Administration

unications Solutions

es + Advanced Features

Device

|F'55-Deuin:e Pool

fr Group™® | - Not Selected --
Btion | pss-css

| < None =

| Default

fl Grl:ll.lp |-=; Mone =

[ secu

Certificate

[

Application Server
Licensing
Geolocation Configuration

Geolocation Fitter

Cridd Elm e s

Phone Security Profile

i

SIP Trunk Security Profile
CUMA Server Security Profile

lable

https:/10.10.35.106:8443/ ccrnadmin/phoneSecuntyProfileFindList.do

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A
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2. Click Add New.
3. Enter the Phone Security Profile Type.

4. Click Next.

LEaLE S Cisco Unified CM Administration * m

cmadmin Search Decumentation Abaut Logout
Help =
RS NS Back To Find/List * | Go |

aliali,  Cisco Unified CM Administration
CISCD o Cisco Unified Communications Solutions

System = Cal Rouing =  Media Resources =

Agvanced Features =  Device =

Appication = User Managemend =  Bulk Adminstrabon =

Phone Security Profile Configuration

- Select the type of device profile you would like to create

Phone Security Profile Type® | Third-party S1F Device (Advanced) x|

Mext

5. Enter the following information:
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e Save I petete [ cory @y Reset 2 AppyConfig a Add New

— Phone Security Profile Information

Product Type: Third-party SIP Device (Basic)
Device Protocol: SIp

Name * PSS Security Profile
Description Third-party SIP Device (Basic)

Nonge Validity Time* gng

Transport Type™* - UDP

| Enable Digest Authentication

L L

— Parameters used in Phone

SIP Phone Port * S060

— Save Delete Copy Reset Apply Config Add New

Enterprise Manager Settings

Enter the name of the new device security profile in Enterprise Manager under Settings>Voice
Systems>Properties.
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FProperties
Name T
Digest Realm comsipline
Mo Answer Timeout 15
Route Partition pss-pt
Sip Port 5060
Sip Profile PSS Sip Profile
Sip Security Profile PSS Basic Security Profile
Lser Prefix pss_blue_
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SIP Profile

Create a new SIP Profile for Vocera Edge devices, take note of the name used, this will be configured in
Enterprise Manager later.

Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in 'Voice Systems' are considered.

Set the 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records will
uploaded to Org Services every 1 minute).

m Directory should be '/callhistory/'
m  User should be 'cucmsftp'
m Password is per install and provided by your PSS Support representative

Make sure 'Use Fully Qualified Domain Name in SIP requests' is enabled as well if you want to connect with a
domain name instead of an IP (recommended):

1. Click Device>Device Settings>SIP Profile.
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fied CM Administration

ed Communications Solutions

JEnliGl Cisco

i1l = o

edia Resources

mfiguration

Advanced Features

Device - | Application ~  User Man

CTI Route Point
Gatekeeper
Gateway

Phone

Device Defaults

Firmware Load Information
Default Device Profie
Device Profile

Phone Button Template
Softkey Template

Phone Services

Trunk

Remote Destination

Device Settings 3

SIP Profile

Commen Device Configuration
Common Phone Profile
Remote Destination Profile
Feature Control Policy
Receording Profile

SIP Mormaliz ation Secript
S0P Transparency Profile
Metwork Access Profie
Wireless LAMN Profile
Wireless LAM Profile Group
Wi-Fi Hotspot Profile

Click Add New.

Enter the following information:

Name

Description

Select the Redirect by Application check box

Select the Use Fully Qualified Domain Name in SIP Requests check box
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djial, Cisco Unified CM Administration
€I5CQ o Cisco Unified Communications Solutions

LEELE S Cisco Unified CM Administration * m

cmad min Search Do

Abaut Logout

System w  Cal Rouling +  Media B

SIP Profile Configuration

Q Save
- Status =

@ Status: Ready

@ &ll S1P devices using thes profile must be restarted before any changes will take affect.

- SIP Profile Information

HName™ PSS SIP Profile

Crescription PSS SIP Profile
Default MTP Telephony Event Payload Type' 101

Early Offer for G.Clear Calls® Disabled b
User-Agent and Server header information® ' Send Unified CM Versien Infarmation as User-Agen ¥
Wersson in User Agent and Server Header™® Major And Mingr A
[Dial String Interpretation™ Phane number eonsists of characters 0-9, =, #, anc ¥
Confidential Access Level Headers™ Disabled T

* Redirect bv Applcation
[Cheable Early Media on 160
Qutgaing T.368 INVITE include audis mlins

#| Use Fully Qualifisd Domain Name in SIP Requests
Assured Services SIP conformance

SOF Information

S0P Session-level Bandwidth Modifier for Early Offer and Re-mvites* | TIAS and &S v
SDP Transparency Profile Pass all unkmown SDP attributes v
Accept Audio Codec Preferences in Received Offer® Default ¥

Require SOP Inactive Exchange for Mid-Call Media Change
Allow RRRS bandwidth modifier (RFC 3555)
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SIP Domain

The Vocera Edge clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.

This can be an IP or a fully qualified domain name (FQDN). The FQDN on the CUCM Publisher if set can be found
below. Note this for later.

When connecting via a FQDN, make sure the SIP Security Profile (see previous section) has the setting 'Use Fully
Qualified Domain Name in SIP requests' enabled.

1. Click System>Enterprise Parameters.
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alialy  Cisco Unified CM
cisco

For Cisco Unified Commun

System - | Call Routing ~ Media Resourc

Server E
Cizco Unified CM

Cisco Unified CM Group

Presence Redundancy Groups
Phone HTP Reference
Date/Time Group =ld

BLF Presence Group

Reqgion Information k

De
Device Pool
Device Mobility v ki
DHCP v o
LDAP »

SAML Single Sign-Cn

Cross-0Origin Resource Sharing

(CORS)
Location Info |
MLPP [

Physical Location

SRST

Enterprize Parameters

Enterprize Phone Configuration
Service Parameters

Security F
Application Server

Licensing F
Geolocation Configuration
Geolocation Filter

E911 Messages

2. Enter your CUCM server in the designated fields.

3. Click Save.
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Syslem = Cal Rowling =  Media Aescurces ~  Advanced Fexlwes = Device - po o Limer WA = EulkA - Hep -

Enterprise Paramelers Conliguralion

Igsbn @mum— @ Reset 2 sopiy Conty

~Clusterwides D in Configuration

|g'uur_D.||:l11_:entr.nr\q |
Clisgtar Fial galifed Domah Mamg |,-nu|- U smrr_-r_n(d L |

r Denial-al-Sarvice Protection

nigl-gd-Sarvice Pr ion * [True |

rTLS Handshaks Tinver

TL5 Handshake Timer * [so |
~TLS R thon Timer
TL5 Aesumption Timer * [3800 |
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Call History

Call History has to be enabled on the CUCM server. Call history logs are uploaded by CUCM to the Org Services
cluster over SFTP. Only logs for the route partition configured in Voice System are considered.

1. Setthe 'CDR File Time Interval' to '1' under 'System' -> 'Enterprise Parameters' (the call history records
will be uploaded to Org Services every 1 minute).

2. Go 'System'->'Service Parameters', then select the server and 'Cisco CallManager' this will bring up
properties editor for call manager. Set the following:

m 'CDR Enabled Flag' to 'true.

m 'CDR Log Calls with Zero Duration Flag' to 'true.'

System = Call Rowling ~ Media Fesources ~  Advenced Fealures = Device »  Application = User Management =  Bulk Administration =

g Save éj’ Set to Default Qmm
-5y

sbem

CDR Enabled Flag * True ¥
; * Trae =

Digia Analysis Comalesity * StandardAnalysis P

=

Database Debounce Timer ]

Maximum Phone Fallback Quewe Depth * 10

Maximum Mumber of Registered Devices * 000

Sysem Initialization Timer * i)

There are hicklen parameters in this groap. Click on Advanced buttan 1o see hidden parameters.

3. Then setup 'CDR Management': Select 'Cisco Unified Serviceability' and click 'Go'.

WENLEWGLE Cisco Unified CM Administration ¥ § Go
| Cisco Unified Reporting
Cisco Unified CM Administration

Searc

User Mar, Disaster Recovery System m
Cisco Unified Serviceability

Cisco Unified OS5 Administration ] -
Relatea LnksS. LEqagiiju- ey Je

4. Click Tools>CDR Management.
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Cisco Unified Ser
For Cisco Unified Comm

e« | Tools | Snmp v C

Service
Activation

Control Center -
Feature Services

Control Center -
Metwork
L] Services

Serviceability
Beports Archive

Audit Leg

Configuration
h last |g
Lzcations g

Dialed Number
Analyzer

CDOR
ontains Management

graphi-_ PT U000 O0ss TTOC 0T |

oog - 2
ved.

5. Click Add New to add a new 'Billing Application Server'. This is just a server that accepts CDR CSV files, it's

nothing to do with billing.

alinl,  Cisco Unified Serviceability
CISCO  Eor Cisco Unified Communications Solutions

Alarm + Trace + Tools + Snmp = CalHome »  Help -

o Add new x Delete Selected

Fill out the Org Services server hostname (this can be any server in the org services cluster where cucm-sync is
running. It can be a load balanced hostname/ip).

6. Enter the following information:

m Host Name: enter your host name
m User Name: should be 'cucmsftp’
m Password: Password is per install and provided by your PSS Support representative

m Directory Path: Should be '/callhistory/'
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alial,  Cisco Unified Serviceability
CISCO  For Cisco Unified Communications Solutions

Alarm = Trace = Tools » Snmp = CallHome = Help =
DR Management

Billing Application Server Parameters

Host Name / IP blue.ga.pss.net

Address*

User Name™* cucrnsftp

Password® SessessssessEsessEsEsRRSERRESS
Protocol*® SFTP &

Directory Path* /callhistory/

Resend on Failure

Update Cancel

@* - indicates required item.
@Updation of IPAddress/Hostname and Directory Path is not allowed, CD
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Hunt Groups

A hunt group is a method of distributing phone calls from a single extension or number to a group of users. In
order to use Hunt Groups with Vocera Edge they must first be configured in CUCM.

Terminology:

m Line Group - A line group allows you to designate the order in which directory numbers are chosen.
Vocera Edge Extensions are added and removed from this line group. In general, we anticipate sites
configuring the Distribution Algorithm(Ring Order) to Broadcast, which will ring all numbers.

= Hunt List - A Hunt List lists a set of Line groups in a specific order.
= Hunt Pilot - A Hunt Pilot is the extension that routes calls to the Hunt List.

Create a new Line Group. Vocera Edge extensions will be added/removed from this line group.
1. Click Route/Hunt > Line Group.

alilee  Cisco Unified CM Administration
CIRC0  yo Cinco Unifked Communications Solutions

Sysiem = | Col Rowling = | Media Resowrces = Advanced Fealures =  Device = Applcaion

LAR Grewg
Doai Rded »
G e
— B Rste G L
®“" La Bt Pattemn Lises Pty Growp Psmey
| Clans of Contral . Figule List
Il L " Rite P ateen »
Ling Gry Caped idatier Coden —
Fird Ling Forted Authoriz sbon Cooes | une e i
Emgrgancy Locaboe, 3 [
Transiaton P aners Higrl Pl
Tl Park I e e -

2. Click Add New.

I:% Add New @ Select Al @ Clear All % Delete Selected

rStatus

3. Enter the following information:

m Line Group Name. Note this as it will need to be entered into Enterprise Manager.
m Ring No Answer (RNA) Timer. The recommended length is 15 seconds.
m Distribution Algorithm. The recommended option is Broadcast.

m  Optionally, set responses for No Answer and Busy settings.
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Syslem = Call Routing »  Media Resources »  Advanced Features » Device =  Applicafion »  User Manage

~Line Group Information

Line Group Mame* [Line Group PSS 1
RNA Reversion Timeout® [ig
Distribution Algorithm™® | Broadcast v

Hunt Options

Ho Answer* Try next member; then, try next group in Hunt List ¥
) Automatically Logout Hunt Member on No Answer

Busy** Try next member; then, try next group in Hunt List ¥

Not Available ®* | Try next member; then, try next group in Hunt List ¥

Optionally, a second line group may be set up as a fallback.

Lime Growp Confguration Relatod Links: [T R0
rLine Group Inf
U Group Hama® 7001 Fall Back Humber
RMA Reversion Timeout® 15
Distrbubon Algonthm® | Longest Ldie Time hd
~Hunt Oplions
No Angwer® Try next member; then, try next growp in Hunt Lst ¥

Autamatically Ligout Hunt Member on 1o Answer
Busy™ " Try naxt mamber; than, try next groug n Hunt Lt ¥
Mok Awailable™® | Try next member; then, try next grows in Munt List *

rLine Group i

- Find Directary Mumbars 1o Add to Ling Group

Partition < None > M
Dhrectory Mumber Containg I Fimd
&vadlable DH/Route Partition 6101/ pas-pt -

BAMEE Lipea-pt

BAAREIEI 10 pas-pt -
9101/ pss-miatest1-pt o
Tae many Mmatches; uie More specifc pearch. ”
Add to Lime Group

~Current Line Group
Raverse Order of Selected DN/Raute Partibong

Felected DA/ROute PArbton 1006/ pas-whiepl -
-
Bl
A
Removed DH/Route Parthon -
F ¥ Mismbers
SRS s aent et

Create a Hunt List.

1. Click on Route/Hunt > Hunt List.

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A



Vocera Edge CUCM Setup Guide

o| [N |

|

System = | Call Routing v | Media Resources » Advanced Features » Device + Application «
AAR Group
Dial Rules »
P AddN Foute Fier Delete Selected % Reset Selected 2 4
Status—'l Route/Hunt 4 Route Group
@ 6 red SIP Route Pattern Local Route Group Names
Class of Control » Route List
_ Intercom 4 Route Pattern
M Client Matter Codes
Find Hunt Forced Authorization Codes Line Group
() Emergency Location L4 Hunt List
o Translation Pattern Hunt Pilot
O o b |I Chau Hunt List

2. Click Add New.

:ﬂa Add New @ Select Al @ Clear Al @ Delete Selected

rStatus

3. Enter the following information:

® Name

m Description

m Check the box next to “Enable Hunt List”.

m Click “Add Line Group” and add the line group created in the first step.
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Bs"e xnm Cnpr %'Ruen & Aoply Config :%mum
- Status

@ Status: Ready

=Hunt List Information

Device is trusted

Name* [Hunt List PSS 1
Description [Hunt List PSS 1
Cisco Unified Communications Manager Group® | pefault ¥

#| Enable this Hunt List {change effective on Save; no resst required)

! For Voice Mail Usage

=Hunt List Member Information
Add Line Group

Selected Groups**  [Line Group PSS 1 a
7001 Fall Back Number

<

Removed Groups™*** | o

-Hunt List Details
._l.m_cm_up_F’iS_L
-.Zﬂﬂl_’:ﬂ.ll.ﬁ.n.ﬁk.ﬂ.um.bﬂ

| Save | | Delete | | Copy | | Reset | | Apply Config | | Add New

Create Hunt pilot.

1. Click on Route/Hunt > Hunt Pilot.

System = | Call Routing + | Media Resources = Advanced Features + Device v  Application v U

AAR Group
Dial Rules »
E% sy Route Filter P
-Status — Route/Hunt L3 Route Group | I
@ o SIP Route Pattern Local Route Group Names
Class of Control L4 Route List
S —— Intercom 4 Route Pattern
M Client Matter Codes | s
Find Hunt Forced Authorization Codes Line Group || Clear
O Emergency Location L Hunt List Route F
o Translation Pattern Hunt Pilat "I|
Call Park |
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2. Click Add New.

I:% Add New @ Select Al @ Clear All % Delete Selected

rStatus

3. Enter the following information:

m Hunt Pilot DN

m Select the Route Partition

m Description

m Select the Hunt List created in the second step.
m Alerting name

m  Optionally, set forward no answer and busy settings.
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Hunt Pilot Configuration Related Link

Qm xnm cq:y :"i‘immn

rStatus

@ Status: Ready

~Pattern Definition

Hunt Pilat® 7001

Route Partition .pu-white-pnt
Description lHunt Group PSS 1
Numbering Plan < None =

Route Filter = None =

MUPP Precedence™ Default

Hunt List*® Hunt List PSS 1
Call Pickup Group < None >
Alerting Name Hunt Group PSS 1

ASCII Alerting Name [Hunt Group PSS 1

Route Option ® Route this pattern

Provide Qutside Dial Tone
J Urgent Friority

Black this pattern | Mo Error

rHunt Call Treatment Settings

rForward Hunt No A

® Do Not Forward Unanswered Calls
Uze Forward Settings of Line Group Member

Forward Unanswered Calls to
Destination I

Calling Search Space | - pone >
Maximum Hunt Timer

~Forward Hunt Busy

® Do Not Forward Busy Calls
Use Forward Settings of Line Group Member

Forward Busy Calls to
Destination

Calling Search Space | = pone =

When setting up the Hunt Group in Enterprise Manager, enter the Line Group Name from CUCM. Please see
step by step instructions in the Enterprise Manager User Guide.
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Voica
Facility Patentsahe Tomsiia Hama,
Voice System:  pss.cuce. 12.5.clusier Exionsion (Dsplay Oniylc
Faliback @ { Deplay Ondy):
Hunt Group:
Exiernal Number
Lire Growp Mame:
=n
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Create New Voice System in Enterprise
Manager

A 'Voice System' in Enterprise Manager allows directory numbers (extensions) to be provisioned on a Call
Manager/PBX.

Note There may be an existing 'Vocera Edge Voice Appliance' example Voice System added, remove this if

connecting only to CUCM.

1. Select Settings>Voice Systems.

2. Click Create New. Enter a Name.
3. Select 'Cisco CUCM' as the type.

4. Make sure 'Enable Extension Configuration' is selected (it is be selected by default).

Note When Enable Extension Configuration is enabled, users, devices and lines in CUCM will be managed
by Enterprise Manager. When disabled Enterprise Mgr will only read these from CUCM. However, in
both cases the forwarding number on the line will be updated every time a user logs in or changes it
from the client.

5. Add the CUCM SIP domain under SIP Domain. This can be an IP but a fully qualified domain name (FQDN)

is preferred. Vocera Edge devices register over SIP to CUCM using this 'SIP Domain'
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VolIP Settings in Org Services

The handheld then requests VOIP settings from Org Services, to allow the handheld to login over SIP. Settings
include:

= SIP domain & Extension (SIP URL)
m CUCM subscribers to connect to

m Digest Username & Password (Encrypted)

PatientSafe Hospital E Voice Systems

Basic Information

Admin User Name: pss-cucm-12-5-cluster
Description: cugm 12.5

o Type: Cisca CUCM
s2: Dashboard ve
PBX:

E Assignment Note: PBX code is used to use existing extensions across voice systems. Leave empty to provision
extensions per voice system or facility.

® Messaging
Server Settings

9, Configuration
SIP Domain: pss-cucm-12-5-clusterdev pss.net

L} Settings Call Forwarding: [

Call Transfer:

/| Enable Voicemail
Voicemail Dial #: 3100

Voicemail Forward #: | 3100

© User Guide =
Extension Ranges

,

The Vocera Edge clients use the 'SIP Domain' when registering the SIP connection with CUCM,
<extension>@<sipdomain>, e.g. 1000@cucm.mycompany.com.

Affiliate with facilities you want the voice server to be available for. For each facility enter in the host name of
the CUCM server to connect to. This can be different per facility. Multiple CUCM servers can be specified by
comma separating them in this field.

The 'Digest Password' property in Enterprise Manager allows you to set the digest password configured on
CUCM. This password will be set by Org Services as the digest password for any users that have a Vocera Edge
extension. The Vocera Edge client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is

‘ccmesipline’. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in

Enterprise Manager.
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< C' | A Not Secure btps://10.10.35.106:8443/ccmadmin/serviceParamEdit.do?server

aliml,  Cisco Unified CM Administration
CISCO L Cisco Unified Communications Solutions

System = Call Routing + Media Resources =  Advanced Features = Device =  Application = User Manageme

ervice Parameter Configuration

E Save t_j’ Set to Default eranm

- Status
@ Status: Ready

-Select Server and Service

Server® | 10.10.35.106--CUCM Voice/Video (Active) =)

Service® | Ciseo CallManager {Active) g

A

All parameters apply anly to the current server except parameters that are In the cluster-wide group(s).

- Cisco CallManager (Active) Parameters on server 10.10.35.106--CUCM Voice/Video (Active)—

SIP Station Realm * ccmsipline

Enter the following properties:
1. Set'AXL Password' to the password for the AXL user you created.
2. Set'AXL URL' as the URL to the AXL API of CUCM host(s), example 'https://<cucm_host>:8443/axl|/".
3. Set'AXL Username' to the username for the AXL user you created.
4. Set'Calling Search Space' to the name of the PSS specific 'Calling Search Space' you added.
5. Set Country Code property settings to a default value of 1.
6. Set'Device Pool' to the name of the PSS specific 'Device Pool' you added.
7. Set'Device Type' to blank, by default 'Third-party SIP Device (Basic)' is used as the device type.
8. Set 'Route Partition' to the name of the PSS specific 'Route Partition' you added.
9. Set'SIP Profile' to the name of the PSS specific 'SIP Profile' you added.
10. Set'SIP Security Profile' to the name of the PSS specific 'SIP Security Profile' you added.
11. Set'User Prefix' to blank - this is only used in test environments.
Other properties:

1. Make sure 'Allow Create Users'is set to 'false’ (it is by default) if users are already created in CUCM via
Active Directory (AD). If your CUCM install is NOT Active Directory integrated with 'CUCM Dir Sync', set
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this to 'true' so that Org Services will create the users as needed in CUCM.

2. Set 'Digest Password' to a custom password - This will be used by the Vocera Edge client devices to
connect to CUCM.

3. Make sure the 'Digest Realm' matches the setting 'SIP Station Realm' in CUCM.

4. Make sure the 'CUPI' settings are blank (they are by default) - these are only used in test environments.

Properties
Name | Value
Allow Create Users false -
AXL Password T
AXL URL https://pss-cucm-12-5-cluster. dev.pss net: 844 3/axl
AXL Username pssaxluser
AXL Version 125

Call Forward C5S

Cluster Name

Country Code 1
Device CSS pss-css
Device Pool PSS Device Pool
Device Type Third-party SIP Device (Basic) .
Properties
Name ‘] Value
Dial Out Prefix 8 -~

FEREEHE

Digest Password

Digest Realm ccmsipline
Directory Number CSS pss-css
No Answer Timeout 15

Registration Logging

Route Partition pss-pt

SIP Ping Interval

SIP Ping Retry

Sip Profile PSS Sip Profile

Sip Security Profile PSS Security Profile
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Vocera Edge Client SIP Setup

SIP REGISTER to sip:1000@ pss-cucm-version11-01.patientsafesolutions.com.

Will register every 20 seconds (this is configured in CUCM and communicated to the client over the SIP protocol
directly).

The registration is done to the 'SIP Domain' configured under Server Settings.

Note Prior to 4.5 (4.4.1 and before) the client apps would register using the subscriber hostname as the

domain.
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Appendix

Authentication

The 'Digest Password' property in Enterprise Manager allows you to set the digest password configured on
CUCM. This password will be set by Org Services as the digest password for any users that have a Vocera Edge
extension. The Vocera Edge client will authenticate with this password. The password is not sent directly to
clients instead a hash of the username and Digest Realm is used. The default digest realm used in CUCM is
'‘ccmsipline’. If this is changed to something else in CUCM you will need to change the 'Digest Realm' property in
Enterprise Manager.

< C' | A Not Secure bttps://10.10.35.106:8443/ccmadmin/serviceParamEdit.do?server

aliml,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing = Media Rescurces = Advanced Features = Device = Application = User Managems

ervice Parameter Configuration

) Saeve fﬁ’ Set to Default thancad

- Status
® Status: Ready

-Select Server and Service

server® | 10.10.35.106--CUCM Voice/Video (Active) )
Service* | Cisco CallManager {Active) g

'

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

-Cisco CallManager (Active) Parameters on server 10.10.35.106--CUCM Voice/Video (Active)

SIP Station Realm * ccmsipline

We use digest authentication when registering with SIP. The credentials (username/password) are passed to the
client from Org Services when the client requests /pt/voip/settings

CUCM itself has some limitations on digest passwords:
Each user in CUCM can only have 1 digest password, no matter how many devices they log into.

The digest password cannot be sync'ed to CUCM over AD, it has to be set manually or over AXL (we set it over
AXL).

In our setup, one password is shared across all PSS users (This can be changed per Voice System in Enterprise
Manager -> Voice Systems). The customer can set a password of their choosing for all PSS users, and we will set
this password via AXL on extension / user setup.

The password is not passed to the client in plaintext, instead a hash (per user) is sent to the client. So having this
hash you can only log in as that user. This prevents one leaked password allowing for login to any extension. The
1 password is not sent in the /pt/voip/settings response.
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The reason for one password across all PSS users is because the digest password can be used outside of Vocera
Edge. Non PSS devices can require digest passwords, and these require the digest password to be entered on
admin setup of the device. If we were to generate our own password per user, we would have to give the
customer a way to lookup this password in Enterprise Manager. We could also have a way to set it per user in
Enterprise Manager. This would be error prone from an admin perspective and should not be the default; it’s

not common to use digest auth. These changes could be a future enhancement if needed, but right now the
customer can set 1 password of their choosing for all users.

Fully Qualified Domain Name

To connect with the fully qualified domain name for 'SIP Domain' you will need to make sure CUCM is
configured correctly.

1. Under Cisco Unified CM Administration, select System>Enterprise Parameters.
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aliili.  Cisco Unified CM Administration

cisco

For Cisco Unified Communications Solutions

Server

Cisco Linified CM

Cisco Unified CM Group
Presence Redundancy Groups
Phene MTP Reference
Date/Time Group

BLF Presence Group
Region Infermation
Device Pool

Device Mobility

OHCP

LOAP

SAML Single Sign-On

Cross-0rigin Resource Sharing
(CORS)

Location Info
MLPF
Physical Location

SRST

ces w»  Advanced Features

g with an insufficiel
= not configured in y
ble to provision use

device is configurec

Administration
-2

1tel{R) Xeon(R) CPU E5-2
14Mbytes RAM, Partitions .

ter on Wednesday, March 29,

Inc.

Enterprize Parameters

Enterprize Phone Configuration
Service Parameters

Security

Applic ation Server

Licensing

Geolocation Configuration
Geolocation Fiter

EZ11 Messages

res and is subject to United St
imply third-party authority to inj
with U.5. and local country law:
nth U.5. and local laws, return
tryptographic products may be
unications Manager please visit

ur Technical Support web site.

Clusterwide Domain Configuration

Organization Top Level Domain

pssvoip.brown.pss.srv

Cluster FU"! gua“f[ed Domain Name pssvnip.hruwn.pssisw

©2021 Vocera/ Company Confidential / October 2021/4.10 UG-CUCM Rev A



Vocera Edge CUCM Setup Guide v

2. Under the SIP Security Profile (see section above), make sure 'Use Fully Qualified Domain Name in SIP
requests' is enabled:

Gysiem = Cal Routng =  Modia Aesources = Acwvanced Features =  Device = Application = User Management = Bulk Administration = He
- Status
(@) status: Reaay

EDMI 5IP devices using this profile must be restarted bafore any changes will take affect.

~SIP Profile Information

Name * PSS SIP Profile
Descripion PSS SIP Profile
Default MTP Telephany Event Payload Type® yp1

Early Offer for G.Clear Calls* Disabled

User-Agent and Server header information * | send Unified CM Version Information as User-Agent
Version in User Agent and Server Header® Major And Minar

Dial String Interpritation ™ Phone number consists of characters 0-9, =, #, and #
Confidential Access Leval Headers Disabled
B Redirect by Application
Disable Early Media an 180
Outgaoing T.38 INVITE include audia mlins
[ Use Fully Qualified Domain Name in SIP Requests
Assured Services SIP conformance

n
v

SDP Information
SDP Session-level Bandwidth Modifier for Early Offer and Re-invites® | 1185 and a5

SDP Transparency Profile Pass all unknown SOP attributes
Accept Audio Codec Preferences in Received Dfer® Dafault

b AR R

Require SDP Inactive Exchange for Mid-Call Media Change
Alow RR/RS bandwidth rmodifier (RFC 3556)

Licensing

The number of Cisco licenses required by your organization will depend on the number of devices your

organization will connect to the network. For example, if your organization has 1500 nurses and 600 shared
devices, then 600 licenses are required.

Each physical device that connects direct to CUCM (rather than a SIP Trunk alternative) requires a CUCM
“Enhanced” license. In these cases, Vocera Edge device connects direct to CUCM as a 3rd Party Basic SIP device.
If your licenses are of the type "User Connect Licensing", each device will utilize one "Enhanced" license. For

example, if your organization has 1500 nurses and 600 shared devices connect direct to CUCM , then 600
licenses are required.

Care Role Forwarding extension numbers do not require any additional licenses.

For Cisco Unified Workspace Licensing (UWL) this equates to a Standard UWL or Professional UWL license. You
may utilize either a "Standard" or "Professional" license.

We've highlighted a few examples in the figure below:
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Essential UCL * Cisco Unified SIP Phone 3905
* Cisco Unified IP Phone 6901
* Analog devices
Basic UCL * Cisco Unified IP Phone 6911 and 6921 models
* Any Essential device
Enhanced UCL * Cisco Unified IP Phone 6941, 6945, and 6961 models
or * Cisco Unified IP Phone 7900 Series (7900G, 7911G, 7912G, 7931G, 794xG, 796xG, and 7975G models)
Enhanced Plus UCL * Cisco Unified IP Phone 8900 Series (8941, B345, and 8961 models)
or * Cisco Unified [P Phone 9900 Series (9951 and 9971 models) with or without camera
UWL Standard * Cisco Unified Wireless IP Phones Series (792xG and 7925G-EX models)
or * Cisco Unified IP Conference Stations (7936G and 79376 stations)
UWL Professional * Cisco Unified Softphones (Cisco Unified Personal Communicator, Cisco UC Integration for Lync, Cisco UC
Integration for Connect, and Cisco IP Communicator)

* Jabber clients (Jabber for Mac, Jabber for Windows, Jabber for iPhone, Jabber for Android, Jabber for iPad
and Jabber SDK)

* Cisco \irtual Experience Clients (VXC) with voice and video firmware
* Cisco TelePresence System E20

* TelePresence System EX Series (EX60 and EX90)

# Third-party SIP devices
* Any Basic or Essential device

Cisco TelePresence Room * Cisco TelePresence Systems 500, 1000, 1100, 1300, 3000, 3200, TX9000, TX9200

* Cisco TelePresence System Profile 42-inch 6000 MXP, 52-inch MXP, 52-inch Dual MXP, 65-inch, and
65-inch Dual

* Cisco TelePresence System Codecs C90, C60, and C40; Cisco TelePresence System Quick Set C20
# Cisco TelePresence MX Series (MX300 and MX200)

For example, a health system with 100 CUWL Professional licenses, where 89 of the devices are used by the
Enhanced license requirement of the 3rd Party Basic SIP devices we have setup will appear as follows in the
CUCM License Usage display:

License Usage

Type Required
User (11.x) - Emergency Responder

CUWL Professional (11.x) - Unified CM

Enhanced (11.x) - Unified CM 89
TelePresence Room (11.x) - Unified CM

CUWL Professional Messaging (11.x) - Unity Conne...

Basic Messaging (11.x) - Unity Connection
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