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Document Revision

Version Date Note
0.1 11/10/2005 | First version with four VPN examples
0.2 11/15/2005 | 1. Added example 5: dynamic VPN using TheGreenBow
VPN client
2. Corrected the illustration using 8000VPN icons
3. Added How To Use This Guide section
0.3 11/15/2005 | Updated the cover page
0.4 11/17/2005 | Minor correction for PPTP and L2TP LAN numbers
0.5 11/17/2005 | Change PPTP and L2TP authentication method to CHAP
0.6 11/18/2005 | Improved VPN router setup for Windows XP IPSec
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VPN EXAMPLES

In this Guide, we will provide setup guide for 5 VPN application examples:

1. Using IPSec protocol to connect 2 remote LAN
together using 2 WL/IP-8000 VPN Routers.

2. Using PPTP protocol to connect 1 remote PC with
WL/1P-8000 VPN

3. Setting up IPSec protocol to connect a remote mobile
PC with WL/1P-8000 VPN

4. Using L2TP protocol to connect 1 remote PC with
WL/1P-8000 VPN

5. Setting up Dynamic VPN where WL/IP-8000 VPN will
accept any PC worldwide from anywhere without
sacrifice security

To setup a VPN connection, it involves setting up both in the router and the
PC sides. As you will notice, the setup for the VPN server on the router is very
simple. But the setup on the client side depends on what type of VPN client
software you use on the PC. Once you take time to go through the
step-by-step example, it will become more clear and easier to setup.
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WHAT IS THIS GUIDE

The traditional VPN needs trained personnel with professional knowledge to
set up. This WL/IP-8000 VPN example guide provides a step-by-step easy

setup for the VPN configuration.

How TO USE THIS DOCUMENT

There are many options to set up secure VPN environment. Various
combinations may serve for different purposes. Each example provides a

way to use WL/IP-8000 VPN configuration. If you need to

Configure the manual key IPSec VPN, please use
example 1
Configure the automatic key IPSec VPN, please use
example 3
Configure PPTP VPN, please use example 2
Configure L2TP VPN, please use example 4
Configure Dynamic VPN, please use example 5
Connect 2 LAN together with secured VPN, please use
example 1
Configure central site for VPN, please use example 2
to 5
Configure client site VPN using

€ Windows XP IPSec client, please use example 3
Windows XP PPTP VPN, please use example 2
Windows XP L2TP VPN, please use example 4

L R R 2

TheGreenBow IPSec VPN client, please use
example 5
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+ Basic Setting VPN Settings

+ Port Forwarding

Iltem Setting
+ Firewall Setting b VPN [] Enable
*Advanced Sefling » NetBIOS broadcast [ Enable
f NEanancenes » Max. number of tunnels o]
ID Tunnel Name Method

: ]
2 ]
3 E—
4 E— |
: I

<< Previous ] [ MNext == ] [Save] [Undn ] [ Dynamic VPN Settings... ] ‘
[ L2TP Server Setting... ] [ PPTP Server Setting... ] [Help] =
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ExAMPLE 1: USING IPSEC TO CONNECT 2 LAN TOGETHER

Router LAN IP: Router WAN IP: Router WAN IP: Router LAN IP:
192.168.1.254 192.168.254.1 192.168.254.2  192.168.2.254
PC1 IP: USA Office _ PC2 IP:
192.168.1.138 German Office 192.168.2.174

In this example, we will connect the USA office and German office
together using IPSec VPN server (WL/IP-8000VPN on both sides). The
goal is to let both offices’ network together and operate as if they are on
the same LAN. PC1 can link to PC2 freely. Please note that for security
purpose, IPSec require that the IP subnet on both side of the VPN tunnel
must be different. Therefore, in this example, the USA office’s local IP
subnet is 192.168.1.x. The German office’s local IP subnet is
192.168.2.x.
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lUSA Router Setup|

1. After login to WL/IP-8000VPN, click on VPN button on top of the page.

- - =
r L"’P QulckSetup Status -~ PN ﬂ, ﬂ F,\

VPN Settings

+ Basic Setting

+ Port Forwardin >
s ltem Setting

+ Firewall Setting

+ Advanced Setting

+ Maintenance

| I
P NetBIOS broadcast
P Max. number of tunnels

Loz ont

ID Tunnel Name Method

1 5 [Comm_____] 6 wanvar o (Do )8
: [ 1 B

S KE | (Mo

4 [ ] [KE ] (Mo ]

5 [ EN—  C | IKE v | [ Mo |

[
[ < Previous J[ Mext == Il [ Save ] I Undo H Dynamic VPN Settings... ]
[ LITP Server Setting... | | PPTP Server Seting,.. | [ Help | [ Reboot |
Saved!| The change doesn't take effective until reboaotingl

Check VPN Enable

Check NetBIOS Broadcast Enable

Enter Max. number of tunnels as 1.

In tunnel ID 1, enter the Tunnel Name as German.

In tunnel ID 1, enter the Method as Manual.

Click on Save button at the bottom of the page. (no need to reboot now)

2.
3.
4.
5.
6.
7.
8.

After step 7, it should jump to the next screen automatically. If not, click

on More button at the end of tunnel ID 1.

9. The Tunnel Name is automatically from the last screen.

10.For the local secure group, to let the entire US office users access this
VPN tunnel, enter the local subnet 192.168.1.0 and subnet mask
255.255.255.0.

11.For the remote secure group, to let the entire German office users access
this VPN tunnel, enter the remote subnet 192.168.2.0 and subnet mask
255.255.255.0.

12.Enter the IP address of the German’s WAN port. In this case, it is
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192.168.254.2.

13.Enter local and remote SPI. The local SPI we set is 12345 and remote
SPI1 67890.

14.Encryption Protocol is ESP.

15.Encryption Algorithm is 3DES.

16.Encryption Keys are “1234567890123456", “2222222222222222",
and “3333333333333333” (16 Arabic numerals per key).

17.Set the key Life Time to 3000 and the Life Time Unit to Second.

18.Click on Save button at the bottom of the page.

19.To make effect all these configuration setups, we are rebooting the router.
Click on the Reboot button at the bottom of the page. When a dialog
pop-up says “Reboot right now”, click OK to reboot the router.

Quick'Setup ™ T_Status’

VPN Settings - Tunnel 1 - Manual key

+ Basic Setting

+ Port Forwarding

= —— Item Setting
A:::a d; 'tr:_'q P Tunnel Name
- P Local Subnet (50,1681, \
+ Maintenance
P Local Metmask 255,255,255 0 10,11, 12
P Remote Subnet 192.168.2.0

Loz out
P Remote MNetmask 255,255,255 0

b Remote Gateway \152.168.254.2 )

P hethod MANUAL

P Local 5P hq12345 13

P Remote SFI (67850 ‘

P Encapsulation 5

Frotocol 415
» Encryption Algorithm ’

P Encryption Key 12345678901 23456

(For ESP Only) 2002002023302322 (for 3DES ONLY)
3333333333333333 (for 2DES OMLY)

P Authentication

Algorithm

P Authentication Key |

b Life Time

b Life Time Unit Second [ 17

m—
Save | ( Undo | [ Back | | HelpJ[IRBbootJl 19
Saved! The change doesn't take effective until rebooting!
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iGermany Router Setup|

1. After login to WL/IP-8000VPN, click on VPN button on top of the page.

- - ®
r L."e GmckSetup MStatus T TVPNT

+ Basic Sefting

+ Port Forwarding It
em

+ Firewall Setting

+ Advanced Setting

| B
P MNetBlIOS broadcast

+ Maintenance
P bax. number of tunnels

ID Tunnel Name Method
P S 16 [uws Jum))"
2 [ ] [KE v [ Mom ]
A — e v (vee)
s 5 ] (e
N (e (e

[ << Previous ” Nea{t}}l][ Save “ Undo J [ Diymamic VPN Settings.., ]
| LITP Server Setting... | [ PPTP Server Setting... | | Help | [ Reboot |
Saved!| The change doesn't take effective until rebooting!

Check VPN Enable

Check NetBIOS Broadcast Enable

Enter Max. number of tunnels as 1.

In tunnel ID 1, enter the Tunnel Name as USA.

In tunnel ID 1, enter the Method as Manual.

Click on Save button at the bottom of the page. (no need to reboot now)

2.
3.
4.
5.
6.
7.
8.

After step 7, it should jump to the next screen automatically. If not, click

on More button at the end of tunnel ID 1.

9. The Tunnel Name is automatically from the last screen.

10.For the local secure group, to let the entire US office users access this
VPN tunnel, enter the local subnet 192.168.2.0 and subnet mask
255.255.255.0.

11.For the remote secure group, to let the entire German office users access
this VPN tunnel, enter the remote subnet 192.168.1.0 and subnet mask
255.255.255.0.

12.Enter the IP address of the German’s WAN port. In this case, it is
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192.168.254.1.

13.Enter local and remote SPI. The local SPI we set is 67890 and remote
SPI1 12345.

14.Encryption Protocol is ESP.

15.Encryption Algorithm is 3DES.

16.Encryption Keys are “1234567890123456", “2222222222222222",
and “3333333333333333” (16 Arabic numerals per key).

17.Set the key Life Time to 3000 and the Life Time Unit to Second.

18.Click on Save button at the bottom of the page.

19.To make effect all these configuration setups, we are rebooting the router.
Click on the Reboot button at the bottom of the page. When a dialog
pop-up says “Reboot right now”, click OK to reboot the router.

L Guick’Setup”

- - ®
A
r Live s T

VPN Settings - Tunnel 1 - Manual key

+ Basic Setling

+ Port Forwarding

+ Firewall Setting tigm Sl
S P Tunnel MName IS4
= P Local Subnet m
b Local Netmask 2552552550 | 10,11, 12
s » Remote Subnet 19216810 |
» Remote Netmask 2552552550 |
P Remote Gateway \192.168.254.1 )
P Ivethod MANUIAL
» Local SPI M 1
P Remote SPI 012345 .
P Encapsulation Frotoco 14, 15
P Encryption Algarithm
P Encryption Key | PRTT PRTLT Y\ 16
(For ESP Only) 2032332323222222 |ifor 3DES ONLY)
3333333333333333 Jifor 3DES OMNLY)

P Authentication Key

P Life Time

b Life Time Unit Second. ¥
18

P Authentication

Algarithm
|
3000

17

(Saved) [Undo | [Back | [Eelp [ Reboot | 19
aved! The change doesn't take effective until rebooting!

After the settings are done on both sides, the routers should build a tunnel
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to connect the 2 sides together.
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ExamMPLE 2: USING PPTP To CoNNECT REMOTE PC 1O LocAL LAN

Router WAN IP:
192.168.0.3

Q; - met — ¢ o™

Router LAN IP:
PC WAN IP: 192.168.1.254
192.168.0.1

_—

PC WAN IP:
192.168.1.2

In this example, we will demonstrate how to setup a VPN connection
between a remote PC and the WL/IP-8000VPN using the PPTP server
function. Looking at the diagram above, the Remote PC has real IP
address of 192.168.0.1. If this remote PC is connected to Internet
through an IP sharing router, please make sure that router supports
PPTP pass through function. In this example, the WL/IP-8000VPN’s
WAN IP address is 192.168.0.3. You can also register the
WL/1P-8000VPN with dynamic DNS if you don’t have a fixed IP address.
Finally, the local LAN has IP address 192.168.1.x. Please note that if the
Remote PC is behind a router, the remote PC’s IP subnet must be
different from the local IP subnet.

The Router’s PPTP server can support 5 PPTP VPN user’s accounts.

In the real world Internet connection, Remote PC would
not directly connect to the router, which is WL/IP-8000

VPN here. You need to set the correct Remote Gateway
both in WL/IP-8000VPN WAN port and Remote PC for
your own environment.

Router’s LAN, User’s LAN, and PPTP virtual LAN must
all have different LAN number. Router’s LAN is
192.168.1.x, user’s LAN is 192.168.0.y, and virtual LAN

< is 10.0.0.z in this case.

-10 -
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IRouter Setup|

Quick’Setup

&
—— e —— —

.“_.‘,E'J TSRS R e ”*%!;\

VPN Settings

+ Basic Setting

+ Port Forwarding

ltem Setting

+ Firewall Setling

+ Advanced Setting

Enable
Enable

b VEMN
P MNetBIOS broadcast
P Max. number of tunnels

ID Method
Tunnel | |5 | IKE v | [ More |

2,3,4

+ Maintenance

1 [

g, | | KE [ Mo |
3 | | IKE vl (Mo
4 | | IKE v | [ Mo |
5 | | IKE v | [ More |

[ <« Frevions ][ Mext == J Save | || Undo [ Dymarnic VEI Settings... ]

[ L2TP Server Setting... (]| PPIF nerver eetting... | |)Help | [ Reboot |

Savedl The chan e Lntil rebooting!
7

Click on VPN button on top of this page

Check VPN Enable checkbox.

Check NetBIOS broadcast Enable checkbox.

Enter the Max number of tunnels as 1

Enter the Tunnel Name as Tunnel

Click on Save button at the bottom of the page (no need to reboot now)
Click on PPTP Server Setting button

1.
2.
3.
4.
5.
6.
7.

-11 -
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nulck T Quick Setup’ tatus!

."' ‘I_]i‘l‘r‘eis A ————— ‘-Er-—--. ..1;;55.5 '.g "! !-

VPN Settings - PPTP Server

+ Basic Setling

+ Port Forwarding

Fi Il Setti ke =
A';::"“ d:_ 't':_g » PPTP Server [FEnable
nced Setting b Virtual IP of PPTP Servdr 10 L0 Lo 11 8,9,10

+ Maintenance

P Authentication Protocol | OFPAP @& CHAP COMSCHAP

ID Tunnel Name User Name Password
Tunnel 1 optp

L | |

|

[ ] |

p 1 |

| Save || [ Undo | [ Back | [ Help || Reboot]l 13

Saved| The change doesn't take effective until rebooting!

[Pectoncncnon

8. Check PPTP Server Enable checkbox.

9. Change the Virtual IP of PPTP Server address, if needed

10.Change the Authentication Protocol to CHAP

11.Enter the Tunnel Name, User Name, and Password.

12.Click on Save button

13.Click on Reboot button. When asked to reboot shown in a pop-up
message, click OK to reboot and let the settings take effect.

-12 -
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IRemote PC Setup (Using Windows XP VPN Client)

In case of Windows XP, the following steps shows PPTP client setting.

" Network Connections

File Edit “ew Favaorites Tools Advapced Help o

\_,,'- J l_ﬁ /:\JSearch = Folders v

Address |Q Metwork Connections

v|aGo

LAN or High-Speed Internet

Network Tasks

) 1394 Conneckion
[E] create a new connection Enabled

9 Set up a home or small gy, 1394 Net Adapter
~ office nebwark

&)

Local Area Connection
5 o !

see also T M Realtek RTLE139 Family PCIF...

,j) Mebwork Troubleshooker

other Places

G- Control Panel

g My Metwark Places
£} v Documents

i My Computer

Details

Network Connections
System Folder

B

New Connection Wizard

Welcome to the New Connection
Wizard
Thig wizard helpz wou:

* Connect to the Internet.

* Connect bo a private network, such as your workplace
niebwork,

* Setup ahome or zmall office netwark.

To continue, chick Mext.

[ Mews |[ Cancel

-13-

1. Go to Network
Connection on
Control Panel

2. Click on Create a
new connection.

3. Click on Next button
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New Connection Wizard
Hetwork Connection Type
What do yau want o da?

(") Connect to the Internet
Conrnect bo the [ntermet so you can browse the 'web and read email.

(*)Connect to the network at my workplace

Connect to a business network [uzsing dial-up or WPN] so vou can wark, fram borme,
a field offize, or another lacation.

() Set up a home or small office network
Conrect bo an exizting home or emall office netvork, or g2t up a new one.

() Set up an advanced connection

Cannect directly ta anather computer using waur senial, parallel, or infrared port, ar
zet up thiz camputer sa that ather camputers can connect ta it

[ < Back ” MNest = ] [ Cancel ]
New Connection Wizard
Metwork Connection
Hew do wau want to cannect ba the metwark at your wark place?

Create the following connection;

(") Dial-up connection

Cannect uzing a madem and a regular phone line ar an Integrated Services Digital
MHetwark [I50M] phong line.

(*)¥irtual Private Network connection

Connect bo the network uzing a virtual private network, WPM) connection over the
Intemet.

< Back ” MNest = J[ Cancel

-14-

4.

Click on Connect to
the network at my
workplace.

Click on Next button

Click on Virtual
Private Network
connection

Click on Next button
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New Connection Wizard

Connection Name
Specify & nane for thiz connection to yaur wark place.

Type a name far this connection in the fallawing bos.

Cormpany Mame

ToWPN router

For example, you could type the name of pour workplace or the name of a server you
will connect to.

[ < Back “ Newt » |[ Cancel ]

New Connection Wizard

¥PN Server Selection
What iz the name or address of the YPM server?

Tupe the host name or Intermet Protocal (IP] address of the computer to which pou are
cohnecting.

Host name or IP address [for example, microsoft com or 157.54.0.1 J:

192.168.0.3

< Back “ Next > |[ Cancel

-15 -

8. Enter the name of this
VPN connection. In
this case, the name is
To VPN router.

9. Click on Next

10. Enter the WAN IP
address or DDNS
domain name of your
VPN router.

11. Click on Next
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Mew Connection Wizard

Completing the New Connection
@ Wizard

“ou have successfully completed the steps needed to
create the following connection:

To ¥PN router
* Share with all uzers of this computer

The connection will be zaved in the Metwork
Connections folder.

[Tiadd a shartcut ta this connection to my desklop

To create the connection and cloge thiz wizard, click Finizh,

< Back ][ Firizh ][ Cancel ]

Connect To VPN router

—poasietse.

T -

Uzer name:

Faszwaord:

[ ] Save thiz uzer name and password far the following users:

Conrect H Caricel ]| Froperties |[ Help

-16 -

12. If you would like this
connection to appear
on your desktop.
Please do so by
ticking the check box
of Add a shortcut to
the connection to my
desktop.

13. Click on Finish
button.

14. Click on Properties
button
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15. Un-tick or cancel the

& To VPN router Properties 7 [X check box of Require
- data encryption
| General | Options [ Security | Metworking | Advanced | (disconnect if none)
16. Click on OK

Secunty ophions
(%) Typical [recommended settingsz]

Walidate my identity az follows:

| Require zecured passward ' |

[ Automatically use my wWindows logon name and
pazzword [and domain if any]

[liRequire data encryphion [disconnect If nonel

() Advanced [custom settings)

|lzing theze settings requirez a knowledge

of security protocols, Settings...

IPSec Settings. .

17. Enter your User name
and Password

18. Click on Connect
button.

Connect To VPN router

Lser name: WPhone

Pazzword: Ll L L

[]5ave this user name and password far the following users:

ke only

Armpone who uges thiz computer

LConnect ][ Cancel ][ Froperties ][ Help

-17 -
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Once the successful connection is made, your Windows XP
connection logo will appear on the bottom of your Window to
confirm the successful connection.

;lr.! To ¥PN router is now connected

Click here For more information, .,

You can also access to your web-based management page from your router
and go to PPTP server setting page. From the bottom of the page, you will
see the current PPTP VPN connection status from Client Management
section.

On Client Management section, if Disconnect check box is ticked and click on
Set, it will allow PPTP disconnection. If the Reset button is clicked, PPTP

disconnection will be cancelled and the PPTP will be reconnected again.

Now the remote PC can access the Local LAN. It should be able to ping the
PC at 192.168.1.2 directly.

-18 -
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ExaMPLE 3: IPSEC CONFIGURATION EXAMPLE

IPSec provides tunneling, authentication, and encryption technique so it
ensure your data is safely transmitted on Internet without been attack by
hackers. In order to create a secure VPN tunnel or channel between two
endpoints by IPSEC, please take the following steps.

VPN IPSec-3DES-MD5

-— - -
———— _— oy,

-~ .
s N
7 IP: 192.968.1.254/24
y'4 PN WL-8000 VPN A
g? S (nlernefy e Q\ .—.g?
WAN AN
IP: 192.168.1.X/24
IP: 192.168.2.254/24 IP: 192.168.2.1/24

GW: 192.168.1.254

The above diagram provides simple illustration of how to connect two end
points via your router by VPN technique. In this case, a PC with IP address
of 192.168.2.254/24 is trying to connect with another PC with its IP address
of 192.168.1.x/24 via your VPN router with its IP address of
192.168.1.254/24.

The above diagram is the basis for the configuration environment of our VPN
router.

In the real world Internet connection, Remote PC would
not directly connect to the router, which is WL/IP-8000
VPN here. You need to set the correct Remote Gateway
both in WL/IP-8000VPN WAN port and Remote PC for
your own environment.

-19 -
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Router’s IPSec Setup |

1.
2.
3.
4.
5.
6.
7.

- - ®
r ".ve GmckSetup Status‘ VPN ™ @, !;\ -

VPN Settings

+ Basic Setting

+ Port Forwarding

ltem Setting

+ Firewall Setling

Enable
Enable

b VEMN
P MNetBIOS broadcast
P Max. number of tunnels

Loioat ID Methos
Tunnel | |5 | IKE v [ Mo ]| 7

+ Advanced Setting 2,3,4

+ Maintenance

1

2 | | KE v |[ Mo ]
3 | | IKE vl (Mo
4 | | IKE v | [ Mo |
5 | | IKE v | [ More |

———
[ <« Frevions ][ Mext == J Save ] [IUndo J [ Dymarnic VEI Settings... ]
[ L2TP Server Setting... | | PPTP Server Setting... | | Help | [ Relboot |
Savedl The change dossn't take effective until reboating!

Click on VPN button on top of this page

Check VPN Enable checkbox.

Check NetBIOS broadcast Enable checkbox.

Enter the Max number of tunnels as 1

Enter the Tunnel Name as Tunnel

Click on Save button at the bottom of the page (no need to reboot now)
Click on More button at the end of ID 1.

-20 -
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+ Basic Setting

+ Port Forwarding
+ Firewall Setting
+ Advanced Setting

+ Maintenance

OvisLink 8000VPN VPN Guide

AT, AT, TS,
nulck _Guick’Setup™™ TUStatus™ TTVPENT

oPS

VPN Settings - Tunnel 1 - IKE

Item

P Tunnel Name

» Local Subnet

P Local Netmask

P Remote Subnet
P Remote Netmask
P Remote Gateway
P Preshare Key

P IKE Proposal index

Setting
92.168.1.0

55.255.255.255

|192_153_2_1 ] 10
(password ] 11

[ Select IKE Proposal... ] ] 13

8,9

b IPSec Proposal index [ SelectlPSec Proposal.. || 18

12

[ Save I“ Undao ][ Back ][ Help ][ Reboot ]

Saved! The change doesn't take effective until rebooting!

8. Enter the local subnet 192.168.1.0 and subnet mask 255.255.255.0.

9. Enter the remote subnet 192.168.2.1 and subnet mask
255.255.255.255.

10.Enter the IP address of the router’s WAN port. In this case, it is

192.168.2.1.

11.Enter the Preshared Key
12.Click on Save button (no need to reboot for now)

13.Click on Select IKE Proposal button

-21-
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14.Enter Proposal Name, key Life Time, and change any other settings, if
needed, for proposal ID 1. (Note that you must use Group 2 with 3DES,
or Group 1 with DES for default Windows XP IPSec)

15.Select Proposal ID 1 and click button Add to Proposal index. You can add
maximal 4 proposals in total from the IKE proposal index.

16.Click on Save button (no need to reboot now)

17.Click on Back button (go back to the screen on this page above)

18.Click on Select IPSec Proposal button (in Dynamic VPN Settings
page)

- L - =
A. e —— r—— - .
L g we Quick’Setup” Status VPN ™ ﬂ !;\ f

VPN Settings - Tunnel 1 - Set IKE Proposal

+ Basic Setting

+ Port Forwarding

ltem Setting

+ Fi 1l Setti
= b IKE Proposalindex  |moposall &

+ Advanced Setting

+ Maintenance

*|| Eemowe

Lexg et -
Proposal . Encrypt.  Auth. Life Life Time
D Mame DH Group algorithm alogorithm. Time it

propasal 1 Geenpl % | | 3DES SHAL (8| 3600 | | See, | 14
T cowl v 5 ] AL @ b ][5z ]

4 |Groupl v | [3DES ¥| |sHAL v [0 | |8
5 | Gro ¥| [sHAl | o ] [Sec. |
o [ |[c ¥ (a1 | [
g — = f] [sme1 ] 0] [s=
s [ [ofs 3§ [sar @ b [s
o [ I[of ¥ (aiw o [
IR ¥ (e b 5 o

9 15

10
16 Proposal D\ v ﬁddto]Ff’OD'OSEl“ﬂdex
[ Save | | Undo | [ Back | [|Help

17
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19.Enter IPSec Proposal Name, key Life Time, select DH Group, Auth
algorithm, and change any other settings, if needed, for IPSec proposal
ID 1. (Note that you must use Group 2 with 3DES, or Group 1 with DES
for default Windows XP IPSec)

20.Select Proposal ID 1 and click button Add to Proposal index. You can add
maximal 4 proposals in total from the IKE proposal index.

21.Click on Save button

22.Click on Reboot button. When asked to reboot shown in a pop-up

message, click OK to reboot and let the settings take effect.

————— ——— - r
Quick Setup Status VPN ™ ’, ll;\ fi.

VPN Settings - Tunnel 1 - Set IPSec Proposal

+ Basic Setting

+ Port Forwarding

ltem Setting
P IPSec Proposal index  |proposal2 4

+ Firewall Setting
+ Advanced Setting

+ Maintenance

<

Reraone
[ Losou | -
. : ife
Proposal Encap. Encrypt. Auth. || o
5 MName DH Group protocol algorithm algarithm TimeTIme

LInit

| [oroposal 2 || Groupt (¥I| | ESP v | | 3DES | |SHAD (w3600 || Sec. (v

2 |Mone %[ |ESP | [3DES | [ Neme ¥[l0 [[Ser v
3 |Neme | |ESP ¥ |3DES | |Neme |[0 | Sec ¥
4 |Neme | |ESP v |3DES | |Neme ¥|[0 | Sec v

IDES v | | Neme [0 | See v

BoES v | Meme v[j0 || Se v
i @g BDES ¥ [Nome w[[0 |82 ¥
8 | Non 4 BDES | [Mone v |0 |/Sec v
o[ boes ) e ]G5 [s00 v
10 @’; BDES ¥ [Meme %[0 ][ e v
9 20
10

21 Proposal IDN - selert cne - | v Addw]Froposalindex

[Save | [Undo | [[Back | [Help | [Reboot || 22
el The chanae doesn't AT affertive 1nfil reboatinal
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PC’s IPSec Setup (Windows XP)|

The following section will explain the configuration steps on how to
connection VPN tunnels between your PC (Windows XP) with your VPN
router.

Before you start to configure Windows XP IPSec
environment, make sure you don’t have other 3" party
IPSec clients installed in your system. Otherwise,

Windows XP IPSec will refuse to work.

1. Go to Start button and

select Run
2. Type mmc in open
= Type the name of a program, Folder, document, or f'e_ld
9 Interret resource, and Windows will open it For you, 3. Click OK.
Qpen: |mm|:| W |
[ (.4 l [ Zancel ] [ Browse, .. ]
‘i Console1 - [Console Root] |ZH§‘E‘ 4 From Flle pU||-d0Wﬂ
Kini Action  View Favorkes  Window Help ==l x| WIndOW, Select
e oo Add/Remove Snap-in

il

Save Chrl+5

There are na items ta show in this view.

Chrl+M

1 CAWINDOWSisystem32 comprgmt
2 C\WINDOWS system32|devmgmt

Exit

Adds or removes individual snap-ins,
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5. Click on Add button

Add/Remove Snap-in

Standalone | Estensions
|Jze this page to add or remove a standalone Shap-in from the congole,
Snap-ins added to: |a Console Fo w
Description
Add... Remowve About...
ak. ] [ Cancel ]

6. Click on IP Security
Add Standalone Snap-in policy management

7. Click on Add button
Awailable Standalone Snap-ing:
Shap-in Wendor L
@ Group Policy b icrozoft Corporation
Q |ndexing Service Microsoft Corporation, 1...
@, |F Security Monitor ticrozoft Corporation
IP Security Paolicy Management Microsoft Corporation
@ Lirk, to web &ddress Microsoft Corporation
ﬁ Local zers and Groups ticrozoft Corporation
ﬁ Performance Logs and Alerts ticrozoft Corporation
@ FRemovable Storage Management ticrozoft Corporation i
ﬁ Resultant Set of Palicy ticrozoft Corporation
@ Security Configuration and Analysis Microsaft Corparation hd
Dezcrption
Internet Protocol Security [IPSec] Administration. kManage IPSec Y
policies for zecure communication with other computers. =
b
add | | Close
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Select Computer or Domain

Select which computer or domain this snap-in will manage *
When thiz console is zaved the location will alzo be saved
-

The computer this congale is running on

" The Active Directary dormain of which this computer is a member

" Another Active Directary domain [Use the DNS name, e.q. "example. microzaft com':

" Another computer:

|

Firish I[ Cancel

Add Standalone Snap-in

Awailable Standalone Snap-ins:
Shap-in Yendar L
@ Group Policy b icrozoft Corporation
Q |ndexing Service Microsoft Corporation, 1...
@, |F Security Monitor ticrozoft Corporation
@ |F Security Policy kM anagement ticrozoft Corporation
@ Lirk, to web &ddress Microsoft Corporation
ﬁ Local Users and Groups Microsoft Corporation
ﬁ Performance Logs and Alerts ticrozoft Corporation
@ FRemovable Storage Management ticrozoft Corporation
ﬁ Resultant Set of Palicy Microgoft Corporation
@ Security Configuration and Analysis Microsaft Corparation w
Dezcrption
Internet Protocaol Security [IPSec] Administration. kManage IPSec Y
policies for zecure communication with other computers.
L
Add

-26 -

8. Select Local Computer
9. Click on Finish button

10. Click on Close button
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11. Click on OK button

Add/Remove Snap-in

Standalone | Estensions

|Jze this page to add or remove a standalone Snap-in from the conzole.

Shap-ins added to: |a Conzole Boot w

@ IP Security Policies an Local Camputer

Dezcription
Internet Pratocol Security [IPSec] Administration. Manage IPSec policies -
for secure communication with other computers.

[

Add... Remove About. .

| ]S |[ Cancel ]

12. Click on IP Security

‘il Consoleq - [Console Root\P Security Policies on Local Computer] _ Policies on Local

‘E) File Atmn_ View Favorites Winiow Help =% Computer on the Ieft
& - EBm el screen

Dgn?f‘l:eiﬂ?iiy Paolicies on Local Computer |nCTent {Respond Only) | E::r:z:il;te riotmally (urs... ‘ I:Z\ICV Zesgped | 13 On the I‘Ight SCI’een,

Secure Server (Requir... For all [P traffic, awaysreq... Mo move yOUI‘ mouse

Server (Request Secu... For all IP traffic, awaysreq...  No cursor tO the blank area
SEBRE z and hit a single click
Manage I filter lists and filker actions. .. .

on the right hand
Al Tasks 2
P button of your mouse.

ElTesl

Eipert L. 14. Select Create IP
View ’ Security Policy from
Arrange Icons 3 the pU”-dOWﬂ WIndOW
Line up Icons
Help

(Create an IP Security policy
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IP Security Policy Wizard EJE|

8

Welcome to the IP Security policy wizard.

Thiz wizard helpz you create an IP Security policy. vou will
specify the level of secuiity to uge when communicating with
gpecific computers or groups of computers (zubnets), and for
particular [P traffic types.

To continue, click Next.

[ Mest> |[ Cancel ]

IP Security Policy Wizard

IP Security Policy Name -
Mame this IP Security policy and pravide a brief description
-
Marme:
P
D escription:

< Back ” Mext » ][ Cancel

IP Security Policy Wizard EJ |

Requests for Secure Communication *
Specify how this policy responds to requests for secure communication.
-

The default response rule responds to remote computers that request securnity, when no
other rule applies. To communicate securely, the computer must respond to requests for
FECUNe communication,

[ ihctivate the default rezponze rile. |

¢ Back ” Mext » ]’ Cancel

-28 -

15. Click on Next button

16. From the Name field,
enter the name of VPN
tunnel. (in this case,
the name is called
VPN)

17. Un-check or cancel the
square box next to
Activate the default
response rule.

18. Click on Next button
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e 19. Tick on the square box
IP Security Policy Wizard 21X next to Edit properties
20. Click on Finish button

- Completing the IP Security policy wizard

a You have successfully completed specifying the properties
for wour new [P S ecurnity policy,

L

To edit your IP Security policy now, select the Edit properties
check bos. and then click Finish,

To clogze this wizard, click Finizh.

¢ Back ” Firizh ][ Cancel

21. Un-tick or cancel Use

VPN Properties EJE| Add Wizard
22. Click on Add button

Fules | General

mpm  Securty rules for communicating with other computers

P Securty rules:

IP Filter List Filter Action Authentication... | Tu

O <Dpnamics Default Response F.erberos M

£ >
Add. Edi. | | s

[ 1]:8 l [ Cancel
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23. Click on Add button

Mew Rule Properties

Authentication Methods ] Tunnel Setting Connection Type ]
IP Filter List \ Filter Acior
z: The selected |P fiter list specifies which network, raffic will be
=, alfected by this rule.
IP Filter Lists:
M ame Description
O Al ICMP Tralfic Matches all ICMP packets betw. .
O Al IP Traffic Matches all IP packets from this ...
Add.. Edi. |  Remove |
(] 4 | Cancel | |
B P Filter List 24, Ente.r the name of the.
IP Filter List.  (In this
= A P filber lizt iz compozed of multiple filters, [n thiz way, multiple subnets, [P case, the name is
i: addresses and pratocal: can be combined into one [P filter. WinXP to VPN router)
- 25. Uncheck Use Add
Sane Wizard.
26. Click OK.

iresP o WM router

Deszcription: Eefd.

Fittrs: ™ se Add Wizard
Mirrored | Degcription Protocol Source Port Drestination
< *

ar. | Canhicel
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27. From Source address

Filter, Properties pull-down window,
. select My IP Address
Addressing l F'n:ntu:u:u:nl] Description] 28. Erom De)s/tination
Source address: ad_dress pull-down
[My IP Address =] window, select A

specific IP Subnet.
Enter destination IP
address and its subnet
mask. (in this case, the
destination IP is

Destination address: 192.168.1.0/255.255.
A zpecific [P Subnet j 255'0)
29. Check the box of
IPaddess | 192 . 168 . 1 . 0 Mirrored. Also match
packets with the exact
Subnet mask: | 255 . 255 . 255 . O opposite source and

destination addresses.
30. Click on OK button

[v Mirmored. Also match packets with the exact opposite source andi
destination addresses.

M |P Filter List 31. Click on OK button

A P filber lizt iz compozed of multiple filters, [n thiz way, multiple subnets, [P
addresses and protocols can be combined into one [P filter.

HH

Marme:
direP o YPMrouter

Diescription; Add..
Edit...
Bemaove
Filters: ™ Use Add Wwizard
Mirored | Description Protocol Source Port Destination
Yes ANY ANY ANY
< ¥

ar | Canicel
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32. Click on IP Filter name
of your previous
setting. (in this case,

New Rule Properties

Authentication tethods I Tunnel Setting ] Connection Type ] it’s WinXP to
[P Filter List l Filter Action ] VPNrouter)
= The selected |P filter list specifies which netwark traffic will be
=, affected by thiz rule.
IP Filter Lizts:
Mame Dezcription
O &l ICMP Traffic M atches all ICMP packets betw...
O AllIP Traffic katches all IP packets from this ...

& Wir<P to VPN router

Add. | Edit | [E— |

Cloze | | Apply |

33. Click on Require
Security

Mew Rule Properties
34. Click on Edit button

Authentication Methods Tunnel Setting ] Connection Type ]
IP Filker Lizt Filter Action
The selected filker action specifies whether thiz rule negatiates
for zecure netwark traffic, and how it will zecure the traffic.
Filter Actions:

M ame Dezcrption

O Pemit Permit unzecured P packets to ..

O Request Security [Optional] Aocepts unzecured communicat. .

) Fequire Security Aocepts unzecured communicat. .

Add.. Remove | [ Use Add wizard

Cloze | | Apply
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Require Security Properties

Security b ethods ] General ]

" Permit
" Block
% Megotiate security:

Security method preference arder:

Tupe AH Integrity | ESP Confidentiality | ESF Ink Aidd...
Custom  <Mone> 3DES MD5 Edi..
Custom  <MNones DES SHaAT

Custormn <Manes DES MD5 Bemowve
< | > Move dawn

[ Accept unzecured communication, but always respond using IPSec
[ Allow unsecured communication with non- PSec-aware computer

Iv Seszion key perfect forward secrecy [PFS]

New Rule Properties

IP Filter List | Filter &iction
Authentication Methodz l Tunhel Setting ] Conhection Type

Authentication methodz specify how trust is establizhed

o bebween computers. These authentication methodz are
= =l offered and accepted when negotiating zecurity with anather
computer.

Authentication method preference arder:

kethod D etails Add.
Ed i

Ferberos

Cloze Apply

-33-

35. Click on Negotiate
security

36. Cancel the check box
of Accept unsecured
communication, but
always respond using
IPSec

37. Tick the box of session
key perfect forward
secrecy (PFS).

38. Click on OK button

39. Click on Edit button
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Edit Authentication Method Properties

Authentication Method

The authentication method zpecifies how trust iz established
=l =) between the computers.

" Active Directary default [Kerberos V5 protocal)

" Use a certificate fram this certification autharity [Ca):

e

* ze thiz shing [preshared key):

vpntest

] | Cancel |

Mew Rule Properties

I Filter List | Filter Acion |
Authentication Methods Tunnel Setting l Connection Type ]

The tunnel endpaint is the tunneling computer clozest to the
IP traffic destination, as specified by the aszociated |P filker
list. It takes bwo rules to describe an IPSec tunnel.

—
==
=
=,

" Thiz rule does nat specify an IPSec tunnel.

* The tunnel endpoint iz specified by this IP address:
192 .168. 2 . 1

Cloze

-34 -

40. Click on Use this
string (preshared key)

41. From the bottom blank
area, enter the name of
preshared key defined
in web-based
management from
previous setting.

42. Click on OK buton

43. Click on The tunnel
endpoint is specified
by this IP address

44. Enter the WAN IP
address of destination
endpoint of VPN
tunnel.  (in this case,
it’s 192.168.2.1)

45, Click on Apply and
then OK buttons
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46. Click on pre-defined
IP Security rules. (in
T this case it’s WinXP to
Fules. | Genera VPNtunnel)
47. Click on Add button

VPN Properties

Security rules for communicating with other computers

1P Security rules:

IP Filter List Filter Auction Authentication... | Tu
WirP to WPMrouter Require Security Prezhared Kep 19
O <Dynamic Default Rezponse K.erberos Mc
< | >
Edi... | Bemove ‘ ™ Use add wizard

Cloge

48. Click on Add button

Mew Rule Properties

Authentication Methods l Tunnel Setting Connection Tepe ]
IP Fier List ] Filter Action ]
= The selected IP filker list specifies which network: traffic will be
=, affected by thiz rule.
IP Filker Lists:
M arne ['ezcription
O AllICMP Traffic Matches all ICMP packets betw...
O AllIP Traffic Matches all IF packets fram this
2 wirt<P to VPNrouter
fdd.. Edit.. | Remove |
0k, | Canicel | Apply
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49. Enter the name of IP

direction. In this

— An P filter lizt iz composed of multiple filkers. I this way, multiple subnets, [P )
é—' addrezzes and protocols can be combined inko ane [P filker. Ca§ev it’s VPNrouter to
- WinXP.

Mame: 50. Click on Add button

WEMNrouter o WinsP

Description: fdd...

Filters: [ UseAdd wizard
Mirrored | Descrption Protocol Source Port Destination
< | >

] ‘ Carncel |

51. From Source address
pull-down window,
select A specific IP
Subnet

Gauee anliieas 52. Enter destination IP

B address and its subnet

mask. (in this case, the

Filter Properties

Addrezzing l F'ru:utu:u:c:l] Description

destination IP is
IP fiddress:
IPAddess: | 192 . 168 . 1 . 0 192.168.1.0/255.255.
Subret mask: | 256 . 255 . 255 . 0 255.0) -

53. From Destination
address pull-down
window, select Any IP

Ary P Address ﬂ Address.

54. Check the box of
Mirrored. Also match
packets with the exact
opposite source and
destination addresses.

55. Click on OK button

Destination address:

[v Mirrored, Also match packets with the exact opposite source and
desztination addreszes.

(] | Cancel

-36 -



OvisLink 8000VPN VPN Guide

56. Click on OK button

M [P Filter List

AP filter list iz composed of multiple filters. In this way, multiple subnets, [P

—
i:: addrezses and protocols can be combined into one 1P filker,
Mame:;
WPMrouter to Wirk<P
Drezcription: ded...
Edit...
Remove
Filters: [ Usge Add Wizard
tirrored | Description Protocol Source Port Drestination
Yes ANY ANY ANy

57. Select Filter Action
tab on top

Mew Rule Properties | el
58. Click on Require
Authentication b ethods ] Tuntel Setting ] Connection Type ] Security g
Filter Acti . :
e A 59. Click on Edit button

IF Filter Lizt

The zelected filter action specifies whether thiz rule negotiates
for zecure network, traffic, and how it will secure the traffic.

Filter Actions:

D escrphion

Permit unzecured IP packetsz to ...
Accepts unzecured communicat...
Accepts unzecured communicat...

M armne

O Permit

O Request Security [Optional)
& Require Security

Remave | [ Use Add Wizard

Cloze | | Apply
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60. Click on Negotiate

Reqguire Security Properties security

61. Cancel the check box
of Accept unsecured
communication, but

Securty Methodz \ Generall

" Permit -
~ Black always respond using
f+ N-egcltiate FECLity: IP.SGC .
= 62. Tick the box of session
Security method preference order: key perfect forward
Type | AH Integrity | ESP Confidentiality | ESP Intes Add... secrecy (PFS).
Custom  <Mones 3DES SH&1 63. Click on OK button
Custom  <Mones IDES bDIE Edit...
Cuztom  <Mones DES SHAT
Custom  <Mones DES MD5 Bemove
< » Move down

[ Accept unsecured communication, but always respond uzing |PSec
[ &llow unsecured communication with non-PS ec-aware cormputer

[v Sesszion key perfect forward secrecy [PFS)

(] | Cancel | |

64. Click on Edit button

Mew Rule Properties

IP* Filter List | Filter &ction |
Authertication Methods l Tunnel Setting Connection Tupe ]
Authentication methads specify how trust iz established
] between computers. These authentication methodz are
=l =l offered and accepted when negatiating security with another
campter.
Authentication method preference order:
kethod Details
k.erberos
Claze Apply
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Edit Authentication Method Properties

Authentication Method

The authentication method zpecifies how trust iz established
= between the computers.

" Active Directary default [Kerberos V5 protocal)

" Use a certificate fram this certification autharity [Ca):

e

* ze thiz shing [preshared key):

vpntest

Cancel |

MNew Rule Properties

IF Filter List | Filter &.ction
Authentication Methods Tunnel Setting l Connection Type
= The tunnel endpaint 1= the tunneling computer closest ta the
i: IP traffic destination, as specified by the azzociated IP filter

lizt. It takes bwo rules to describe an IPSec tunnel.

" Thiz rule does not specify an IPSec tunnel,
(% The tunnel endpaint is specified by this [P address:
192 .168 . 2 .2564

Cloze
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65. Click on Use this
string (preshared key)

66. From the bottom blank
area, enter the name of
preshared key defined
in web-based
management from
previous setting.

67. Click on OK buton

68. Click on The tunnel
endpoint is specified
by this IP address

69. Enter the WAN IP
address of your
Windows XP PC (in
this case, it’s
192.168.2.254)

70. Click on Apply and
then Close buttons
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Edit Rule Properties

IF Filter List | Filter fction
Authentication Methods Tunnel Setting l Connection Type
- The tunnel endpaint is the tunneling computer clozest ta the
i: IP traffic destination, as specified by the aszociated IP filker

ligt. It takes bwo rules to dezcrbe an IPSec tunnel.

" Thiz rule does nat specify an IPSec tunnel,
* The tunnel endpaint iz specified by thiz [P address:
192 .168 . 2 .254

] | Cancel |

VPN Properties

Rules | General
= Securty rules for communicating with other computers
IP Security rules:

IP Filker List Filker Action Authentication... | Tu
WArEP b YPMrouter Require Security Preshared ey 19
WPMrouter to Win=P  Reguire Security Prezhared Key 19
O <Dynamic Default Responze K.erberos Mi
< | >

Add... Edit... Remove ™ Use AddWizard

=40 -

71. Click on OK button

72. Make sure you have
checked the box of
both IP Security rules
you configured in
previous section. In
this case, they are
WinXP to VPNrouter
and VPNrouter to
WinXP.

73. Click on Close button
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74. From IP Security

“ti|Consoleq - [Console Root\IP Security Policies on Local Computer] EI@[(I Pol icy’ click on the

ﬁ] Fle Action ‘Wiew Favorites Window Help Jilﬁ name Of your VPN

&~ @mm X EEESR] tunnel setting and click
1 Console Root | Marme | Description | Policy Assigned ‘ on the rlght hand

g 1P Security Polides on Lacal Camputer Client (Respond Only)  Communicate narmally {uns...  Ma button of your mouse.

Secure Server (Requir... For all IP braffic, always req... Mo 75 CIle on Assign from

4 server (Request Secu,.. For all IP traffic, always req...  No !
24 T — R pull-down window.

All Tasks J

Delete
Rename

Properties

Help

Assign this policy, attempt to make it active

After successfully configure the Windows XP, you should be able to ping the
network device at remote side. However, if the remote device is a Windows
XP, the ping will get timeout due to Windows XP firewall setup. You can use
Control Panel to turn off firewall temporary to enable the ping echo back.
Remember to turn the firewall back on after the VPN successfully built up.
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EXAMPLE 4: USING L2TP To CoNNECT REMOTE PC TO LocAL LAN

Router WAN IP:
™ 192.168.0.3

' " LAN
Rempte P& Router LAN IP; o WAN P
PC WAN IP: 192.168.1.254 a1
192.168.0.1 168.1.

In this example, we will demonstrate how to setup a VPN connection
between a remote PC and the WL/IP-8000VPN using the L2TP server
function. Looking at the diagram above, the Remote PC has real IP
address of 192.168.0.1. If this remote PC is connected to Internet
through an IP sharing router, please make sure that router supports
L2TP pass through function. In this example, the WL/IP-8000VPN’s
WAN IP address is 192.168.0.3. You can also register the
WL/IP-8000VPN with dynamic DNS if you don’t have a fixed IP address.
Finally, the local LAN has IP address 192.168.1.x. Please note that if the
Remote PC is behind a router, the remote PC’s IP subnet must be
different from the local IP subnet.

The Router’s L2TP server can support 5 L2TP VPN user’s accounts.

In the real world Internet connection, Remote PC would
not directly connect to the router, which is WL/IP-8000

VPN here. You need to set the correct Remote Gateway
both in WL/IP-8000VPN WAN port and Remote PC for
your own environment.

Router’s LAN, User’s LAN, and PPTP virtual LAN must
all have different LAN number. Router’s LAN is
192.168.1.x, user’s LAN is 192.168.0.y, and virtual LAN

< is 10.0.1.z in this case.
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Router Setup |

Quick’Setup

——— e B e e

.“_.ve mm.w ”*%!;\

VPN Settings

+ Basic Setting

+ Port Forwarding

ltem Setting

+ Firewall Setling

+ Advanced Setting

Enable
Enable

b VEMN
P MNetBIOS broadcast
P Max. number of tunnels

2xot ID Method
Tunnel | |5 | IKE v | [ More |

2,3,4

+ Maintenance

1 [

g, | | KE [ Mo |
3 | | IKE vl (Mo
4 | | IKE v | [ Mo |
5 | | IKE v | [ More |

———
[ << Frenions ][ Mext == J Save ] [IUndo J [ Dymarnic VEI Settings... ]
[ L2TP Server Setting... | | PPTP Server Setting... | | Help | [ Relboot |
savedl [he change dossn't take effective until reboating!
7

Click on VPN button on top of this page

Check VPN Enable checkbox.

Check NetBIOS broadcast Enable checkbox.

Enter the Max number of tunnels as 1

Enter the Tunnel Name as Tunnel

Click on Save button at the bottom of the page (no need to reboot now)
Click on L2TP Server Setting button

NOo oMb RE
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Air Live BT A

MStatuss VPN M P &

+Hasic Sefting VPN Settings - L2TP Server

+ Port Forwarding

Firewall Seti hai .
A:::"’ des ':_9 b LITP Server FIEnable
feeraed b Virtual IP of L2TP Servar 10 |0 |1 |1 89,10

+ Maintenance

P Authentication Protocoll OFAP ®CHAP CMSCHAF

P s | |

Save | | Undo || Back || Help || Rehoot 13
Saved| The change doesn't take effective until rebooting!

8. Check L2TP Server Enable checkbox.

9. Change the Virtual IP of L2TP Server address, if needed

10.Change the Authentication Protocol to CHAP

11.Enter the Tunnel Name, User Name, and Password.

12.Click on Save button

13.Click on Reboot button. When asked to reboot shown in a pop-up
message, click OK to reboot and let the settings take effect.
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IRemote PC Setup (Using Windows XP VPN Client)

In case of Windows XP, the following steps shows L2TP client setting.
Due to the limitation of L2TP protocol definition, we will need to disable
IPSec in Windows remote access client. Please download file

disableipsec.zip from Internet. Go to the link below:

http://support.iglou.com/fom-serve/cache/473.html

Unzip it and double click on the file DisableIPSEC.reg. Click on Yes button,
when the pop-up message asked if you really want to add the registry item.

. 1. Goto Network
" Network Connections |'_”E”£| Connection on
File  Edit Mew Favorites Tools Advanced Help l:-. Control Panel
< © B Psean [Zrades [ED- 2. Click on Create a
v B o new connection.

Address ﬂ__, Metwork Connections

LAN or High-Speed Internet
Network Tasks

) K 1394 Connection

[E] create anew connection Enahled

9 Set up a home or small Ty, 1394 Net Adapter

" office network

Local Area Connection
Enabled

see also 2 T _Mm_ Realkek RTLE139 Family PCIF...
1L Metwork Troubleshooter
E

other Places

[} Control Panel

g My Metwark Places
£} v Documents

i My Computer

Details

Network Connections
System Folder
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New Connection Wizard

Welcome to the New Connection
Wizard

Thig wizard helpz wou:
* Connect to the Internet.

* Connect bo a private network, such as your workplace
niebwork,

* Setup ahome or zmall office netwark.

To continue, chick Mext.

[ Mews |[ Cancel ]

(") Connect to the Internet
Conrnect bo the [ntermet so you can browse the 'web and read email.

(*)Connect to the network at my workplace

Connect to a business network [uzsing dial-up or WPN] so vou can wark, fram borme,
a field offize, or another lacation.

() Set up a home or small office network

Conrect bo an exizting home or emall office netvork, or g2t up a new one.

() Set up an advanced connection

Cannect directly ta anather computer using waur senial, parallel, or infrared port, ar
zet up thiz camputer sa that ather camputers can connect ta it

Hetwork Connection Type
What do yau want o da?

< Back ” MNest = ][ Cancel

- 46 -

3. Click on Next button

4. Click on Connect to

the network at my
workplace.

5. Click on Next button
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New Connection Wizard

Metwork Connection
Hew do wau want to cannect ba the metwark at your wark place?

Create the following connection;

(") Dial-up connection

Cannect uzing a madem and a regular phone line ar an Integrated Services Digital
MHetwark [I50M] phong line.

(*)¥irtual Private Network connection
Connect bo the network uzing a virtual private network, WPM) connection over the

Intemet.
[ < Back ][ MNest = ] [ Cancel ]
New Connection Wizard
Connection Name
Specify & nane for thiz connection to yaur wark place.

Type a name far this connection in the fallawing bos.

Cormpany Mame

ToWPN router

For example, you could type the name of pour workplace or the name of a server you
will connect to.

< Back “ Newt » |[ Cancel
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6. Click on Virtual
Private Network
connection

7. Click on Next button

8. Enter the name of this
VPN connection. In
this case, the name is
To VPN router.

9. Click on Next
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O iress or DDNS.
New Connection Wizard address or DDNS

VPN Server Selection domain name of your
What iz the name or address of the YPM server? VPN router.

11. Click on Next

Tupe the host name or Intermet Protocal (IP] address of the computer to which pou are
cohnecting.

Host name or IP address [for example, microsoft com or 157.54.0.1 J:

192.168.0.3

< Back “ Next > |[ Cancel ]

12. If you would like this
connection to appear
on your desktop.
Please do so by

Mew Connection Wizard

Completing the New Connection

Wizard ticking the check box
“ou have successfully completed the steps needed to of Add a shortcut to
create the following connection: the connection to my
To VPN router de§kt0p. L.
* Share with all users of this computer 13. Click on Finish
button.

The connection will be zaved in the Metwork
Connections folder.

[Tiadd a shartcut ta this connection to my desklop

To create the connection and cloge thiz wizard, click Finizh,

< Back ]I Firizh ][ Cancel
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14. Click on Properties
button

Connect To VPN router

Uzer name:

Faszwaord:

[ ] Save thiz uzer name and password far the following users:

ke only

Anyone who uzes this compuber

Conrect H Caricel ]| Properties |[ Help ]

15. Un-tick or cancel the

& To VPN router Properties 7 [X check box of Require
- data encryption
| General | Options [ Security | Metworking | Advanced | (disconnect if none)
16. Click on OK

Secunty ophions
(%) Typical [recommended settingsz]

Walidate my identity az follows:

| Require zecured passward ' |

utomatically uze my Windows logon name an
Autornaticall Wi I d
pazzword [and domain if any]

[liRequire data encryphion [disconnect If nonel

() Advanced [custom settings)

|lzing theze settings requirez a knowledge

of security protocols, Settings...

IPSec Settings. .

[ Q. ] [ Cancel
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——— 17. Enter your User name

Connect To VPN router ey and Password

— 18. Click on Connect
button.

Lser name: WPhone

Pazzword: Ll L L

[]5ave this user name and password far the following users:

ke only

Armpone who uges thiz computer

LConnect ][ Cancel ][ Froperties ][ Help

Once the successful connection is made, your WINXP connection
logo will appear on the bottom of your Window to confirm the
successful connection.

ji_.i' To ¥PN router is now connected | #

Click here For more information, .,

You can also access to your web-based management page from your router
and go to L2TP server setting page. From the bottom of the page, you will
see the current L2TP VPN connection status from Client Management
section.

On Client Management section, if Disconnect check box is ticked and click on
Set, it will allow L2TP disconnection. If the Reset button is clicked, L2TP

disconnection will be cancelled and the L2TP will be reconnected again.

Now the remote PC can access the Local LAN. It should be able to ping the
PC at 192.168.1.2 directly.
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ExamMPLE 5: DYNAMIC VPN APPLICATION EXAMPLE

This example demonstrates the configuration for Dynamic VPN.

The previous four VPN configurations are based on an assumption that we
will configure both ends of the VPN. In the real world, it is almost impossible
asking MIS people to set up VPN connections for every individual in the
central site. To let central site VPN accepts any VPN connection request from
worldwide, a Dynamic VPN setup is needed.

We will use the similar environment in example 3.

VPN IPSec-3DES-MD5
=TT T T T T~
P >
IP: 192.168.1.254/24
7 N
WL-8000 VPN 'Y

K
O o — <

WAN
IP: 192.168.2.254/24 IP: 192.168.2.1/24

IP: 192.168.1.X/24
GW: 192.168.1.254

The only difference is: in this case, we will not care about the remote site IP
address and subnet mask. Central site does not need remote site IP address

information.

We will use TheGreenBow VPN client for this case.

In the real world Internet connection, Remote PC would
not directly connect to the router, which is WL/IP-8000

VPN here. You need to set the correct Remote Gateway
both in WL/IP-8000VPN WAN port and Remote PC for
your own environment.
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Router’s Dynamic VPN with IPSec Setup |

A" ".ve Quick setup s T Statust! TUPN Lo A

VPN Settings

+ Basic Setting

+ Port Forwarding

+ Firewall Setting ltem Setting
+ Advanced Setting Sl 234
< Mairfensnce b MNetBIOS broadcast 1 9,
P Max. number of tunnels
= D Tunnel Name Method
o | (KB ] (Mo
2| | e
. | e
‘| | (1e ] (o)
& | (K6 ] (Mo

[ = Previons ] [ Mext =z [ SAVE J [ Undo J Diynamnic VEN Settings.., I
[ L2TP Server Setting... | | PPTP server Setting... || Help |

Click on VPN button on top of this page

Check VPN Enable checkbox.

Check NetBIOS broadcast Enable checkbox.

Enter the Max number of tunnels as 1

Click on Save button at the bottom of the page (no need to reboot now)

1.
2.
3.
4.
5.
6.

Click on Dynamic VPN Settings button

-52-



OvisLink 8000VPN VPN Guide

L - =
Ls ".ve Malick setup > Mstatus» TVPN ™5

VPN Settings - Dynamic VPN Tunnel

+ Basic Setling

+ Port Forwarding

Firewall Setti e Senng
A:::"’ d; ':_9 b Tunnel Name [ ] 7.8
nEed g b Dynamic VPN Enable

= P Local Subnet 192.168.1 0 9,10
T » Local Metmask l_ l

P Preshare ey 11
P IKE Proposal index [-W_] 13

P IPSec Proposal index [ [ Select PSecProposal., || 18
12

| Save ]l[ Undo | | Back || Help | [ Reboot |

Saved! The change doesn't take effective until rebooting!

Enter Tunnel Name

Enable Dynamic VPN by clicking on the check box
Enter Local subnet
10. Enter Local Netmask
11. Enter Pre-share Key (Note: the same key will be used in the VPN client)
12.Click on Save button (no need to reboot for now)
13.Click on Select IKE Proposal button
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- L J =
L “Quick’Setup™ Tstatus™ TVENT M @b & °

+ Basic Setting VPN Settings - Tunnel 1 - Set IKE Proposal

+ Port Forwarding

ltem Setting
P IKE Proposal index propasal 1 4

+ Firewall Setting
+ Advanced Setting

+ Maintenance

| [ Remore

D Proposal DH Group Encrypt.  Auth. Life Life Time

Mame algorithm alogorithm. Time it

propasal 1 Geenpl % | | 3DES SHAL (8| 3600 | | See, | 14
7T cowl v 5 ] AL @ b ][5z ]

Lexg et

' R
g — f] (s @) 0 [
s [of o} (et v b ][50 w
o[ o [IEERIER:
I —r ¥ [maiv b |[s=

9 15

10
16 Proposal D\ v ﬁddto]Ff’OD'OSEl“ﬂdex
[ Save | | Undo | [ Back | [|Help

17

14.Enter Proposal Name, key Life Time, and change any other settings, if
needed, for proposal ID 1. (Note that you must use Group 2 with 3DES,
or Group 1 with DES if you use default Windows XP IPSec client)

15. Select Proposal ID 1 and click button Add to Proposal index. You can add
maximal 4 proposals in total from the IKE proposal index.

16. Click on Save button (no need to reboot now)

17.Click on Back button (go back to the screen on this page above)

18.Click on Select IPSec Proposal button (in Dynamic VPN Settings
page)
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————— ——— - r
Quick Setup Status VPN ™ ’, ll;\ fi.

VPN Settings - Tunnel 1 - Set IPSec Proposal

+ Basic Setting

+ Port Forwarding

ltem Setting

+ Firewall Settin :
= P IPSec Proposal index  |proposal2 4

+ Advanced Setting

+ Maintenance

<

Reraone
[ Losou | -
. : ife
Proposal Encap. Encrypt. Auth. || o
5 MName DH Group protocol algorithm algarithm Time: ﬂr?;e

| [oroposal 2 || Groupt (¥I| | ESP v | | 3DES | |SHAD (w3600 || Sec. (v

2 |Mone %[ |ESP | [3DES | [ Neme ¥[l0 [[Ser v
3 |Neme | |ESP ¥ |3DES | |Neme |[0 | Sec ¥
4 |Neme | |ESP v |3DES | |Neme ¥|[0 | Sec v

IDES v | | Neme [0 | See v

BoES v | Meme v[j0 || Se v
i @g BDES ¥ [Nome w[[0 |82 ¥
8 | Non 4 BDES | [Mone v |0 |/Sec v
o[ boes ) e ]G5 [s00 v
10 @’é“ BDES ¥ [Meme %[0 ][ e v
9 20
10

21 Proposal IDN - selert cne - | v Addw]Froposalindex

[ Save | | Undo | [ Back || Help ||| Reboot | 22
el The chanae doesn't tARE ettective Hinfil reboatinal

19.Enter IPSec Proposal Name, key Life Time, select DH Group, Auth
algorithm, and change any other settings, if needed, for IPSec proposal
ID 1. (Note that you must use Group 2 with 3DES, or Group 1 with DES
if you use default Windows XP IPSec client)

20. Select Proposal ID 1 and click button Add to Proposal index. You can add
maximal 4 proposals in total from the IKE proposal index.

21.Click on Save button

22.Click on Reboot button. When asked to reboot shown in a pop-up
message, click OK to reboot and let the settings take effect.
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Set up TheGreenBow VPN client |

Before start to set up the VPN client, it is assumed that
(1) your computer is able to connect to Internet,
(2) the Internet connection allows IPSec pass through, and
(3) you have TheGreenBow VPN client installed in your PC.

You can get TheGreenBow VPN client from the following link.

http://www.theTheGreenBow.com/vpn_down.html

You should be able to use the latest TheGreenBow VPN client.

The tested TheGreenBow VPN client is 3.00.010.

Note: after install TheGreenBow VPN client, Windows XP IPSec is disabled. If
you need to use Windows XP IPSec, you need to uninstall TheGreenBow VPN
client.

No matter the VPN is dynamic or not, the client side always
needs to have some detail information including

central site gateway,

central site LAN subnet, and

central site LAN net mask.

The example below has
central site gateway: 192.168.122.195
central site LAN subnet: 192.168.122.0
central site LAN net mask: 255.255.255.0.
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Please use the following steps to set up your TheGreenBow VPN client.
1. Install TheGreenBow VPN client in your PC.

2. Launch TheGreenBow VPN client.

3. Use mouse right button to click on Configuration, and add a New

Phase 1 VPN connection.
Note: in TheGreenBow VPN client examples, we have changed IPSec client
address from 192.168.2.254 to 192.168.122.x (X means doesn’t matter in
this configuration) and IPSec router from 192.168.2.1 to 192.168.122.195.
The remote LAN are also changed from 192.168.1.x to 192.168.21.x.

% TheGreenBow VPN Client M=
File ¥PN Configuration Tools 7

Right (use mouse right button) click
on Configuration, and click (mouse
left button) on New Phase 1.

Phaze 1 specifies the IKE Eey negotiation

E Right click on the sslectsd Phsse 1 and select "Add Phase 2°

Phaze 2 defines the IPs=c security parameters for a single
[Psec Tunnel

Aoy Phasze 1 Configoration may contain several Fhass
2 Configurations.

3 Click on "Save and Applr" to apply the changes wou made.

Sawe S Lpply |

= | VPN ready Tuinel : &
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88  Parameters Hamne | Cnw¥pml
% Connectons Tntprfarpl*
= @ Cnnflguratlnn | Eemote Gatewa}rllgﬂ 168.122.195
= Vponl
444 Phazs 2 o Preshared Key |**********
Eemove Confinm [
(7 Cerfificate Ceificates [mpor
S Pl Advanced.. |
Encryption IBDES ] i
Authentication
Kexr Group DH?EE

. . ) Sweldpply | O
Right (use mouse right button) click

on CnxVpn1l and click (mouse left Tonel: ©
button) on Add Phase 2.

__

4. Click on CnxVpnl. Add the following information for phase 1.
4.1 Remote Gateway
4.2 Preshared Key twice (the second one in Confirm field)
4.3 IKE information: select Key Group DH768 (If you use DH 1024 in
WL/IP-8000 VPN, then you will need to use the right one).

5. Click on Save & Apply button to store phase 1 information.

6. Use mouse right button to click on CnxVpnl, and add a New Phase 2
VPN connection by clicking (left mouse button) on Add Phase 2.
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" TheGreenBow VPN Client

File MPM Configuration  Tools 7

IPSec VPN Client

Phase 2 (IPSec |

@ Congnle
28 Parameters Mame JCn:-c‘.Fpnl
% Comections YEN C].iﬁntaddressj o. o0 .0 .0

#ubnet Mask | 255::.055 ;285 (0

- @ Canfiguration [ Address type |Suhnﬂtﬂ;:ldress _ﬂ
= . L — Eemote LAN address J 192 163 . 21 . 0 7.1
f,..-lrr.l'r

Encryption | 3DES = P2 Adwanced ...
Anthentication  |3HA - 79

Mode |Tommel =

’

et

W PF!  Growp |DH76E = j 7.3 Closs Tummel |

Bave & Apply | 8

e =

=3 VPN Tunnel opened X Tunnel .5

‘ Tunnel is successfully opened

. Click on the second CnxVpnl. Add the following phase 2 information.

7.1 Select Address type as Subnet address, Remote LAN address, and
Subnet Mask

7.2 The ESP information: 3DES, SHA, and Tunnel mode
7.3 Check mark PFS and select Group DH768. (If you use DH 1024 in
WL/IP-8000 VPN, then you will need to use the right one).

. Click on Save & Apply button to store phase 2 information.

. Click on Open Tunnel button.

If everything you have set is right, you would see the status shows VPN
Tunnel Opened. You now have a secured IPSec VPN tunnel.

Click on Close Tunnel to end the VPN tunnel, if you don’t need to use the
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VPN any more.

The following link provides more information for TheGreenBow VPN client.

http://www.thegreenbow.com/vpn_doc.html
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