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Web site & application security challenges across industry
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Web site & application security challenges across industry

95% of corporate Web apps have severe vulnerabilities.

- ~Source: The Web Application Security Con
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Web site & application security challenges across industry
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Over 95% of corporate web applications
have severe vulnerabilities

- Source: The Web Application Security Consog
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Web site & application security challenges across industry

95% of corporate Web apps have severe vulnerabilities.

80% of ALL active vulnerabilities are at the app layer

- Source: The Web Application Security Consog
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Web site & application security challenges across industry

95% of corporate Web apps have severe vulnerabilities.

80% of ALL active vulnerabilities are at the app layer

The average time-to-fix for large organizations is 15-weeks

Source: The Web Application Security Consog R
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Web site & application security challenges across industry

95% of corporate Web apps have severe vulnerabilities.

80% of ALL active vulnerabilities are at the app layer

The average time-to-fix for large organizations is 15-weeks
Why?

» Competition drives website innovation

« Migration of enterprise apps to the Web, outside firewall
* Recent surveys show majority of customers have 20+ Web Apps

* Introduction of many new technologies for programmers

* Increasing complexity — Web 2.0, AJAX, XHTML, 3rd party, etc.
» Developers create mistakes with rapidly changing code
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Figure 1. Industry groups represented by percent of breaches
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I Akamai Web Application Firewall @kamai
Stop Unseen Hackers At The Edge

Stops Most Common Hacking
Attempts

* OWASP Top 10

Security and Compliance
* Helps meet PCI DSS 6.6

» Secures web applications and the data
they serve

Application Aware

» Stops SQL Injections and Cross Site
Scripts

* Inspects HTTP requests for validity

» Enables fast blocking of IP’s to stop “Bad”
clients

* Enables a “White List” of known “Good”
clients




I Akamai Web Application Firewall (@km’.
Stop Unseen Hackers At The Edge

Stops Most Common Hacking
Attempts

* OWASP Top 10

Stops malicious traffic
Security and Compliance at the Edge
* Helps meet PCI DSS 6.6

» Secures web applications and the data
they serve

Application Aware World’s most scalable

- Stops SQL Injections and Cross Site and available WAF
Scripts

* Inspects HTTP requests for validity

» Enables fast blocking of IP’s to stop “Bad”
clients

* Enables a “White List” of known “Good”
clients
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I The Akamal Difference Akamai

Stops malicious traffic close to source, protects origin interface and
traffic costs

In-band benefits without single point of failure
Integrates into existing security infrastructure
Usage based billing

Protects cloud-based services and applications

Exponentially more scalable, available, and flexible

Attacks are at 10Gbps—100Gbs or more.
Can your WAF scale to protect you?
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