Mark Mueller-Eberstein
Rutgers University

The Innovation Economy Institute
CEO of Adgetec Corporation
@MarkMEberstein

Adgetec Corporation
Your Advantage — Our Mission

WeChat: MarkMEberstein

The Next Radical Internet Transformation:

How Blockchain Technology is transforming
Business, Governments, Computing and Security
models

“WHAT IT IS” AND HOW EVERYTHING COULD BE DIFFERENT



Presenter
Presentation Notes
The Impact of Technology on Services Delivery: Policy Challenges
Moderator: TBC
Impact of Technology on Services 
Dr Peter Lovelock (confirmed) �Director, TRPC & Coordinator, PECC Task Force on the Internet Economy
 
The Sharing Economy: Implications for Services Policy 
Ms Deevya Desai (to be confirmed)
Regional Head of Public Affairs�Grab
 
Blockchain and Financial Services
Mark Mueller-Eberstein�Founder and CEO�Adgetec Corporation



ACM Highlights

« Learning Center tools for professional development: http://learning.acm.org
* 4,900+ trusted technical books and videos from O’Reilly, Morgan Kaufmann, etc.

« 1,400+ courses, virtual labs, test preps, live mentoring for software professionals covering programming, data management,
cybersecurity, networking, project management, more

« 30,000+ task-based short videos for “just-in-time” learning

« Training toward top vendor certifications (CEH, Cisco, CISSP, CompTIA, ITIL, PMI, etc.)
« Learning Webinars from thought leaders and top practitioner

» Podcast interviews with innovators, entrepreneurs, and award winners

 Popular publications:
* Flagship Communications of the ACM (CACM) magazine: http://cacm.acm.org/
« ACM Queue magazine for practitioners: http://queue.acm.org/

« ACM Digital Library, the world’s most comprehensive database of computing literature: http://dl.acm.org.

* International conferences that draw leading experts on a broad spectrum of computing topics: http://www.acm.org/conferences.

* Prestigious awards, including the ACM A.M. Turing and ACM Prize in Computing: http://awards.acm.org

e And much more... http://www.acm.orq.




In the early 1990s...

We were discussing if the internet will impact
maill service organizations

Nobody thought about shopping,
entertainment or finance
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From the industrial age to the Innovation Economy
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Revolution but rather the arrival of a Fourth and distinct one: velocity, scope, and systems impact. The speed of current breakthroughs has no historical precedent. When compared with previous industrial revolutions, the Fourth is evolving at an exponential rather than a linear pace. Moreover, it is disrupting almost every industry in every country. And the breadth and depth of these changes herald the transformation of entire systems of production, management, and governance.
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A blockchain is a decentralized, online record-keeping system, or ledger, maintained by a network of computers that verify and record transactions using established cryptographic techniques.



New Economic
models previously
Impossible before the
emergence of bitcoin
distributed ledger

"Cryptoeconomics”
can provide the
underlying economic
principles that
empower the fast

scaling, shared
economy demanding
new banking models.




Blockchain Tech beyond currency
and financial industry...

... Think any kind of transaction and
related services...
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Radical transformation:
what we thought was fixed and

unchangeable will change
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Of the 7 bilion people in the world...

Units in billions

Toothbrushes
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Of the 7 billion people in the world, 6.8 billion (ITU; UN Telecommunications agency) use a mobile phone while 3.5 billion own a toothbrush.
Sources, HubSpot 2012


But only 20%
(1.4B) have
currently
access to
the banking
system
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Where investment
goes...

51O

billion

Source: Citigroup and CB Insights




"Fintech Is forcing banking to a tipping point"
Citigroup

“The banking industry's Uber moment”
Former Barclays (BCS) CEO Antony Jenkins

- FinTech is the Change Agent for
financial services.


http://money.cnn.com/quote/quote.html?symb=BCS&source=story_quote_link

FinNTech?

“It Is changing products, processes
and our people”




Key areas for FinTech:

Remittances (TransferWise)

Lending (LendingClub, OnDeck)

Community engagement (GlobeOne; part of interest for local social good)
Online First (Earnest, SoFi, Osper, Number26)

Insurance

Mortgages

Investment
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Peer-to-Peer
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http://www.forbes.com/sites/mnewlands/2016/08/31/6-disruptive-trends-in-technology-for-2017/#16e8c2f44ba3



Some things
never
change....

When there is
money... some
people try to steal
It...
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Money evolves... and so do the threats



Bitcoin vs. Blockchain

» Bitcoinis (currently the best know) usage of
blockchain technology

» One of many digital currencies using
blockchain technology

» Many more uses for blockchain technology
other than “currency”

» Why digital currency is used?

» NoO need to use exchange (e.g. banks)
for people who know/use Bitcoin

» Direct exchange between individuals is
possible




“Every Iinefficiency in a system will
be removed (by technology)
sooner or later.”
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New business models

Sharing Economy
(Ueber / Didi; AirBNB)

Peer-to-Peer Financing
(LendingClub; Kiva)



What does a blockchain do....?



Imagine a Digital Picture....
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Blockchain is ultimately about
Collaboration

“...Emerging technology like blockchain will be a game changer only if
they achieve a network effect, which means we need to work together
to establish standards.*

-- Suresh Kumar, BNY Mellon, CIO

"As with any early-stage, highly-complex technology that demonstrates
the abillity to change the way we live our lives and conduct business,
blockchain demands a cross-industry, open source collaboration to
advance the technology for all."

— Jim Zemlin, Executive Director, Linux Foundation
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Networking....

Centralized Distributed

Old school
computing and
business

Changed computing and
business over the last 20 years

Mark Mueller-Eberstein & Adgetec Corporation




Peer-to-Peer (P2P) Networking Is everywhere
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Many commercial or government
services are basically “databases”
that are centrally owned and
managed.
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Blockchain technology allows a distributed ledger vs. a
centrally managed ledger.

All transactions within a block are recorded and visible.
And can never be changed (“Immutable”).

Blockchain without a “token” is just a database

Mark Mueller-Eberstein & Adgetec Corporation



Benefits of Blockchain secured
distributed leger vs. central ledger

» Information can be put on block chain
and can never be changed

» Worldwide ledger: IP, land titles, art,...
» Full transparency for every transaction

» 'Record every information forever"

Mark Mueller-Eberstein & Adgetec Corporation



bitcoin

ethereum
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THE PEOPLE'S BANK OF CHINA
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Blockch

Technology

allows old and
new players
to offer new

services to therr

customers




At least $1.7 trillion In “inefficiencies”
up for grabs...
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And that is only the banking
system...

Think any kind of transaction and
related services...

Mark Mueller-Eberstein & Adgetec Corporation



... for example....

» Records of estates

» Records of shares

» Any financial transaction

» Voting

» Domain control (DNS)

» Central Trust (“Escrow”) for any kind of deals
» Messaging (“signed and unchangeable™)

» IP management

il
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Paying Amazon and Starbucks with Bitcoin




Global
organization
with lots of
different
business units,
secure loT and
logistics needs



Even Disney
does
(their own,
open source)

Blockchain
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Dragonchain:
 
The main differentiators in capability and architecture are:
 
Simplicity of integration (traditional engineering and devops/best practices) 
 
Protection of business data (necessary for most real business applications) 
 
Currency neutral/agnostic (business need can be met without consideration of currency effects / monetization can be considered later if value is found) 
 
Interoperability - Dragonchain seeks to provide a spectrum of capabilities from simple integration on the private blockchain side to measurable security and risk on the public blockchain side (leveraging Bitcoin). 
 
Multi-phase and context based verification which allows flexible and valuable integration into business systems and Enterprise environments (see architecture document for details). 



Governments and
Blockchain Technology
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Blockchain technology (included into China’s national strategy) http://news.8btc.com/blockchain-technology-included-in-chinas-most-important-national-strategy
Crypto currencies (like the famous Bitcoin) http://news.8btc.com/china-central-bank-to-release-digital-currency-prototype-in-2017 




Regulations and restrictions?

From an economist perspective: Every restriction
(and forced inefficiency) comes with a cost.

Lets be clear who cairries the cost and if that is In
the best interest of an economy and society.

Mark Mueller-Eberstein & Adgetec Corporation



Shenzhen as Blockchain Tech capital

Government support
PBOC HQ for digital currency
Test run of China’s digital currency
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Tencent (WeChat pay)
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Strong positon in emerging markets
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http://news.8btc.com/shenzhen-hopefully-to-be-first-to-have-a-test-run-of-chinas-digital-currency 
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Which one is it going to be?

» Bitcoin?

» Ethereum?

» “GS coin”?

» Any other alt-coin?
» PBOC - coin ?



Security?

» Distributed ledgers and Blockchain
technology create unparalleled
opportunities, paradigm shifts and risk.

» (Some) Risks areas:
technology, business, society and
government

» Cyber-currency and cyber-technology
go hand-in-hand as the internet evolves.

Mark Mueller-Eberstein & Adgetec Corporation



Blockchain
Security Leve:l_s Governance

Is decision-making
well defined and
represantative of
the stakeholders?

Is the risk of a 51%
attack well mitigated?

Distributed
Organizations

Are sound operational
practices at the base of the
implementation?

Programming

Are contracts performing with
intended accuracy?

Are user accounts secure?

Transactions

Are transactions validated with certainty? £ 2016 Willism Mougayar



Presenter
Presentation Notes
http://www.tuicool.com/articles/2ieiArE
We often hear of Network security and Account security because they are the most visible, but any player in the blockchain space who is developing an application, running a business or providing a service must be thinking of the variety of security layers as part of good security hygiene.



Transaction Level

Minimum requirement.
A well functioning blockchain needs to validate

transactions with certainty and predictability at the end
of the consensus cycle.

Consensus method: confirming the transaction finality
and immutable.

Status: Pretty good. Work is required on the other levels
Initial compliance applications available

(e.qg. Elliptic: iIndependent monitoring capabillities to combat insider
trading, fraud, and money laundering)

©Mark Mueller-Eberstein & Adgetec Corporation



Account Level

A) Self-managed user account (through private wallet)

« Could be a hosted account at an exchange

« Bitfinex hack: Example of a hosted account hack. Accounts were
compromised on the exchange.

« DAO replay attacks touched some DAO private wallets. “Clients”
are vulnerable to Internet style DoS or phishing attacks.

B) Hosted exchanges and wallets providers

« Need to become really good at it.

 Think “Facebook.” Facebook is not the Web. It is a walled garden,
but it works well and it is arguably more secure than the Web at
large.

e [PayYou.lo as example


https://en.wikipedia.org/wiki/Denial-of-service_attack

Programming: DAQO lessons

DAO:
e digital D

 Form of investor-directed venture capital fund.

“The blockchaln > June 2016: Hackers exploited a vulnerability in the
DAO code to enable them to siphon off one third
allowed us to of The DAQO's funds to a subsidiary account.

program » July 2016: the Ethereum community decided to
hard-fork the Ethereum blockchain to restore
money, and we virtually all funds to the original contract.
need to be ) .
_ _ Highly Controversial:
careful in dOIng « Led to fork in Ethereum (original unforked
it blockchain was maintained as Ethereum Classic)

* Breaking Ethereum into two separate active
cryptocurrencies
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https://blog.ethereum.org/2016/06/17/critical-update-re-dao-vulnerability/
https://en.wikipedia.org/wiki/The_DAO_(organization)



https://en.wikipedia.org/wiki/Decentralized_autonomous_organization
https://en.wikipedia.org/wiki/Ethereum
https://en.wikipedia.org/wiki/Fork_(software_development)
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» Distributed Organization that Wants to be autonomous.

» Spaghetti topology of smart contracts labelled as “law” at the
operational and organization level,

» Autonomy has its risks -2

» Organization itself must be tested and it must be sound before it
gets a chance to run autonomously.

» The DAO relied only on technical curators, but didn’t have
organizational experts



Network Level

» Blockchain is physically and virtually a peer-to-peer
network

» Network runs on consensus methods
» “51% attack” vulnerabillities

» Theoretically, an attacker can spend enough money and hash

power to “hijack” the transaction validation process in their
favor.

» Discussions on soundness of the actual algorithms, protocols,
iIncentives and consensus economics (whether mining or
transaction costs related).



Governance Level

» Differentiating governance level security from the network level
security

» Public vs Private Blockchains
» Decentralized consensus
» Very early stage - limited lessons

» Strategic decisions taken in the name of decentralized
governance affect the long term security of a blockchain.

» Public governance examples:
» Bitcoin (block size) - Too rigid?

» Ethereum (hard fork) Too lax?



How “real” Is blockchain technology?

Goldman-Sachs invest $500+ Million

Microsoft declares “blockchain” as one of the key “must
win” workloads for their Azure platform and business

R3 group (banks) use for bond trading (9/2016)
Hottest topic at #FIF2017

15% of top global banks intending to roll out full-scale,
commercial blockchain products in 2017 (IBM survey)

Some governments invest into developing their own
“local” blockchains

Mark Mueller-Eberstein & Adgetec Corporation
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http://www.reuters.com/article/us-blockchain-bonds-intel-idUSKCN11W26B



What is holding Blockchain adoption
back?

Difficult to understand
Difficult to use
Difficult to buy in (“onramp”)

Perception of risk

) AR A= A A= A

Perception of “illegal”

A\ 4

» DIFFICULT TO SEE THE VALUE FOR THE INDIVIDUAL



Blockchain Technology in 2017 and beyond

» Blockchain technology is revolutionizing the world economy

» Trustis established through peer-to-peer mass collaboration and
sophisticated computer code rather than through a central

powerful institution (bank or government)

» Changing transactions and interactions in finance, business,

international collaboration and government’s tool chests

» Agile organizations create completely new transaction and

business models of value creation and distribution

» Chinese players will be driving innovation

Mark Mueller-Eberstein & Adgetec Corporation



The Blockchain revolution is here.
- Your Opportunity!

» Change will be fundamental on
business, technology, processes,
structures and people

» Technology & customer oriented
leaders are positioned to drive and
realize the vision and image of the
future




NOow ...
“MAKE IT SO!I”
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AGILITY THANK YOU!

COMPETING AND WINNING IN

A TECH-SAVVY MARKETPLACE

MARK MUELLER-EBERS TEINIS
' Mark Mueller-Eberstein
The Innovation Economy Research Institute
CEO of Adgetec Corporation
Bestselling Author
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Let me and our colleagues know what you encounter and what works best



ACM: The Learning Continues...

» Questions about this webcast? learning@acm.org

» ACM'’s Discourse Page: http://bit.ly/209YBKQ

» ACM Learning Webinars (on-demand archive): http://webinar.acm.org

» ACM Learning Center: http://learning.acm.org

» ACM Queue: http://queue.acm.org
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