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Wi-Fi Security
WEBINAR COURSE
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• Introduction to Wi-Fi
• What is 802.11 protocol?
• Wireless security standards
• Security concerns and exploits
• Wi-Fi security tips and practices

Overview
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• Wi-Fi is a type of wireless communications technology for local area 
networks 

• Provides freedom of mobility 
o Mostly for laptop and mobiles
o Now also used with IoT devices

What is Wi-Fi? 
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Typical components:
• Wireless access points (WAPs)
• Centralized controller 

Wi-Fi in the enterprise

Topology:
WAPs are generally connected to the LAN via 
Gigabit ports. A central wireless controller 
configures and manages all the deployed APs.
To authenticate, users can either use shared 
password or an authentication server.
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Typical components:
• Wireless router 
• Wi-Fi range extenders

Wi-Fi @ home

Topology:
A wireless router connects to the Internet 
provider. Wi-Fi range extenders can be used to 
extend signal throughout the space, usually by 
creating a wireless mesh network.
To authenticate, users generally use shared 
password.
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IEEE 802.11 is the standard for wireless local area networks (WLAN)

What is 802.11 protocol?

IEEE 802.11 
Protocol

Common Name Frequency (GHz) Theoretical Speed 
(Max)

Release Date

802.11b (Wi-Fi 1) 2.4 11 Mbps Sep 1999

802.11a (Wi-Fi 2) 5 54 Mbps Sep 1999

802.11g (Wi-Fi 3) 2.4 54 Mbps Jun 2003

802.11n Wi-Fi 4 2.4 / 5 150 Mbps Oct 2009

802.11ac Wi-Fi 5 5 6.9 Gbps Dec 2013

802.11ax Wi-Fi 6 2.4 / 5 / 6 9.6 Gbps Sep 2019

Most current devices 

New standard
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Scanning for Wi-Fi

An AP sends out beacon frames, containing its SSID.
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Scanning for Wi-Fi
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• IEEE 802.11AX protocol

• Features: 
o Increased throughput
o Enhanced multiplexing for higher 

efficiency
o Multi-user MIMO
o Suitable for dense environments 

(airports, stadiums, campus) 
o Provides efficiency to support IoT 

endpoints
o Introduces WPA3

Wi-Fi 6 Next-Generation
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Wi-Fi is a disruptive technology. This also makes it a challenge in terms of security.

Wi-Fi Security – Basic Principles

The basic security principles still 
apply:

o Confidentiality, 
o Integrity, 
o Availability

But we need stronger mechanisms to support it.

So how do we achieve these in Wi-Fi? Authentication, Encryption, Key 
Management, Hash functions
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How does Wi-Fi work?

SSID

User selects the SSID Authentication Request

Authentication Response

Association Request

Association Response

AUTHENTICATION & ASSOCIATION

HANDSHAKE

ENCRYPTED DATA

Client / STA

Access Point

Probe Request

Probe Response

(802.1X AUTHENTICATION)
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Open System Authentication
o The AP broadcasts its SSID so devices can find and associate with it

Wireless Authentication

Shared Key Authentication
o Using a key or password shared between the client and the AP
o based on the challenge-response protocol 

802.1X Authentication
o Forwards the verification process to an authentication server
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Wi-Fi security standards define the encryption, authentication, integrity 
protocols used as part of 802.11 standard to protect wifi networks.

Wi-Fi security standards

STANDARD WEP WPA WPA2 WPA3

YEAR 1997 2003 2006 2019

ENCRYPTION RC4 TKIP + RC4 AES / CCMP GCMP-256

AUTHENTICATION WEP WPA-PSK
WPA-Enterprise

WPA2-Personal
WPA2-Enterprise

WPA3-Personal
WPA3-Enterprise

DATA INTEGRITY CRC-32 MIC CBC MAC BIP-GMAC-256

KEY MANAGEMENT none 4-way handshake 4-way handshake ECDH key exchange / 
ECDSA
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Wired Equivalent Privacy
• The purpose is to provide a level of 

security equivalent to wired networks
• Used in earlier 802.11 protocols
• Already deprecated 

Wi-Fi Security Protocols – WEP

STANDARD WEP

YEAR 1997

ENCRYPTION RC4

AUTHENTICATION WEP

DATA INTEGRITY CRC-32

KEY MANAGEMENT none
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Why is WEP not secure?

RC4 Plain-text

Shared secret key 24-bit IV

XOR

Ciphertext

Shared secret key 24-bit IV

RC4

XOR Plain-text

Sender

Receiver WEP is not secure because:

• The Initialization Vector 
(IV) is limited to 24-bits 
and repeats after about 
5000 packets

• It uses RC4 Stream 
Cipher, a simple and fast 
cipher that has multiple 
weaknesses.

• The 40-bit encryption key 
is too short and easy 

• The master key is used 
directly, not just to 
generate temporary keys.
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Wi-Fi Protected Access
• Also known as draft 802.11i
• Temporary security enhancement to WEP
• Uses Temporal Key Integrity Protocol
• Firmware upgrade to WEP-enabled 

devices

Wi-Fi Security Protocols – WPA

STANDARD WPA

YEAR 2003

ENCRYPTION TKIP + RC4

AUTHENTICATION WPA-PSK
WPA-Enterprise

DATA INTEGRITY MIC 

KEY 
MANAGEMENT

4-way handshake
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• Designed to allow easy setup of 
devices using: 

o Push-button 
o WPS PIN

Wi-Fi Protected Setup (WPS)

WPS Pixie (2014)
An offline attack against WPS. The aim is to recover the WPS 
PIN.

• This is not secure!
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Wi-Fi Protected Access 2
• Standard 802.11i
• Introduced AES as the new 

encryption protocol

Wi-Fi Security Protocols - WPA2

STANDARD WPA2

YEAR 2006

ENCRYPTION AES / CCMP

AUTHENTICATION WPA2-Personal
WPA2-Enterprise

DATA INTEGRITY CBC MAC

KEY MANAGEMENT 4-way handshake
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WPA-PSK and WPA-Enterprise

WPA-Enterprise or WPA2-Enterprise
• Uses 802.1X Authentication with a Radius server
• A master session key is generated after this process, which is used to 

create the PMK => unique per user

WPA-PSK or WPA2-Personal
• Uses a pre-shared key / password
• This shared key is used to generate the Pre-Master Key (PMK) that will be 

used for the handshake
o PMK = Hash (PSK + SSID)
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Client and AP exchanges 4 EAPoL messages to secure the communication. 

WPA/WPA2 4-way handshake

Guide:
Pairwise Master Key (PMK)
Pairwise Transit Key (PTK)
Group Temporal Key (GTK)
Group Master Key (GMK) 

Client/STA (Supplicant) AP (Authenticator)

802.11 Authentication and Association DONE

Message 1: EAPoL-Key (ANonce)

Message 2: EAPoL-Key (SNonce, MIC)

Message 3: EAPoL-Key (Encrypted GTK, MIC) 

Message 4: EAPoL-Key (Ack, MIC)

PMK known,
Generate SNonce

PMK known,
Generate ANonce

Derive PTK

Derive PTK, Generate GTK

Install PTKInstall PTK and GTK
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WPA2 Krack Attack
“Key reinstallation attacks” 
Capture and modify part of the handshake message, 
to trick device to install a blank encryption key
Fast BSS transition (or fast roaming) is vulnerable to this attack

WPA/WPA2 4-way handshake

Key Purpose

Pairwise Master Key PMK derived from the master session key (based on PSK or generated from 
802.1X/EAP)

Pairwise Transit Key PTK derived from PMK, Anonce, Snonce, authenticator address, supplicant address
used to encrypt all unicast traffic between the client and AP

Group Master Key GMK used in the handshake to generate GTK

Group Temporal Key GTK used to encrypt all broadcast and multicast traffic between the client and AP
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Wi-Fi Protected Access 3
• Increased protection

o Brute force protection
o Public network privacy
o Stronger encryption (NSA Suite-B 

192-bit encryption)
• Management Frame Protection
• Uses the SAE key exchange protocol

o Provides forward secrecy
o Resistant to offline decryption attacks 

• Also provides Wi-Fi Easy Connect for 
IoT devices

Wi-Fi Security Protocols – WPA3

STANDARD WPA3

YEAR 2018/2019

ENCRYPTION GCMP-256

AUTHENTICATION WPA3-Personal
WPA3-Enterprise

DATA INTEGRITY BIP-GMAC-256

KEY MANAGEMENT ECDH key exchange / 
ECDSA
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SAE Authentication

WPA3 4-way Handshake
Client/STA (Supplicant) AP (Authenticator)

Commit Message

PE Derivation PE DerivationCommit Message

Generate Shared Secret Generate Shared SecretConfirm Message

Confirm Message

Message 1: EAPoL-Key (ANonce)

Message 2: EAPoL-Key (SNonce, MIC)

Message 3: EAPoL-Key (Encrypted GTK, MIC) 

Message 4: EAPoL-Key (Ack, MIC)

Generate SNonce Generate ANonce

Derive PTK

Derive PTK, Generate GTK

Install PTKInstall PTK and GTK
4-way handshake

802.11 Authentication and Association DONE

Authentication & Association
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• Simultaneous Authentication of Equals (SAE) 
• Dragonfly Key Exchange RFC 7664
• Previously used by EPWD protocol 

Dragonfly Handshake

Dragonblood vulnerability
Refer to a couple of vulnerabilities found in WPA3 in 2019.
The first one is a weakness in the use of P-521 elliptic curve 
which can be downgraded to use a weaker algorithm.
The second bug is related to the EAP-pwd implementation
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• Access to your Wi-Fi is not limited by physical 
boundaries.

o Drive-by hacking or Wardriving

• Access to public or untrusted Wi-Fi networks.
o Could be a fake AP set up by an attacker
- Rogue access points

o Could be valid, but you share the network with 
unknown users (public wifi)
- Man-in-the-middle attacks (Wireless)
- Denial of Service (Dos) attacks

• Open ports and default or insecure settings.

Wi-Fi security concerns and common attacks
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• Change the default SSID.
o Hiding SSID may work for some, but not an issue for most 

bad actors.
o Using SSID that gives away your info may not be a good 

idea. 

• Choose encryption wisely.
o Use WPA3 or WPA2/WPA3 (for compatibility).
o WPA2-PSK is still common.
o WEP is deprecated, never use it again.

• Disable WPS and UPnP.

Wi-Fi Security – SSID & Encryption
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• Choose your Wi-Fi password wisely
o Make it unique.
o It can be long and “strong” but if it’s in a breached 

password list, it can still be brute-forced. 

• Create an access list 
o MAC address filtering is common feature, but MAC 

addresses can be spoofed.

Wi-Fi Security – Passwords
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• Isolate networks
o Separate your data and work machine from IoT 

devices (sensors, security cameras, DVRs, light bulb, 
thermostat)

• Create multiple VLANs to allow micro-segmentation 
of different Wi-Fi network.

• Make use of guest wi-fi, if necessary.
o Change guest password regularly
o Disable when not in use

Wi-Fi Security – Segmentation
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• Disable remote access.
o Also check app or cloud-based management.

• Disable open/unused ports to the Internet/WAN link.
o Check for port forwarding.

• Update firmware, if available.

• Secure the wireless router’s web interface.
o Change admin password (and user if possible).
o Enable HTTPS, disable HTTP only access

Wi-Fi Security – Management
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Thank You!
END OF SESSIONThank You!

END OF SESSION
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• Any questions?

Please remember to fill out the feedback form
<survey-link>

Slide handouts will be available after completing the 
survey
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• APNIC Helpdesk Chat


