Windows Server on Azure: Lab Guide

Overview

This lab guide will help you in creating a Windows Server VM, doing basic management operations
and taking backup of Virtual Machine on Azure.

This content is made available for community use. Accuracy of the information in the content is up-
to date as of 20th April 2017. Permission is hereby granted, free of charge, to any person obtaining
a copy of this document and associated files to deal in the document without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Document, and to permit persons to whom the Document is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the document.

THE DOCUMENT IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PURPOSE AND NONINFRINGEMENT. IN NO EVENT, SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR ANOTHER DEALINGS IN THE SOFTWARE.
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Lab 1: Getting Started with Azure

Lab Overview

This lab will take you through Azure login and portal experience.

Prerequisites
e Windows or a Mac machine with HTML5 supported browser such as Microsoft Edge, Internet
Explorer, Chrome or Firefox
e You should have registered in the training portal https://azuretraining.spektrasystems.com and
received the confirmation message with the credentials to login to the Azure portal.

B8 Microsoft

We are gzlight=a to have you as a part of Microsoft Azure Training - Introduction to RHEL on
Microsoft Azure

Here are the credentials 1o login 1o Microsoft Azurs.

Username: B

Password:

Lab Guide:

Pleazs e that the cradentials in this email wers generated the me you ragistersd

D =them recent p ord in g you have upodated rpa d

hitpsy//=zuretraining. spekirasystems.com. If you wish to remove yourself from the event. you may cance

your registration.

Time Estimate
5 minutes
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Exercise 1: Log into your Azure Portal
In this exercise, you will log into the Azure Portal using your Azure credentials.

1. Launch a browser and Navigate to https://portal.azure.com. Provide the credentials that you
received via email. Click on Sign In.

Microsoft Azure

Work or school, or personal Microsoft account

I---..-----. I

Keep me signed in

Can't access your account?

Note : At the first login, you may have to change the password, if asked for.

2. Enter a new password. Then select Update password and sign in.

Update your password

You need to update your password because this is the first time you
are signing in, or because your password has expired.

IEEIT T

Update password and sign in
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3. Now, you will be directed to the Azure Dashboard

Dashboard ~ + Mewdsshboard o Editdashboard (5 Share " Fubscreen  F Clone [ Delete

Mew k

Service health Get started
Dashiboard MY BESOLFCES

All resources
u Virtual Machines

- Prorvision Windoms md Linus
RESOUNE Qroups

App Senices

App Service

- Crmate web and maobie soos for any platform 2n
. S0L databases

S0L data warehouses S0l Database

Managed relational database. a5-3-Service
MaS0L (DocumentDB)

virtual machines
Load balancers
Storage acoounks Azure Portal

LT AD0UT RoW RO e Dk A

Virlual networks

Exercise 2: Verify access to the Subscription

In this exercise, you will verify the type of role you are assigned in this Subscription.

1. Launch a browser and Navigate to https://portal.azure.com. Login with your Microsoft Azure
credentials.

Dashboard v +

Service health Get started
MY RESOURCES

ﬂ Virtual Machines

Provision Windows and Linux virtual machines in minutes

App Service

Create web and mobile apps for any platform and device

& Marketplace
SQL Database

Managed relational database-as-a-service

Storage
Dwurable, highly available and massively scalable storage

Azure Portal
Learn about how to use the Azure Porta
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2. Click on Microsoft Azure at the top left corner of the screen, to view the Dashboard.

Dashboard v +

Service health
MY RESOURCES

3. To toggle show/hide the Portal menu options with icon, Click on the Show Menu button.

Dashboard v

Service health
MY RESOURCES

4. Click on the Resource groups button in the Menu navigation bar to view the Resource
groups blade.
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Mew

Dashboard

| ]
All resources

Resource groups

. App Services

S SQL databases

5. You will see a Resource Group on which you have access, click on it.

groups

+ Add  EE Columns O Refrazh
Subscriptions: 1 of 2 selected - Don't see a subscription? Switch directories

Filter by name...

6 items

NAME SUBSCRIFTION LOCATION
[‘] spektra-winvm-intro-trainee East US

The Resource Group shown here is for demo purpose only. Actual name of the Resouce
Group that you see may differ.

6. Make a note of locationof the resource group(East US in example screenshot). You should
deploy all resources described in this lab guide in the same location.

7. From the Resource Group blade that come up, Select the Access Control (IAM ) which is on
the left side of the blade.
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spektra-winvm-intro-trainee

I}, ;-j Search (Ctrl+/]

@] Cwerview

B Activity log

;ﬁ Access control (LAM)

& Tags

8. In the new blade that come up, you can see the role that is assigned to you.

@p.dd we Roles

|

You can control access to your Azure rescurces using built-in roles or your own custom roles. You can also
use groups in your Azure Active Directory to control access. Learn more on role assignments

USER ROLE ACCESS

Lab 2: Create Windows Virtual Machine

Lab Overview
In this lab, you will

e Create a Windows Server 2012 R2 Datacenter Virtual Machine.
e Verify the deployed resources.

Prerequisites
e Windows or a Mac machine with HTMLS5 supported browser such as Microsoft Edge, Internet
Explorer, Chrome or Firefox
e Lab 1 must be completed
Time Estimate
20 minutes
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Exercise 1: Create a Storage account
In this exercise, you will create a Standard Storage account for your Virtual Machine.

1. Launch a browser and navigate to https://portal.azure.com. Login with your Microsoft Azure

credentials.
2. In the Dashboard, click on the Show Menu button that appears on the top left corner. This will

expand the menus in the blade.

Dashboard ~ + Newdashboard

Mew

Service health
Dashboard MY RESOURCES

Y

All resources

Resource groups

-

App Services

3. In the Menu that appears, Select +New.

Dashboard v

Mew

Service health
Dashboard MY RESOURCES

All resources

e

Resource groups
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4. In the New blade, Select Storage.

New

__,..:_3' li'Te.-;l.r-:."T the marketplace

MARKETPLACE

Compute
Networking
Storage

Web + Mobile

Databases

5. In the Storage blade that appears, Select Storage account.

New A X Storage

A Search the marketplace
MARKETPLACE See 3 FEATURED APPS See all

Compute Storage account - blob, file,

E table, queue
Metworking Us T Q nd Files
for !

Storage
Data Lake Store

Web + Mobile Hyper-scale repository for big data
analytic workloads

Databases

6. In the Create Storage Account blade, configure the settings as follows:
e MName: winvmstorage

Note:
This name should be unique across Azure. Please use a different unique name or follow

Instructor Guidelines for details.

o Deployment model: Resource manager
e Account kind : General purpose
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e Performance : Standard

e Replication: Locally-redundant storage (LRS)

e Storage service encryption : Disabled

e Subscription : Choose your subscription

e Resource Group : spektra-winvm-intro-trainee(Choose Use existing and scroll down to
see the Resource Group.)

Location : Location of your resource group

Create storage account

The cost of your storage account depends on the
usage and the options you choose below.

Learn mare

* Mame @

winvmstorage v

corewindows.net

Deployment mode| @

Resource manager [8FAls

Account kind @

I General purpose I v

Performance @
Premium

Replication @

” Locally-redundant storage (LRS) | W |

* Storage service encryption @

Enabled
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* Subscription

v
* Resource group @
Create new | @ Use existing |
spektra-winvm-intro-traines hd
* Location
East US W

Pin to dashboard

7. After the configuration is done, Click on Create. A notification will appear at the top right
corner informing the initial status of deployment.

]

Notifications

& Deployments succeeded 1:11 PM

Deployment to resource group 'spektra-winvm-intro-trainee
was successful

10. To access the Storage Account just deployed, Select Resource Group in the Menu
navigation blade.
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Mew

Dashboard

| ]
All resources
Resource groups

. App Services

S SQL databases

11.1In the Resource Group blade, Select the Resource Group spektra-winvm-intro-trainee in
which you deployed your Storage Account. Then Navigate to Overview to see the storage
account you created.

Resource groups

e sdd BF Ceuemer L) Refrest . " b ] et 0 Deiere L) Befein = Mo
Swbscriptions: et see & -
— ‘
bl -
] 4
Py
kil W " I :
-
. ) LETTIR
W SETTINGE MARE Tk SCATIH
i ]
- 7
]
- N
o ]
-
Y
i speitra-winvme intro-traines = P

12. Repeat the above steps with following configurations to create the diagnostics storage
account.
e Name: winvmdiagstorage

Note:
This name should be unique across Azure. Follow Instructor Guidelines for details

e Deployment model/: Resource manager
e Account kind : General purpose
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e Performance : Standard

e Replication: Locally-redundant storage (LRS)

e Storage service encryption : Disabled

o Subscription : Choose your subscription

e Resource Group : spektra-winvm-intro-trainee(Choose Use existing and scroll down to
see the Resource Group.)

e Location: Location of your resource group
13. Navigate to Resource Groups > spektra-winvm-intro-trainee> Overview to see the newly
created diagnostics storage account.

Resource groups £ X 5] spektra-wirnm-intro-trainee

I

Exercise 2: Create a Virtual Network

In this exercise, you will create a Virtual Network from Azure Portal.

1. Launch a browser and Navigate to https://portal.azure.com. Login with your Microsoft Azure
credentials.
2. Click on New in the Menu navigation bar on the left.

Mew

Dashboard

||
All resources
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3. In the new blade, select Networking and then select Virtual Network.

New » MNetworking » Virtual network

New O x Networking

Search the marketplace

MARKETPLACE See 2 FEATURED APPS

Compute Virtual network

<’"> {:ngate a logically isolated section in
Microsoft Azure and securely
connect it outward.

MNetworking
Storage
Web + Mobile

Databases

4. Now, in the new blade that come up, select Resource Manager as the Deployment Model and
Click on Create button to create a new Virtual Network.
Virtual network

Create a legically isolated section in Microsoft Azure with this networking service. You can securely
connect it to your on-premises datacenter or a single client machine using an |Psec connection.
Virtual Networks make it easy for you to take advantage of the scalable, on-demand infrastructure of
Azure while providing connectivity to data and applications on-premises, including systems running
on Windows Server, mainframes, and UNIX.

Select a deployment model @

Resource Manager v

Create

5. Provide the following configuration in the blade that come.
e Name: win-vnet
e Address space:10.100.0.0/16
e Subnet name : win-vm-subnet
e Subnet address range: 10.100.0.0/24
e Subscription : Choose your subscription.
e Resource Group : spektra-winvm-intro-trainee(Choose Use existing and scroll down to
see the Resource Group.)
e Location: Location of your resource group
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Create virtual network

* Name

win-vnet W

= Address space @
10,2.0.0/16 v
10.2.0.0 - 10.2.255.255 (65536 addresses)

* Subnet name

win-vm-subnet W

* Subnet address range @

10.2.0.0/24 W
10,200 - 10.2.0.255 (256 addresses)

* Subscription

W
* Resource group @
Create new I # Use existing I
spektra-winvm-intro-trainee hd

* Location

v

Pin to dashboard

6. After the configuration is done, Click on Create. A notification will appear at the top right

corner informing the initial status of deployment.

* Deployment started... 1:10 PM

7. Click the notification icon to see the current status of deployment.

8. When the deployment is completed, a notification is raised as below.

Spektra Systems LLC.
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9
w
X

Notifications

& Deployments succeeded 1:37 PM

Deployment to resource group 'spektra-winvm-intro-trainee
was successful

9. In the Resource Group blade, Select the Resource Group spektra-winvm-intro-trainee in

which you deployed your Virtual Network. Then Navigate to Overview to see the virtual
network you created.

Resource groups

z
:-
a
*

LOCRTNON

4
i

Pl wirwem-intro- trainee

T

Exercise 3: Create a Network Security Group

In this exercise, you will create an Network Security Group from Azure Portal.

1. Launch a browser and Navigate to https://portal.Azure .com. Login with your Microsoft Azure
credentials.

2. Click on +New in the navigation bar on the left.

Mew

Dashboard

||
All resources
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In the new blade, Search for “Network Security Group”.

New

MNetwork secunty gmupl

MARKETPLACE

Compute

Metworking

4. From the new blade that come up Select the Network Security Group that is listed first.

Networking #* 0O X

Y Filter
O Network security group x
Results
NAME | PUBLISHER | CATEGORY -~
I Network security group Microsoft Recommended
Vi-5eries Next-Generation Firewall (Bundle 1 PAYG) Palo Alto Networks, Inc. Recommended
u Barracuda MNextGen Control Center (BYOL) Barracuda Networks, Inc. Recommended
Vhi-Series Mext Generation Firewall (BYOL) Palo Alto Metworks, Inc. Recommended

5. Now, in the new blade that come up, Select Resource Manager as the Deployment Model and
Click on Create button to create a new Network Security Group.

Select a deployment model @

Resource Manager v

Create

6. Provide the following configuration in the blade that comes up.

e Name: win-nsg

e Subscription: Choose your subscription.

e Resource Group : spektra-winvm-intro-trainee(Choose Use existing and scroll down to see
the Resource Group.)

e Location: Location of your resource group
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Create network security gro... 8@ X

* Mame

win-nsg W

* Subscription

W
* Resource group @
Create new I 8 |se existing I
spektra-winvm-intro-trainee b

* Location

East US I W

Pin to dashboard

10. After the configuration is done, Click on Create. A notification will appear at the top right
corner informing the initial status of deployment

*** Submitting deployment... 1:52 PM

11.  Click the notification icon to see the current status of deployment.

12. When the deployment is completed, a notification is raised as below.
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X Q&

o
w
X

Notifications

& Deployments succeeded 1:52 PM

Deployment to resource group 'spektra-winvm-intro-trainee
was successful

13.1In the Resource Group blade, Select the Resource Group spektra-winvm-intro-trainee in

which you deployed your Network Security Group. Then Navigate to Overview to see NSG
you created.

Resounce groups b T ',F_'n_'ln: tra-winvm-inlro-lraires

= » 3
=]
s L I
-
HARE TFFE LOCATEOH
-
-, -
. -
- s
] = -
-
I o tpecira-winy mimtro-trainas I =

14. Click on win-nsg Network Security Group. A new blade comes up as shown below. Click on
Inbound Security Rules.
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;) Search (Ctrl+/)

J Overview
E Activity log
M Access control {IAM)

& Tags

K Diagnose and solve problems

SETTINGS

+

Inbound security rules

T Qutbound security rules

B Network interfaces
> Subnets
! Properties

8 Llocks

Automation script

ﬁ Delete

Essentials

Resource group {change)

sp wm-intro-trainee
Location

East US

Subscription name (change)

Subscription ID

0 Inbound security rules

Security rules

0 inbound, 0 cutbound
Associated with

0 subnets, 0 network interfaces

PRIORITY NAME SOURCE DESTIMATION SERVICE
Mo results.
S
0 Outbound security rules
PRIORITY NAME SOURCE DESTIMATION SERVICE
Mo results.

15. Click on Add.

o= Add

& Default rules

Search inbound security rules

16.In the Add inbound security rule blade, configure as follows and Click OK.

e MName allow-RDP
e Priority. 100
e Source. Any
e Service. RDP

e Protocot Keep default.

e Port range. Keep default.

e Action. Allow

Spektra Systems LLC.
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Add inbound security rule

K Advanced

* Mame

I aiiow-roP I v

* Priority @

100 |

* Source @

Amy IDR block | Tag

Service @

RDP v

* Protoco

* Port range @

* Action

Deny

17. A notification will appear at the top right corner informing the status.

*=* Creating security rule 2:03 PM

19. When the deployment is completed, a notification is raised as below.
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Motifications

& Created security rule 203 PM

Successfully created security rule ‘allow-RDP,

Exercise 4: Create a Public IP Address
In this exercise, you will create the Public IP needed to connect to the Virtual Machine from internet.

1. Launch a browser and navigate to https://portal.azure.com. Login with your Microsoft Azure
credentials.

2. Click on the +New button on the top left corner of the portal and type “IP”. From the drop
down list, select Public IP address.

- p
IP Check
Public IP address

Reserved IP Address

F5 BIG-IP ADC BETTER 1G Hourly

ThreatSTOP IP Firewall

3. From the new blade that come up Select the Public IP address that is listed first.
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Y Filter

,f-) Public IP address

Results
NAME PUEBLISHER CATEGORY i
ml Public IP address Microsoft MNetworking
g9
Ml Reserved IP Address Microsoft MNetworking
9
F5 BIG-IP ADC BETTER 1G Hourly F5 Netwarks Compute
F5 BIG-IP ADC GOOD 25M Hourly F5 Netwaorks Computs
F5 BIG-IP ADC BETTER 25M Hourly F5 Metworks Compute
F5 BIG-IP ADC BETTER 200M Hourly F5 Netwarks Computs

4. Click Create in the upcoming blade.

Spektra Systems LLC.

Page 24 of 63




E Public IP address

Microsoft

A public IP address is a dynamic or static IP address that you can assign to virtual machines, load
balancers, and virtual netwerk gateways to communicate with the Internet. Your public IP addresses
are associated with your Azure subscription, and can be moved freely between Azure rescurces, The
address of dynamic public IP address may change when dissociated and moved between resources,
or when the asscciated resource is shutdown or deleted. You can use a static public |P address to
ensure that the assigned address remains the same, even if the associated resource is shutdown or
deleted.

In the Classic deployment model, a public IP address was named an instance-level public IP (ILPIP)
address when assigned to a virtual machine or role instance directly, and a virtual [P address (VIP)
when assigned to a cloud service, Furthermore, a reserved IP address could be associated to the VIP
of a cloud service to ensure that the assigned address remained the same even if its virtual machines
or deployments were stopped. These concepts have now been unified in the Resource Manager
deployment model with the public IP address resource.

OOoDEBE

PUBLISHER Microsoft

USEFUL LINKS

5. In the Create public IP address blade, configure as follows:
e Name: win-vm-ip
e [P address assignment: Static
e Idle timeout: 4
e DNS name label: windemovm

Note:
This name should be unique across Azure. Follow Instructor Guidelines for details

e Subscription: Choose your subscription

e Resource group: spektra-winvm-intro-trainee(Choose Use existing and scroll down to
see the Resource Group.)

e Location: Location of your resource group
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Create public IP address

* Mame

win-vm-ip

* |P address assignment

* |dle timeout {minutes) @

I

DM5 name label @

[ windemovm |l

* Subscription

* Resource group @

Create new [J® Use existing

spektra-winvm-intro-trainee

[

W'

.EEEILIE.C'CLIC'E|3|3.EZLII'E.II:II"'I

* Location

East US

Pin to dashboard

-

6. After the configuration is done, Click on Create. A notification will appear at the top right

"= Deployment started...

7. Click the notification icon to see the current status of deployment.

8. When the deployment is completed, a notification is raised as below.

corner informing the initial status of deployment.

by
3:28 P
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Notifications

& Deployments succeeded

Deployment to resource group 'spektra-winvm-intro-traines”
y g
was successful,

9. In the Resource Group blade, Select the Resource Group spektra-winvm-intro-trainee in
which you deployed your Public IP address. Then Navigate to Overview to see the Public IP
address you created.

Resource growps L 4 spekira-winvm-intro-trainee

Y

L.

Exercise 5: Create the Virtual Machine
In this exercise, you will use Windows Server 2012 R2 Datacenter an image available in the Azure
gallery to create the virtual machine.

1. Launch a browser and navigate to https://portal.azure.com. Login with your Microsoft Azure
credentials.

2. Click on the +New button on the top left corner of the portal and type “"Windows Server”.
From the drop down list, select the version (Windows Server 2012 R2 Datacenter).
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New

windows server

OpenMEAP 1.5 (Windows Server
2012)

Windows Server 2012 Datacenter
Windows Server Essentials Experience
Windows Server 2016 Datacenter

Windows Server 2012 RZ Datacenter

3. In the next blade that appears, Select the option Windows Server 2012 R2 Datacenter.

Y Filter

;) Windows Server 2012 R2 Datacenter

Results

MNAME PUBLISHER o~ CATEGORY
E Windows Server 2012 R2 Datacenter Microsoft Compute
E [HUE] Windows Server 2012 R2 Datacenter Microsoft Compute
% Mimble Streamer on Windows 2012 R2 Datacenter WhSPanel Compute
E HPC Pack 2012 R2 Compute Node on Windows Server 2012 R2 Microsoft Compute
B3 Armor CORE for Windows 2012 R2 FireHost Compute
E HPC Pack 2012 R2 on Windows Server 2012 R2 Microsoft Compute

4. In the upcoming blade, select Resource Manager as the deployment model. Click on the

Create button.
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@ Windows Server 2012 R2 Datacenter
Microsoft

At the heart of the Microsoft Cloud 05 vision, Windows Server 2012 R2 brings Microsoft's experience
delivening global-scale cloud services into your infrastructure. The virtual machine (VM) offers
enterprise-class performance, flexibility for your applications and excellent economics for your
datacenter and hybrid cloud environment. This image includes Windows Server 2012 B2 Update
(KBE2919355),

Lagal Terms
By clicking the Create button, | acknowledge that | am getting this software from Microsoft and that

the lzgal terms of Microsoft apply to it. Microsoft does not provide rights for third-party software.
Also see the privacy statement from Microsoft.

OOooDEBE

PUBLISHER Microsoft

Learn more
USEFUL LINKS Documentation

Pricing details

Select a deployment mode| @

Resource Manager w

5. On the Basics blade that appears provide the following details.
e Name win-demo-vm
e VM disk type: HDD
e User name. demouser
e Password Password@123
o Subscription. Choose the default subscription
e Resource Group:. spektra-winvm-intro-trainee(Choose Use existing and scroll down to
see the Resource Group.)
e Location. Location of your resource group

Click OK.
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Create virtual machine

* MName

1 BESIE_S i i > win-demao-vm W
Configure basic settings

VM disk type @

HDD v

* lser name

demaouser v
3 * Passward
. - < JL cal == FEFFRREEREE R W

* Confirm password

4 B [ v

Subscription

v
* Resource group @
Create new I ® lse existing I
spektra-winvm-intro-trainee A
Location
East US v
-
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6. In the Size blade, Click on View all.

Choose a size

Browse the available sizes and their features

Prices presented are estimates in your local currency that include only Azure infrastructure costs and
any discounts for the subscription and location, The prices don't include any applicable software costs.
Recommended sizes are determined by the publisher of the selected image based on hardware and
software requirements,

% Recommended || View all

D1 V2 Standard D1 Standard Al Standard

1 Core 1 Core 1 Core
3.5 GB 3.5 GB 1.75 GB
= !¢ o 2 = 2
&= Data disks &= Data disks &= Data disks

=y 2x500 =y 2x500 = 2x500

Max IOP5 Max I0P5 Max IOP5
. 50GB . S0GB ' .

BB caiso BB oaso » Load balancing

‘::) Load balancing ‘;) Load balancing

e

2129

7. From the list of VM sizes, select Standard A1 and click Select.

1 Core
1.75 a8
==
== Data disks
=y 2500
Max |OPS

¢ Load balancing

44.64

8. In the Settings blade, configure as follows:
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e Use managed disks. NO

e Storage account : winvmstorage (created in ex 1)

o Virtual network : win-vnet (Created in exercise 2)

e Subnet: win-vm-subnet (Created in exercise 2)

o Network security group (firewall) : win-nsg (Created in exercise 3)

e Public IP address : win-vm-ip (Created in exercise 4)

o Availability set: None

e Boot diagnostics : Enabled

e Guest OS diagnostics : Enabled

e Diagnostics storage account : winvmdiagstorage (Choose from the list)

Click on OK after providing details.

-

Storage

Use managed disks @&

* Storage account @ >

Iwi nvmstorage I

Metwork

* Wirtual network @ >
win-vnet

* Subnet @ 5
win-vm-subnet {10.2.0.0/24)

* Public IP address @ >
win-vm-ip
* Metwork security group {firewall) @ 5

win-nsg

Extensions

Extensions @ >

Mo extensions
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High availability

* Availability set @

Maone

Monitoring

Boot diagnostics @

Disabl Ed

Guest 05 diagrostics @

Disabl Ed

* Diagrostics storage account @

wirvmdiagstorage

9. In the Summary blade, verify everything is correct, and click OK.
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Summary

@ vaiidation passed

Basics

Subscription
Resource group
Location

Settings

Computer name
Disk type

User name

Size

Storage account
Managed

Virtual network
Subnet

Public IP address

Availability set

Guest 05 diagrostics

Boot diagnostics
Diagmostics storage account

Metwork security group (firewall)

spekira-winvm-intro-traines
East US

win-demo-vm
HDOD

demouser
Standard Al
winvmstorage

Mo

win-vnet
win-wm-subnet (10.2.0.0/24)
win-wm-ip
win-nsg

Mone

Enabled

Enabled
winvmdiagstorage

** Submitting deployment..
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11. Once the deployment is finished, you can view the status from the notification tab at the top.

MNotifications

) Deployments succeeded 443 FM

Deployment to resource group ‘spekira-winvm-intro-trainee’

Exercise 6: Verify the deployed resources

In this exercise, you will verify the resources that were deployed during the virtual machine creation.

1. Launch a browser and Navigate to https://portal.azure.com. Login with your Microsoft Azure
credentials.

Dashboard v +

Service health Get started
MY RESOURCES

Virtual Machines

Provision Windows and Linux virtual machines in minutes

App Service

Create web and mobile apps for any platform and device

ﬁl Marketplace

S5QL Database

Managed relational database-as-a-service

Storage
Dwurable, highly available and massively scalable storage

Azure Portal
Learn about how to use the Azure Porta
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2. Click on Microsoft Azure at the top left corner of the screen, to view the Dashboard.

Dashboard v +

Service health
MY RESOURCES

3. To toggle show/hide the Portal menu options with icon, Click on the Show Menu button.

Dashboard v

Service health
MY RESOURCES

4. Click on the Resource groups button in the Menu navigation bar to view the Resource
groups blade.
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Mew

Dashboard

All resources
Resource groups

. App Services

S SQL databases

5. You will see a Resource Group which you have access to, click on it.

+ Add =2 Columns O Refresh

Subscriptions: 1 of 2 selected — Don't see a subscription? Switch directories

& items
NAME SUBSCRIFTION LOCATION ~
[*] spektra-winvm-intro-trainee East US

Note:

Group that you see may differ.

The Resource Group shown here is for demo purpose only. Actual name of the Resouce

6. The upcoming Resource Group blade lists all the resources in the Resource Group under

Overview.

NAME TYPE LOCATION

Ll win-demo-vm Virtual machine East US ooo

! win-demo-vm702 Metwork interface East US wes

D win-nsg Metwork security group East US wee

3 winvmdiagstorage Storage account East US ==
win-vme-ip Public IP address East US wes

[—| winvmstorage Storage account East US wes

<o win-vnet Virtual network East US wes
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7. In the resources blade, win-demo-vm is the Virtual Machine that was created and win-vnet
is the virtual network it is connected to. Along with those, two storage accounts, Network
Security Group, Network Interface, and a Public IP address should be visible.

Lab 3: Connect to the Virtual Machine

Lab Overview

In this lab, you will connect to the Windows Server 2012 R2 Datacenter Virtual Machine.

Prerequisites

e Windows or a Mac machine with HTML5 supported browser such as Microsoft Edge, Internet
Explorer, Chrome or Firefox
e Lab 2 must be completed

Time Estimate

15 minutes

Exercise 1: Connect to Windows Server VM

If you are using a Windows machine, Launch a browser and Navigate to https://portal.azure.com.
Login with your Microsoft Azure credentials.

1. Click on Microsoft Azure at the top left corner of the screen, to view the Dashboard.
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Dashboard v +

Service health
MY RESOURCES

2. To toggle show/hide the Portal menu options with icon, Click on the Show Menu button.

Dashboard v

Service health
MY RESOURCES

3. Click on the Resource groups button in the Menu navigation bar to view the Resource
groups blade.
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Mew

Dashboard

All resources

Resource groups

App Services

SQL databases

4. You will see a Resource Group which you have access to, click on it.

+ Add S8 Columns O Refrash

Subscriptions: 1 of 2 selected — Don't see a subscription? Switch directories
Filter by name...

6 items
NAME SUBSCRIFTION LOCATION
[‘] spektra-winvm-intro-trainee East US

The Resource Group shown here is for demo purpose only. Actual name of the Resouce
Group that you see may be different.

5. The upcoming Resource Group blade lists all the resources in the Resource Group under
Overview.
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N spektra-winvm-intro-trainee
e group

EE Columns M

[ Overview

ubscription name ichange!

B Activity log

A Automation script

Location
Ea S
i Access contral [IAM) Fastls
& Tags
§ items
SETTINGS HAME ~ TYFE ~ LOCATION ~
Quickstart | bl win-demo-vm Virtual machine East US
Resource costs I win-demo-vm702 Metwork interface East US
é Deployments C win-nsg MNetwork security group East US
Policies =] winvmdiagstorage Storage account East US
= Properties win-vm-ip Public IP address East US
ﬂ ocks = winvmstorage Storage account East US
€% win-vnet Virtual network East US

6. Click on win-demo-vm VM and from the Overview blade, click on connect.

Q Restart W = Move

Stop

=

Essentials ~

Resource group (changs

spektra-winvm-intro-trainee
Status
Rurining

Location

East US

Subscription (changs)

Subscription 1D

I Celete

f_) Refresh

Computer name
win-demo-vm

Operating system
Vi

Windows
Size
Standard A1 (1 core,

Public IP address

Wirbual network/subnet

net/win-vm-subn

7. The Remote desktop connection will pop up. Click on connect.

%> Remote Desktop Connection
0,

connect anyway ?

where this connection came from ar have used it before.

Publisher: Unkmown publisher
8t Type: Remote Desktop Connection

Remote computer:

[ ] Don't ask me again for connections to this computer

{= | Show Details

The publisher of this remote connection can't be identified. Do you want to

This remote connection could ham your local or remote computer. Do not connect unless you know

x

III Connect

|III Cancel I

1.75 GB memaory)
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8. Enter your username and password for the win-demo-vm. Select Use Other Account if your
computer’s local account is selected by default.

Windows Security x

Enter your credentials
These credentials will be used to connect to

2

| demouser I

K

Domain: MicrosoftAccount

[ ] Remember my credentials

9. After entering the username and password you can start accessing the win-demo-vm.

B Remote Desktop Connection >

ﬁ The identity of the remote computer cannot be verified. Do
/' you want to connect anyway?

The remaote computer could not be autherticated due to problems with its
securty cerfficate. k may be unsafe to proceed.

Cerificate name

_RJ Mame in the cerificate from the remote computer:
win-demo-vm

Certificate emors

The following emors were encountered while validating the remaote
computer’s certfficate:

/1 The cerfficate is not from a trusted cedifying authaorty.

Do you want to connect despite these cerificate emors?

[] Dont ask me again for connections to this computer

View certificate... I fes Mo
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&8 Windows Server 2012R2

Exercise 2: Power Operations on Virtual Machine

In this exercise, you will stop & start Virtual Machine from Azure Portal.
1. Click on Stop in the vm'’s blade at the top.

[ r— Qe | B o P e B Beee D) B

2. A notification will appear at the top right corner informing the status.

X
Stopping virtual machine 11:22 AM

3. Click the notification icon to see the current status of deployment.
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4. When the stop action is completed, a notification is raised as below.

Motifications

% Successfully stopped virtual machine 124 AM

Successfully stopped the virtual machine “win-demo-vm’,

5. Click on Start in the navigation bar at the top.

we Connect | B Start @ Resa WS = hove M Delete ) Refresh

Essentials ~

Resource group (cnange Computer name

spektra-winvm-intro-trainee win-demo-vm

Status Ciperating system

Stopped (deallocated) Windows

Location Size

East US Standard A2 (2 cores, 3.5 GE memaory)

Subscription (changs) Public |IP address

Subscription D Wirual metwork/subnet
n-vnetwin-vim-subnet

6. A notification will appear at the top right corner informing the status.

Motifications

mm Starting virtual machine Running

3

Starting virtual machine "win-demo-vim'..

8. When the start action is completed, a notification is raised as below
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Motifications

¥ Started virtual machine

Successfully started virtual machine “win-demao-vm'.

Lab 4: Managing Virtual Machines

Exercise 1: Resize Virtual Machine
In this exercise, you will resize the Virtual Machine from Azure Portal.

1. Click on win-demo-vm VM and from the Overview blade, click on size.

- win-demo-vm
—— Nirt

Overview

H Activity log
] r
sl Access control (JAR)

F Tags

ﬂ( Diagnose and solve problems

SETTINGS

Ji fvailability set
= Disks
Extensions

! Metwork interfaces

2. In the Size blade, Click on View all.

Spektra Systems LLC. Page 45 of 63



Choose a size

D1V2 Standard D2_V2 Standard D3 V2 Standard

1 <Core
3.5 GB
o 2
= Data disks
=y 2500
— bax IOPS
= 50 GB
o Local 550

v# Load balancing

D4 v2 Standard
& Cores
28 GB
= 16
== Data disks
=y lex500
Max IOPS
= 400 GB
h Local 55D

v Load balancing

2

16

Cores

GB
4

Diata disks

4x5300
Max IOPS

100 GB

Local 550

Load balancing

D5 V2 Standard D1 V2 Standard
Cores Cores
GEB GEB
32 4
Data disks Diata disks
32x500 4x500
Max IOPS Max IOPS
800 GB 100 GB
Local 55D Local 550

Load balancing

Cores

GB
&

Diata disks

8x500
Max IOPS

200 GB
Local 550

Load balancing

Load balancing

3. A notification will appear at the top right corner informing the status.

5. When the resize action is completed, a notification is raised as below.
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Exercise 2: Monitoring & Boot Diagnostics of Virtual Machine

Motifications

¥ Resized virtual machine

1:43 AM

Successfully virtual machine ‘win-demo-vm’ to size

“Standard_A

In this exercise, you will monitor and boot diagnostics of Virtual Machine from Azure Portal.

1.

Click on win-demo-vm, Navigate to the Monitoring tab.

- win-demo-vm
- Yirt

al machine

- -
M Search (Ctrl+/

Automation script

SCHEDULES

! Auto-shutdown

MOMITORIMNG

il Metrics
Alert rules
Diagnostics settings

oie Diagram

SUPPORT + TROUBLESHOOTING
% Advisor recommendations
Resource health

Boot diagnostics

2. Navigate to the Monitoring tab, and then and select the Metrics option underneath it.
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- win-demo-vm
—— Virtual ma i

dchine

' Auto-shutdown

MOMNITORIMNG

ilil Metrics

Alert rules
Diagnostics settings

o Diagram
SUPPORT + TROUBLESHOOTING
W Advisor recommendations
Resource health
Boot diagnostics
Reset password
A Redeploy

Mew support request

3. View the available metrics list. Then select the metric you are interested in and plot it. here we

select the 4-different metrics to plot:
. Host Disk Read and Write Bytes.

win-gdamo-=wm - Matncs

\
t

i "o only miact met ca of tha )

L A T— [T ] T Te—— [ 'y
. -
PO 5 TROUBLE RO - i - _._r.-""'
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° Host Network In and Out.

win-dema-wmn - Metrics

» —
N v e
- it et -
— -
Marvaveh remia Ll Ry
O T—— ks e

e

4. Navigate to the Monitoring tab, and then and select the Alert rules option underneath it.
Click on Add metric alert.
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win-demo-wn - Alert rules

B e
FkME STATIE CORDATION FESOURCE SROLF RISOURCE LAST FRD

3 :

5. In the Add metric alert blade, configure as follows:
e Name CPU8O0-alert
e Description. This is alert demo for CPU Utilization
e Source Metrics
e Subscription : Choose your subscription.
e Resource Group : spektra-winvm-intro-trainee
e Resource :win-demo-vm
e Condition : Greater than
e Threshold :50
e Period:Over the last 5 minutes
After configuration is done, Click OK

Spektra Systems LLC. Page 50 of 63



Add rule 8 X

* Mame @
[Puso-zent | V|

Description

| this i alert demo for spekira I \/ |

Source
Alert on
I Metrics I v

Criteria
Subscription

l | v

Resource group

I spektra-winvm-intro-trainee I R

Resource
-dermno-, -

Metric @

Percentage CPU w

50

40

30

Condition
Greater than R

* Threshald
| 50 | v

Period @
I Over the last 5 minutes I w

MNotify via

Email owners, contributors, and readers

Additional administrator email(s)
—

I - I v

Webhook @

HTTP or HTTPS endpoint fo route alerts fo

Take action @ >
Rumn a runbook from this alert

Take action @ >
Rumn a logic app from this alert
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6. When the alert creation is completed, a notification is raised as below.

Motifications

& Creating alert 1:04 PM

Successfully created alert "CPU&0-alert’.

7. You will see the add metric alert. This alert rules can check if a metric has crossed a certain
threshold. They can then notify you via email or fire a webhook.

= +-:.' YeRaric bt +;'-: activity log Al
el Source i Resource group Resounce typed Retoure
C— - af - W0 :
HAME STATS CONDITION RESOURLCE GROUP RESOURLE LAST FIRED
[f:‘..gﬁ et & Active Peicenl T CPLU = 50 Percent ek Ir - wanm - G- raines W @RING- v 49 min g0 |

8. For checking the metric is working, we are going to perform a load test. For this first we need
to connect to our virtual machine.

F Start Q' Restart W Stop =P Move M Delete CJ Refresh

Essentials -~

Resource group (changs Computer name
spektra-winvm-intro-trainee win-demo-vm

Status Ciperating system

Running Windows

Location Size

East US Standard A1 (1 core, 1.75 GB memory)
Subscription (changs) Public IP address

Subscription 1D Viroual metwork/subnet

net/win-vm-subnet

9. Here you need to download "Cpustress” Application to generate load. Now after you can set the
load value greater than provided in metric to test it. Login to the machine and download this

application.
Download CPUSTRESS here http://download.sysinternals.com/files/CPUSTRES.zip
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10. Here on the image as you can see the cpu threshold generated is greater than 50 i.e. required
to trigger the metric.

t

Task Manacer
Procamen | Parformancs | Usen || Dwtsl | Seracm
CPU
A 158 OHc CPU  ineeiry ecnir) oPU £5-2673 43 @ 240GH:

r.'l\.'l""lf'll:\.'
VLR GE (505

Ethernet
WOk A D Kgs

2.39 GHz

LAO 16645

33

ToA5 AW

= T E 2 H B s BWTE

11. Here metric is triggered and the mail is send to the email address previously provided at the
metric alert rule.

Dear Customer,

(Fercent) In

activated

alert in th
RULE NAME: CPUB0-alen
RULE DESCRIPTION: this 15 alert de P
SERVICE: virtualMachines: win-demq -

METRIC: Average Percentage

ALERT ACTIVATED TIME (UTC): 4/7

SUBSCRIPTION NAME:

Thank you

Microsoft Azure Team

12. Now click on Boot Diagnostics under Support + Troubleshooting
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- win-demo-vm
== Virtual machi

dcnine

J  Auto-shutdown

MONITORING
fln Metrics
Alert rules
gd Diagnostics settings

(] .
ke Diagram

SUPPORT + TROUBLESHOOTING
B Advisor recommendations

Rescurce health

Boot diagnostics

Reset password
M Redeploy

Mewr support request
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13.1In this blade, you will see console view of Windows Virtual Machine which show that VM is up
and running.

II win-demo-vm - Boot diagnostics

Search [Ctrl+/ ! Screenshot U Refresh 'n' Settings

Press Ctrl+-Alt+Delete to sign
MONITORING

iln Metrics
Alert rules
Diagnostics settings

L] .
aiw Diagram

SUPPORT + TROUBLESHOOTING

W Advisor recommendations ™
Resource health -

Boot diagnostics F|’|day’ Apﬂ 7

Reset password

it

A Redeploy

Mew support request Updated: Friday, April 7, 2017, 10:12:15 AM UTC

Exercise 3: Backup Virtual Machine

In this exercise, you will create a Backup for your Virtual Machine
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1. Click on win-demo-vm, navigate to the Setting tab, and then and select the Backup option
underneath it.

- win-demo-vm
- ¥irt

Mual maching

Overview

H Activity log

T P ——, LAY
t  Access control (JAR)

& Tags

X Diagnose and solve problems

SETTINGS
Availability set
= Disks
T Extensions
! Metwork interfaces

g Size

& Backup

! Properties

2. In the Backup blade, configure as follows:

e  Name win-vm-backup

e Backup Policy. DailyPolicy
e Policy name: winvmPolicy
[ ]

Backup frequency: Daily
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Enable backup a

X Backup policy
I Baciup pod oy o Ertion range
[P} DeailyPoskscy T ites
;8
(o
Click on OK.

2. Click on Enable Backup.

Enable backup

This uses the Recovery Services vault to backup

the virtual machine with the configured poli

cy
and will be charged as per backup pricing.
Recowvery Services vault @
w Create new Select e
I winvm-backup I w
Backup policy @ N
. ) r
(new) winvmPaolicy

3. A notification will appear at the top right corner informing the initial status of deployment.
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Motifications

snm Deployment started... Running

Ceployment to resource group ‘spekira-winvm-intro-trainee’ is
in progress.

4. Click the notification icon to see the current status of deployment.

Motifications

& Deployments succeeded 1:48 PM

Deployment to resource group ‘spekira-winvm-intro-trainee’
was successful.

6. In the Resource Group blade, Select the Resource Group spektra-winvm-intro-trainee in
which you deployed your Backup vault. Then Navigate to Overview to see the winvm
backup you created.

Resouroe groups A | SPektra-winvmeiniro-trainee
s . i
B iovio
A
o #
WA il 1L
: e
N
| =
a [Fos "]

7. Click On the winvm backup, click the number under Backup Items, or click the Backup
Items tile.
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+ Backup +Repl'cate @ Delete

Essentials »~

Resource group (<h Backup ftems
spektra-winvm-intro-trainee 1

Status Backup management servers
Active 0

Location Replicated items

East US 0

Subscription name Ich

subscription-shivani
Subscription D
dec9f97-dd03-431f-ad 18-003df894620e

Menitoring

Backup Alerts (last 24 ... Backup Pre-Check Status (Azure WMs)

o s CRITICAL
Ftica 0

Warning 0 0
TOTAL
WARMING

0

Site Recovery Health
Unhealthy serve.. H

Events 0

Updates availab... 0

Backup

Backup Items Backup Usage Backup Jobs

Cloud -LRS OB n progress o

Cloud -GRS 0B Failed 0

1=

8. The Backup Items blade opens. select backup item.
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IZI winvm-backup - Backup items

2 Search (Ctri+/) T Refresh

- BACKUP MAMAGEMENT TYPE BACKUP ITEM COUNT
& Site Recovery

Azure Virtual Machine

MOMNITORING AMD REPORTS Azure Backup Agent 0

lobs Azure Backup Server 0

M Alerts and Events

POLICIES

Backup policies

PROTECTED ITEMS

Backup items

Replicated items

MANAGE

=x  Site Recovery Infrastructure

Backup Infrastructure

9. The Backup Items list opens.

Backup Items (Azure Virtual Machine)

up

O Refresh + Add W Filter

Fetching data from service completed.

NAME “  RESOURCE GROUP ™ BACKUP PRE-CHECK “* LAST BACKUP STATUS “~  LATEST RESTORE POINT ™

win-demao-vm spektra-winvm-intro-trair.. Passed Warning(Initial backup...

10. On the Backup Items list, click the ellipses ... to open the Context menu.
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Backup

ltems (Azure Virtual Machine)

vm-backup

C) Refresh + add Y Filter

Fetching data from service completed.

]
=
3

HAME “  RESOURCE GROUP ™ BACKUP PRE-CHECK “ LAST BACKUF STATUS “~  LATEST RESTORE POINT ™

win-dermao-vm spektra-winvm-intro-train.. Passed Warning(Initial backup...

11. The Context menu appears.

Pin to dashboard +

Backup now

Stop backup

12. On the Context menu, click Backup now.

Pin to dashboard F 4

Backup now

Stop backup

13. The Backup Now blade opens, Click on Backup button.
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F

14.To view or track the status of the initial backup, on the vault dashboard, on the Backup
Jobs tile click in progress.

winvm-backu
&8 ;

2 Search (Ctri+/ o Backup = Replicate [ Delete
SILE RELUVETY HEFIL
- s
& Overview
Unhealthy serve.. 0
BH activity leg
Events 0
- Access control (1AM ;
i Access control (IAM] Updates availab... 0
Tags
;}( Diagnose and solve problems BaCkLlp
Backup ltems Backup Usage Backup Jobs
SETTINGS
Properties Cloud -LRS OB n progress @ 1
ﬂ Locks Cloud - GRS OB Failed 0
Automation script 1
GETTIMG STARTED .
Site Recovery
@+ Backup . . ci i
Replicated rtems Recovery plans Site Recovery jobs
& Site Recovery
Failed 0
MOMITORING AND REPORTS A P -
Waiting for input 0
Jobs n progress 0
- =

15. The Backup Jobs blade opens.
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Backup jobs O X

EE Choose columns Y Filter E Export jobs C_) Refresh

Filtered by: Item Type - All item types, Operation - All Operations, Status - All Status, Start Time - 4/12/2017, 6:25:39 PM, End Time - 4/13/2017, 6:25:39 PM

Completed fetching data from the service.

Filter item.
WORKLOAD NAME o OPERATION - STATUS o TYPE o START TIME - DURATION o
win-dermo-vm Backup @ In progress Azure virtual machine 4/13/2017, £:25:08 PM 000036

16.In the Backup jobs blade, you can see the status of all jobs. Check if the backup job for your
VM is still in progress, or if it has finished. When a backup job is finished, the status
is Completed.

Backup Items (Azure Virtual Machine)

winvm-backup

0) mefresh o add Y Filter

Fetching data from service completed.

MNAME “*  RESOURCE GROUP “ BACKUF PRE-CHECK “ LAST BACKUF STATUS < LATEST RESTORE FOINT ™

win-demao-vm spektra-winvm-intro-trair.. Passed Success 4772017, 32514 PM
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