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CbAabpKaHue

ZyXEL npeactaBsaHe

Security PeweHusa 3a HyxauTte Ha busHeca
ZYyWALL USG NopTtdonuo
OcHOBHM npeanMcTBa
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ZYyXEL npencrtaBsaHe




 OcHoesaHa u 6a3upaHa e TaueaH npe3
1989 nood mapkama ‘ZyXEL’ om nbpeus
deH

» Cmapmupa ¢ useecmHume sucokayecmeeHu
Dial-up modemu, docmuezaliku no3uyusima cu
dHec Ha Bodeuw n;ﬁouseodun)éh Ha UsiriocmHu
MHmepHem PeweHus u np9ayxmu

f
\

* Exclusive Defense BU

¥ d




ZyXEL [nob6aneH onuUT NpUNoXeH Ha

MEeCTHO HUBO

e Hao 30 llpedcmaeumesniHu oghucu e
yesnusi cesim

e [lokpumue Ha na3apa e Had 150 cmpaHu
e ceema

S Bbdeuqu TenekoMyHuUkayuoHHU KOMNaHuu u
,0ocmaeyuyu Ha ycnyau; Hao 400,000 manku
u cpedHu pupmu; Had 70 MunTUOHa KpalHU
KnueHmu .,

o [IpedcmaesumerieH peauoHasieH oghuc 8
bwbnezapusi om kpasi Ha 20112. nokpusauw
u mepumopusima Ha MakeOoHus,
AnbaHus u Kocoeo
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ZyXEL Hue ce aHraxupame

,El,a NMOMOIrHemMm Ha KrimeHtTute a noCTUrHat MMCuUsATa CU U Aa

XnBedAT pa3sinyHoO
JlocTtaBunum Ha Ycayrum busHecu JlomaKnHCTBA

-
Multi-service TexHonorum 3a EdektuBHM n HapexxaHu CbBpemeHeH [lurutaneH HaumH
mogepeH lom KOMYHUKaLuuu Ha XXusoT
ZyXEL Advanced Broadband Comprehensive ZyXEL Commercial High-performance ZyXEL Digital Home

Technologies & Solutions Solutions Solutions

KabenHa u be3xunuyHa Bpb3Ka 3a [laHHn, Bugeo n Ayguo, no Bcako Bpeme Hascakbae!



Multi-service UHTenureHTeH
Adom

472, (98 TenekomyHukauunoHHu KomnaHum

n loctaBuMUM Ha yCnyru

End-to-end npoayKtu un peweHus:

*|P DSLAM = MISAN
*Active Fiber = GPON ONT
*GEPON ONU/OLT = WIiMAX CPE
*ADSL2+/ G.SHDSL/VDSL2 CPE&IAD
*|P Set-Top-Box

*LTE

TexHonorum:
3G/3.5G, 4G LTE, WiMAX, VDSL2 Bonding,
Active Ethernet, FTTx, GPON

[a ce ocurypu mpekosa MHPPACTPYKTYypa
3a: [loctaBKa Ha Ycayru, ArperumpaHe,
Aoctbn o NomeweHna unm KnneHtu
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ZyXEL busHecu

-

NuepnartenHu noptdonma 3a b6usHeca:
*Security

*LAN Switch

*Wireless LAN

*IP Telephony

*Network Management Software/Firmware

EdeKkTueHa, HapexxaHa nHTerpupaHa

KomyHuKauua npe3 obnaka cbc 3awmra
D, T

TexHonoruu:

Firewall, Switching, Wireless LAN,
O6eauHeHa nnatpopma 3a ynpaBaeHune Ha
peweHunaTa, EKCKny3sunseH copryep

——
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ZyXEL JomMakuHcTBa

MopTtdonua 3a lururaneH gom :
*Home Routers

T 2 *Wireless Access Points/Adapters
*Wired LAN Adapters

*Desktop Switches
/ *Media Servers
*Media Streamers
/] l' *\/olIP
,D,Mrmanel-l Ha4YuH *|P Set-Top-Box
Ha XXusoT
TexHONnOrum:

Home routing, BUCOKOCKOPOCTEH CTPUAMMHT
Ha Myntumegum n nnueH Obnak

[a ce oCUrypAaT BbIHYBaLLU AUTUTAIHU
emouunu ypes: flocton Ao UHTEepHer,
KabenHa n be3xXnuyHa CBbp3aHOCT,
JomalHu 3abaBneHun
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ZyXEL PesynTtatu

Bopgella nosunums B npogaxbute Ha busHeca

w > chwar “r'.. s
’<o\ p

No.1l B cBeTa npe3 2010:
m -5M3|-|ec Be3XnyHu .
XuopugHu TquM 3a
Ao T'bl"i\ :
¥ . ‘be3axunyHn h \s
, Ton, Broadband CP‘E
I'Ia3apeH Osan:

*Ton 3 VDSL CPE mapka
‘Ton 5 ADSL CPE mapka N

\

Internet Security Applij'nce 32 MaNIK1A
6usHec: Hapg 50% nasapeH gan B cBeTa

(uena nog 500USD) Source: Infonetics, March. 2011



PelweHnsa 3a OCHOBHUTE
Bbnpocu Ha busHeca
OTHOCHO CUTypPHOCTTAa
Ha MpeXxaTa




Kak aoa ce ocurypu HenpekbcHaTa
cBbp3aHOCT ¢ UHTepHeT?

,-:

s
-’

. Vantage CNM
i Sz Centralized Network
[ & Management
S - —~— N . Host by SI
412 & il s - (5% or Customer
™ ' LAN A \%_
) = — ( : WAN1 ':Qtvfgl'k W —
ZyXEL . ZyWALL USG 200 rovider
z - “ = Unified Security %
PRS- - Gateway £ BRAS
pihnirsnbanties & SN | d =]
. ' Bumots Office ADSL Fiber Ly 18
Last-Mile iy
ZyXE" ;
Corporate
Headquarters
Primary
—=-—--Backup

3G Back-up Bpb3ka

+ 3anasBa ce Bpb3karta ¢ IHTEpHET Aopu KoraTo Ta € npekbcHana rno
OCHOBHUS KaHarn.
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ZyXEL Kak pa ce usnonsea MHTepHeT
Bpb3KaTa MakCUManHo ePeKTUBHO?

WAN Load Balance Inbound Load Balance

@ . o = -
— ((mi;.\_ Y il B8
ey

p . i Ty SEmail SWeb
‘;Q: et N ZyWALL USG SR RN

: L - Unified Security
ZyWALL USG GS2200-48 e | | o Gateway
Unified Security 48-port GbE oy P | §
Gateway L2 Switch . : Ciistomar : ‘
- HTTP Traffic — ; i ‘ TR
Other Traffic ‘&4 ‘&,‘ Global DNS c
VolPTraffic v

VolP Traffic

Load Balance

*» lNoBnwaea ctabunHoOCTa Ha MpeXxaTa KakTo 1 usinocTHaTa u
nponyckaTenHa crnocobHoCT

+ OTnaga Hyxgarta OT pa3xoan 3a no-emcoka VIHTepHeT ckopocCT
*» HenpekbCcHaATOCT Ha Bpb3KaTta ¢ IHTepHeT
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y472.¢3 8 EeanpobnemHo CBBLP3BaHe U MUTpaLms
KbM |IPV6 Mpexu?

N
2002.ipv4/64

6rd tunnel 4

/ Stateful

ZyWALL USG
Unified Security
Gateway

: / Stateless 3 2002.ipvasea

ZyWALL USG
Unified Security
Gateway

“IPv6 Ready” ®a3a 1 u 2
¢ lNokpuBa Han-cbBpPEMEHHUTE TEXHOMOMMYHN U3NCKBAHUS
% 6esnpobnemeH npexon ot IPv4 kbM IPV6
* 3alwuTaBa nHBecTUUUsATa B 0bopyaBaHETO

- Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




Kak oa ce npegaBaT AaHHU MexXAay
ooucH UYpe3 curypHa Bpb3Ka?

Server Farm

L &
Email Bl File OA, ERP System
' [ User Server System Share CRM System
i 1
<7 — Ot ;
Mobile User 9291 il | ct .
]\/' Webh-based Application Server Remote Network
3 | 3 | Application (Inventory, Store..) Desktop Extend
{671
Qi e N Headquarters
P2 ,  — Internet ‘ 5
Site to Site | /
Branch  ipsacveN
ZyWALL USG
b ~ Unified Security
Gateway
iy
Sy’
Branch

Site-to-Site IPSec VPN

+» LleHOBO-eheKTUBHO pelleHne 3a CBbp3BaHe Ha LeHTpanHmsa oduc ¢
Herosu punuanmu
s CuUrypHu KpmntupaHu Bpb3KN mexay T1ax (npes VIHTepHeT)

J

+ [locTosiHHa CBBbP3aHOCT
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Kak pa 3awmTtum tTpadpumka Ha
oToane4vYeHUTe cCnyxutenu?

Server Farm
B lZEf-— IPSec

- © % VPNClient ' [ LA (’ ) e
- -} ] =5
P IPSec Email Bl il ERPS t
.‘o‘ “ ¥ VPN Client User Server Systern Sh'aie OAkM ys¥ser$\m

1.

iy f
= L—l ‘;-
O~ 09 3

. Web-basad Application Server Remote Network

7/’/ :ﬁ

]
Client to Site }
IPSec VPN

Conﬁguratlon File } Appllcatlon (Inventory, Store...) Desktop Extend
& z{|
N2 \
P ; e ' Headquarters
Branch

ZyWALL USG

; Unified Security
E; V Gateway
= Sy
Branch

SSL nnum IPSec VPN
s OToanedeH gocTbn 6e3 Hy)KAa OT CoXKHa KOHdUrypaums
* PenoyumpaHe pabotaTta 3a agMuHucTparopa

s User friendly — nuctanupa ce IPSec KnnueHT/pectapT/rotoBo 3a
ynoTtpeba
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CurypeH otaaneyeH 4oCTbLN Ypes

MOOUHO YCTPOUCTBO?

Server Farm

[ [®

ILha

“"‘ — el o ]
% ’ ay Email Bl File  OA ERP System
- Server System Share CRM System
Mobile Raga e - - ¢:\
sar » . Web-b. vd | Sei Ri N rk
v Web-base ication Servel emote =twi Of
Snt):rtpg sl W' Application ('i‘f\?entory, Store...li Desktop Extend
with public IP i
A Itﬁ
L2TP VPN .2 Headquarters
=) Internet g /
. ‘,'/'f .- t-‘m .-.. -
Mobile ZyWALL USG
User Unified Security
Gateway
Smartphone
behind NAT Broadband
Gateway

¢ YO0o06CTBO M NPaKTUYHOCT
+ bes gonbnHUTENHU pasxoam

% CurypeH goctbn A0 UPMEHUTE PECYPCU MO BCSIKO BpEME, HAaBCAKbAE
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ZyXEL Kak oa noacurypum tpaduka 3a

KPUTUYHU NPUNOXEHNA 3ana3Banku
NPMopUTeT 3a KINYoBUTe NnoTpedutenn?

, ' 7
|‘K\,;)‘
Manager
Headquarters |-/ L=
I
-

nternet Sl —
w .‘-:“-—n—-' T~
i ZyWALL USG
Unified Security
Gateway

S & S &
L&I‘ ﬁl: Manager's Traffic —=il ﬂ&ﬁ A’l

VoIP Traffic
IP Phones Other Traffic IP Phones

Bandwidth Management
s KauectBeH QoS 3a VoIP tpadmk
¢ MNpnoputeTeH goctbn 3a n3bpaHun noTpedbuTtenu
s EdpekTnBHOCT Ha MpexarTa
s MnHummnanpaHe ueHata Ha Bpb3kaTa ¢ Bandwidth Management
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ZyXEL Kak na 3anasum epeKTMBHOCTTA Ha
crnyxutena?

[ [
B B
-‘j>"/ - ‘/

Office hours
block P2P traffic
@ " Limit P2P

/"" bandwidth out
2 of office hours

ZyWALL USG
Unified Security
Gateway

Application Control

¢ YBenn4yaBaHe Ha NpPoLYyKTUBHOCTTA

s [leTamneH KOHTPOS BbPXY OOCTbMbLT A0
annukaummn 3a Bceku notpeburen

% [Mo-manko NHTepHeT 3noynoTpebu

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




7AW (I8  Kak ga 3aWmUTUM CRYyXMTENs OT aTaku

rnpes3 onacHu cantoee?

ZyWALL USG

: - : Unified Sacurity '(——\
Shopping i - Gateway ~

N‘ = Attempt to access =~ e | :'
[J nﬂ — ‘ i e

illegal Web site
Gambling

Phishing

Content Filter

s*3awuTa oT yeb 3annaxu Kkato anoBpeaeH kog n phishing B peanHo
Bpeme

“*YBennyeHa Npon3BoANUTENHOCT Ha CRyXXUTENUTe Ypes3 briokmpaHe Ha
NoQO3pUTESTHM canToBe

s*PerynunpaHe Ha Tpadmka 4ype3 ngeHtuduumpaHe Ha camToBe KOUTo
ro HaToBapBaT NPEKOMEPHO (PUITMOBU N MY3UKaTHW)

- Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




Kak gpa sawmtuum 6usHeca ot Cnam?

Email Web
Server Server

ZyWALL USG
g | N Unified Security
, ! d ] Gateway

E:.- | Commtouch
% —  Cloud Database

Anti-Spam

s HamansasaHe n3non3saHeTo Ha U3MMLLHN CUCTEMHU pecypcu
+» lNpeonasBaHe OT 4ONBITHUTENTHO HATOBapBaHE Ha Bpb3KaTa
¢ YBenun4yasaHe CUrypHoCTTa Ha MHpopmMaumsaTa

- Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




7472, {9 8 MpunoxxeHune 3a JloctaBunum Ha Ycnyru

Unified Security
Gateway

Unified Security
Gateway

Man "_"g ed Internet m
Service . 477 office 3
Provider Unified Security
Gateway
Company A

= Rivr ,
Vantage Unified Securlity Unified Security Office 1
CNM Gateway Office 2 Gateway

Server

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.



ZYyXEL Security
[TopTdonuo

OHec n yTpe




2012 Noptdonuo (AHec)

USG 2000

USG 1000
USG 300

>
£ USG 200
2 USG 100
ks
%2
S USG20/20W 200 1p5¢
5 25 SSL
= Flexible Z
5 f * 50 IPSec
Y e UTM e Device

e 5|PSec

e 5SSL

I— ManbK busHec CpeeH Buanec
OtpaneueH opuc/Manvk

Mogen USG 20/20W USG 50 USG 100 USG 200 USG 300 USG 1000 USG 2000
Fl)c\)lvréNl’ lSJSBIga 2 WANSs, 6 Giga 2 WANs, 7 Giga 3 WANs, 7 Giga M WANSs, 7 Giga M WANSs, 5 Giga M WANSs, 8 Giga
OCHOBHMU 802.1'1b/g/n, ports, 2 USB, ports, 2 USB, ports, 2 USB, ports, 2 USB, ports, 2 USB, ports, 2 USB,
FW 180Mbps, FW 180Mbps, FW 250Mbps, FW 300Mbps, FW 400Mbps, FW 2Gbps,
napamerpu (F%IS\QIS%T\'AVQ' IPSec 90Mbps, IPSec 90Mbps, IPSec 90Mbps, IPSec 130Mbps,  IPSec 180Mbps,  IPSec 600Mbps,
IPSec 75Mbp:; UTM 24Mbps UTM 30Mbps UTM 40Mbps UTM 80Mbps UTM 100Mbps UTM 400Mbps

JInueHsun Kaspersky & ZyXEL Anti-Virus, IDP, Content Filter, SSLVPN
AKcecoapu ZyWALL OTP v2

Codryep Vantage Report, Vantage CNM , ZyWALL IPSec VPN Client
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| ManbK busHec
OtpaneueH opuc/ManbkK
oduc

USG50

USG 20/20W

2012/H2 NopTtdonuo (YTpe)

USG 110

Ll e e el

USG 310

USG 2000
USG 1100

|
Cpepen busHec

Manbk n CpepeH busHec

Mogen

OCHOBHMU
napameTpm

JInueHsun

AKcecoapu

Coodryep

USG 20/20W USG 50
LWAN,5Giga , \yaNs, 6 Giga
ports, 1 USB,
802.11b/g/n ports, 2 USB,

’ FW 180Mbps,
(20W only),
IPSec 90Mbps,
FW 150Mbps, UTM 24bbs
IPSec 75Mbps P

USG 110

2 WANSs, 7 Giga ports, 2
USB,

FW 1000Mbps, IPSec
250Mbps, UTM
\250Mbps

USG 310

M WANSs, 8 Giga ports,
2 USB,

FW 1500Mbps, IPSec
375Mbps, UTM
375Mbps

\

[
USG 1100 | USG 2000

|
M WANSs, 8 Giga ports, | M WANSs, 8 Giga ports,

2 USB, I 2 USB,

FW 3000Mbps, IPSec | FW 2Gbps,
750Mbps, UTM | IPSec 600Mbps,
750Mbps J UTM 400Mbps

Kaspersky & ZyXEL Anti-Virus, IDP, Content Filter, SSLVPN, Application Patrol, Chargeable firmware upgrade, Capacity upgrade, Anti-Spam

ZyWALL OTP v2

Vantage Report, Vantage CNM , ZyWALL IPSec VPN Client




ZYXEL — OCHOBHW
npeauMmcTBa




ZyXEL 3awo ZyXEL?

= BbeannatHu Firmware bnrpengmn

= CbnopT AUPEKTHO OT NpeAcTaBUTENHUA OchUC U
OTOpPU3UpPaAHUTE NAPTHLOPU

= OcurypsiBaHe Ha TeXHN4YeCKN o0y4YeHUs1 1 ceMnHapm
* N34yepnatenHo nopTtdonmo 3a BCU4YKN CErMeHTH

* OTNMNYHO CBHOTHOLUEHNE LeHa/Ka4yecTBO

* A3paboTka no nopbyYKa npu npoekTn (customization)

= 5r. MNapaHuua 3a Security, LAN Switch n Professional
Wireless npoayktu (Q2)

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.



ZYyWALL USG - Selling points

= Flexibility
« Hybrid VPN for IPSec & SSL
o The right model for each company size
= Application management
« 28+ IM/P2P applicationen and more to come
= Excellent user experience
« Excellent Firewall / UTM / VPN performance
« Industry leading 5 years H/W warranty

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.



ZYWALL USG - Selling points

= 3G (UMTS, HSDPA...)

« Slot for 3G access

« Provides high mobility
= OTP (One-time- password)

« Additional security with token - optional available
= Low “Total Cost of Ownership” (TCO)

o Free AS Engine on the ZLD plattform

o No hidden FW upgrade costs

« Vantage Report 1 Device included

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.



ZyXEL- Advantages

= Firmware upgrades free of charge

= Local support

= Complete and comprehensive network portfolio
= Excellent price/performance relation

= A clear channel model —we sell only through authorized
distributors

= An attractive partner program
= ,Customization” — integration of customer‘s requests
= Offerings of trainings and workshops

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.



Capacit

Perfonmancey Capacity

USGEL10

USEE10

Y42 (38 (JSG x10 Performance and

USEL100

SPI Firewall Throughput

1000Mbps 1500Mbps 3000Mbps
(UDP, RFC2544)
IPSec VPN Throughput (AES) 250Mbps 375Mbps 750Mbps
SSL VPN Throughput 50Mbps 75Mbps 150Mbps
UTM throughput (AV+IDP) 250Mbps 375Mbps 750Mbps
TCP thl_’OUth.Ut ) 250Mbps 375Mbps 750Mbps
(FTP with device default setting)
Max. Concurrent Sessions (NAT) 20,000/ 60,000 100,000 500,000

New Session Rate

2,000 (sessions/sec)

3,000 (sessions/sec)

12,000 (sessions/sec)

Max. IPSec VPN Tunnels 50/100 200 1000
SSL VPN Tunnels (Included/Max) 5/25 5/50 5/250
GbE* 7 GbE* 8 GbE* 8
Ethernet Interface (10/100/1000, Copper) (10/100/1000, Copper) | (10/100/1000, Copper)
WAN* 2, LAN/DMZ* 5 Configurable Configurable
USB interface 2 2 2
Power consumption TBD TBD TBD

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




7472, {3 8 USG110/310/1100 SKUs

VP EOTISENVICERSANCENSE USGELI0 USGES10 USGEI400
1-YR v v v
KAV (Kaspersky SS2)
2-YR v v v
1-YR v v v
IDP (Braodweb IDP)
2-YR v v v
Application Patrol 1-YR v v v
(Braodweb ApplID) 2-YR v v v
1-YR v v v
Content Filter (BlueCoat)
2-YR v v v
1-YR v v v
Content Filter (Commtouch)
2-YR v v v
1-YR v v v
Anti-Spam (Commtouch)
2-YR v v v
# of Session SRS Gl
# of IPSec VPN tunnels ((5% N 16000))
USG110 security plus upgrade Managed Application Basic = Full ) i
Categories Basic > Full
KAV SSlI
IPSec VPN (Client software) (by # of clients) v’ (50/100) v (200) v (1000)
5 included 5 included 5 included
SSLVPN (Tunnels) (by # of clients) 2R D= e = ) D=2 o = )
5-> 25; 5->50; 10 » 25; 5 - 250; 25 - 50;
10> 25 10 > 50; 25 > 50 | 25 -> 250; 50 > 250
v v v

OTPv2 (powered by SafeNet)

(by # of tokens)




A% ZyWALL USG 20

Selling Point:

* Double Performance/Capacity than ZyWALL 2+
« Hybrid VPN solution Appliance (IPSec + SSL)

» Support 3G connection as backup WAN (USB)

ZyXEL

WAN ‘ LAN/DMZ —
PWR SYS USB P1 P2 P3 P4 P5

ZyWALL USG 20 - —
| 101001000
INTERNETSECURITY APPLIANCE

USB

o
CONSOLE RESET POWER
Interface: Power:
(1) WAN1:10/100/1000 12VDC
(4) LAN/DMZ: 10/100/1000, Configurable 100~240VAC

(1) USB: 2.0, for 3G/3.5G

(1) CONSOLE: RJ45 connector
Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




A% ZyWALL USG 20W

Selling Point:

* Double Performance/Capacity than ZyWALL 2WG
* Hybrid VPN solution Appliance (IPSec + SSL)

« Support 3G connection as backup WAN (USB)

« 802.11 b/g/n

ZyXEL

LAN/DMZ —

PWR SYS P1 P2 B8] P4 P5
=

ZyWALL USG 20W = = = = =
INTERNETSECURITY APPLIANCE 10/100/1000 —— 10110071000 —

o N

il
uSB WAN

SNV | NERWIN | SO o
CONSOLE LAN / DMZ RESET POWER
Interface: Power:
(1) WAN1:10/100/1000 12VDC
(4) LAN/DMZ: 10/100/1000, Configurable 100~240VAC

(1) USB: 2.0, for 3G/3.5G

(1) CONSOLE: RJ45 connector
Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




A%l ZyWALL USG 50

Selling Point:

» High performance entry-level UTM appliance

* Increasing business productivity (IM/P2P Management, Content Filter)
» Support 3G connection as backup WAN (USB)

Interface:

(2) WAN1/WAN2: 10/100/1000
(4) LAN/DMZ: 10/100/1000

(2) USB: 2.0, for 3G/3.5G

WAN 10/100/1000 LAN/DMZ 10/100/1000

ZyXEL
‘.';lrévf“\i LA AR ,|

| ZyWALL USG50 |

UNIFIED SECURITY GATEWAY

CONSOLE : 2’:?!5"; A
,
Interface: Power:
Console: DB9 12vDC
100~240VAC

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




ZyXEL

ZyWALL USG 100

LEDs: Interface:

PWR (2) WAN1, WAN2: 10/100/1000

SYS (5) LAN/WLAN/DMZ: 10/100/1000, Configurable Port Role
AUX (status of Dial Backup/Dial-In) (2) USB: 2.0, for 3G...etc

CARD (status of Extension Card Slot)

WAN1 WAN2 LAN / WLAN / DMZ
—
P5 P6

ZyXEL = oo

USB
I 1
il 2
E] |
SYS CARD RESET f
E
ZyWALL USG 100 °
INTERNET SECURITY APPLIANCE =

AUX CONSOLE EXTENSION CARD SLOT POWER
L@ @S w e
Interface: Interface: . Power:
Dial-Backup/Dial-In OOB: Console: DB-9 F Extension Card Slot: 12VDC
DB-9 M 1. 3G Cellular Card 100~240VAC

2. Wireless LAN Card etc...

- Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




ZyXEL

ZyWALL USG 200

LEDs: Interface:

PWR (2) WAN1, WAN2: 10/100/1000

SYS (1) Optional: 10/100/1000 (can be 3" WAN, or additional LAN/DMZ)
AUX (status of Dial Backup/Dial-In) (4) LAN/WLAN/DMZ: 10/100/1000, Configurable Port Role

CARD (status of Extension Card Slot) (2) USB: 2.0, for 3G...etc

WAN1 WAN2

ZyXEL PWR AUX

INTERNET SECURITY APPLIANCE

SYS CARD RESET
ZyWALL USG 200

AUX CONSOLE EXTENSION CARD SLOT POWER

=) = comsemems [
Interface: Interface: : Power:
Dial-Backup/Dial-In OOB: Console: DB-9 F Extension Card Slot: 12VDC
1. 3G Cellular Card 100~240VAC

DB-9 M i
2. Wireless LAN Card etc...

- Copyright©2012 ZyXEL Communications Corporation. All rights reserved.




ZyXEL

ZyWALL USG 300

LEDs: Interface:

PWR (7) Gigabit Ethernet: 10/100/1000, Configurable Port Role
SYS (2) USB: 2.0, for printer, storage...etc

AUX (status of Dial Backup/Dial-In)

CARD1 (status of Extension Card Slot1) Interface:

CARD?2 (status of Extension Card Slot2) Dial-Backup/Dial-In OOB: DB-9 M

Console: DB-9 F

ZyXEL

”’1nnnnmnnnnmn '

|ZyWALL USG 300

lNTElNST SECU nmr APPLUIANCE

POWER 100-240VAC
FUSE RATED: TO.5A250VAC

EXTENSION CARD SLOT |} EXTENSION CARD SLOT 2

Extension Card Slot: Power:
Future Upgrade 100~240VAC
1. 3G Cellular Card

2. WLAN Card
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ZyWALL USG 1000

Extension Card Slot, HDD

Slot and USB Ports
5 Gigabit Ethernet Interfaces - | (For future use)

Ventilation Fans | Power Switch ‘
100~240VAC
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ZyXEL

ZyWALL USG 2000

LED:

PWR: Power status Interface: Security Extension Module: HDD Slot:
SYS: System status 6 GbE: 10/100/1000 Boost up UTM and/or VPN HDD

AUX (Status of Dial-in Function) = (Auto MDI/MDIX) throughput performance Expansion Slot
HDD (Status of Hard Drive) 2 Dual-Personality:

SEM (VPN/DU&' accel.) Ethernet or SFP

CARD: 3G card status

zyxer | SESESS J S
’ ' ‘“ | “ “H “’ I\ H‘u“ :( zyXEL- SECURTTY EXTENSION MODULE ‘I =
‘ ” ”“ H 'r_‘_‘;_______ _______ o'o??on""""““:—" I_. oo =

RESEY U A Srr = h lh“
T - Nl -l =
Card Slot USB:
CardBus slot z
MR UNIT 1 "

AUX & Console.

Dial-in Mgmt & RS-232 Fan: Power Redundancy:
Console Ventilation Fans Redundant Power Module
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Outstanding Performance among
Competition

Competitive Comparison:
Firewall Throughput in Mbps Competitive Comparison: Sessions

250 10000

200
7500

150
5000

100
2500

50
o 0

ZyWALLS5 FG-30B TZ100 ZyWALL ZyWALL S5 FG-30B TZ100  ZyWALL
USG50 USG50

* Source: Performance figures from ZyXEL SonicWALL and Fortinet Websites.
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Security On A New Level

IPv6b Support
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IPv6 Transition Phases

-- IPv6 will dominate the network services
and applications in near future

V 4 /
\ IPv4 Only / IPv4 Ocean /
jf IPv6 Only
Experimental

IPv6 Network IPv6 Ocean

IPv6 Island
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Why do | need IPv6 ?

= User Driven
o If you want to access IPv6 Internet

o If you want to provide IPv6 applications to your

customer
= |SP Driven

o If your ISP can only offering you IPv6 public IP
address (IPv4 address depletion)

= Regulation compliance

o« Government mandates

Copyright©2012 ZyXEL Communications Corporation. All rights reserved.



ZyWALL USG IPv6 Implementation Plan

Phase | - ZLD v3.00

Implement
Focuses

Rationale

* Dual stack

* 6rd & 6to4 transition
tunnel

* Host/Router/Firewall

* Major ISP phase |
deployment needs 6rd
for their investment
protection

* ISP new equipments
will need dual-stack
support

* Firewall is required
because there is no NAT
protection in IPv6

* Dynamic routing
(RIPng, OSPFv3)

e  Multicast
* |PSec/IDP/AV
e SNMP

* DS-Lite (4 over 6)

* DS-Lite for new network
(backbone is IPv6 only)

* After phase-I, more
sophisticated
routing/security
demands raise

* SEND
* DNSSEC
* IKEv2

* IPv6 has been the
majority, the goal is to
make the transition more
smooth.



Introducing Commtouch

CONTENT FILTERING
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ZyXEL

Customer Challenge for 2011: Web-based

Threats

The following graphic shows the number of visited pages containing malicious links for a sample of hosted

Web traffic pulled during 2010.

Sex [N TYY 0.5

Information Technology | EGTTGEGEGEGECY]
News and Media [ GGG
Entertainment | KGEE]
Shopping [ ENGNGNGY
Search Engines and Portals
Social Networking and Personal Sites
Message Boards and Forums R 1.9
sports IR 36
Games IR 1.6
Freeware and Software Download [ 0.9
Society and Lifestyles 13
Travel I 25
Web Hosting R} 0.5
Business and Economy 2
MP3 and Audio Download Services KEY 0.3
Hacking B 0.1
Adult Content il 0.2

Proxy Avoidance B 01
Source: Websense, 2010 Threat Report

B % of total threats

8.3
17.6

4.6
Websense Security Labs identified a
6.1 0 o .
. . ((Jl 111.4% increase in the number of
9. malicious websites from 2009 to 2010
1.2

79.9% of websites with malicious code were
legitimate sites that have been compromised —
an increase of 3% from the last previous
period.

Searching for breaking trends and current
news represented a higher risk (22.4%)
than searching for objectionable content
(21.8%)

% of total traffic
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What’s the feature benefit?

Commtouch GlobalView URL Filtering enables the following various
applications:

=Security — enables real-time protection from emerging Web threats including
malware, phishing and Zombies/bots

=*HR compliance/regulation — prevents browsing to questionable content like
pornography and hate sites

=Productivity — blocks or monitors sites to maximize employee productivity

=Bandwidth regulation — identifies sites that consume an organization’s
bandwidth (e.g. movies, music)

=Parental control — restricts access to inappropriate Web sites

HTTF -~ ., emesessasnssasmannnn .,
Request e - =
E N Optimized H m ® % Mahware dala |\
E : cor1ml-3uc1'JRlF 4 Query i wf h b pnishing data |,
§ Filtering S0 — 1 ﬂ 3 . :
HITP e i Detection & :
Request ; Classification } Pomaguzpy dota | 0N
H Classification  § - R |
Other applications h ' e;@ i i i Sy 3
ie.. fiewall % : “31,5@ e GRS
anti-virus, i 9 H AN e
HTTR management} e "‘;‘5
Request TR - o et ’ﬁ.
\ / Commtouch

Security Alliance

yration. All rights reserved.



Introducing Commtouch

ANTI-SPAM 2.0
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Anti-Spam 2.0: What’s Been Improved?

- Anti-Spam 1.0 Anti-Spam 2.0

- White List

USG’s
Anti-Spam
Technology
Elements

Black List
RBL/ DNSBL

White List

Black List

RBL/ DNSBL

Sender-based IP Reputation NEW
Filter

Commtouch RPD Query
Virus Outbreak Protection ngw

NEW



742438 Anti-Spam 2.0 Key Features

Way Better Detection Rate

Much improved detection rate & accuracy, with very low false positives
Can do rate limit — mitigating the gray areas

Real-time Response

CommTouch's Unique RPD technology — block all associated messages in real
time
Zero-Hour Virus outbreak protection

Good Performance

“Sender-based IP reputation” removes over 80% of unwanted mail

Intelligent cache: around 70% of cache hit rate — meaning only 30% of
messages needs to be queried

Very small footprint (only 500 bytes per message digest) — minimizing WAN
bandwidth usage

Trustworthy — user data privacy are maintained

The digest of data sent for query doesn't include continuous data content; only
some displaced single words are collected. This keeps central site from
knowing content of user data. In turn, user privacy is kept.

Also, very good query response time & reliable: database server in the cloud
(with fast response time and high avail
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r4"2,. (38 \Way Better Detection Rate

/ Anti-Spam 2.0 — Way Better Detection Rate \

h --.-.-_.,.._._:-. Sender-based IP

Reputation Filter

S Inbox
—_— Query-based
: Message Digest
| B

09% Blocked

Over 80% Blocked

b Y

Benefits of sender-based IP reputation The query-based solution blocks spam based
filter: on its most fundamental characteristic - its

- Reduces Necessary System Resources mass distribution. This makes it equally

- Saves Bandwidth, Enhancing effective against all types of spam —in any
Performance location, format, content, or language.

- Increases Security - Analyzes billions of messages per week

- Eliminates False Positives - Deployed in 130 countries

- Improves Detection Rate - Support for double-byte spam detection

- Integrated by many leading security vendors
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7472 {3 8 Real-time Response

With CommTouch’s RPD technology, USG detects spam outbreaks as soon as
they emerge, and to block all associated messages in real time

h ®
Real Time

Classification

'. Detection USG
2y -
| ..= > Center (_
& .::.-'?:‘5 [}_E::I
corr@i_i{ouch’“‘ Volume of a Single Variant of virus variant checksum Also integrated “Zero-hour
(E]_UD) Trojan-Downloader Outbreak 9b4agbed019dd25a70b118b739eb18b . . ”
- Virus Outbreak Protection”,
avengine 2 | [ AV engine 4 USG blocks or delays suspect
(+14:07) (+18:46)
messages hours before
AV Engine 1 A Engine |Avengine s (2640) | commercial Anti-virus
) [*EngnecC039]  signatures are available
\ /\ IM‘ Engine 7 (+63:12}|
Outbreak] = =] 2 Over 20 |
began A = \n hours

First 20 hours of variant outbreak
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Security On A New Level

VPN Enhancements
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Easy VPN

Challenges
Problems on
traditional IPSEC VPN
client — high
administration
overhead, in terms of
software dispatch and
configuration

Benefits - lower administration
overhead

1. Near-clientless deployment
- IPSec client software dispatch
(like SecuExtender behavior)

- auto provisioning

2. Worry-free

- No throughput bottleneck
(IPSec runs faster than SSL)

- No interop issue

3. User friendly

- Install, reboot, and go!

r IPSec VPN configuration files
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v Zasdad Secure remote access via smart phone

. FOCUS/DifECtiOI’I “Get closer to your
. business data, collaborate
o Mainstream smart phone platform it celleaes, aral e
iPhone smarter with business
Android applications.”
Smart phone, the new
= What we have today productive platform in the

enterprise environments.

e L2TP over IPSec for iPhone i0S4

= What’s new in 3.0
e L2TP over IPSec for Android (v3.00)
e Guarantee IOP with iOS and Android
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ZyXEL Centralized Service Deployment with site-to-site
VPN

Service
ST\ Scope Scope
VA W = Remote Office A Remote Office B
[ | —
— Option
— DNS Server Problem (1) :
I SIP Server A smaller MTU link in the middle
DNS / NMS Server SIP Server DHCP Server NMS Server between two sites. Packet (with

DF bit set) that size exceeds the

HQ Office MTU will be drop.

+
Interne* Remote Office A

Problem (3) :
If the DHCP server is

consolidated in the central Remote Office B
site.

Authorized Partner
Authorized Customer

.) -

LAN L)
ding' )

Remote Office B

Remote Office C

5 / Problem (2) :
IP subnet overlap with VPN
peer site.
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7472, {3 8 Outline

* What’s new in ZLD v3.00 major release
@ Performance boosted up to 30%
e IPv6 support & logo granted
9 Malware protection enriched
@ More 3G connectivity support
@ VPN & infrastructure enhancements
© Quality & trouble shooting
= Appendix
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Z.VXE'- Robust Security with Optimized Performance

- base on USG50/100 Lab Test Result

USG50

Test Criteria

ZLD v3.00 b12 (Mbps)

Firewall (UDP)
- Follow RFC2544
- UDP packet, 1518 bytes

ZLD v2.21 P4 (Mbps)

ZLD v2.21 P2 (Mbps)

(FCS: 2012/0Ws: 2011/06) (FCS: 2010/10)
- 75% \

712.0

298.12

231.02

Firewall (TCP)

- FTP, get 2G file

- Device default setting
- Packet size 1460 bytes
- Single session

177.1

USG100

Test Criteria

ZLD v3.00 b12 (Mbps)

Firewall (UDP)
- Follow RFC2544
- UDP packet, 1518 bytes

(FCS: ZOlZ/Oig i ! ﬁCS: 2011/06)
(]

359.4

ZLD v2.20 P5 (Mbps)

180.29

ZLD v2.20 P2 (Mbps)

_\(FCS: 2010/09)

175.57

Firewall (TCP)

- FTP, get 2G file

- Device default setting
- Packet size 1460 bytes
- Single session

90.4

*Base on SVD testing result during RD development phase
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ZyXEL

Make the World Connect

Thank you!



